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WING 5 Captive Portal Device Self Registration

Overview

WING 5.8 release brought in a new Guest Self Registration functionality along with Guest User analytics
included into some of the top WING 5 Controllers - NX7500, NX9XX0 and VX9000. Guest Self Registration
allows guest users to register via a simple onboarding process using a HTML form or via social media profiles
like Facebook or Google+. After registration a guest user record is created which allows for a seamless mobility
between the APs or even locations without prompting a user for login or registration anymore.

This functionality comes out of the box with no additional licensing required.

Multiple use-cases and registration flows are available. This HowTo guide will focus on one specific use case
where guest users will register using an HTML form without any data validation. This is a supplemental guide to
the general “WiNG5 How To Captive Portals’guide, which is a recommended pre-requisite to this document.
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Device Registration Flow

Associates to a Guest
Network

Redirected to a Captive
Portal Registration Page
Limited network access

User Record created in
the database
Internet access is allowed

Associates to a Guest
Network

Internet Access is
Allowed.

Welcome Back page is
presented and then
Internet Access is allowed

User Database is updated
with the user last visit time
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Configuration

Components

In order to complete the configuration as quickly as possible the following configuration order is
recommended:

e AAA Policy

e RADIUS Server Policy

e Database Server

e Captive Portal Policy

e  Wireless LAN

Configuration - AAA Policy

The AAA Policy in device registration scenario will point to the onboard RADIUS server running on a
centralized controller that supports guest registration database (NX75XX, NX9XX0, VX9000). This AAA Policy
will be used by both Captive Portal Policy to specify device registration server, as well as by the Wireless LAN
to perform initial MAC authentication to determine device record presence.

AAA Policy Configuration - Web Ul
Configuration -> Network -> AAA Policy -> Add:

WiNG vo.8

Dashboard [efliiis|il@ Diagnosti . Operations Stafistics

© 2017 Extreme Networks, Inc. All rights reserved.

Devices  Wireless Profles RF Domains Security Services Management %] Revert | % Commit [] Commitand Save
EE Policy Based Routine | Authentication, Authorization, and Accounting (AAA) Q
@L2TPV3 : = = =

AAA Policy @ | Accounting Packet Type Request Interval NAC Policy Server Pooling Mode
& Crypto CMP Palicy
&l AAA Policy
@ AAATACACS Palicy
[R3]IPvE Router Advertis:
i 5GP
Glaliae

Map: | None v
FEjana 1
Type to search

Type to search in tables Row Count: 0
B B O
Add | Edit ‘ | Delete | | Copy ‘ | Rename.
- I_J
AAA Policy 4 ONBOARD-RADIUS I Continue | l Exit ] |
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AAA Policy ONBOARD-RADIUS 9
RADllISAlluleni.inaﬂml - RADIUS Accounting  Settings
Server Id @ Server Type Host Port Request Request Request Dscp NAI Routing | NAC Enable
Proxy Mode | Attempts Timeout Enable
Type to search in tables Row Count: 0
I W= =

serverld p1 |3 (106) (7]
Settings

Server Type # | onboard-centralized-controller | v

Host . Hostname -

i ] .
Alias

Fort o/1812 IiJ (1 to 65,535)

Secret o | | show

Request Proxy Mode 0|Nﬂﬂe |'|

Prosy Mint Host °| |

Request Attempts g T3 @(Hﬂﬂ]}

Request Tmsout g3 Seconds v | (1t060)
Retry Timeout Factor @ 100 @ {50 to 200)

DscP oo @ (Dto63)

Network Access Identifier Routing
Ml Routing Enable @[]

Realm °| |

T [ T

5] Revert | ¥, Commit |fo] Commitand Save

AAA Policy Configuration - CLI

aaa-policy ONBOARD-RADIUS

authentication server 1 onboard centralized-controller
1

© 2017 Extreme Networks, Inc. All rights reserved.
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Configuration - RADIUS Server Policy

RADIUS Server running on the centralized controller will provide an interface for the AP to communicated with
the device registration database. RADIUS Group must be created for the registered devices, as well as the
RADIUS Server policy in order to start the RADIUS service. RADIUS Group can optionally be limited for clients
associated to a certain SSID to add additional security.

RADIUS Server Configuration - Web Ul

Configuration -> Services -> RADIUS -> Groups -> Add:

WINGv58)

Operations  Stabistics A

BEELGEIGE Configur - EREGHS RS

Devices Wireless Network Profles RF Domains = Security —Services Management %7 Revert ¥ Commit [ Commitand Save
&GuestManagement RADIUS Group e
E2DHCP Server Policy =
RADIUS Group ‘Guest User Group Management Group Role VLAN Time Start Time Stop
[EpBoniour Gateway Palicy
E2DHCPYE Server Poli
= EgRADIUS
[ Groups
[ User Paals
—(@mSanar Palicy___
[E/RADIUS Group
‘«
Type fo search
Type to search in tables Row Count: D
B B
—_— I Add I[ et | [oeete ] [Locomy. ]| Renamejl

I RADIUS Group Policy | 5 uests | (7]
Seftings Schedule =
Guest User Group ¢ ]
_ I:‘ Restrict Access By Time
VLAN o] | | (1to4,004) Time Start g - <
L L v v — -
WLAN SSID E Time Stop g - - At (@
v v .
Li ]

L |

] Restrict Access By Day Of Week
Days —

Rate Limit from Air ol:‘ 100 =

{100 to 1,000,000 kbps)

Rate Limit to Air 100 : (100 to 1,000,000 kbps)

o[l

Management Group @[]

Access

Role

Session Time

Inactivity Timeout

0 e
o

o[]
o[]

= (60 to 86,400 seconds)

(5 to 144,000 minutes)

1 I the management group is selected, You cal
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Configuration -> Services -> RADIUS -> Server Policy -> Add:

. o VXO00D | v | * admil
WIiNGivo8 Dashboard [We)\in i@ Diagnosti_ Operations Statistics o

Devices Wireless Network Profiles RF Domains  Security  Services Management
&Gues{ Management | RADIUS Server e

%] Revert [¥ Commit [o] Commitand Save

DHCP Server Polic
& | RaDIUS Server @‘RAMUSUMPMI: |Defwllswlne Default Fallback | cation Type |CRL
i (g Bonjour Gateway

[ DHCPVE Server Poli
= EpRADIUS
[ Groups
8 User Pools

v [ RADIUS Server }
» g Unmapped

Type to search

B B Type to search in tables

& p po | r—

RADIUS Server Policylﬂ ONBOARD-RADIUS I

| Server Policy | Client = Proxy LDAP

Setfings
RADIUS User Pools
i ] Create
LDAP Server Dead Pericd @ 5 Minutes |' (Dto10)

LD&P Groups — |v | & :
o I

LO&P Group Verffication @[]
LOAP Chase Referral o]

Loc al Realm | | i o |
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Configuration -> Profiles -> {select VX/NX profile} -> Services:

Profile default-vx9000 Type VXS000 (2]
General RADIUS Server Application Policy [
Cluster Applic ation Policy
Adoption

» Interface

» Network ° crene

» Security
VRRP
Critical Resources DHCP Server
Senices DHCP Server Policy @) <none> x| E2 B

» Management DHCPuE Server Foliy. g | 9 &

» Advanced Guest Management Policy

Guest Management 0|GM L | 9 &
RADIUS Server Policy
RADIUS Server Policy /| ONBOARD-RADIUS x| 9 8
Bonjour Gatew ay
Forwarding Policy @ r) 8 & o
-
| o] re e

‘3] Revert m Commit E Commit and Save

RADIUS Server Configuration - CLI

radius-group Guests
guest
1

radius-server-policy ONBOARD-RADIUS

!
profile vx9000 default-vx9000

no autoinstall configuration

no autoinstall firmware

use radius-server-policy ONBOARD-RADIUS

Configuration - Database (CLI Only)

Starting with WIiNG 5.8.4 release database server process does not automatically start on a VX or NX
controller. It is required to manually start the process using database policy configuration object.

There are 2 deployment models possible for the database server:

e Standalone - no redundancy for database contents. Data can optionally be backed up at scheduled time
intervals to an external location

e Replica Set - three nodes required, two of them will sync full data set, while third node will act as an
arbiter in database primary elections.

© 2017 Extreme Networks, Inc. All rights reserved. / 10
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Configuration - Standalone Database Server

Standalone Database Server Configuration - CLI

database-policy default
1

vx9000 06-7A-29-AE-E1-EB

use profile default-vx9000

use rf-domain AWS-DC-FRANKFURT
hostname VX-1

license AAP VX-DEFAULT-64AAP-LICENSE
license ADSEC DEFAULT-ADV-SEC-LICENSE
license VX {license string}

use database-policy default

Standalone Database Server Verification - CLI

#show database status

[*] indicates this device. license VX {license string}

Configuration - Replica Set Database Deployment

In this scenario replica sets consist of at least a primary, one or more secondary servers and an arbiter. An
arbiter is a lightweight database server process which stores no data, it participates in replica set heart beats
and primary elections. Arbiters are good candidates for location outside of a data center as their data
requirements are light, and the external location provides prevents the single point of failure scenario
previously mentioned.

The primary and secondary devices must be of the same device type: NX9600-NX9600, NX9500-NX9500,
VX9000-VX9000, NX7500-NX7500 (Captive-portal database only).

Arbiters may be any device type that supports the arbiter role: NX9600, NX9500, VX9000, NX7500, NX5500.

Replica Set Database Server Configuration (Repeat steps for each node) - CLI

database-policy replica-set

replica-set member {IP Address or FQODN of the primary} priority 200
replica-set member {IP Address or FQDN of the secondary} priority 1
replica-set member {IP Address or FQDN of the arbiter} arbiter

|
vx9000 06-7A-29-AE-E1-EB

use profile default-vx9000

use rf-domain AWS-DC-FRANKFURT

hostname VX-1

license AAP VX-DEFAULT-64AAP-LICENSE

license ADSEC DEFAULT-ADV-SEC-LICENSE

license VX {license string}

use database-policy replica-set

Replica Set Database Server Verification (Repeat steps for each node) - CLI
PRIMARY#show database status

MEMBER STATE ONLINE TIME
172.31.0.49%* PRIMARY 5 days 21 hours 46 min 48 sec
172.31.2.248 SECONDARY 5 days 21 hours 46 min 29 sec
172.31.5.121 ARBITER 5 days 21 hours 40 min 51 sec

[*] indicates this device.

© 2017 Extreme Networks, Inc. All rights reserved. / 1
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Configuration - Captive Portal Policy

Captive Portal Policy determines a set of rules how a user should be authenticated on a guest network, as well
as where Captive Portal server process is hosted and captive portal webpage location.

In this example Captive Portal server is hosted directly on each Access Point in a distributed manner, with
pages also hosted internally on each AP. This way client can load captive portal webpage with much less
latency, distributing the web server load across all APs in order to scale for multi-thousand AP deployments:
Captive Portal Policy Configuration - Web Ul

Configuration -> Services -> Captive Portals -> Add:

I Dashboard e i/ Diagnosti_.  Operations Statistics
Devices  Wireless  Network Profiles  RF Domains  Security  Services  Management %] Revert [¥ Commit [] Commitand Save
H@ﬁcamwe Portals Captive Portal e
@ Captive Portals - N N N - -
Captive | Captive Portal | Captive Portal | Captive Portal  Hosting VLAN  Conncction Simultancous  Web Page AAA Policy
[LJDNS Whitelist Portal | Server Host IPv Server ServerMode | Interface Mode Access Source

fp Guest Management

@3 DHCP Server Policy
i (g Bonjour Gateway

g DHCPv Server Poli

- Earaninie

Map: | MNone -

[FF captive Portal
x ;EHE = Type to search in tables Row Count: 0
%[ it | [ _oeete ][ copy || Rename |
Captive Portal Policy 0evice-Registraton 1 (7]

‘ Basic Configuration | Web Page
Settings H

Captive Portal Server Mode @@ Internal (Seff) @ Centralized @ Centralized Controller

Hosting WVLAN Interface 0o

I Caplive Portal Server Host | capive guestiogin.org I

Captive Portal IPv8 Server @

Connection Mode 0@ HTTP @ HTTRS
Simuttaneous Access ol [ L] (1t08,192)
Security
AAA Policy #|ONBOARD-RADIUS v | 9 8
Access Type @ Mo authentication required
£ BanIS A dhantic ation

© Email Access
@ Mobile Access
@® Other Access

I Terms and Condiions page  [4f] I

Social Media Authentication

This feature requires access fo the relevant w ebsites. Please refer to the Help section for additional information

Facebook  []

© 2017 Extreme Networks, Inc. All rights reserved. / 12
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Captive Portal Policy Device-Registration

e e

Login  Terms and Ce i Back Fail No Service :TT

Organization's Name &

Organization Name text is common to all pages.
The last text chosen before the commit wil be saved

Title Text Guest User Registration Pags

Header Text \Welcome:

Registration Message | Please take a moment to register

Footer Text

Main Logo URL Zzebra-loge-smalljpg [] Use as banner

Small Logo URL zebra-logo-smalljpg

Signature Zebra Tet EIREIEIRE  Organization Signature text is common to all pages

The last text chosen before the commit will be saved.

Org Mame/Signature Background Color -

Org Name/Signature Text Color ||
Body Background Color |_

Body Text Color

Disable Browser Popup Blocker
before clicking Preview Page button

om

Registration Page Fields

Disable Browser Popup Blocker
before clicking Preview Page button

Name Type Enabled (v) = Mandatory | Label Placeholder @‘
name text & & Full Name Enter First Mame, Las ‘@' 2

city text o x City Enter City im|

email e-address vy & Email youi@domain.com @‘

age-range dropdown-mer o » Age Range Age Range @

street text x b4 Address 123 Any Street |

T

In order to view logo pictures with the preview page feature, image
files should be loaded into the root of the flash:/ partition of the
controller (regardless of where the captive portal is hosted).

© 2017 Extreme Networks, Inc. All rights reserved.
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E Extreme WING

Extreme

Welcome
Please take a moment to register
Full Name®

Enter First Mame, Last Name
Email”

yougidomain.com
Mobile

Mobile Mumber with Country code

# Email Freferred  # SMS Preferred
Age Range

<18 ¥
Gender

Female v

Do not remember and use my details

Use of this information is subject to our Terms and Conditions. By clicking
Reqister, you aggres to the terms of this Disclaimer”

© 2017 Extreme Networks, Inc. All rights reserved.
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Captive Portal Policy Device-Registration

ot

Login  Terms and Conditions m Welcome Back Fail No Service  Registration

Organization's Name

Organization Name text is common to all pages.
The last text chosen before the commit will be saved.

Title Text Guest User Welcome Page
Org Mame/Signature Text Color
Header Text Welcome. You are now connected to the
Internet.

Body Bac kground Color

Body Text Color
Welcome Message !

Disable Browser Popup Blocker

Footer Text

Main Loge URL page_1_headerjpg ] Use as banner

Small Lege URL zebra-logo-small jpg

Signature Organization Signature text is commen to all pages.

The last text chosen before the commit will be saved.

Crg Mame/Signature Bac kground Color -

before clicking Preview Page button

]
D
| |

A simple auto-generated set of web pages are created based on the provided fiekds.

Six separate web pages are provided for: Logging the user in, Terms and Conditions of the session,
Weleoming the user after legging in successfully, Informing the user of a failed login attempt, No Service, and
Registration of the user.

OVE YOUR WORKE
\MPRO  ODUCTIVITY gy RCE

14%

Tabra gt i 2016

FIND OUT HOW - [ —
Ome Experience

Welcome. You are now connected to the
Internet.

Status Connected
Time Remaining|[59 Mins

Click to end this session.

© 2017 Extreme Networks, Inc. All rights reserved.
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WiING'va8

DESLLEIGE  Configur...

Operations  Statistics

Devices Network Profiles RF Domains = Security Services Management

&hoaptwe Portals
@\ Captive Portals
gl’DNS Whitelist
fip Guest Management
2 DHCP Server Policy
[Eip Bonjour Gateway
DHCPVE Server Poli

EpRADIUS
[ Groups
B User Poals
[ Server Policy

Map: | None

v [ Captive Portal

(@ Device-Registration
4

Type fo search

OVE YOUR WORKE
IMPR G ODUCTIVITY By

Captive Portal Policy Device-Registration

Basic Configuration @8 = .3.7"73

Organization's Name

Title Text

Header Text

‘Welcome Back Message

Footer Text

Main Logo URL

Small Logo URL

Signature

ser Acknowledgement Page

WWelcome Back Guest

page_1_headsrjpg

zebra-loge-small jrg

Organization Name text is commen to all pages

The last text chosen before the commit will be saved

[ Use as banner

Org Name/Signature Bac kground Color -
Org Name/Signature Text Color
Body Background Color

Body Text Color

._mpl

Disable Browser Popup Blocker
before clicking Preview Page button

Organization Signature text is commen to all pages

The last text chosen before the commit will be saved

Grrooo

of web pages

based on the provided fields.

Six separate web pages are provided for: Logging the user in, Terms and Conditions of the session,
Welteming the user after logging in successfully, Informing the user of a failed login atiempt, Ne Service, and
Registration of the user.

14%

FIND OUT HOwW

Welcome Back Guest

ORCE

Tebed ol heF 2rg
O Store,
One Exparience

'ﬁJ Revert

m Commit

E Commit and Save

© 2017 Extreme Networks, Inc. All rights reserved.
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Configuration -> Profiles > {select AP Profile} > Services:

Profile REMOTE-AP8533 Type APB8533

General
Adoption
» Interface
» Network
» Security
VRRP
Critical Resources
Services
» Management

» Advanced

Captive Portal Hosting
Captive Portal Policies M Device-Registration
—
# Create
RADIUS Server Application Policy
Applic ation Policy
i Create
DHCP Server
DHCP Server Policy @/ <none> YR
DHCPYE Server Policy @ EAE-K -
RADIUS Server Policy
RADIUS Server Policy o|m Lz | &
Bonjour Gatew ay
Forw arding Policy ol | v | @

| 7 Revert ¥ Commit [g] Commitand Save

© 2017 Extreme Networks, Inc. All rights reserved.
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Captive Portal Policy Configuration - CLI

|

captive-portal Device-Registration

access-type registration

server host captive.guestlogin.org

terms-agreement

use aaa-policy ONBOARD-RADIUS

webpage internal org-name Extreme Networks

webpage internal org-signature Extreme Networks. All Rights Reserved.

webpage internal welcome description Welcome. You are now connected to the Internet.
webpage internal welcome main-logo z-1.jpg

webpage internal welcome main-logo use-as-banner

webpage internal welcome body-background-color #ffffff

webpage internal welcome body-font-color #333333

webpage internal acknowledgement main-logo page 1 header.jpg

webpage internal acknowledgement main-logo use-as-banner

webpage internal acknowledgement small-logo extreme-logo-small.jpg

webpage internal acknowledgement body-background-color #ffffff

webpage internal acknowledgement body-font-color #333333

webpage internal registration main-logo extreme-logo-small.jpg

webpage internal registration small-logo extreme-logo-small.jpg

webpage internal registration org-background-color #ffffff

webpage internal registration org-font-color #000000

webpage internal registration body-background-color #333333

webpage internal registration body-font-color #ffffff

webpage internal registration field city type text enable label "City" placeholder "Enter City"
no webpage internal registration field street enable

webpage internal registration field name type text enable mandatory label "Full Name" placeholder "Enter
First Name, Last Name"

no webpage internal registration field zip enable

no webpage internal registration field via-sms enable

no webpage internal registration field mobile enable

webpage internal registration field age-range type dropdown-menu enable label "Age Range" title "Age
Range"

webpage internal registration field email type e-address enable mandatory label "Email" placeholder
"you@domain.com"

no webpage internal registration field via-email enable

!
profile ap8533 REMOTE-AP8533

no mint mlcp vlan

no autoinstall configuration

no autoinstall firmware

interface radiol
interface radio2
interface radio3
interface bluetoothl
shutdown
interface gel
switchport mode trunk
switchport trunk native vlan 1
no switchport trunk native tagged
switchport trunk allowed vlan 1
interface ge2
interface vlanl
ip address dhcp
ip address zeroconf secondary
ip dhcp client request options all
interface pppoel
use firewall-policy default
use captive-portal server Device-Registration
logging on
logging buffered debugging
service pm sys-restart
router ospf
dpi
dpi metadata voice-video
dpi metadata http
dpi metadata ssl

© 2017 Extreme Networks, Inc. All rights reserved. / 18
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Uploading Custom Logo files to APs

In order to automatically upload custom logo images on to the Access Points, it is possible to enable captive
portal auto-upload functionality inside the Captive Portal policy. After that it is only required to upload image
file once to the controller, from where it can be automatically pushed down to all Access Points via respective
RF Domain Managers.

Captive Portal Logo Auto Upload - Web Ul
Configuration -> Services -> Captive Portals -> {select CP Policy} -> Edit -> Web Page:

l Captive Portal Policy Device-Registration

. Basic Configuration 5=

Web Page Source 0@ Interna - @ Externally Hosted

Redirect the user to externally-hosted success URL D

- Login  Terms and Conditions  Welcome Welcome Back  Fail  No Service F:= 77

I Captive Portal Policy Device-Registration (2 I

- Basic Configuration =7

Web Page Source # (@ Internal] @ Advanced | @ Externaly Hosted

A custom-developed directory full of web page content can be copied in and out of
the Controller. Please use the "File Transfers” sub-menu in the "Operations” page
to transfer files onto the appropriate devices on your network that will be serving
up the web pages.

If automatic distribution is enabled, the access peints shall request for the Web Pages from the contreller during adeption. If controller has a different set of
Web Pages than the existing ones on the APs, the controller shall distribute the Web Pages uploaded on it to the APs.

I \Web Page Aute Upload [
Redirect the user to externally-hosted success URL

Next, change the Web Page Source back to Internal, hit OK and Commit&Save:

© 2017 Extreme Networks, Inc. All rights reserved. / 19
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Captive Portal Policy Device-Registration

- Basic Configuration =0

Web Page Source] @) internal] @ Advanced (& Edernaly Hosted

Rox ] |Reser | o]

Commit |E Commit and Save

Operation -> {select VX/NX controller} -> Captive Portal Pages -> CP Page Image File:

WING Vo8

Dashboard Configuration Diagnostics JelEIEIL) N Statistics
Devices Certificates SMART RF

= @ System - T ; cateroiarae |
@ {8 Austria - —

& [l Belgium Captive Portal Pages 2) I
& [ Canada

& il China P Up Lis i CP Page lmage File B0

& [l Czech Repubic

& [l Denmark Captive Portal List | Device-Registration | w

& gl Finland

& il France

& B Germany Protocol  |sfip | w Port |22 El Basic
@ fB DEmMO Host tme-de-1.zebranoc.com Hostname -

= {9 Frankfurt
= [§5 AmazonAWs
B [ AWS-DC-FRANKFURT =)

User Name | slava

Password |t

B g VKT - Psth/File  page_1_headerjpg
& 8 Hungary Note: SFTP should be used through CLI for the first time.
= 0 India |
= i iy 4 Load Image Status

& [ Luxembourg
& [l Netherlands

& [ Poland

& [l Russia

&= i Singapore

&= [ Spain

) sweden

B swizeriand
8 United Arab Emirates
) United Kingdom
& [ United States
® [ defaut -,

FOEOEE

Repeat the steps for all custom logo files used during configuration.
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Operation -> {select VX/NX controller} -> Captive Portal Pages -> AP Upload List:

- Summary  Adopted Device Upgrade  File Management  Adopted Device Restart [Ne " 7077 78 Crypto CMP Certificate

Captive Portal Pages

AP Upload List P F File  Status

Captive Portal List | Device-Registration | w I

Scheduled Upload Time [ Now 09/12/2016 | 0 1; 0 1; (HH:MM)

All Devices Upload List

Hostname | MAC Hostname

MAC

4000-router

8533-brg-1

8333-brg-2
ap7502-6A26C5
NXT310-DMZ-2
7532-sj-demo-1
T232-sj-demo-2
APES22-HS-TEST-85-74

n v I

SC-DE-8B-1A-DF-88
T4-57-FT7-5C-42-B7
T4-G7-FT7-5C-42-DA
84-24-8D-64-26-C5
84-24 8D-TF-3C-8B
24-24-8D-84-51-20
84-24-8D-84-51-BC
B4-CT-55-E8-85-74

Type to search in tables Type to search in tables

Captive Portal Auto Upload - CLI

!

access-type registration

server host captive.guestlogin.org
terms-agreement

use aaa-policy ONBOARD-RADIUS
webpage-auto-upload

|
VX-l#captive-portal-page-upload load-file Device-Registration
sftp://{user}:{pass}@{file server address}/page 1 header.jpg

Repeat steps for all image files used during configuration. Manual upload can be triggered using following

command:

| VX-l#captive-portal-page-upload Device-Registration <all | rf-domain {RF Domain Name}>
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Configuration - Wireless LAN

Wireless LAN configuration determines the exact registration / login workflow for new and returning visitors.
In this example we are utilizing MAC authentication as primary authentication method to determine whether a
device & user record is present in the user database. If it is present, captive portal authentication phase is
bypassed or optionally a welcome-back page is presented before network access is granted. If device MAC is
not in the database, the user is redirected to a registration page for onboarding.

Wireless LAN Configuration - Web Ul
Configuration -> Wireless -> Wireless LANs -> Add:

LY ALY Dashboard Qewnitiie\ily @ Diagnostics Operations  Statistics
Devices Wireless Network Profiles RF Domains Security Services Management %] Revert | ¥ Commit [] Commitand Save
EQWireless LANS Wireless LANs (2]
E‘E‘FJ WLAN GoS Policy WLAN ® SSID Descriptio  WLAN VLAN Pool | Bridging DHCP DHCPvE Authentica| Encryption QoS Policy Associatio
\} Radio QoS Policy n Status Mode Option 82 | LDRA tion Type | Type nACL

@i)Association ACL

G YSMART RF Policy
¥ MeshConnex Policy
fh

XLMesn QoS Policy
3 Passpoint Policy

tti)l Sensor Policy

Type to search Type to search in tables Row Count: 0

B B @ D I Add Il et | [ Deiete ] [ copy Hﬂenanal|l
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WLAN #| GuestViFi

Basic Configuration
Security

Firewall

Client Settings
Accounting

Service Monitoring
Client Load Balancing
Advanced

Auto Shutdown

WLAN Configuration
ssiD | GuestiniFi
Description i ]
WLAN Status @) Disabled (® Enablzd
QoS Policy % | defautt x| 5 &
Bridging hode @| Local v
DHCP Optien 82 o]
DHCPvE LORA oL
Bonjour Gatew ay Discovery Policy | <none> | v | ES &
Other Settings
Broadeast SSID 0V
Answ er Broade ast Probes o]
VLAN Assignment
® Single VLAN & VLAN Pool
VLN | 70 |
RADIUS VLAN Assignment
Allow RADIUS Override @ |:|
URL Filter
URL Fitter o = s
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WLAN GuestWiFi

Basic Configuration Select Authentication

Security
@ EaP @ EAP-PSK (@ EAP-MAC @ MAC @ PSK/ Mone
Firewall

Client Settings o
AAA Policy #|ONBOARD-RADIUS » | E¥
Accounting —@

Reauthentic ation o] = Ii,' (30 to 86,400)

Service Monitoring

Client Load Balancing

Advanced
Captive Portal
Auto Shutdown

Enforcement # o] Captive Portal Enable[M] Captive Portal if Primary Authentic ation Fails

Captive Portal Policy | Device-Registration |~ | 8 &

Passpoint Policy

Passpoint Policy o |«mme:

Registration

Radius Group Name ,| Guests

Expiry Time 9 /4320 @ (1 to 43,300 hours)

Agresment Refresh g g @ (D to 144,000 minutes)

External Confroller

End]leolj Follow AAA ol:‘
Host
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The following is optional to make the device registration functionality work.

Welcome Back page can be used in order to greet a visitor when he comes back next day, or moves to another
store.

Other configuration items are highly recommended for most of the public wifi deployments. Optional
configuration items are marked in

To enable welcome back page upon customer return in the same or another store it is required to enable
Agreement Refresh timeout. Once Agreement Refresh timeout hits the user will see agreement_view.html
page with terms and conditions. However if the device firewall session is expired and client connects before
agreement refresh is expired - welcome back page will be thrown. Welcome Back page timeout is therefore
determinted by the following 4 timeouts:

. (wireless-client hold-time, default 30 seconds)
. (wireless-client inactivity-timeout, default 30 mins)

. (access-time, default 24 hours)

) (inactivity-timeout, default 10 minutes)

Whichever timer hits first will trigger a client hostpot state to become cleared and as a result will trigger
welcome back page. It is recommended to keep all timers within 30 min / 1 hour range to account for roaming
back events.

Registration
Type of Registration # | device -
Radius Group Mame # | Cuests
Expiry Time @ | 4320 @ (1 to 43,800 hours)
Agreement Refresh ' y44p00 @ (0 to 144,000 minutes)
WLAN GuestWiFi 6
ic Configurati ke
Basic Configuration P Firew all Rules =
Security Inbound IP Firew all Rules @ | <none> v | ¥ &
Firewall
Outbound IP Firew all Rules #|BROADCAST-MULTICAST-CONTROL | v | [-9 {5}
Client Settings
N Inbound IPvE Firew all Rules o = L
Accounting | | bl
Cutbound IPvE Firew all Rules L
Service Monitaring 0| T | w
Client Load Balancing MAC Firew all Rules
Advanced Inbound MAC Firew all Rules @| <none= v | 9 &5
Auto Shutdown Outbound MAC Firew all Rules f| PERMIT-ARP-AND-IPv4 - | +] @
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WLAN GuestWiFi

Basic Configuration
Security

Firewall

Client Settings
Accounting

Service Monitoring
Client Load Balancing
Advanced

Auto Shutdown

Inbound MAC Firew all Rules
Qutbound MAC Firew all Rules
Association ACL
Association ACL
Application Policy
Applic ation Pelicy
Enable \/oic &/\/ideo Metadata
Enable HTTF Metadata
Enable SSL Metadata
Enable TCP RTT
Trust Parameters
ARP Trust
‘/alidate ARP Header Mismatch
DHCP Trust
IPv6 Settings
MO Trust
“Validate ND Header Mismatch
DHCPVE Trust
RA Guard

Wireless Client Deny

‘Wireless Client Denied Traffic Threshold

Action

Olﬁ» |» | 3 &
@ | <ncne> v | ¥ §8

o |>| E3 @

0| |x] 9 &
o[]
o[]
o[]
o[]

o[l
o[l

o[l
o
o[l
oLl

ij {1 to 1,000,000 packets per second)

@ None v

@Y o Iﬂ {0 to 86 400 seconds)

Advanced

Firew all Session Hold Time

Hours v | (102¢)
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Enable 80211k, enfore DHCP only wireless client, enable strict Proxy ARP, enable load balancing in order to
prefer dual-band capable clients to steer to 5GHz:

WLAN GuestWiFi

Basic Configuration
Security

Firewall

Client Settings
Accounting

Service Monitoring
Client Load Balancing
Advanced

Auto Shutdown

© 2017 Extreme Networks, Inc. All rights reserved.

Client Settings
Enable Client-o-Client Communic ation o
Wireless Client Pow er o 20_@ {0 to 20 dBm)
| wiretess Ciient Idle Time K [Hows |w| (11024) ]
Max Firew all Sessions per Client o] 10—]:] {10 to 10,000}
Irmx Clients Allow ed Per Radio ";TJ% [Dt{:ZSﬁ)I
Radio Resource Measurement #
Radic Resource Measurement Channel Report @ [af]
Enforce Client Load Balancing #
Enforce DHCP Client Only #
e Er—
Proxy ND Mode o
Enforc e DHCP-Offer Validation oL]
Wing Client Extensions
Move Operations o D
Smart Scan i ] D

Symbol Information Bement i ] H

Whild Load Information Bement g D

Scan Assist o]
FT Aggregate i ] D
Channel Info Interval [ 1] @
Coverage Hole Detection

Enable o]

Use 11k Clients [i I
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WLAN GuestWiFi

Basic Configuration
Security

Firewall

Client Settings
Accounting

Service Monitoring
Client Load Balancing
Advanced

Auto Shutdown

Load Balancing Settings
Enforce Client Load Balanr.iﬂ ni
Band Discovery Interval # 5 Seconds - { O to 10,000 )
Capability Ageout Time i 1] Hours - (Oto2)
Load Balancing Settings (2.4GHz)
Single Band Clients “E
Ih-'hx Probe Regquests ,m—]%] {0 to 10,000) I
Probe Reguest Interval @ 10 Seconds - { O to 10,000 )
Load Balancing Settings (5GHz)
Single Band Clients o]
Max Probe Requests @60 @ (D to 10,000)
Probe Reguest Interval @ 10 Seconds - { 0tc 10,000 )
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Configuration -> Profiles -> {select AP Profile} -> Edit -> Advanced -> Client Load Balancing:

Profile REMOTE-APB83533 Type AP8333 o
General Group ID
Adoption
Group ID /| melabs] |
» Interface
» Netwark Selecta Band Control Strategy
» Security SBC strategy @ | Prefer 5 GHz -
VRRP

Neighbor Selection Strategies
Critical Resources

Sarvices Using probes from common clients oi
» Management Using nofific stions from roamed clients @
¥ Advanced ) ) )
Using smart-rf neighbor detection OH
Client Load Balancing
MINT Protocol Band Load Balancing

Miscellaneous Balance Band Loads by Ratio 2

Channel Load Balancing
Balance 2.4 GHz Channel Loads m|
Balance 5 GHz Channel Loads o]
AP Load Balancing

Balance AP Loads oL

Advanced Parameters

Band Control
M. Band Load Difference Considered Equal ) 1 @ (0to 100 %)
Band Ratio (2.4GHz) 00 |:jowi
Beand Datin {E = -~ LA umae ane

O (Reset] |Brit ]
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Configuration -> Profiles -> {select AP Profile} -> Interfaces -> Ethernet Ports -> gel:

LA T DU Security | Spanning Tree

Properties CODRLLDP
Description Cisco Discovery Protocol Rec sive o
i ]
Cisco Discovery Protocol Transmit oM

Admin Status @@ Disabled @ Enabled
Speed (1]
Duples: o

Link Layer Discovery Protocol Receive og
Link Layer Discovery Protoc ol Transmit oi

Captive Portal Enforcement

e R —r
Mode 0@ sccess @ Trunk Port Channel Membership
Native VLAN @ | (1-4009) Fort Channel

Tag Native VLAN @[]

sowssvae i ] e garia

Configuration -> Profiles -> {select AP Profile} -> Interfaces -> Radios -> Radio {Index} -> Edit:

Name radio1 (7]

| Radio Settings [TV CTF P Y1 =1\ """} LegacyMesh | Advanced Seitings

WLAN/BSS Mappings

[ Radio £ wate

IE
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WLAN Mapping / Mesh Mapping || o oo bl ot

WLANBSS Mappings

|v Radio I g] wLane

[>]

27 Create New WLAN
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T L 2l egacy Mesh| SAdvaneed Setfings |

WLANBSS Mappings

|v Radio I gy LA

L[> ]

27 Create New WLAN

%7 Revert | %, Commit | [ o] Commitand Save |
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Wireless LAN Configuration - CLI

|

wlan GuestWiFi

ssid GuestWiFi

vlan 70

bridging-mode local

encryption-type none

authentication-type mac

wireless-client hold-time 3600
wireless-client inactivity-timeout 3600
radio-resource-measurement
client-load-balancing

client-load-balancing max-probe-req 2.4ghz 10
client-load-balancing band-discovery-intvl 5
use aaa-policy ONBOARD-RADIUS

use captive-portal Device-Registration
captive-portal-enforcement fall-back
registration device group-name Guests expiry-time 4320 agreement-refresh 144000
use ip-access-list out BROADCAST-MULTICAST-CONTROL
use mac-access-list out PERMIT-ARP-AND-IPv4
proxy-arp-mode strict

enfore-dhcp

no nsight client-history

!
profile ap8533 REMOTE-AP8533

no mint mlcp vlan

no autoinstall configuration

no autoinstall firmware

use radius-server-policy ONBOARD-TLS

interface radiol

wlan GuestWiFi bss 1 primary
interface radio2

wlan GuestWiFi bss 1 primary
mu-mimo

interface radio3

interface bluetoothl

shutdown

interface gel

switchport mode trunk

switchport trunk native vlan 1

no switchport trunk native tagged
switchport trunk allowed vlan 1,70
interface ge2

interface vlanl

ip address dhcp

ip address zeroconf secondary

ip dhcp client request options all
interface pppoel
use firewall-policy default
use captive-portal server Device-Registration
logging on

logging buffered debugging

service pm sys-restart

router ospf

dpi

dpi metadata voice-video

dpi metadata http

dpi metadata ssl
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Verification

Web Ul

1. Associate a Wireless Client to the GuestWiFi SSID. Device should be automatically redirected to the

registration.html page.

2. Verify that the Captive Portal State for the client is set to Pending and on the device browser redirects to a

registration page:

Statistics -> System -> {select RF Domain} -> Captive Portal:

RF Domain tmelabs-cz

€9 Health
‘ﬂ“ Inventory
g Devices
g AP Detection
< Wireless Clients
Bz Device Upgrade
2R wireless LANs
» 5V Radios
) Bluetooth
Mesh
-‘.-4':; Mesh Paint
» GV SMART RF
» B, WIPS
) Captive Portal

I [ Application Visibility (AVC)

b:\“\‘_\( Coverage Hole Detection

Client MAC

64-BC-0C-6A-DS-5B

Hostname

- Client IP Captive Portal Port Authenticati, WLAN VLAN| Remaining Time
A Name  on
android-85d1a58e.. 192.168.?:-.1:_-2 Devic e—Rﬁistratian Pendins Gue_stW’lFi 70 :_s

3. Register a User supplying requested information.

Welcome

Please take a moment to register

Full Name

Age Range

City

B Do not remember and use my details

Register

4. Verify that User/Device Record has been created in the Database

Statistics -> Guest Access -> Reports:
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Guest Access
C—c e E
::("% * Fill the field to retrieve data, i.e. mac, email, mobile, or name
Reports
3 Notification RFDemsin |a" | M |
(3] Database VLAN |a|| | - |

User Data
MAC Name | Email | Mobile | Source
64-BC-0C-6A-D3-5B | Slava cgjB64@zebra.com Ia Details

v G4-BC-DC-5A-D9-5B RFDomain : tmelabs-cz
i Slava WLAN 1 GuestWiF
: cgj@ed@zebra.com S5ID 1 GuestWiF

! Lotal Registered Browser : Chrome

: Brno Device Type ¢ Android Tablet

1 Guests Create Time 1 2016-09-12 17:25:19.156000 UTC
Expire Time 1 2017-03-11 17:28:19.156000 UTC
Last Login Time 20160812 172519156000 UTC
Logged In ono
Operating System

Register Type
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RF Domain  tmelabs-cz B o
@ Health Client MAC Hostname @ Client IP Captive Portal Port Authenticati WLAN VLAN| Remaining Time
2 : Name | on
Inventory
.,‘;,'.D . 64 BC-OC6A-DI-5B | android-85d1aS%e... | 192.168.70.102 | Device-Registration Success GuestWiFi 70 48m 51s
& evices

g AP Detection

&8 wireless Clients

Bz Device Upgrade

22 wireless LANs
» ¢ Radios

) Bluetooth

B Mesh

3 Mesn Point
DQQSMART RF
» B WIPS

«g Captive Portal

[ Application Visibility (AVC)
b%Caverage Hole Detection
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CLI

1. Associate a Wireless Client to the GuestWiFi SSID. Device should be automatically redirected to the

registration.html page.

2. Verify that the Captive Portal State for the client is set to Pending and on the device browser redirects to a

registration page:

VX-l#show captive-portal sessions on {RF Domain Name}

CLIENT IPv4 CAPTIVE-PORTAL WLAN/PORT
LOGIN SOURCE

n/a

64-BC-0C-6A-D9-5B 192.168.70.102 Device-Registration GuestWiFi

Total number of captive portal sessions displayed: 1

3. Register a User supplying requested information.

Welcome
Please take a moment to register

Full Name

Age Range

City

B Do not remember and use my details

Register
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4. Verify that User/Device Record has been created in the Database

VX-l#show captive-portal sessions on {RF Domain Name}

CLIENT IPv4 CAPTIVE-PORTAL WLAN/PORT VLAN
LOGIN SOURCE

64-BC-0C-6A-D9-5B 192.168.70.102 Device-Registration GuestWiFi 70
n/a

STATE SESSION TIME

Total number of captive portal sessions displayed: 1
VX-l#show guest-registration client time 1-Hour

ATTRIBUTE VALUE

city Brno

loggedin yes

group Guests

ssid GuestWiFi

llogintime 2016-09-12 18:56:18.094000 UTC
createtime 2016-09-12 18:56:18.094000 UTC
devtype Android Tablet

exptime 2017-03-11 18:56:18.094000 UTC
mac 64-BC-0C-6A-D9-5B

wlan GuestWiFi

rfd tmelabs-cz

agerange 25-34

regtype device

browser Unknown

os Android

email user@domain.com

name Slava
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Appendix

Database Management and Monitoring

Enable Database Events

It is recommended to enable the Database events in the Event System policy so that attention is drawn
towards any error condition in the NSight Database. They will be generated by default on the event log on the
console, but the user might want to receive them in some other manner, like Email or SNMP.

Database-election-fail requires manual intervention to select primary database node.

Database-exception indicates that the database is corrupted and needs manual intervention.

Operation failed and operation complete are generated in response to the success or failure of database

backup and restore.
List of all database related events:

Event

Description

DATABASE-4-DATABASE SET NAME MISMATCH:
MongoDB replica set name mismatch on host
{host}

DATABASE—5—DATABASE_NEW_STATE: Database
server is now {RS PRIMARY|RS SECONDARY }

DATABASE-4-DATABASE OP FAILURE: {Message}

DATABASE—6—DATABASEioPERATIONiCOMPLETE:
scheduled backup for database {database}
{successful | failed}

DATABASE—4—DATABASE_LOW_DISK_SPACE:
Available disk space {space} is below
threshold {threshold}

DATABASE-1-DATABASE STORAGE MISMATCH:
Database server did not start because data
files are incompatible with the current
storage engine

© 2017 Extreme Networks, Inc. All rights reserved.

Identified host do not have a database-policy applied.
Check the configuration on the identified hosts.

Triggered when the role of a replica member changes.

Triggered when a database operation fails, e.g.
backup or restore.

Check fl1ash:/log/mongod.log file for details.
Triggered when a scheduled backup has completed
successfully or failed.

Triggered when available disk space on the database
storage volume falls below the configured low-disk-
space-threshold.

Triggered after upgrading to 5.8.2.0 and the database
server was not migrated to new schema.

Refer to migration of legacy NSight deployments
chapter.
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Database Events Configuration:

Event Policy Name 1 (2]

Select Event Module Iclatabase 1 vI

Event Name SNMP L Syslog E Forward to Controller L Email Notification L
database-exception
database-election-fail
databaze-op-failurs
operation-failed
operation-complete
database-zet-name-mismatch
database-low-digk-zspace

database-new-state

OO0OOOORIC
EEEEEEEE
OO0OOOORIC
OO0OOOORIC

VX (config-event-system-policy-1) #show context include-factory | grep database
event database database-exception syslog default snmp default forward-to-switch default email default
event database database-election-fail syslog default snmp default forward-to-switch default email default
event database database-op-failure syslog default snmp default forward-to-switch default email default
event database operation-failed syslog default snmp default forward-to-switch default email default
event database operation-complete syslog default snmp default forward-to-switch default email default
event database database-low-disk-space syslog default snmp default forward-to-switch default email default
event database database-set-name-mismatch syslog default snmp default forward-to-switch default email
default
event database database-new-state syslog default snmp default forward-to-switch default email default

VX (config-profile-vX9000) #show context include-factory | grep disk-space

database low-disk-space-threshold 30

Database Backup and Restore

The Captive Portal Database can be exported to an external storage for backup, either on-demand or
scheduled at specified time intervals. Customers are encouraged to make backups regularly or at least before
any system changes or firmware upgrades.

Database Export: Backup the Database files on FTP server with specified IP address, username and password

On-demand database backup

PRIMARY#database-backup database captive-portal <destination-URL>
// The Destination URL can be specified using FTP or SFTP

Scheduled Database Backup:
The database backup can be scheduled for a later time. The period of recurrence can be specified. The
configuration should be done in the device context.

Scheduled database backup configuration (reoccurrence time in hours):

PRIMARY#self

PRIMARY (config-device-06-71-B1-5D-77-51) #database backup database captive-portal <destination URL> start-
date <MM/DD/YYYY> start-time <HH:MM> reoccurrence <time in hours>

// The Destination URL can be specified using FTP or SFTP

// reoccurrence specified the time period after which the backup will be repeated

Database restore from backup:

PRIMARY#database-restore database captive-portal <source-URL>
// The Source URL can be specified using FTP or SFTP

Best Practices on Captive Portal Database Management:
It is important to note the points below to prevent any database corruption

Enable all database related events to monitor database health and operations status.

Make regular database backups.
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e Deploy replica set members to ensure high availability and data redundancy.

User Entries Import / Export

Guest Registration database allows for on demand user entries export in JSON or CSV format. It also allows to
import user entries in JSON format.

Below example shows an example user entry that is stored in the database. This format should be maintained
if it is required to import user entries from an external source, mandatory key/value pairs are marked in green:

{"loggedin" : "no", "group" : "Samsung", "ssid" : "DEMO", "llogintime" : { "$date" : "2016-01-
01T01:01:19.670-0500" }, "regtype" : "device", "devtype" : "Samsung Smart TV", "exptime" : { "S$date" :
"2021-01-01T01:01:22.775-0400" }, "mac" : "70-48-0F-89-2B-5F", "details" : "70-48-0F-89-2B-5F", "rfd" :
“STORE-1", "wlan" : "DEMO", "os" : "Samsung OS", "createtime" : { "$date" : "2016-01-01T01:01:19.670-0500"
}, "browser" : "Other" }

Following provides an example command for import and export of database entries:

User Entries Import - Web Ul

Statistics -> Guest Access -> Database -> Import/Export:

WINGv5.8

Dashboard Configuration Diagnostics Operations BSjE1iE (W

System  Guest Access

=) igg System
= i Austria
3] t;_l Belgium
@ [ Canada
= 8 China
@ ) Czech Republic
= 8 Denmark
= 8 Finland
= [ France
3] t;_l Germany
[ &u Hungary
= B India
@ B taly
& 8 Luxembourg
12 i Netherlands
1 [ Poland
12 13 Russia
17} Singapore
12 jg) Spain

Search

e | Guest Access

B Statistics
e Social
|j Reports
(I Notification
{9 Database

ou
Format SC 5]
URL
Protec ol titp - Port &g 3 Basic
Host Hostname v
Path/File (Mandatory )
port

User Entries Import - CLI

| VX-l#service guest-registration import format json {TFTP/FTP/SFTP URL}

User Entries Export - Web Ul
Statistics -> Guest Access -> Database -> Import/Export:
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Guest Access (7]
B Statistics Delete
.1 Social
[E] Reports ® Export]@ Import
J Notification

Format JSON ZI
t,Dambmm
TimeLine 30-Mins ZI
RFDomain all ZI
WLAN al -]
URL
Protocol tip - Port |55 g Basic
Host Hostname hd
Pathi/File { Mandatory )

User Entries Export - CLI

VX-l#service guest-registration export format {csv | Jjson} {URL} rfdomain {RF Domain Name} time {30-Mins |
2-Hours | 5-Hours | 1l-Day | 1l-Week | 1-Month | all} wlan {WLAN name}

User Entries Purging

In case guest database is reaching its limit, it is possible to purge unused or otherwise less important user
records using the following matching criteria:

e Users who have not accessed the network for a specified minimum number of days

e Users belonging to a particular user group

e Users registered through social authentication (Facebook/Google)

e Users not registered through social authentication

e Incomplete user registrations that use One-Time-Passcode (One-Time-Passcode not used)

email An entry(ies)with specific Email address

group Entries that belong to a specific RADIUS Group
mac Entry containing MAC of the device

mobile An entry(ies) with specific Phone number

name Full Name

non-social All user not using a social media site to log in
offline-for All users that were offline for <1-999> days
otp-incomplete-for All entries with one-time-passcode incomplete for <1-999> days
social All entries using a specific social media site to log in
wlan All entries that belong to a specific WLAN

all All Users
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Deleting a User Record - Web Ul:
Statistics -> Guest Access -> Database -> Delete:

Guest Access (2]
By Statistics Import/Export W1~ T8
“_1: Social
s @ an
[E] Reports @ Any
I Notiication | uinimmum Days Offine v |[1 =
&y Database Group Name o
Social Site
Minimum Days Offine
Minimum Days Device-OTP Incomplete
MNen Social
+ Delete

Deleting a User Record - CLI:

VX-l#service guest-registration delete ?
all Delete all users

email Email address

group Group

mac MAC address

mobile Mobile phone number

name Full name

non-social

All users not using a social site to log in
Specify minimum amount of time offline
Specify minimum amount of time registration with

offline-for
otp-incomplete-for

one-time-passcode incomplete
Social site used to log in
Wireless LAN

social
wlan

Database Service Commands

These commands should only be used as directed by support staff or as in documented procedures outlined in

this guide.

Command

Description

service database drop {nsight |
captive-portal} collection {WORD}

service database remove-all-files

service database replica-set {add |
delete} member {A.B.C.D | WORD}

service database server
{start|stop|restart}

service database use-secondary-storage

© 2017 Extreme Networks, Inc. All rights reserved.

Drops the specified collection from the selected database.

Removes all files related to the database server. Requires
the database server to be stopped. Reloads the device
after execution.

Allows direct manipulation of the replica-set members.
Starts, stops or restarts the database server.

The VX9000 default partition table is limited to a partitions
with a maximum size of 2 terabytes. This command
provides support for an additional virtual disk with a
partition table format supporting partition sizes in excess of
2 terabytes. This command should be used only as
documented in the “Using secondary storage” section of
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this guide.
VX9000 Secondary Storage Options

The current VX9000 has a disk size limitation on the default disk of 2 Terabytes. Should this not be of a

sufficient size for the database server storage, the VX9000 can use a second virtual disk. When using a second

disk, the VX9000 can support disks with sizes greater than 2 Terabytes.

Note

Consult the Virtual Hosting platform’s documentation to determine
how to provision an additional virtual disk for the VX9000 guest
installation. Once this additional disk has been provisioned and the
VX9000 guest restarted, secondary storage can be enabled.

Warning

Enabling secondary storage does not copy data files to the new
location.

Careful consideration should be given when considering enabling secondary storage. The best time to enable

it is immediately after provisioning the guest instance, before enabling Captive Portal.

If there is a requirement to enable secondary storage after the initial provisioning of the VX9000 guest
instance, it is advised that backups of the database be taken before enabling secondary storage. After

secondary storage is enabled, the database can be restored.

Alternatively, if the VX9000 instance is a member of a replica-set and is not the primary, the database server

will perform a full data sync after it is restarted using the new storage disk.

To enable secondary storage, execute the following command:

PRIMARY#service database use-secondary-storage

R R b b b b b b b b b b b b b b bk bk b i WARNING KAk hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhhkhkhkhkhkhkkhkkhkhkk*k

** Execution of this command will configure this device to store the database E
** files on a secondary drive. This device will reload after execution. wx
** NOTE: Current database files will be erased. xx

R R R kb b b b bk b bk kb b b b b kb kb b b b kb b b b b E I I b I I I I I I I I I I I

Are you sure you want to proceed? (y/n): y

Enabling secondary storage on sdb................. complete.
Using sdb for secondary database storage

PRIMARY#

Automatic Captive Portal Database Snapshots

By default, Captive Portal registration database does automatic database snapshots to provide a first level

recovery mechanism. It is set to 00:00 every day and up to 7 latest snapshots will be stored:

VX-l#show guest-registration backup-snapshots

File Size Creation Time

users 20160906-0000.json 15054 09-06-2016 00:00
users 20160907-0200.json 15054 09-07-2016 00:00
users_20160908-0000.json 15054 09-08-2016 00:00
users_20160909-0000.json 15054 09-09-2016 00:00
users 20160910-0000.json 15054 09-10-2016 00:00
users 20160911-0000.json 15054 09-11-2016 00:00
users_20160912-0000.json 15054 09-12-2016 00:00
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Scaling
Controller Platform Maximum Number of Records
NX75X0 1 Million
NX9XX0 2 Million
VX9000 2 Million
VX9000 VM Hardware Requirements
Capacity (User Entries) 1 Million 2 Million
CPU 6 Core 12 Core
@2.5GHz @2.5 GHz
Memory 16 GB 32GB
Storage 500 GB 1TB
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Event System Policy

Certain events related to the Captive Portal activity can be captured and processed at the external Syslog
server or sent out as an SNMP trap:

VX (config-event-system-policy-<POLICY-NAME>) #show context include-factory | include captive

event captive-portal inactivity-timeout syslog default snmp default forward-to-switch default email

default
event
event

default
event

captive-portal
captive-portal

captive-portal

email default

event
event
event
event
default
event
event
event
event

Sep 12

captive-portal
captive-portal
captive-portal
captive-portal

captive-portal
captive-portal
captive-portal
captive-portal

21:17:21 2016:

session-timeout syslog default snmp default forward-to-switch default email default
no-service-page-sent syslog default snmp default forward-to-switch default email

server-monitor-state-change syslog default snmp default forward-to-switch default

vlan-switch syslog default snmp default forward-to-switch default email default
client-disconnect syslog default snmp default forward-to-switch default email default
client-removed syslog default snmp default forward-to-switch default email default
auth-success syslog default snmp default forward-to-switch default email default

purge-client syslog default snmp default forward-to-switch default email default
allow-access syslog default snmp default forward-to-switch default email default
data-limit-exceed syslog default snmp default forward-to-switch default email default
auth-failed syslog default snmp default forward-to-switch default email default

8533-brg-1 : %CAPTIVE-PORTAL-6-AUTH SUCCESS: Captive-portal authentication success

for client 64-BC-0C-6A-D9-5B(192.168.70.102) user ''
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Troubleshooting
Remote-Debug Captive Portal

Starting from WING 5.8.1 release new remote-debug functionality allows an administrator to perform a live
troubleshooting on captive portal related events filtered by specific client at certain location or an AP.

VX-l#remote-debug captive-portal rf-domain {RF Domain Name} clients {Client MAC} max-events {count}
duration {count in seconds} events all

Printing up to 999 messages from each remote system for upto 999 seconds. Use Ctrl-C to abort
[8533-brg-1] 19:16:51.397: radius:aaa-policy ONBOARD-VX user: 64-BC-0C-6A-D9-5B mac: 64-BC-0C-6A-D9-5B
server is candidate: 1 0 0 0 0 O (ra

[8533-brg-1] 19:16:51.398: radius:access-req sent to wireless controller to be proxied to 127.0.0.1:1812.
(attempt 1) for 64-BC-0C-6A-D9-5B

[8533-brg-1] 19:16:51.439: radius:rx access-reject for 64-BC-0C-6A-D9-5B (radius.c:3711)

[8533-brg-1] 19:16:51.439: radius:failover to captive-portal for non data-ready MU 64-BC-0C-6A-D9-5B
(radius.c:3752)

[8533-brg-1] 19:16:51.810: client:Hotspot client IP: 192.168.70.102, vlan: 70, Mac: 64-BC-0C-6A-D9-5B

(hs main.c:2552)

[8533-brg-1] 19:16:51.810: client:Hotspot client 64-BC-0C-6A-D9-5B is being redirected on wlan 7 and vlan
70 (hs_main.c:2569)

[8533-brg-1] 19:16:51.819: client:read: client 64-BC-0C-6A-D9-5B, num bytes: 187, p_sess->buf: GET
/generate 204 HTTP/1.1

User-Agent: Dalv

[8533-brg-1] 19:16:51.819: client:Hotspot policy on wlan 7 and vlan 70 for client 64-BC-0C-6A-D9-5B
(hs_main.c:2106)

[8533-brg-1] 19:16:51.819: client:cpstats server: captive.extremenoc.com for client 64-BC-0C-6A-D9-5B
(hs_main.c:655)

[8533-brg-1] 19:16:51.819: client:Client 64-BC-0C-6A-D9-5B, ap _mac: 74-67-F7-5C-42-B7, ssid: GuestWiFi
(hs_main.c:999)

[8533-brg-1] 19:16:51.819: client:Client 64-BC-0C-6A-D9-5B, server: captive.extremenoc.com, reg type: 1
(hs main.c:1001)

[8533-brg-1] 19:16:51.819: client:mu mac: 64-BC-0C-6A-D9-5B redirect url:
https://captive.extremenoc.com:444/Device-Registration/registration

[8533-brg-1] 19:17:21.48: client:captive-portal registration req [HS REG REQ] received for 64-BC-0C-6A-D9-
5B (extif.c:1181)

[8533-brg-1] 19:17:21.48: client:user registration request/info sent to user-db (extif.c:644)

[8533-brg-1] 19:17:21.48: client:reg status [Successfully registered the user details] [2] for 64-BC-0C-6A-
D9-5B (extif.c:1214)

[8533-brg-1] 19:17:21.48: client:sent guest registration response to cgi for 64-BC-0C-6A-D9-5B
(extif.c:1220)

[8533-brg-1] 19:17:21.49: client:adding client 64-BC-0C-6A-D9-5B to hotspot user cache (usercache.c:339)
[8533-brg-1] 19:17:21.49: client:change fdb hotspot auth state for client 64-BC-0C-6A-D9-5B (extif.c:1015)
[8533-brg-1] 19:17:21.49: client:hotspot session timeout 3600 for client 64-BC-0C-6A-D9-5B (extif.c:1072)
[8533-brg-1] 19:17:21.49: client:set hotspot state() with state=1, reset stats=0 for client 64-BC-0C-6A-D9-
5B (config.c:1262)

[8533-brg-1] 19:17:21.49: client:hotspot auth success received for mu 64-BC-0C-6A-D9-5B (extif.c:1252)
[8533-brg-1] 19:17:21.215: client:client:64-BC-0C-6A-D9-5B cpstats ip : 1.1.1.2 (failover.c:376)

General Captive Portal Troubleshooting Q&A

Q: Wireless Client is not being redirected to the landing page, is this a bug?

A: Most likely not. Verify and make sure the following checks out:

1. Client can resolve names via configured DNS server and client can reach internet / external networks under

normal conditions without Captive Portal.

2. Captive Portal server is assigned to the device that should perform client capture and redirection. In “Self”
mode captive portal server should be assigned to the Access Point profile, in “Centralized” or “Centralized-

Controller” mode Captive Portal server should be assigned to the Wireless Controller.

3. Captive Portal server mode matched the architecture selected. l.e. “Self” mode should only be used when
Captive Portal server is running in a distributed architecture on each Access Point. “Centralized” mode
should be used on a single controller with real IP address or FQDN of the controller. “Centralized-
controller” mode should be used whenever a cluster of controllers is deployed with virtual hostname.
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4. If Centralized-controller mode is used SVI must be present in the Guest User VLAN with an IPv4 address to
perform capture and redirection.

5. DNS whitelist must contain FQDNSs or IP addresses of all the external web servers as permit rules.
Additionally, all the contents of the pages that refer to external sources (like ads or videos) must also be
allowed in the DNS whitelist.

6. |IP Access Lists assigned inbound direction on the Guest WLANSs allow communication to captive portal
server address on ports 444 (https mode) or 880 (http mode). In case captive portal server is running on
the Access Point without any SVI in the Guest User VLAN, communication to an IP address 1.1.1.1 should be
allowed.

Q: Client is able to get to landing page and submit data, but Captive Portal on the AP/Controller still block

access to the client.

A: Check the following:

1. Make sure client side script is present to allow a client to make a HTTP POST and submit user credentials or
terms&agreement accept to the captive portal server (usually a problem when using custom or externally
hosted web pages). Verify by taking a packet capture filtered by the client’s IP address and look into the
contents of HTTP POST. For example:

HTML Form URL Encoded: application/x-www-form-urlencoded
Form item: "f_user” = "Slava"
Form item: "f_pass” = “"Slava"
Form item: "f_hs server” = "1.1.1.1"
Form item: "f_curr_time"” = "1458846812"
Form item: "f_Qu" = "it_gpmjdz=FYU.SBEJIVT(dbbb_gqpmjdz=J0U@dmjfou_njou=23:9912375@dmjfou_nbd=DD.GB.11.C4.G6.BD@ttje=BMQIBOFUEbg_nbd=95.35.9E.76.33.81"
Form item: "submit"™ = “"Sign In"

2. Runremote-debug captive-portal command from the CLI with client MAC as a filter and monitor the
messages reported when client presses Submit or Login button.
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