= Extremer

Connect Beyond the Network

WING 5 Feature Guide

Firewall How To

Published: April 2017

Extreme Networks, Inc.
Phone / +1 408.579.2800
Toll-free / +1 888.257.3000

www.extremenetworks.com

© 2017 Extreme Networks, Inc. All rights reserved

Extreme Networks and the Extreme Networks logo are trademarks or registered trademarks of Extreme Networks, Inc.  in the United States and/or other countries. All other names are the property of their
respective owners. All other registered trademarks, trademarks, and service marks are property of their respective owners. For additional information on Extreme Networks trademarks, see
vww.extremenetworks.com/company/legal/trademarks.

P/N XXXXX-XX



WING 5 Feature Guide: Firewall How To

Contents

10T [ o 3
OVEIVIEW wtrursesessrassessssssessssassessssssssssssassess sasssssss sas e s sasae s s sas e AR RS RE R RS R AR RS E R R R AR AR RR R RS RN R R AR R R R R R AR R R R AR R 3
Distributed StatefUl INSPDECTION wiirerisrsssrssissrsssesssssssssssssssssssssssssssssessssssssssssssssssssnssssssssssssssnsssnssssssasssnssses 3
ROIE BASEA FIr@Walluumsrsssesesessssessrsssssssssssessssssssssssssesssssssssssssssesssssssssssasss s sassssssssas s s sesss e sas s sesas s 4
COMIDONENES werssrerrsssrssseersnsassssssssessnsessssessssessnsssssssssssesssssssssasasessasesssssssssessnssssssssssssssssssssessassssnsssanssnsnsssen 4
FIFEWAIT POLICIES .. 4
FITEWAIT RUIES b 15

Policy Use and CoNfigUIAtiON: ..ueeieeeieieieieeeieeeeeeeee e eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeeerereeeeeeeeens 16
NEW POlCY CrOatiON tutsseesrsessersersessessessesssssnssnsssssssssssssssesssssssssssasssssssssssassssasssnssssssessssssssesssessssssssssnsssssnes 16
CLIFIreWall PONCY CrEATION ..ottt 16
Web Ul FireWall PONCY CrEATION ...ttt ettt ettt 18

FIr@Wall RUIES ..ttt e e e 20
StALEfUl INSPECTION [P RUIES . ciiuiississssnssssrsssssssssssssssssssssssssssssssssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssanss 20
Example T: Branch LOCAtION [P RUIES ...ttt 21
Stateful INSPECHION MAC RUIES cuuriuresrearrssessessssssssessssssssessessssssssnssnssssssssnsessssssssessssssseesssssssessessssssssnssnsans 27
Branch LOCATION MAC RUIES ...t 27
USING AlIGSES IN FIrEWAII RUIES ...ttt 30

FireWall STatiStiCS. i e e e 37
Firewall FIow SEatiStiCS = SUMMIGIY weestrrssresssrsssssssssssassssssssssssssssssssssssssssssssssssssnssssssssssssssssssssssssssssnssssnss 37
Firewall DOS ATLACK SUMIMIAIY wirrerrserssrsssrsasessessssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssssnsssnsssssssssssssses 38
Firewall IPV6 NeighDOr SNOOD TADIE veureerrserserrsersssssnrssesssssssssssssssessssssssssssssssnsssassssssssssssssnsssnsssssssssssssses 39
Firewall FIows Detailed StaliStICS ummmmmmmrsmsrsrsmsrsssssssssssssssssssssssssssssssssssssssssssssssssssssesssesssasssssssssasssass 40

© 2017 Extreme Networks, Inc. All rights reserved.



WING 5 Feature Guide: Firewall How To

Introduction

WING 5 firewall steps away from the centralized, controller-based solution that most vendors are using and
distributes that service to all devices, access-points and controllers alike. The granular, distributed approach
allows policy to be carried out at the edge, without reliance on or the potential bottleneck of a centralized
device.

This how-to guide provides a detailed overview of the L2/L3 stateful inspection process and provides
examples of configuration for various scenarios, including role-based firewall. It will also cover firewall policies,
although details of services such as DoS attack/detection, Storm Control and DHCP conversion are beyond the
scope of this writing.

Overview

WING 5 firewall services can be categorized as two main functions: policies, which are applied to controllers
and access points as a whole and enable services such as Storm Control, DoS mitigation, DHCP Offer
conversion and various Application Layer Gateways (ALG’s). Next are firewall rules in the form of IP (L3) and
Mac (L2) ACL’s, which are applied to WLAN’s, ports, virtual IP interfaces or wireless clients. Rules are stateful at
L2 and L3 for IPv4 and IPv6 flows and stateless for non-IP flows, such as IPX or Appletalk.

Distributed Stateful Inspection

The major feature in WING 5 is distribution of services or services at the edge. Since controllers and access
points alike run the same OS and thus feature set, processing of traffic for various services is pushed to the
edge where it can be performed in real-time and done so dynamically with firewall state migration upon
wireless client roam. Figure 1. Distributed Stateful Inspection

Distributed Firewall Function

Network Operations Center
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The distributed nature of the firewall allows stateful flows to migrate with clients as they roam between access
points. Rules are made up of one or more traffic matching conditions, for which an action is then performed
(permit, deny, mark, l0g). As is the case with firewalls, at least one permit action must be met in order for
traffic to be forwarded and at the end of a rule set, there is an implied deny for all traffic not meeting a match
condition.

Role Based Firewall

Roles based firewall is an enhancement to the existing firewall features and was designed to meet the security
needs of the mobile enterprise. The role based firewall allows administrators to dynamically apply firewall rules
to client WLAN sessions based on various match criteria, such as:

e Location: the access point or group of access points the wireless clients connects to Group
e Membership: The local group the user is assigned to as passed down by AAA policies
e Hotspot: Authentication State

e Encryption Type: The encryption method used Authentication Type: The authentication method used
SSID: The SSID to which the client has associated.

e MAC Address: The specific or a range of mac-addresses of the client(s)
e Device Identity: Device Type and OS based on DHCP fingerprinting.
Role-based firewall is covered more extensively in the document “WING 5 Role-Based Firewall How-To’.

Components

The hierarchical configuration model of WING 5 breaks up the overall firewall feature set into various
components.

o Firewall Policies
o Firewall Rules (Access Control Lists)
o IPv4 Firewall Rules
o IPv6 Firewall Rules
o MAC Firewall Rules
o Wireless Client Roles
Firewall Policies
Policies apply to WING 5 devices; controllers and / or access points. They are used to enable or disable various
services at the device level and only one policy can be applied to a device at a time, either through hardware

profiles or as device overrides. There is a default firewall policy in a WING 5 master configuration that is applied
to all devices unless otherwise configured by an administrator.

The services controlled by firewall policies are:

e Layer-2/Layer-3 firewall state
e Application Layer Gateways
e DoS Detection

o DHCP Offer Conversion

o Firewall flow timeouts

e |P/MAC conflict detection

© 2017 Extreme Networks, Inc. All rights reserved. / 4
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e Proxy ARP
e Storm Controls

Profiles

DoS DHCP Offer
Detection Conversion

Firewall

Policy

IPMAC
Conflict
Detection

Application Layer Gateways (ALGS)

An application layer gateway (ALG) is a feature integrated into the stateful firewall that allows the WING 5
device to inspect and verify application payloads and dynamically open additional ports for protocols to
function. ALGs typically support applications that use Transmission Control Protocol (TCP) or User Datagram
Protocol (UDP), but sometimes applications that use different IP protocols (like PPTP).

e File Transfer Protocol (FTP)

e Session Initiation Protocol (SIP)

e Domain Name Service (DNS)

e Trivial File Transfer Protocol (TFTP)

e Apple Facetime

e Skinny Call Control Protocol (SCCP)

e Point-to-Point Tunneling Protocol (PPTP)

An ALG implementation requires the WING 5 device to inspect the application layer payload of a packet and
understand the application control messages. When a firewall rule is enabled permitting traffic for a supported
protocol, the Access Point will automatically perform application layer inspection and the dynamic
opening/closing of any associated TCP/UDP ports. For example, if SIP signaling port 5060 is permitted in a
firewall rule, the SIP ALG will dynamically open the required RTP media ports based on the call setup

© 2017 Extreme Networks, Inc. All rights reserved. / 5
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information contained in the SIP signaling payload. This approach allows RTP (voice media path) to be
permitted through the firewall without having to permit a wide range of ports.

SIP ALG

Call Server

SIP Signaling
H UDP 5060

D:,.rr mic UDP ’
Media Ports ’

SIP Endpoint SIP Endpoint

ALG Configuration (Defaults)

l Firewall Policy test-fu-policy

Denial of Service |~ Storm Control ¥ T R THR
[ v s

Firewall Status Application Layer Gatew ay

0@ Enabled (@) Disabled FTPALG oM

General TFIPALG ol
Enable Proxy ARP o PFTR ALG ol
DHCP Broadcast to Unicast ﬂl:‘ SIPALG ﬂ|:|
L2 Stateful Packet Inspection ﬂm SCCPALG ﬂl:‘
IPMAC Conflict Enable oM FaceTime ALG o]
IPIAC Conflict Logging O |warning - DNS ALG oM

Another advantage of using an ALG is that additional information can be extracted from the protocol payload.
For example, the SIP payload additional information beyond protocol ids and port numbers such as bandwidth
requirements which can be leveraged for voice Call Admission Control (CAC) to ensure radio capacity is not
exceeded. In addition, the SIP ALG can also be used to inspect RTP packets and provide information about call
quality including R-Values and Mean Opinion Scores (MOS).

© 2017 Extreme Networks, Inc. All rights reserved. / 6
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DoS Detection

Each firewall policy supports 30 different DoS violations for IPv4 and IPv6 traffic. These can be enabled or
disabled at will by the administrator and each supports drop and/or log actions against the traffic. By default
detection for all violations is enabled.

The following table provides current list of DoS violation that can be discovered and mitigated by WING5

firewall:

DoS Attack Description

Ascend

Broadcast /
Multicast ICMP

Chargen

Fraggle

FTP Bounce

Invalid Protocol

IP Spoof

LAND

Option Route

Router
Advertisement

The Ascend DoS attacks are a series of attacks that target known vulnerabilities in
various versions of Ascend routers. Malformed UDP probe packets are sent to the
UDP discard port (port 9). Applicable to IPv4 and IPv6 traffic.

Broadcast or Multicast ICMP DoS attacks are a series of attacks that take advantage
of ICMP behavior in response to echo replies. These usually involve spoofing the
source address of the target and sending ICMP broadcast or multicast echo requests
to the rest of the network and in the process flooding the target machine with replies.
The Chargen attack establishes a Telnet connection with a spoofed IP address to port
19 and attempts to use the character generator service to create a string of
characters which is then directed to the DNS service on port 53 to disrupt DNS
services. Applicable to IPv4 and IPv6 traffic.

The Fraggle DoS attack uses a list of broadcast addresses to send spoofed UDP
packets to each broadcast address’ echo port (port 7). Each of those addresses that
have port 7 open will respond to the request generating a lot of traffic on the
network. For those that do not have port 7 open they will send an unreachable
message back to the originator, further clogging the network with more traffic.
Source IP spoofing and UDP echo to an IP broadcast address. This traffic is aimed at
UDP port 7 (echo) and UDP port 19 (chargen). Applicable to IPv4 and IPv6 traffic.
The FTP Bounce DoS attack uses a vulnerability in the FTP "PORT" command as a
way to scan ports on a target machine by using another machine in the middle. IP
address in the FTP PORT command is not the same as the IP address of the client (in
case of active FTP) and server (passive FTP). Applicable to IPv4 and IPv6 traffic.
Attackers may use vulnerability in the endpoint implementation by sending invalid
protocol fields, or may misuse the misinterpretation of endpoint software. This can
lead to inadvertent leakage of sensitive network topology information, call hijacking,
or a DoS attack. Applicable to IPv4 and IPv6 traffic

IP Spoof is a category of DoS attack that sends IP packets with forged source
addresses that may belong to another host. This can hide the identity of the attacker.
Applicable to IPv4 and IPv6 traffic.

The LAND DoS attack sends spoofed packets containing the SYN flag to the target
destination using the target port and IP address as both the source and destination.
This will either crash the target system or result in high resource utilization slowing
down all other processes. Applicable to IPv4 and IPv6 traffic.

IPv4 packet with source route IPv4 options (Lose Source Routing Options - LSSR and
Strict Source Routing Options - SSR)

In this attack, the attacker uses ICMP (packet type 9) to redirect the network router
function to some other host. If that host cannot provide router services, a DoS of
network communications occurs as routing stops. This can also be modified to single
out a specific system, so that only that system is subject to attack (because only that
system sees the 'false' router). By providing router services from a compromised
host, the attacker can also place themselves in a man-in-the-middle situation and

© 2017 Extreme Networks, Inc. All rights reserved. / 7
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Router Solicit

Smurf

Snork

TCP Bad Sequence
TCP FIN Scan

TCP Intercept

take control of any open channel at will (as mentioned earlier, this is often used with
TCP packet forgery and spoofing to intercept and change open TELNET sessions).
The ICMP Router Solicitation scan is used to actively find routers on a network. Of
course, a hacker could set up a protocol analyzer to detect routers as they broadcast
routing information on the network. In some instances, however, routers may not
send updates. For example, if the local network does not have other routers, the
router may be configured to not send routing information packets onto the local
network.

ICMP offers a method for router discovery. Clients send ICMP router solicitation
multicasts onto the network, and routers must respond (as defined in RFC 1122). (For
more information about the process of ICMP router solicitation, see "Routing
Sequences for ICMP.")

By sending ICMP router solicitation packets (ICMP type 9) on the network and
listening for ICMP router discovery replies (ICMP type 10), hackers can build a list of
all of the routers that exist on a network segment. Hackers often use this scan to
locate routers that do not reply to ICMP echo requests.

The Smurf DoS Attack sends ICMP echo requests to a list of broadcast addresses in a
row, and then repeats the requests, thus flooding the network. Source IP is spoofed
and ICMP echo to an IP broadcast address. Applicable to IPv4 and IPv6 traffic.

The Snork DoS attack uses UDP packet broadcasts (src port 7 or 19 or 135; dst port
135) to consume network and system resources. Applicable to IPv4 and IPv6 traffic.
TCP packet with a bad sequence number. Applicable to IPv4 and IPv6 traffic.
Hackers use the TCP FIN scan to identify listening TCP port numbers based on how
the target device reacts to a transaction close request for a TCP port (even though
no connection may exist before these close requests are made). This type of scan can
get through basic firewalls and boundary routers that filter on incoming TCP packets
with the Finish (FIN) and ACK flag combination. The TCP packets used in this scan
include only the TCP FIN flag setting.

If the target device's TCP port is closed, the target device sends a TCP RST packet in
reply. If the target device's TCP port is open, the target device discards the FIN and
sends no reply. Applicable to IPv4 and IPv6 traffic.

A SYN-flooding attack occurs when a hacker floods a server with a barrage of
requests for connection.

Because these messages have unreachable return addresses, the connections cannot
be established. The resulting volume of unresolved open connections eventually
overwhelms the server and can cause it to deny service to valid requests, thereby
preventing legitimate users from connecting to a Web site, accessing email, using
FTP service, and so on.

The TCP intercept feature helps prevent SYN-flooding attacks by intercepting and
validating TCP connection requests. In intercept mode, the TCP intercept software
intercepts TCP synchronization (SYN) packets from clients to servers that match an
extended access list. The software establishes a connection with the client on behalf
of the destination server, and if successful, establishes the connection with the server
on behalf of the client and knits the two half-connections together transparently.
Thus, connection attempts from unreachable hosts will never reach the server. The
software continues to intercept and forward packets throughout the duration of the
connection. The number of SYNs per second and the number of concurrent
connections proxied depends on the platform, memory, processor, and other factors.
In the case of illegitimate requests, the software's aggressive timeouts on half-open
connections and its thresholds on TCP connection requests protect destination
servers while still allowing valid requests.

© 2017 Extreme Networks, Inc. All rights reserved. /
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TCPIP TTL Zero

TCP NULL Scan

TCP Post SYN

TCP Packet
Sequence

TCP XMAS Scan

TCP Header
Fragment
Twinge

UDP Short Header

When establishing a security policy using TCP intercept, you can choose to intercept
all requests or only those coming from specific networks or destined for specific
servers. You can also configure the connection rate and threshold of outstanding
connections. Optionally operate TCP intercept in watch mode, as opposed to
intercept mode. In watch mode, the software passively watches the connection
requests flowing through the router. If a connection fails to get established in a
configurable interval, the software intervenes and terminates the connection
attempt.

Applicable to IPv4 and IPv6 traffic.

This feature has additional thresholds to define SYN Flood rate:

ip dos tcp-max-incomplete high 500

ip dos tcp-max-incomplete low 200

The TCP IP TTL Zero DoS attack sends spoofed multicast packets onto the network
which have a Time To Live (TTL) of O. This causes packets to loop back to the
spoofed originating machine, and can cause the network to overload:

TTL in the IPv4 packet is less than the minimum value ().

Attackers use the TCP NULL scan to identify listening TCP ports. This scan also uses a
series of strangely configured TCP packets, which contain a sequence number of O
and no flags. This type of scan can get through some firewalls and boundary routers
that filter incoming TCP packets with standard flag settings.

If the target device's TCP port is closed, the target device sends a TCP RST packet in
reply. If the target device's TCP port is open, the target discards the TCP NULL scan,
sending no reply:

TCP Seguence Number zero and all control bits are set to zero. Applicable to IPv4
and IPv6 traffic.

A remote attacker may be attempting to avoid detection by sending a SYN frame
with a different sequence number than the original SYN. This can cause an Intrusion
Detection System (IDS) to become unsynchronized with the data in a connection.
Subsequent frames sent during the connection are ignored by the IDS:

TCP packet with SYN flag set after the connection is established. Applicable to IPv4
and IPv6 traffic.

An attempt to predict the sequence number used to identify packets ina TCP
connection, which can be used to counterfeit packets. The attacker hopes to
correctly guess the sequence number used by the sending host. If successful, they
can send counterfeit packets to the receiving host which will seem to originate from
the sending host, even though the counterfeit packets may originate from some third
host controlled by the attacker:

TCP packet with a sequence number past the receiver's window, but past 2* the
window. Applicable to IPv4 and IPv6 traffic.

The TCP XMAS Scan floods the target system with TCP packets including the FIN,
URG, and PUSH flags. This is used to determine details about the target system and
can crash a system:

TCP Seqguence Number zero and FIN, URG and PUSH bits are set. Applicable to IPv4
and IPv6 traffic.

IP Fragments containing in-complete TCP header. Applicable to IPv4 and IPv6 traffic.

The Twinge DoS attack sends ICMP packets and cycles through using all ICMP types
and codes. This can crash some Windows systems:

Flood of non-echo ICMP packets sent to the target. Applicable to IPv4 and IPv6
traffic.

IP datagram with total packet length < 28. Applicable to IPv4 and IPv6 traffic.

© 2017 Extreme Networks, Inc. All rights reserved. /



WING 5 Feature Guide: Firewall How To

WINNUKE The WINNUKE DoS attack sends a large amount of data to UDP port 137 to crash the
NETBIOS service on windows and results in high CPU utilization on the target
machine:

TCP URG bit in header and sets URG pointer to point beyond the end of the frame. It
uses port 139. Applicable to IPv4 traffic only.

Hop Limit Zero Hop limits within IPv6 packets is set to O preventing hops as needed. Applicable to
IPv6 traffic only.

Multicast ICMPv6 ICMPV6 packets contain multicast L2 DMACs. Applicable to IPv6 traffic only.

TCP Intercept Detect IPv6 TCP packet with mobility option home address option (HAO) or route

Mobility header (RH) type one set and do not generate SYN cookies for such packets.
Applicable to IPv6 traffic only.

|i Firewall Policy FW-POLICY
S [id, = Storm Control | Advanced Settings
Settings
_Enable All Events | | Disable AllEvents |
Event Enable Action Log Level
E Ascend o @|logandDrop | w O |Waming v H
E BroadcastMultic ast ICMP ﬂm i( | Log and Drop L i ] m VWarning 4
E Chargen oM @ |logand Drop | @] |warning -
EZ Fraggle o O |LoganaDrop | v O | Waming v
EZ FreBounce oM ©@|LogandDrop | v 04 |Waming -
E= invaiid Protocol o @|LogandDrop | Op |waming v
E3 P spoof oM @ |LogandDrop | = O |Warning -
E3 Lanp o @|LogandDrop | w 0 |wamning =
EZE option Route oM ©@|LogandDrop | v 04 |Waming -
E= Router Advertisement o @|LogandDrop | Op |waming v
E Router Solicit oM @|logand Drop | v @] |warning v
EZ smurf oM @|LegandDrop | v @ |Waming -
EZ snork oM @|LogandDrop | v 04 |Waming v
E= TcPBad Sequence oy @ | Drop Only = O |Waming v
E3 TP AN Scan oM @ |LogandDrop | = O |Wamning -
EZR TcPintercept oM ©@|LogandDrop | v @[ |Waming -
EZ TR TIL Zero oM ©@|LogandDrop | v 04 |Waming -
E= ToPMULL Scan o @|LogandDrop | Op |waming v
E3 TcPFost 5YH oM @ | Drop Only = O |Wamning -
E TCP Facket Sequence ﬂ|:| @ | Drop Only b 4 i ] VWarning v
BB TcpxMas scan oM ©@|LogandDrop | v 04 |Waming -
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B3 TCP Header Fragment ﬂ@ @ | Leg and Drop L4 i ) E Warning L
E3 Twinge ﬂ@ @ | Leg and Drop L4 i ] E Warning L
EZ UDP Short Header ﬂ@ @|logandDrop | w i ] E Warning v
B2 WINNUKE ﬂ@ @|logand Drop | w i ] E Warning v
22| Hop Limit Zero ﬂ@ @|logand Drop | w i ] E Warning v
EZ Multicast ICMPVE ﬂ@ @|logand Drop | w i ] E Warning v
B3 1cp Intercept Mobility ﬂ@ @|logand Drop | w i ] E Warning v I!I

DHCP Offer Conversion

This feature removes some overhead from the network, allowing an access point to convert DHCP offer and
ACK broadcasts to unicast packets, directly to the intended client. This results in less traffic over the air and
fewer devices having to process traffic that is not intended for them.

DHCP Packet Type Discover Offer Request ACK
Without DHCP Offer Broadcast Broadcast Broadcast Broadcast
Conversion

With DHCP Offer Broadcast Unicast Broadcast Unicast
Conversion

This feature is disabled by default and is only applicable when the DHCP server resided on the same VLAN as
the client for which the offers are intended. It is recommended to enable this feature whenever possible.

Firewall Policy test-fw-policy

Denial of Service  Storm Control

[ conmon [T

Firew all Status Application Layer Gateway

@@ Enabled (@ Disabled FTPALG oM

General TFTRALG oM
Enable Proxy ARP oM FPTPALG o

|DHCPBroadcastto Unicast ogl SIPALG oL

IP / MAC Conflict Detection
This feature mitigates various man-in-the-middle and other spoofing attacks. It allows an AP to intercept and

log packets with IP / MAC bindings and build a table recording the information, by snooping DHCP offer and
acknowledgement packets.

e The binding table includes IP and MAC addresses for all DHCP servers, routers virtual IP interfaces

e Requires that clients use DHCP; statically address clients will not be added to the table as there is no DHCP
snooping possible for those.

© 2017 Extreme Networks, Inc. All rights reserved. / 1
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Firewall Policy default

| Denial of Service = Storm Control BT TR 0 10

Firewall Status

@@ Enabled @ Disabled

General

Enable Froxy ARP oM

DHCP Broadcast to Unicast oM

L2 Stateful Packet Inspection @[]

IPMAC Conflict Enable |

IPMAC Confiict Logging o
IPMAC Conflict Action 0
IPMAC Routing Conflict Enable (o]

IPMAC Routing Conflict Logging @[]
IPMAC Routing Conflict Action 0

Application Layer Gatew ay

FTPALG

TFTPALG

FFTFALG

SIPALG

SCCPALG

FaceTime ALG

DNS ALG

Stateful Flow Checks

Enable Stateful DHCP Checks

Flow Timeout

TCP Close Wait

Seconds v | (11032,400)

Each physical port and WLAN can be configured to trust or un-trust ARP and DHCP packets and drop
suspicious packets upon arrival. One typically does not expect to see DHCP server packets initiating on a
WLAN and thus finding them may indicate a rogue device on the network for malicious purposes. These
packets would be un-trusted on the WLAN and therefore dropped by the access points when discovered.

WLAN SecuredAccess

Basic Configuration
Security

Firewall

Client Settings
Accounting

Service Monitoring
Client Load Balancing
Advanced

Auto Shutdown

IP Firewall Rules
Inbound IF Firew all Rules
Outbound IP Firew all Rules
Inbound IPvE Firew all Rules
Cutbound IPvE Firew all Rules
MAC Firew all Rules
Inbound MAC Firew all Rules
Cutbound MAC Firew all Rules
Association ACL
Association ACL
Application Policy
Application Policy
Enable Voice/Video Metadata
Enable HTTP Metadata
Enable S5L Metadata

Trust Parameters

0|-‘-nnne>

x| 2 &

©| BC-MC-CONTROL_PLUS_VOIP

EIEER:)

x| E® &

PR

0|-‘-nnne>

PR

©| PERMIT-ARP-AND-IPv4

x| E® &

x| &

R )

o[]
o[]
o[]

I ARP Trust

o]

Validate ARP Header Mismatch
DHCP Trust

IPvG Settings
MND Trust
Validate NDO Header Mismatch
DHCPvS Trust

RA Guard

L
o[]

o[]
L
o[]
o[]
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Proxy ARP

Proxy ARP allows wireless controllers and access points to respond to ARP requests on behalf of wireless
clients. In this way, clients do not have to wake up to respond, and also ARP requests will not be forwarded to
the air, which will dramatically improve overall airtime. It is enabled by default in the default and user defined
firewall policies. It is strongly recommended to keep this option enabled.

Firewall Policy default

Y] s e

Firewall Status Application Layer Gateway

O® Enabled @ Disabled FTPALG i 1|
General TFTPALG o
I Enable Proxy ARP 0@_' PPTPALG o)

Storm Controls

Storm controls provides a mechanism to protect the network from flooding attacks or high rates of traffic
through the wireless controller or access points and may apply to broadcast / multicast / unknown unicast
packets per second through ports or WLAN’s. Thresholds are defined by an administrator and traffic exceeding
the thresholds is dropped and an event log is generated.

Firewall Policy default

Storm Confrol Settings
Traffic Type Interface Type (ij Interface Name Packets per Second ﬁ
¥ | Broadcast ¥ | % [Lan ¥ | % |SecuredAccess » |op 1000 @ il
&
4= Add Row
Storm Control Logging
Traffic Type Logging 'ﬁ‘
Li ]
== Add Row

A word of caution when enabling this feature; unless there is sufficient understanding of “normal” levels of
these traffic types on the network, enabling this could result in legitimate traffic being dropped and thus
affecting clients on the network. A proper baseline of the traffic should be known first.

© 2017 Extreme Networks, Inc. All rights reserved. / 13
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Firewall Flow Migration

WINGS5 distributed firewall allows to seamlessly migrate wireless client firewall session information upon
roaming. This is referred to as firewall flow migration. The data exchanged between the APs during roaming
includes firewall flows for this particular client, ALG information as well as state of the wireless client (DATA-
READY, INIT, Captive Portal unauthenticated host etc). This happens automatically when firewall is enabled.

Whenever a wireless client associates to an Access Point, this AP will transmit a WNMP (Wireless Network
Management Protocol) roaming notification inside the user VLAN (lo*cally bridge or tunneled VLANS). It
serves several other purposes, one of them is also to update the Forwarding Database (FDB) of the wired
switches or the FDB of the Controller if the VLAN is tunneled.

The WNMP message includes a MiNT ID of the Access Point, source MAC address is set to wireless client MAC
address, destination address is a MAC Multicast address 01:AO:F8:F0O:F0:04, ethertype Ox878I:

WNMP Frame

SRC Address Client MAC Address

DST Address 01-AO-F8-FO-FO-04
If the wireless client is roaming to a new AP, the old Access Point upon receiving WNMP roaming notification
will initiate a firewall flow migration to the new AP via MINT protocol (identified by MINT ID in WNMP
message).

It is important to note that flow migration will occur if a wireless client roams within the wireless-client
hold-time. Default wireless-client hold-time is 30 seconds:
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WLAN Z-Guest

Basic Configuration

Security

Firewall

Client Settings
Accounting

Service Monitoring
Client Load Balancing
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Auto Shutdown

Inbound IP Firew all Rules 0|m

Outbound IP Firew all Rules

ﬂ|BROADCAST—MULTICAST—CONTROL -| 9 &

Inbound IPv6 Firew all Rules 0| x| 5 %

Outbound IPVE Firew all Rules 0| v | 5 &
MAC Firew all Rules

Inbound MAC Firew all Rules ﬂ|m - | 9 i

Outbound MAC Firew all Rules

0|PERMITMPM&IW4 -| 9 @&
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Application Policy
Application Policy ﬂ| “none= - | 9 5
Enable Voice/\ideo Metadata oL]
Enable HTTP Metadata i 1|
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Trust Parameters
ARP Trust i 1|
Validate ARP Header Mismatch o
DHCP Trust i 1|
IPv6 Setfings
ND Trust i 1|
Validate ND Header Mismatch i 14|
DHCPYE Trust i ||
RA Guard o]
Wireless Client Deny

Wireless Client Denied Traffic Threshold 0|:| 1

Ii' (11to 1,000,000 packets per secend)

Firewall Rules

Action @ lone | >
el
Blacklist Duration o 0 Ii) (0 to 86,400 seconds)
Advanced
Firew all Session Hold Time @ 30 Seconds - { 11to 86,400 )

Access control lists have been enhanced in WING 5 to simplify deployments. Standard and Extended rules
have been deprecated and replaced with a single type of ACL. These ACL’s no longer get numeric value ID’s,
but rather unigue names. The rules can be applied to physical ports or virtual interfaces on individual devices
(as device overrides) or across groups of devices through hardware profile. WiNG5 differentiates between
IPv4 and IPv6 Access Lists.

IP firewall rules can contain up to 500 entries and are made of various configuration elements as listed below.
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Policy Use and Configuration:

Firewall policies are used on hardware devices; controllers or access points. The “default” firewall policy is
applied to all devices automatically - even new user-defined profiles, unless a user-defined firewall policy has
been created and applied to a device or profile.

The default policy enables all pre-defined denial-of-service event types except for “TCP Packet Sequence”
attacks. Additionally, services such as Proxy ARP and some of the Application Layer Gateways (ALG’s) are
enabled and are applied globally on the WING 5 devices that the policy is applied to.

A capture of the default policy DoS events is shown below.

New Policy Creation

In most cases utilizing the default policy will be sufficient for all devices. An administrator may wish to create
additional policies for various reasons; perhaps while performance testing and / or establishing baselines of the
WLAN infrastructure, utilizing a minimal policy or to create custom properties separate from the working
default policy. Whatever the reason, it is a simple process:

CLI Firewall Policy Creation

CLI Firewall Policy Creation:

vx9000#conf t
vx9000 (config) #firewall-policy test-fw-policy
vx9000 (config-fw-policy-test-fw-policy) #commit write

Firewall Policy Defaults:

vx9000 (config-fw-policy-test-fw-policy) #show context include-factory

firewall-policy test-fw-policy

ip dos smurf log-and-drop log-level warnings

ip dos twinge log-and-drop log-level warnings

ip dos invalid-protocol log-and-drop log-level warnings
ip dos router-advt log-and-drop log-level warnings

ip dos router-solicit log-and-drop log-level warnings
ip dos option-route log-and-drop log-level warnings
ip dos ascend log-and-drop log-level warnings

ip dos chargen log-and-drop log-level warnings

ip dos fraggle log-and-drop log-level warnings

ip dos snork log-and-drop log-level warnings

ip dos ftp-bounce log-and-drop log-level warnings

ip dos tcp-intercept log-and-drop log-level warnings
ip dos broadcast-multicast-icmp log-and-drop log-level warnings
ip dos land log-and-drop log-level warnings

ip dos tcp-xmas-scan log-and-drop log-level warnings
ip dos tcp-null-scan log-and-drop log-level warnings
ip dos winnuke log-and-drop log-level warnings

ip dos tcp-fin-scan log-and-drop log-level warnings
ip dos udp-short-hdr log-and-drop log-level warnings
ip dos tcp-post-syn drop-only

ip dos tcphdrfrag log-and-drop log-level warnings

ip dos ip-ttl-zero log-and-drop log-level warnings

ip dos ipspoof log-and-drop log-level warnings

ip dos tcp-bad-sequence drop-only

no ip dos tcp-sequence-past-window

ip tcp validate-rst-seg-number

ip tcp validate-rst-ack-number

ip tcp validate-icmp-unreachable

ip tcp recreate-flow-on-out-of-state-syn

ip tcp optimize-unnecessary-resends

ip dos tcp-max-incomplete high 500

ip dos tcp-max-incomplete low 200

ip-mac conflict log-and-drop log-level warnings
ip-mac routing conflict log-and-drop log-level warnings
flow timeout icmp 30
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flow timeout udp 30

flow timeout tcp setup 10

flow timeout tcp established 5400

flow timeout tcp close-wait 10

flow timeout tcp reset 10

flow timeout tcp stateless-general 90

flow timeout tcp stateless-fin-or-reset 10

flow timeout other 30

no dhcp-offer-convert

proxy-arp

firewall enable

ipvée firewall enable

no ipv6 rewrite-flow-label

ipv6 strict-ext-hdr-check log-and-drop log-level warnings
ipv6 unknown-options log-and-drop log-level warnings

ipvé duplicate-options log-and-drop log-level warnings

no ipv6 option end-point-identification

no ipv6 option router-alert

no ipv6 option network-service-access-point

ipv6 option strict-hao-opt-check log-and-drop log-level warnings
ipv6 option strict-padding log-and-drop log-level warnings
no ipvé6 routing-type one

no ipv6 routing-type two

ipvée dos multicast-icmpvé log-and-drop log-level warnings
ipvé dos hop-limit-zero log-and-drop log-level warnings
ipv6e dos tcp-intercept-mobility log-and-drop log-level warnings
acl-logging

stateful-packet-inspection-12

flow dhcp stateful

alg ftp

alg tftp

no alg sip

alg dns

no alg facetime

no alg sccp

alg pptp

no logging icmp-packet-drop

no logging malformed-packet-drop

no logging verbose

no ip tcp adjust-mss

clamp tcp-mss

virtual-defragmentation

no virtual-defragmentation minimum-first-fragment-length
virtual-defragmentation maximum-fragments-per-datagram 140
virtual-defragmentation maximum-defragmentation-per-host 8
virtual-defragmentation timeout 1

dns-snoop entry-timeout 1800

no 802.2-encapsulation

no vlan-stacking

dns-snoop drop-on-parserror

proxy-nd

ipv6-mac conflict log-and-drop log-level warnings
ipvé-mac routing conflict log-and-drop log-level warnings
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Web Ul Firewall Policy Creation
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At this point events can be disabled as desired or the action can be changed from the default of “Log and
Drop” to either “Log Only” or “Drop Only”. Also Storm Controls can be created for unknown Unicast,
Multicast, Broadcast or ARP traffic and for Interface Type and the Threshold. Use of the Storm Controls
mechanism should be done only after careful consideration and an understanding of what “normal” network
traffic is. If a proper baseline is not established and the thresholds are set too low, it may interfere with normal
production traffic.

In general, firewall policies are an “all or nothing” feature. They provide the core fundamental services typically
associated with a good firewall. The real functionality of the WiNG 5 firewall services is in the stateful
inspection IPv4 / IPv6 and MAC firewall rules. The remainder of this How-To will cover configuration and
examples.
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Firewall Rules

Stateful Inspection IP Rules

Stateful inspection of IPv4 or IPv6 flows is provided for when the flows are being switched or routed by either
a wireless switch or an AP, depending which device is in the data path and how close it is to where the rule
should take effect. When choosing where to apply your firewall rule, think about the data flow that you are
trying to police (tunnel vs local bridging, wireless:WLAN vs wired:SVI/GE, etc).

For non-IPv4/IPv6 traffic (IPX, AppleTalk, etc.), inspection is stateless.

Rules follow a common syntax with a traffic match condition, an action and logging if so configured. The
firewall rules can be assigned to:

Physical ports - inbound

Logical interfaces (SVI, Tunnel) - inbound
WLAN'’s - inbound and outbound

Wireless clients (using Role Based Firewall)
In WING 5 there are no “standard” and “extended” numbered rules; there are just uniguely named rules and

actions configured within them. Each uniguely defined firewall rule may have up to 500 entries, as shown
below:

IPv4 Firewall Policy Elements

Precedence Value
Action

DNS Name
DNS Match Type

Source IP

Destination IP
Protocol

Source Port

Destination Port

Start VLAN

End VLAN
Mark

Log

The order the rule is placed within the ACL (1-5000)
Two options:

Allow - permits the IP Flow

Deny - blocks the IP Flow

DNS Name can be specified as a match criteria.
Three options:

Exact for a FQDN

Suffix for the Domain name or its part

Contains to match a portion of the DNS or Domain Name.
Source Host IP, Network, ALIAS, or Any.

Destination Host IP, Network, ALIAS, or Any.

The service ALIAS or IP protocol number (0-254).
Equals, Range, ALIAS or Any.

Equals, Range, ALIAS or Any.

Source VLAN or VLAN range for IPv4 packets as a match criteria.

End of VLAN or VLAN range for IPv4 packets as a match criteria.
Two options:

DSCP - layer 3 marking with DSCP tag (0-63)

802.1p - layer 2 marking with 802.1p tag (0-7)

Log packets that match the rule
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Example 1: Branch Location IP Rules

The first scenario is that of a branch location for a company, who wishes to keep all WLAN traffic local to the
site. WLAN users cannot get to any other destination that is not a local address, either on the WLAN or LAN.
This will be accomplished using a simple IP access-list that allows traffic from the WLAN to local network
destinations; however it will block any WLAN [P traffic that is destined for any other destination that is not a
local address.

The branch utilizes AP7522s, which are adopted over layer-3 to a centralized controller at Corporate. A custom
profile has been created for the site. Also, a WLAN called “branch-wlan” has been created and is in use at the
branch location. We must consider the following:

e Thereis an external DHCP server to the branch location networks

e Traffic is locally bridged by Access Points

o WLAN users will need to obtain IP addresses

e WLAN users can communicate via IP to local addresses (192.168.150.0/26 and 192.168.150.64/26)
e WLAN users cannot get to any other destinations

Branch Diagram

VX 9000 /

Datacenter

Branch 1

VLAN1 192.168.150.0/26

.='.‘.£‘

Configuration and Propagation

Since the AP7522 is adopted to a centralized controller, we will modify our master configuration, focusing on
our branch firewall rules and profile changes so that the configuration will be pushed to the remote device. We
will cover configuration at the CLI, followed by configuration via the Web Ul.
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IPv4 ACL - CLI Configuration

CLI IP ACL Configuration

vx9000#conf t
vx9000 (config) #ip access-list wlan-branch-clients
vx9000 (config-ip-acl-wlan-branch-clients) #permit udp any any eq dhcps rule-precedence 5

vx9000 (config-ip-acl-wlan-branch-clients) #permit ip 192.168.150.0/25 192.168.150.0/25 rule-precedence 10

vx9000 (config-ip-acl-wlan-branch-clients) #deny ip any any log rule-precedence 20

CLI'IP ACL Assignment (WLAN)

vx9000 (config) #wlan branch-wlan
vx9000 (config-wlan-branch-wlan) #use ip-access-1list in branch-wlan-clients
vx9000 (config-wlan-branch-wlan) #commit write

CLI configuration is very simple; create the desired firewall rule (ACL) and then apply it. In the previous

example, by applying the rule inbound on the WLAN, we catch and process the traffic at the edge, closest to

the traffic source. Of course the rule could be applied to other interfaces, which would also require

modification of the individual lines.

To see the statistics for our firewall rule we must go to the access-point(s), as we have applied the firewall rule
inbound on the WLAN; if we attempt to view statistics at the controller, there will not be any for this particular

rule. Connect to an access-point where clients are associated and view the stats, as seen below:

IPv4 ACL - Statistics CLI

vx9000#show ip-access-list stats wlan-branch-clients on 8533-C0-1

IP Access-list: wlan-branch-clients
permit udp any any eq dhcps rule-precedence 4
permit ip 192.168.150.0/25 192.168.150.0/25 rule-precedence 10 Hitcount: 141
deny ip any any log rule-precedence 20

IPv4 ACL - Web Ul Configuration
Let’s look now at the Web Ul configuration. Within the web interface, navigate to “Configuration

> Security > IP Firewall Rules”, then click “Add” in the main working pain, as seen in the example
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IPv4 ACL - Web Ul Configuration
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You will be presented with the IP Firewall Rules main working screen. Give your firewall rule (access-list) a
unique name, click “+Add Row”, then click on the newly added row to create your rule parameters.

IPv4 ACL - Web Ul Configuration
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S
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-
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I IP Firewall Policy wlan-branch-clients e
Precedence | Action DNS Name Source Destination Protocol Mark Log Enable Description 77|
— — —
% g@ 4 @ Allow % Any ¥ Any =3 UDP, DPort 67 [] Mark [ Log 1 Enable permits DHCP
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Once the rule definition is complete, don’t forget to Commit and Save your work.

The next Web Ul step is to apply the IP firewall rule to the WLAN. When applying rules to WLAN’s, one has the
option of choosing inbound or outbound directions. Inbound on a WLAN is from the wireless client “in” to the
access-point / wired network. Outbound would apply from the access-points perspective “out” to the wireless
clients / radio. In our example, we will apply the firewall rule inbound. We will also apply the default
“BROADCAST-MULTICAST-CONTROL” Access List to the outbound direction, as a best practice to reduce
the amount of unneeded traffic (IP Multicast, Netbios, ICMP Broadcast) hitting the air.
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Navigate to “Configuration > Wireless > Wireless LANs” and select the WLAN to which the firewall rule will
be applied. Then click “Edit”.

IPv4 ACL WLAN Assignment - Web Ul Configuration

WING V58

Dashboard JeShIIEUGLN Diagnostics Operations  Statistics

Devices Wireless Network Profles RF Domains Security Services Management
EDWireless LANS

() WLAN QoS Policy
P Radio QoS Policy
@) Association ACL
@V SMART RF Policy
_,'._‘:LMeshConnex Policy
‘,?:LMesh QoS Policy
3\ Passpoint Policy
([iﬁSensurPuucy

%] Revert [ ® Commit | Commitand Save

WLAN branch-wlan

2]

Basic Configuration

Security

Firewall

Client Settings
Accounting

Service Monitoring
Client Load Balancing
Advanced

Auto Shutdown

IP Firew all Rules
Inbound IP Firew all Rules

Outbound IP Firew all Rules

@| wian-branch-clients v

ﬂlERDADCASTMuLT\CAST-GONTRDL vl 3 B

9 &

Inbound IPv& Firew all Rules

Outbound IPv6 Firew all Rules

MAC Firew all Rules.

Inbound MAC Firew all Rules

Outbound MAC Firew all Rules

[ -
o -

LT R—N
@ PERMIT-ARP-AND-IPv4 v

EX
9 &

9 &
9@

Association ACL
......... N o )
v [ wireless LaN ssociation n|—" ™
Application Policy

£ Bas-PSKk
£ DEVICE-ONBOARD
£ GUEST-ADIPSYS

Application Policy

Enable Voice/Video Metadata

O el
o]

&) securedaceess Enable HTTP Metadata |
B3z
EaZ-Cypress Enable SSL Metadata o]
23 2-GUEST-VOUCHER
Bs Trust Parameters
EDz-Guest o
ARPTrust 0|
£ z-0nboard )
Validate ARP Header Mismatch oM
£ zDeme-8021%
£3zDemo-PSK DHCP Trust o[l
£ zDemo-Passpoint 1PV Settings
£ ZGuest-DEMO ND Trust o[]
EEZGueat—DEMOVReg Validate ND Header Mismatch ﬂi
23 ZGuest-Vouchers-DEM DHCPv6 Trust o]
2V branch-wlan RA Guard im|

Type to search

B B H D

2 &

To view the statistics within the web Ul, navigate to “Statistics”, and select an access- point. The statistics
working pane will show; from here navigate to “Firewall > IP Firewall Rules” then select the firewall rule that
was created. The statistics can be refreshed to confirm that the rule is in effect.
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IPv4 ACL - Web Ul Statistics
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Stateful Inspection MAC Rules

Like the IP firewall rules, MAC firewall rules are also stateful for IP flows and stateless for non IP flows. One can
specify mac-addresses in any, host and mask formats and specify source and destination, as with IP firewall
rules.

As one would assume, MAC firewall rules inspect traffic at layer-2. As such, other flags within a layer-2 header
can be inspected, such as 802.1q vlan tag or 802.1p priority markings. We can then apply our action based on
these flags as well as the designated ethertype.

MAC firewall rules can be applied to the following types of interfaces:

e Inbound or Outbound on WLANSs

e Inbound on Physical Interfaces (GET, GE2, XGE], etc)

e Inbound or Outbound on Wireless Clients (via Role Based Firewall)

They cannot be applied to L3 SVI's (VLAN interfaces), as these are logical L3 interfaces.

Following are the different elements of a MAC firewall rule:

IPv4 Firewall Policy Elements

Precedence Value The order the rule is placed within the ACL (1-5000)
Allowance Two options:

Allow - permits the IP Flow

Deny - blocks the IP Flow

Source MAC Host, Range, or Any.

Destination MAC Host, Range, or Any.

Action Log, Mark (802.1p / DSCP) or Traffic Class for IPv6 header
Ethertype Ethertype (1-65535 Ethertype Protocol number). Pre-defined:

8021g  VLAN Ether Type (0x8100)
aarp AARP Ether Type (Ox80F3)
appletalk APPLETALK Ether Type (0Ox809B)
arp ARP Ether Type (0x0806)
ip IP Ether Type (0x0800)
ipv6 IPv6 Ether Type (Ox86DD)
ipX IPX Ether Type (0Ox8137)
mint MINT Ether Type (0x8783)
rarp RARP Ether Type (0x8035)
wisp  WISP Ether Type (0x8783)
VLAN ID Source VLAN or VLAN range for IPv4 packets as a match criteria.
Log Log packets that match the rule
Branch Location MAC Rules

Continuing with our example from section 3.1.1, our company now wishes to further control VLAN 64 and the
associated WLAN by ensuring only certain ethertypes are allowed on the network, for example it is not
desirable to have IPv6 traffic on the network, as well as any legacy non-IP traffic like IPX This can be
accomplished by using a default MAC ACL that is included in each WING5 configuration.
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Configuration and Propagation
MAC ACL - CLI Configuration

VX-1l#conf

Enter configuration commands, one per line. End with CNTL/Z.
VX-1(config) #mac access-list PERMIT-ARP-AND-IPv4

VX-1 (config-mac-acl-PERMIT-ARP-AND-IPv4) #show context

MAC ACL WLAN Assignment- CLI Configuration

VX-1l#conf

Enter configuration commands, one per line. End with CNTL/Z.
VX-1(config) #wlan branch-wlan

VX-1(config-wlan-branch-wlan) #W

VX-1(config-wlan-branch-wlan) #use mac-access-1list out PERMIT-ARP-AND-IPv4

As seen in the configuration above, it is rather simple in this example. We are allowing only ethertypes
corresponding to ARP and IPv4 traffic to pass in and out to the branch WLAN. Of course, we could also specify

metrics based on MAC address range or wildcard if so desired.

Configuration in the Web Ul is similar to that of creating the IP Firewall rules and applying them. Navigate to
“Configuration > Security > MAC Firewall Rules” and select already created policy “PERMIT-ARP-AND-IPv4”

in the main working pane to add a new rule set.

MAC ACL - Web Ul Configuration

WINGv58

Dashboard JeshiiblElbGN Diagnosiics Operations  Stafistics

Devices  Wireless  Metwork Profiles  RF Domains  Security  Services  Management

%] Revert | ¥ Commit [] Commitand Save

-] E@Wireless Firewall MAC Firewall Rules

(2]

ERFirewall Policy
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[FE P Firewall

8 Wi
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MAC Firewall Rules
PERMIT-ARP-AND-IPv4
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i) EX3500 Time Range
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Type to cearch Type to search in tables

@

Row Count: 1
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Total Rules:2 = Delete Row

Type to search

B 8 W LRy -

Since we already have a rule created, we don’t need to commit or save any changes. We only need to apply it
to the desired interface; in our example, we will be applying to WLAN “branch-wlan”, both inbound and
outbound direction. Navigate to “Configuration > Wireless” and select the desired WLAN:; click “Edit”:

MAC ACL WLAN Assignment - Web Ul Configuration

WLAN branch-wlan (2]
-
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Security Inbound IP Firew all Rules @ | wlan-branch-clients > | & &
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Using Aliases in Firewall Rules

In WING 5 deployment scenarios it is common for different sites to have configuration parameters which are
similar with the exception of a small number of values, for example different IP networks, host IP addresses or
VLAN IDs per site.

In regards to IPv4 firewall rules instead of defining separate ACLs for each site to account for these small
differences, it is much more efficient to substitute them by Alias Names which are then mapped to real values
under each RF Domain or at a system level.

This permits common ACLs be shared between sites yet permits site specific parameters to be applied to a
subset of sites or each individual site. It is recommended to utilize Aliases in large scale deployments to
simplify configuration, limit number of configuration objects needed allowing configuration re-use.

ALIAS is a named object that can identify a host, network, protocol, port or range of ports, etc. ALIAS value is
defined either under system level in global configuration or under RF Domain or Device Profile context to
assign a site-specific value.

In total there are 6 different Alias types that can be used with IP Access Lists:

Host Alias Defines a unique IPv4 host. Example: $DNS-SERVER = 8.8.8.8

Address Range Alias Defines an IPv4 address range. Useful for declaring DHCP scopes. Example:
$DHCP-SCOPE 192.168.10.50 t0 192.168.10.150

Network Alias Defines an IPv4 subnet. Example: $CORP-DEVICES =192.168.10.0/24

Network Group Alias Can contain multiple hosts, subnets or address ranges. Useful to combine

multiple networks or hosts into one group. Example: $FILE-SERVERS =
192.168.10.5192.168.30.10 192.168.20.25

Network Service Alias Can contain multiple entries of different protocol types and ports. Useful to
define custom application signatures. Example: $IPSEC = alias network-service
$IPSEC proto 50 proto udp 500 proto udp 4500

VLAN Alias Defines an 802.1Q VLAN ID. Example: $GUEST-VLAN =100
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IP ACL Configuration using Aliases

Continuing with our example from section 3.1.1, our company now wishes to open a Guest WiFi on a network
192.168.100.0/24, which will require to tighten up security rules. The requirement is to allow only Web traffic

(HTTP and HTTPS), as well as IPSEC to allow usage of VPN client software for end host encryption.

In case we would use ACL without Aliases the set of rules would look like this:

Precedence Action Source Destination Protocol Log
10 Permit Any Any UDP Src:67 Dst:68 | No
1 Permit 192.168.100.0/24 | 208.67.222.222 UPD Dst:53 No
12 Permit 192.168.100.0/24 | 208.67.220.220 UPD Dst:53 No
20 Permit 192.168.100.0/24 | Any TCP Dst:80 No
21 Permit 192.168.100.0/24 | Any TCP Dst:443 No
30 Permit 192.168.100.0/24 | Any ESP No
31 Permit 192.168.100.0/24 | Any UPD Dst:500 No
32 Permit 192.168.100.0/24 | Any UPD Dst:4500 No
100 Deny 192.168.100.0/24 | Any P Yes

By using Aliases in this scenario the set of rules can be reduced down to 5, which will provide an easy way to

manage it and change rules if needed:

Precedence Action Source Destination Protocol Log
10 Permit Any Any IEDFCERN o
i Permit $GUEST-NET  [SDNSTSERVERS' [SDNSHNNNNNN o
12 Permit $GUEST-NET  Any EWEER No
20 Permit $GUEST-NET Any $IPSEC No
30 Permit $GUEST-NET Any ESP No
100 Deny $GUEST-NET Any IP Yes
Network Group Alias: Network Service Alias:
$GUEST-NET
Network: Host: 208.67.222.222 Protocol: UDP Dst Port: 68
192.168.100.0/24 Host: 208.67.220.220
Network Service Alias
$IPSEC

Protocol: ESP Protocol: UDP Dst Port: 53

Protocol: UDP Dst Port: 500
Protocol: UDP Dst Port: 4500

Protocol: TCP Dst Port: 80
Protocol: TCP Dst Port: 443
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IPv4 ACL using Aliases - CLI Configuration

Aliases Definition - CLI Configuration

VX-1l#conf

Enter configuration commands, one per line. End with CNTL/Z.

VX-1(config)#alias network-service $DNS proto udp 53

VX-1(config)#alias network-service $DHCP proto udp 68

VX-1(config)#alias network-service S$WEB proto tcp 80 443

VX-1(config)#alias network-service $IPSEC proto esp proto udp 500 4500
VX-1(config)#alias network-group S$DNS-SERVERS host 208.67.222.222 208.67.220.220
VX-1(config)#alias network-group S$GUEST-NET network 192.168.100.0/24

IPv4 ACL using Aliases - CLI Configuration

VX-1l#conf

Enter configuration commands, one per line. End with CNTL/Z.

VX-1(config) #ip access-list GUEST-NETWORK

VX-1(config-ip-acl-GUEST-NETWORK) #permit $DHCP any any rule-precedence 10
VX-1(config-ip-acl-GUEST-NETWORK) #permit $DNS S$GUEST-NET $DNS-SERVERS rule-precedence 11
VX-1(config-ip-acl-GUEST-NETWORK) #permit S$WEB SGUEST-NET any rule-precedence 20
VX-1(config-ip-acl-GUEST-NETWORK) #permit S$SIPSEC $GUEST-NET any rule-precedence 30
VX-1(config-ip-acl-GUEST-NETWORK) #deny ip any any rule-precedence 100

IPv4 ACL using Aliases - Web Ul Configuration

Configuration in the Web Ul is similar to that of creating the IP Firewall rules and applying them. Navigate to
“Configuration > Network > Alias > Network Service Alias” and click on “Add”.
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&l AAATACACS Policy
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=
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[ Application
@ Schedule Policy
@i URL Filtering
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BOEX3500 QoS Class
B EX3500 QoS Policy Map

Type to search in tables Row Count: 0
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Name SDNS (2}
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i ]
Name SDHCP (7
Enfry
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17 67 68 I
i ]

© 2017 Extreme Networks, Inc. All rights reserved.



WING 5 Feature Guide: Firewall How To
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Network Group Aliases Definition - Web Ul Configuration

Configuration > Network > Alias > Network Group Alias > Add

WiNG V538 ™
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Firewall St

atistics

Besides general ACL hit counts that are available for IP or MAC Access Lists, additional information about all
firewall flows, dhcp snoop table or IPv6 neighbor table can be obtained from the WING Ul or CLI.

Firewall Flow Statistics - Summary

Firewall Flow information in CLI is available on a device level and can either provide detailed information for

each active firewall session or a summary of this information:

Firewall Flow Statistics Summary - CLI

8533-CO0-1#show firewall flows stats

Active Flows
TCP/IPv4 flows
UDP/IPv4 flows
DHCP/IPv4 flows
ICMP/IPv4 flows
IPsec/IPv4d flows
TCP/IPv6 flows
UDP/IPv6 flows
DHCP/IPv6 flows
ICMP/IPv6 flows
IPsec/IPv6 flows
L3/Unknown flows

18
16

OO O OO O oo

o

Firewall Flow Statistics Summary - Web Ul
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Firewall DOS Attack Summary

Firewall DoS statistics will show a number of times a particular attack was detected and what was the last time
the attack occurred. Statistics are available on device level.

DOS Attack Summary - CLI

VX-1l#show firewall dos stats on <device name>

udp-short-hdr
multicast-icmpvé
icmp-router-solicit
tcp-xmas-scan

twinge
ascend
raguard

tcp-bad-sequence

broadcast-multicast-icmp

ftp-bounce
spoof

source-route
tcp-null-scan

fraggle

ipv6-hop-limit-zero

land

tcp-fin-scan

router-advt
snork

tcp-post-syn

winnuke

tcp-header-fragment
tcp-ip-ttl-zero

chargen

invalid-protocol

tcp-intercept

smurf

tcp-sequence-past-window

DOS Attack stats - Web Ul
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Firewall IPv6 Neighbor Snoop Table
IPv6 Neighbor Snoop Table - CLI

8533-C0-1l#show firewall neighbors snoop-table

Snoop Binding <fe80::c76:6ea0:787b:8e5¢c, C8-69-CD-06-8B-50, Vlan 1>
Type wireless-client-ipv6, Touched 88 seconds ago

DAD Seen

Snoop Binding <fe80::10d3:e126:268f:9dal, CC-C7-60-1C-AB-C8, Vlan 10>
Type wireless-client-ipvé6,

Touched 141 seconds ago
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Firewall Flows Detailed Statistics

Detailed firewall flow information is available under device context in CLI. It provides information like forward
and reverse path of the flow, connection state (if TCP), number of packets and bytes transmitted, application
associated with the flow (if DPI engine is available and enabled), as well as the flow timeout.

Firewall Flow Detailed Information - CLI Only

8533-C0O0-1#show firewall flows | *optionally filter <match by traffic type, direction, time session is
active, etc>
========== Flow# 1 Summary ==========

IPv4 Vlan 1, TCP 192.168.50.172 port 40456 > 52.29.20.233 port 443

74-67-F7-5C-42-B7 > 5C-0E-8B-1A-DF-88, ingress port local

Egress port: gel, Egress interface: vlanl, Next hop: 192.168.50.1 (5C-0E-8B-1A-DF-88)
755 packets, 318909 bytes, last packet 2917 seconds ago

IPv4 Vlian 1, TCP 52.29.20.233 port 443 > 192.168.50.172 port 40456
5C-0E-8B-1A-DF-88 > 74-67-F7-5C-42-B7, ingress port gel
Egress port: <local>, Egress interface: vlanl, Next hop: <local> (74-67-F7-5C-42-B7)
529 packets, 156617 bytes, last packet 3033 seconds ago
Fwd FIN
SSL _generic, Category : tunnel
Flow times out in 41 minutes 23 seconds

========== Flow# 2 Summary ==========

Forward:

IPv4 Vlan 1, TCP 192.168.50.1 port 44510 > 192.168.50.172 port 22
5C-0E-8B-1A-DF-88 > 74-67-F7-5C-42-B7, ingress port gel

Egress port: <local>, Egress interface: vlanl, Next hop: <local> (74-67-F7-5C-42-B7)
280 packets, 27573 bytes, last packet 0 seconds ago

Reverse:

IPv4 Vlan 1, TCP 192.168.50.172 port 22 > 192.168.50.1 port 44510
74-67-F7-5C-42-B7 > 5C-0E-8B-1A-DF-88, ingress port local

Egress port: gel, Egress interface: vlanl, Next hop: 192.168.50.1 (5C-0E-8B-1A-DF-88)
182 packets, 25721 bytes, last packet 0 seconds ago

TCP state: Established

Application : SSH, Category : remote control

Flow times out in 1 hour 30 minutes

========== Flow# 4 Summary ==========

Forward:

IPv4 Vlan 10, TCP 192.168.10.141 port 65017 > 132.245.48.34 port 443
CC-C7-60-1C-AB-C8 > 5C-0E-8B-1A-DF-88, ingress port radio2

Egress port: gel
20 packets, 3620 bytes, last packet 245 seconds ago

Reverse:

IPv4 Vlan 10, TCP 132.245.48.34 port 443 > 192.168.10.141 port 65017
5C-0E-8B-1A-DF-88 > CC-C7-60-1C-AB-C8, ingress port gel

Egress port: radio2
17 packets, 10178 bytes, last packet 245 seconds ago

TCP state: Established

Application : office365, Category : business

Flow times out in 1 hour 25 minutes 55 seconds

========== Flow# 5 Summary ==========
Forward:
IPv4 Vlan 100, TCP 10.1.100.145 port 58435 > 172.217.16.101 port 443
30-A8-DB-64-25-59 > 74-67-F7-5C-42-B7, ingress port radio2
Egress port: gel, Egress interface: vlanl, Next hop: 192.168.50.1 (5C-0E-8B-1A-DF-88)
10 packets, 1854 bytes, last packet 3039 seconds ago
Reverse:
IPv4 Vlan 1, TCP 172.217.16.101 port 443 > 192.168.50.172 port 58132
5C-0E-8B-1A-DF-88 > 74-67-F7-5C-42-B7, ingress port gel
Egress port: radio2, Egress interface: vlanl00, Next hop: 10.1.100.145 (30-A8-DB-64-25-59)
11 packets, 6008 bytes, last packet 3039 seconds ago
TCP state: Rev FIN
Application : gmail, Category : mail
Flow times out in 39 minutes 21 seconds

© 2017 Extreme Networks, Inc. All rights reserved. / 40



	Introduction
	Overview
	Distributed Stateful Inspection
	Role Based Firewall
	Components
	Firewall Policies
	Application Layer Gateways (ALGs)
	DoS Detection
	DHCP Offer Conversion
	IP / MAC Conflict Detection
	Proxy ARP
	Storm Controls
	Firewall Flow Migration

	Firewall Rules


	Policy Use and Configuration:
	New Policy Creation
	CLI Firewall Policy Creation
	CLI Firewall Policy Creation:
	Firewall Policy Defaults:

	Web UI Firewall Policy Creation


	Firewall Rules
	Stateful Inspection IP Rules
	Example 1: Branch Location IP Rules
	Configuration and Propagation


	Stateful Inspection MAC Rules
	Branch Location MAC Rules
	Configuration and Propagation

	Using Aliases in Firewall Rules
	IP ACL Configuration using Aliases



	Firewall Statistics
	Firewall Flow Statistics – Summary
	Firewall IPv6 Neighbor Snoop Table
	Firewall Flows Detailed Statistics



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages false

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages false

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages false

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages false

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages false

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages false

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



