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Introduction

To augment the firewall services of WING 5, one may enable role-based firewall functionality to gain the most
granular security filtering and policing based on the user role.

Role-based firewall gives enhanced security to the standard firewall features of WING 5. Whereas the standard
IP/MAC or Application based firewall rules are applied to physical and logical interfaces as well as WLANS,
role-based rules are applied to the wireless clients and follow them as they roam on the network based on
various matching criteria.

For further information on the standard Firewall features of WiNG 5, please see the “WING5 Firewall How To”
document.

Overview

Roles allow for dynamic assignment of IP/MAC firewall rules or Application Policies to wireless clients based on
one or more match conditions that are evaluated when the client associates to the wireless network. These
dynamic rules follow the clients, being migrated to other access points as the clients roam. If a role is
established that would affect already connected clients, these roles will be evaluated immediately and put into
effect against the client traffic.

Match criteria include:
Location: AP or group of AP’s the wireless client is connected to

Authentication: The authentication method used by the client during association, i.e. EAP vs MAC-Auth vs
Kerberos vs None

Encryption: The encryption type used by the client (not configured on the WLAN)
Group Membership: The local group the wireless client is assigned to as obtained from
AAA server or LDAP server.

LDAP attributes: emailid, employeeid, country, company, i.e. anything that can be returned back by an LDAP
server.

Captive Portal Authentication State: post-login or pre-login
Client Identity: Based on DHCP fingerprint
MAC Address: MAC address or range of the wireless client(s)

SSID: The SSID the wireless client is associated to

© 2017 Extreme Networks, Inc. All rights reserved. / 3
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Distributed Stateful Inspection

The major feature in WING 5 is distribution of services or services at the edge. Since controllers and access
points alike run the same OS and thus feature set, processing of traffic for various services is pushed to the
edge where it can be performed in real-time and done so dynamically.

r

\

The distributed nature of the firewall allows stateful flows to migrate with clients as they roam between access
points. Rules are made up of one or more traffic matching conditions, for which an action is then performed
(permit, deny, mark, l0g). As is the case with firewalls, at least one permit action must be met in order for
traffic to be forwarded and at the end of a rule set, there is an implied deny for all traffic not meeting a match
condition.

© 2017 Extreme Networks, Inc. All rights reserved. / 4
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Role Based Firewall

Roles based firewall was designed to meet the security needs of the mobile enterprise

Default

Guests

Location Location Location Location

Group Membership Group Membership Group Membership Group Membership

Hotspot State Hotspot State Hotspot State Hotspot State

Authentication Authentication Authentication Authentication

Encryption Encryption Encryption Encryption

SSID SSID SSID SSID

MAC Address MAC Address MAC Address MAC Address

Client Identity Client ldentity Client Identity Client Identity

LDAP Attributes LDAP Attributes LDAP Attributes LDAP Attributes

Inbound/Outbound
ACLs

1Pv4 ACL

Inbound/Outbound
ACLs

IPv4 ACL IPv4 ACL IPv4 ACL

1Pv6 ACL IPv6 ACL IPv6 ACL IPv6 ACL

MAC ACL MAC ACL MAC ACL MAC ACL

Application Policy

Application Policy

Bonjour Policy

Bonjour Policy

Rate Limit Rate Limit

VLAN

Security and Policy Assignments per Role

It is possible from time to time that while a role is being evaluated, multiple matches may be found. In this case,
the role with the lowest precedence will be assigned to the wireless client.

VLAN

© 2017 Extreme Networks, Inc. All rights reserved. / 5
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For each user role administrators can define match criteria and values that can individually be ignored,
matched and partially matched. For example a group name could be defined in a user role to exactly match
the value Sales which would apply to all users in the Sales group. Likewise an ESSID could be defined to
partially match the value Corp which would match any devices associated with the ESSIDs named CorpUsers
and CorpGuest. Alternatively specific strings can be ignored by selecting a match of Not Contains or all criteria
can be matched using a match condition Any.

Components

The components of role-based firewall are listed below:

1. Firewall Rules (Access Control Lists)

— IPv4 Firewall Rules

— |Pv6 Firewall Rules

— MAC Firewall Rules

Application Rules (Application Policy)

Bonjour Services Rules (Bonjour Discovery Policy)
Rate-Limiting (from/to client)

VLAN Assignment

Wireless Client Roles (Role-policy)

2.
3.
4,
5.
6.
7.

Web Ul Role-Policy Options

AAA Policy (optional based on match criteria)

WiNG 5.5 )
sEEl Configuration WBERGEEI(] ations  Statistics
Devices  Wreless Network  Profiles  RF Domains § Security | Services  Management %] Revert ¥y Commit [ o] Commitand Save
HE.‘@WWE‘ESS Firgwsall Role Policy firewalled-users Q
EfFirewall Folicy
(MDA Roles | Default Firewall Rules
[FEMAC AL
IF Firawall Configuration
= Wireless Client Roles LDAPQuery @[] @ internal (Sein) @ Throug
Device Fingerprinting P
Dead Pericd @120 = (6010300)
D&\ntrusiun Prevention
[ EX3500 Time Range Tieout @z D (1105)
wap: [profie | = LDAP Server Options
vgcnem Roles q Serverld Host Bind DH Base DH Bind Password Part i}
4
» g Lnmapped 1
2 frewalled-users
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CLI Role-Policy Options

vx9000#conf t

vx9000 (config)#rol

commands :

e-policy firewalled-users vx9000 (config-role-policy-firewalled-users) #? Role

Role Policy Mode commands:

default-role
ldap-deadperiod
ldap-query
ldap-server
ldap-timeout

no

user-role

clrscr
commit
do

end
exit
help
revert
service
show
write

Configuration for Wireless Clients not matching any role
Ldap dead period interval

Set the ldap query mode

Add a ldap server

Ldap query timeout interval

Negate a command or set its defaults

Create a role

Clears the display screen

Commit all changes made in this session

Run commands from Exec mode

End current mode and change to EXEC mode

End current mode and down to previous mode
Description of the interactive help system
Revert changes

Service Commands

Show running system information

Write running configuration to memory or terminal

Policy Mode

© 2017 Extreme Networks, Inc. All rights reserved.
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Use and Configuration

We will examine three scenarios throughout this guide; an easy method based on SSID followed by a slightly
more complex method based on the user’s group assignment, lastly a more granular role separation based on
device OS type and version using DHCP fingerprinting.

During the configuration of the role-policy, the necessary IP or MAC access lists will be specified, so it is helpful
to have these created already. Thus, following is a preferred order of configuration. This assumes that the
general configuration of the controller and necessary WLAN'’s already exist. In the case of our second scenario,
this document will also include the configuration of AAA and WLAN policies.

1. Configure IP / MAC based access lists

2. Configure Application Policies

3. Configure the Role-policy, define User Roles
4. Apply the role-policy to the device(s)

Scenario 1 - Match based on SSID
IP ACL and Application Policy Configuration

In the below example we will create an ACL named “guest-users”, which allows DHCP, DNS, HTTP and HTTPS
traffic going out to the internet, as well as traffic destined to the Captive Portal. Finally, we are going to drop
any other IP traffic and also log drop hits. As a next step we will create an Application Policy that enforces
restriction upon dynamic web-based applications that are difficult to track using standard ACLs. Note that
Application Policy requires an Access Point to support DPI engine.

For the Web Ul configuration navigate to “Configuration > Security > IP Firewall Rules” (or MAC Firewall
Rules is so inclined). Click on “Add”

1. Web Ul Creating New IPv4 ACL

© 2017 Extreme Networks, Inc. All rights reserved. / 8
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RS Jashbo Configu... EERCRES  — Ta—
Devices  Wireless hetwork  Profiles RF Domains  Security  Services  Management %] Revert ¥ commit  [] Commitand Save
= E@wireless Firewall IPvd Firewall Rules (7]
EgFirewall Foley o e wall Policy @
[EMAC AL BROADCAST-MULTICAST-CONTROL
£ [F3]IP Firewall suestusers
@IPVJ ACL
@IF’ SMNMP ACL
B Network Graup #
[Eig Metwork Service

Map: |Inbound SCL By WL
v Q\P Firesseall Rules e
[P|ERoADCAST-MUL ¢
i Unimappec
@gues{-usera

Type to search in tables Row Count: 2

Lpa J[ Ea [ ocete |[ Copy [[ Rename |

. T —] - |

Give your ACL a name and begin adding rules, clicking “+Add Row” for each new line.
2. Web Ul Adding ACL Rules

IP Firewall Policy guest-users (2]
Preceder Action DHS Hami DHS Matc| Source | Destination Protocol Mark Log Enable Description E

= g& 3 @ Allow MotSet | 4. aAny (3¢ Any |e UDP, DPort63 [] Mark| [Jlog (D Ena. PermiDHCP

% g@ 5 Allow MotSet | o apy @ 8888 = UDP,DPort53 [] Mark [JLlog (D Ena. PermiDNS Traffic

% y 10 @ Allow MotSet | o any @ 1111 =% TCP, DPort 444 [] Mark | []Log ) Ena... permit Captive Portal traffic

% y 20 @ Allow Mot Set ¥ Any @ 1112 =5 TCP, DPort 444 [] Mark | []Log @ Ena.. permit Captive Portal Stats 1

% y 30 @ Allow MotSet | o any @ 1113 =% TCP, DPort 444 [] Mark | []Log ) Ena... permit Captive Portal Locali:

% g& 40 @ Allow MotSet | 4. any (36 Any e TCP, DPort30 [] Mark| []log | €9 Ena.. HTTF Alow

=4 (@ Allow exact . Any . Any = TCP,DPort443 [] Mark [JLog (DEna..

% g& 102 £ Deny MotSet |40 any (36 Any e P [] WA #log (DEna..

Once you have added all of your rules, click “>> Ok”, then commit and save your work.
Navigate to Configuration > Network > Application Policy. Click on “Add”
3. Web Ul Creating Application Policy

© 2017 Extreme Networks, Inc. All rights reserved.
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WD 43,2 sl Corfigu...
LN Wireless  Metwork Profiles  RF Domains  Security  Services  Management 1 Revert | ¥ Commit ] Commitand Save
2 Alias Application Policy (2]
3 Application Palicy — @  Description
[ Application DEENETS
@ Schedule Palicy peap-Lsers
&l WRL Filtering tis-users
[l ek Filtering
P.)EX3500 Qos Class
@E}{SSDD QoS Palicy NL
v @Applicaﬁon Palicy
W ouest-users _
@ pesp-users
@ tis-uzers -
Type to search
Type to search in tables Row Count: 3
B B E
— W[ gt || Deete ][ copy |[ Rename

Name your policy, add rules to deny all unwanted applications on a guest network.

Application policy unlike ACL permits all traffic by default.

© 2017 Extreme Networks, Inc. All rights reserved.
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5. Web Ul Adding Application Rules

Name guest-users (7] [
o -
Application Policy Enforcement Time
Days Start Time: End Time i
L]
4 Add Row
Application Policy Rules
Preceden D Action Application Default Applicati Customn Appli Mark Type Mark Value O Policy ﬁ
ce - Category Traffic Rate  Traffic Rate
1 Deny streaming Mot Set Mot Set Mot Set ﬁ
2 Deny p2p Mot Set Mot Set Not Set @
8 Deny video Mot Set Not Set Not Set ﬁ
4 Deny filetransfer Mot Set Mot Set Not Set ﬁ
Li)
= Add Row
-
N

6. Once you have added all of your rules, click “>> Ok”, then commit and save your work.

The following section outlines CLI configuration snippet:

1. CLI'IP Access List configuration

permit udp any host
permit tcp any host
permit tcp any host
traffic”
permit tcp any host
traffic”

ip access-1list guest-users
permit udp any eq 68 any e

= =
= = o
= = o

g dhcps rule-precedence 3 rule-description "permit DHCP"
8 eq 53 rule-precedence 5 rule-description “permit DNS traffic”
1
2

eq 444 rule-precedence 10 rule-description “permit Captive Portal traffic”
eq 444 rule-precedence 20 rule-description “permit Captive Portal Stats

1.1.1.3 eq 444 rule-precedence 30 rule-description “permit Captive Portal Localization

permit tcp any any eq 80 rule-precedence 40 rule-description “HTTP Allow”
permit tcp any any eq 443 rule-precedence 50 rule-description “HTTPS Allow”
deny ip any any log rule-precedence 100

2. CLI Application Policy configuration

application-policy guest-users

deny app-category streaming precedence 1
deny app-category p2p precedence 2
deny app-category tunnel precedence 3

© 2017 Extreme Networks, Inc. All rights reserved.
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Role Policy Configuration

Next we are going to create a role-policy and apply it to the access point profile. We will also enable DPI
engine to enable application recognition and control.

In the Web Ul navigate to “Configuration > Security > Wireless Client Roles” and click on “Add” to create a new
role policy:

1. Web Ul Creating Role Policy

WING5le . . -

Devices  Wireless  Metwork  Profiles  RF Domains  Security  Services  Managerent 5 Revert B Commit o] Commit and Save
= E@wireless Firewall Wireless Client Roles (7]
EFFirewall Policy
I MaC ACL
[R]IP Firewwall

2 wireless Client Roles

Role Palicy @

firewealled-uzers

Device Fingerprinting
%Imrusmn Prevention
[ EX3500 Time Range

Map. | Profile v
v@Cherﬂ Foles I
» i Unmapped L

> &f\rswal\ed—users

Type to search Type to search in tables Row Count: 1

B B ED I Add !| git__| [ Deete | [ copy | [ Rename
2. Web Ul Creating Role Policy

Role Policy firewalled-users (7]

LDAP Settings m Default Firewall Rules

Role Hame @)  Precedence

Type to =zearch in tables Row Count: 0

lase J| & || opeee || Bt |

© 2017 Extreme Networks, Inc. All rights reserved. / 12
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Name the role policy and then click “Add” to begin adding match criteria for the user role.
3. Web Ul Creating Role Policy

Role Name » guest-users 9
| Settings | Firewall Rules
LISCOVEry Folcy ﬂl | = | EY & |
Client Identity
Client Identity Name |v| =2 @& E
o I |
Match Expressions
AP Location
SSID Configuration ||
Group Cenfiguration | Ay | » |0
Radius User | 2y v O
Wireless Client Filter
Wireless Client MAG/MAC Mask ¢ 00 - 00 - 00 - 00-00- 00 DFE Any
Captive Portal Connection
Authentication State OO Pre-Login ) Post-Login (®) Any
Authentication | Encryption
Authentication Type o Ay | = (@ ELP Kerberos MAC Authentication Mone
Encryption Type 0| &y = |@® COWP  KeyGuard  TKP | WEPI28
¥ LDAP Attributes

As can be seen, you may select a number of variations for match criteria. We have selected an exact match
on the SSID, however other options exist as shown below.

© 2017 Extreme Networks, Inc. All rights reserved. / 13
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5. Web Ul Role Policy Match Expressions

Client Identity

Client Identity Name - | 9 i E

o |
Match Expressions
AP Location ﬂ|,&n':,-' - |ﬂ
53ID Configuration ,p| Exact v |j‘ I-Guest
Group Configuration ﬂ|.ﬂ«n':.-' - |ﬂ
Radius User ﬂ|.ﬂ.n§,- - |ﬂ

After selecting your match criteria, go to the “Firewall Rules” tab and select the previously configured IP
access list or whatever firewall rules you have previously configured. Add additional rows for additional
firewall rules as needed by clicking “+Add Row”. Also assign Application Policy that you have created

earlier.
6. Web Ul Role Policy Assignements

Role Name guest-users (7]

LD R Firewall Rules

Application Policy Ilguasi—users = | @ | IP Firewall Rules Hame Preceden ﬁ =
ce

IPv6 Inbound
L]

IPv6 Firewall Rules Hame Preceden ﬁ'
ce

Add Row
i)
MAC Inbound
Add Row MAC Firewall Rules Hame Preceden ﬁ
ce
IPvE Outbound P
IPu6 Firewall Rules Hame Preceden ﬁ'
te Add Row
[i]
MAC Outbound
i Riow MAC Firewall Rules Hame Preceden ﬁ
ce
IP Inbound 9
IP Firewall Rules Hame Preceden @
ce Add Row
# 9 |ouest-users > | 8 x|t iﬁ ||
Add Row EI

© 2017 Extreme Networks, Inc. All rights reserved.
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On the “Default Firewall Rules” tab of your role policy, you may
select default access lists to be applied whether or not match criteria
have been met. Realize that these rules are applied at the level where
the role policy has been applied (access point level). Exercise caution
to ensure traffic is not interrupted inadvertently due to a default rule.
In our case we have specified no defaults, as seen below.

7. Web Ul Default Role

Role Policy firewalled-users

LDAP Settings DN GRS [efault Firewall Rules

IP Inbound MAC Inbound
IP Firewall Rules Name Precedence ﬁ MAC Firewall Rules Hame
(i} 0
Add Row
IP Outhound MAC Qutbound
IP Firewall Rules Hame Precedence ﬁ MAC Firewall Rules Hame
o i
Add Row

Precedence

Precedence

Add Row

Add Row

0K

© 2017 Extreme Networks, Inc. All rights reserved.
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Applying Role Policy

The final step is to apply the role policy to your devices. This will usually be done at the access point level
(profile or device override) as that is the point of ingress for the wireless clients.

Navigate to “Configuration > Profiles” and select / edit the profile you wish to apply the role policy to. Within
the profile, navigate to “Security > Settings” and select your policy from the “Wireless Client Role Policy”

drop-down box.

1. Web Ul Applying Role Policy

Auto IPSec Tunnel

AT

Bridge MAT

Application Visibility (8C)
YRREP
Critical Resources
Serices

» Management

» Advanced

Profile CAMPUS-APB533 Type AP8533 e
General General
Adoption Firew all Folicy -_i_-ldefaur[ - | L] {é{a
» Interface
I Wireless Client Role Policy #|frewalled-users ~| 2 @I
» Metwork
WEP Shared Key Authentication ﬂl:‘
¥ Securi
h Client ldentity Group 0 |detaut | 9 &
Settings
CMP Policy LEI e
Cetificate Revocation / 0| M | w
Trustpaints URL Fier
. . o
YRR Content Filtering Policy ol - | 8

Click “>>0k” and then Commit and Save your work.

The following shows the CLI configuration snippet:

2. CLI Role Policy configuration

1
role-policy firewalled-users
user-role guest-users precedence 1
ssid exact Z-Guest
use ip-access-list in guest-users precedence 1
use application-policy guest-users
1
profile ap8533 CAMPUS-AP8533
///configuration removed for brevity///
use role-policy firewalled-users
dpi
1

© 2017 Extreme Networks, Inc. All rights reserved.
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Scenario 2 - Match based on the User Group

Scenario 2 is the same basic setup, except for now our match criteria will be based on group membership as
gathered from the external AAA server. This is useful when it is required to differentiate between client devices
using the same ESSID, but different EAP types, like EAP-TLS vs PEAP-MSCHAPV?2 or to differentiate between
the users that belong to different user groups, like Sales vs Marketing vs Engineering and so on.

In this example we will use Microsoft NPS as an external RADIUS server that will provide Vendor Specific
Attributes with the user group name that will be used by WING 5 Role Based Firewall as a match criteria. The
same user account will be used for testing, while role assignments are based on returned user group name.

The following sections will just show the configuration of the additional components (in order of
configuration), which are:

1. External RADIUS Configuration (Microsoft NPS)
2. AAA Policy
3. WLAN Authentication

External RADIUS Configuration (Microsoft Network Policy Server)

In this scenario, we are using Microsoft NPS as a RADIUS server, but similar approach can be used also with
any other RADIUS server, including onboard RADIUS on WING5.

In Active Directory we will create a single user for this example that would be member of “corp-assets” group.

1. Active Directory Create New User Group

E Active Directory Users and Computers
File Action View Help

e 2E 48| XE O PrETER

-

: Active Directory Users and Com|| Name
I || Saved Queries
4 [ crtaczebralocal
I || Builtin
(| Computers
b 2] Doemain Controllers
b &1 EMEATECH
I | ForeignSecurityPrincipal
2
I
I

Type Description

There are no items to show i

2| LDAPadmins

~| Managed Service Accoul
2 TEST

2| TME

| Users

TharLan

]
Delegate Control...

Move...

Find...

MNew 3 Computer

All Tasks 3 Contact |
View 3 Group
InetOrgPerson

Cut
mslmaging-P5Ps

MSMQ Queue Alias

Organizational Unit

Delete
Rename
Refresh

Export List... Printer

User
Shared Folder

Properties

Help |

© 2017 Extreme Networks, Inc. All rights reserved. / 17
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2. Active Directory Create New User Group

& Createin: cztac.zebra.local/TMELABS

Group name:

| corp-assets|

Group name (pre-Windows 2000):
| corp-assets

Group scope Group type
() Domain local (®) Security
®) Global () Distribution
() Universal

Following group creation, we will create a user and make this user a member of the corp-assets user group.
3. Active Directory Create New User
- ActiveDirectoryUsersand Co

File Action View Help

e HE F8XEE B taETER

] Active Directory Users and Com|| Name Type Description
B o Saved Queries 82 corp-assets Security Group - Global
4 3 cataczebralocal

B [ Builtin
b [T Computers
b |21 Domain Controllers
b @] EMEATECH
I |71 ForeignSecurityPrincipal
b |21 LDAPadmins
b Managed Service Accoul
p @] TEST
&1 TME
[ Users
=] TMELA]
Delegate Control...
Move...
Find...
New 3 Computer
All Tasks 3 Contact
View v Group
Cut InetOrgPerson
Delete mslmaging-P5Ps
MSMQ Queue Alias
Rename S i
Refresh O{gamzahonal Unit
Epeilsie unter
Properties
—— Shared Folder
Help I

© 2017 Extreme Networks, Inc. All rights reserved. / 18
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& Createin:  cztac.zebralocal /TMELAES]|

Last name: ‘

First name: ‘iohn ‘ Initials: I:l

Full name: ‘iohn

User logon name:

F’h” I |@cztac.zeblﬁ.local v |

User logon name (pre-Windows 2000):
| ‘iohn

Remote control | Remote Deskiop Services Profle | COM=
Genersl | Address | Account | Profile | Telephones | Organization
MemberCf |  Diain |  Envionment |  Sessions

Member of:
Mame Active Directory Domain Services Folder

Domain Users cztac.zebra local /Users

Primary group: Domain Users

} There iz no need to change Primary group unless
Set Primany Groue | o have Macintosh clients or POS[X-compliant
applications.

© 2017 Extreme Networks, Inc. All rights reserved.
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Select this object type:

|Emups or Builtin security principals

From this location:

|cztac.1&bra]ocal

Enter the object names to select {examples):
com-assets

As a next step we will create new connection policy to allow 802.11 Wireless EAP Authentication using

either PEAP-MSCHAPvV2 or EAP-TLS, followed by a new Network Policy that will further differentiate

between the two EAP types and send WING Vendor Specific Attribute back to apply correct user role:

4. Network Policy Server configuration

File Action View Help

= 7nE B

& NPS (Local)

B[] RADIUS Clients and Servers

A I__EI Policies

Connection request policies allow you to designate whether connection requests are processed locally or
forwarded to remote RADIUS servers. For NAP VPN or 802.1X, you must corfigure PEAP authentication in

| Connection R
] Metwork Palici

Connection Request Policies

7] Health Policies
[ 5 Metwork Access Pry

E Accounting
| Ml Templates Manag

n request policy.
Mew
Export List Status Processing Order  Source
: 55 Connections Enabled 1 Unspecified
View ¥ Buthentication for all users Disabled 2 Unspecified
Refresh
Help

Conditions - If the following conditions are met:

-~

Condition Value
Day and time restrictions  Sunday 00:00-24:00 Monday 00:00-24:00 Tuesday 00:00-24:00 Wednesday 00:0...

Settings - Then the following settings are applied:

Setting Walue
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i Specify Connection Request Policy Name and Connection Type
& You can specify a name far your connection request policy and the type of connections to which the policy is applied

Policy name:
Wireless Client Authentication|

Network connection method
Select the type of network access server that sends the connection request to MPS. You can select either the network access server
type or Vendor specific, but neither is required. I your network access serveris an 802.1X authenticating switch or wireless access point,

select Unspecified.

(®) Type of network access server:

| Unspecified
(O Vendor specific:

Previous | I Mext

Specify Conditions

Specify the conditions that determine whether this connection request policy is evaluated for a connection request. A
minimum of one condition is required.

Conditions:
Condition

Condition description:

Edit... | | Remove
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Select a condttion, and then click Add.

1 NAS Identifer
L& The MAS Identifier condition specifies a character string that is the name of the netwaork, access zerver [MAS] You
can uze pattern matching ayntax to specify MAS names.

Q—I MAS IPv4 Address
. The MAS P Addrezs condition specifies a character string that iz the IP address of the MAS. You can use pattern
matching syntax to specify 1P nebwarks.

g—l MAS IP¥6 Address
. The MAS IPvE Address condition specifies a character ztring that iz the IPvE address of the MAS, You can use
pattern matching syntas to specify IPwE networks.

z analog phone lines,

Specify the access media types reguired to match this policy.
Common dialup and VPN tunnel types

[] Async (Modem)

[] I1SDN Synic

[[] Sync (T1 Ling)

[] Virtual (VPN)

Commaon 802.1X connection tunnel types

[] Ethemet

] Wireless - |EEE 802.11

[] ADSL-CAP - Asymmetric DSL Camierless Amplitude Phase Modulation [ ]
[] ADSL-DMT - Asymmetric DSL Discrete Mutti-Tone
[] Async (Madem)

[] Cable

ok || Cancel
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Specify Connection Request Forwarding

The connection reguest can be authenticated by the local server or it can be forwarded to RADIUS servers in a

remote RADIUS server group.

If the policy conditions match the connection request, these settings are applied.

Forwarding Connechion

. .
& Accourting (®) Authenticate requests on this server

Request Specify whether connection requests are processed locally, are forwarded to remote
— RADIUS servers for authentication, or are accepted without authentication.

() Forward requests to the following remote RADIUS server group for authentication:

=not corfigured:=

() Accept users without validating credentials

Finish

" Specify Authentication Methods
I*!

Configure one or more authentication methods required for the connection request to match this policy. For EAP
n authentication, you must configure an EAP type. If you deploy MAP with 802.1X or VPN, you must configure
Protected EAP.

de network policy authentication settings

These authentication settings are used rather than the constraints and authentication settings in network policy. For VPN and 802.1X

connections with NAP, you must configure PEAFP authentication here.

EAP types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:

Microsoft: Protected EAP (PEAF)
Microsoft: Smart Card or other certificate

|| Edit... || Bemove |

Less secure authentication methods:
[ Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[ User can change password after it has expired
[] Microsoft Encrypted Authertication (MS-CHAP)
[ User can change password after it has expired
[ Encrypted authentication {CHAP)
[ Unencrypted authertication (PAP, SPAF)
[] Mlow clients to connect without negetiating an authentication method.

Move Up

Move Down

Previous |I] Nest ,I| Finiish

|| Cancel
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i Configure Settings
i NPS applies settings to
4 matched.

the connection request if all of the connection request policy conditions forthe policy are

Configure the settings for this network policy.
If conditions match the connection request and the policy grants access, settings are applied.

RADIUS Attributes
e Standard

Wendor Specific

Select the attributes to which the following rules will be applied. Rules are processed in
the order they appear in the list.

Aftribute: | Called-Station-1d

Rules:
Find Replace With

Remove

Move Down

Finish

'l* Completing Connection Request Policy Wizard
|

You have successfully created the following connection request policy:

Wireless Client Authentication

Policy conditions:

Condition Value

iNAS Port Type Wireless - |[EEE 802.11

Policy settings:

Condition

Authertication Provider
Civemide Authentication
Authertication Method

Value

Local Computer
Enabled

EAP

Extensible Authentication Protocol Method  Microsoft: Protected EAP (PEAF) OR Microsoft: Smart Card or other certficate

To close this wizard, click Finish.
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6. NPS Create Network Policies

File Action View Help

P

| %

e MPS (Local) Network Policies
b [ RADIUS Clients and Servers|
a Lg:r Policies — [* Network policies allow you to designate who is authorized to connect to the network and the circumstances
. under which they can or cannot connect.
] Connection Request Po
= Network P g
[ Health Pol New Status Processing Order  Access Type £ ~
b 5 Network Acces| Export List R-AUTH Enabled 1 Grant Access L
¥ A . 5 Disabled 2 Grant Access L
B Accounting View b 1SCHAPY2 Disabled 3 Grant Accsss L
b W Templates Mar SeHARy Db prem oo M
Refresh m [T>]
v

Condtions - If the following conditions are met:

Condition Value

Settings - Then the following settings are applied:

Setting Value —|

<]
MNew

You can specify a name for your network policy and the type of connections to which the policy is applied.

'l* Specify Network Policy Name and Connection Type
|

Policy name:

|peap-users|

MNetwark connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type or Vendor specific, but neither is required. I your netwark access serveris an 802 1X authenticating switch or wireless access point,
select Unspecified.

®) Type of network access server:

| Unspecified
() Vendor specific:

Previous ||
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Specify Conditions

Specify the conditions that determine whether this network policy is evaluated for a connection requast. A minimum
of one condition is required.

Condtion

Condition description:

Edit... | | Remove

Frish || Cancel

Select a condition, and then click Add.

Groups

Windows Groups
The Windows Groups condition specifies that the connecting user or computer must belong to one of the zelected
qroLps.

Machine Groups
The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups.

Uszer Groups
T g b o one of th

Location Groups

The HCAP Location Groups condition specifies the Host Credential Autharization Protocal (HCAP) location groups
reguired to match thiz policy. The HCAP protocol iz wsed for communication between MPS and zome third party
network, access servers (MASs). See your NAS documentation before using this condition.
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Specify the group membership required to match this policy.

Groups

Enter the object name to select (examples):
comp-assets

'l Specify Conditions
% Specify the conditions that determine whether this network policy is evaluated for a connedtion request. A minimum

of one condition is required.

Condition description:
The User Groups condition specifies that the connecting user must belong to one of the selected groups.
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Select a condition, and then click Add.

- Access Client IPy6 Address
The Access Clent IPvE Address condiion specifies the [PvE address of the Access Client that is requesting access
from the RADIUS client.

Authenticabon Type
The Authentication Type condition specifies the authentication methods required to match this palicy.

Allowed EAF Types
Th d EAP Ty

Framed Protocol

The Framed Protocol condition resticts the policy to only clients specifping a certain framing protocol for incoming
packets, such az PPP or SLIF.

g-' Service Type
._EE The Service Type condition restricts the policy to only clients specifying a certain twpe of service, such az Telnet or
Eviitnt ey Pt Prrebenl =i i

Specify the EAP types required for client computer authentication method
corfiguration to match this policy. Use of this condition requires that EAF is also
configured in connection request policy.

LI s C —
Microsoft: Protected EAP (PEAP)

[ |Microsoft: Smart Card or other certificate
..[wf| Microsoft: Secured password (EAP-MSCHAP +2)

| [Microsaft: Secured password (EAP-MSCHAF v2)
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i Specify Access Permission
* Configure whether you want to grant network access or deny network access if the connedtion request matches this

policy.
(®) Access granted
Grant access if client connection attempts match the conditions of this policy.

() Access denied
Deny access if client connection attempts match the conditions of this policy .

[] Access is determined by User Dialin properties (which ovemide NPS palicy)
Grant or deny access according to user dial-n properties if client connection attempts match the conditions of this policy.

Fish | [ Cancel

Configure one or more authentication methods reguired for the connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1% or VPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

'I;* Configure Authentication Methods
|

EAP types are negotiated between NPS and the client in the order in which they are listed.

EAFP Types:
Microsoft: Protected EAP (PEAP) Move Up

Move Down

|| Edit... || BRemove |

Less secure authentication methods:
[ Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[ User can change password after it has expired
[ Microsoft Encrypted Authentication (MS-CHAP)
[ User can change password after it has expired
[ Encrypted authentication {CHAP)
[ Unencrypted authertication (PAP, SPAP)
[ Allow clients to connect without negotiating an authentication method.
[] Perform machine health check only

Fiish | | Cancel
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i Configure Constraints
* Constraints are additional parameters of the network policy that are required to match the connection request. If a

constraint iz not matched by the connection request, NPS automatically rejects the request. Constraints are optional;
if you do not want to configure constraints, dick Next.

Caonrfigure the constraints for this netwark policy.
i &ll constraints are not matched by the connection request, network access is denied.

Constraints:

Lonstraints Specify the madmum time in minutes that the server can remain idle before the connection

i Idle Timeout is disconnected

&, Session Timeout [] Disconnect after the madmum idle time

Called Station [0 l’.‘l
[+ ]

Day and time
restrictions

’E' MasS Port Type

Frish || Cancel

i Configure Settings
i NPS applies settings to the connection requestif all of the network policy conditions and constraints for the palicy are

matched.

Configure the settings for this network policy.
If condttions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
w To send additional attributes to RADIUS clients, select a Vendor Specific attrbute, and

e. Standard then click Edit.  you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Network Access Protection
W8, MAP Enforcemert
18l Extended State

Routing and B emote
Access

Fultilink. and
Bandwidth Allocation
Protocol [BAF)

ﬂ IP Filters
oy Encryption
IP Settings Add... I | Edit_ | | Remove
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At this stage we need to define a WiNG-User-Group VSA that RADIUS server will send back upon
successful user authentication. WiNG Vendor Code is 388, attribute number is 12, format is ASCII.

To add an attribute to the settings, select the attribute, and then click Add.

To add a Viendor Specific attribute that is not listed, select Custom, and then click Add.

Vendar:
Cugtomn

Attributes:

Mame Vendor
AllowedCerificate-010 RADIUS Standard
Generate-Class-Attribute RADIUS Standard
Generate-Session-Timeout  RADIUS Standand
Tunnel-Tag RADILS Standard
|‘u"er1dcnr—5|:leciﬁc RADIUS Standard

Description:
Specifies the support of proprigtary NAS features.

Aftribute name:
Wendor-Specific

Aftribute number:
26

Aftribute format:
DctetString

Attribute values:

Vendor  Value

Remaove

Move Up

Maove Down
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Attribute name:
Vendor Specific

Specify network access server vendor.

() Select from list- | RADIUS Standard

(®) Enter Vendor Code: |-'3'E";B

Specify whether the attribute conforms to the RADIUS RFC specification for
vendor specific attibutes.

() No. t does not conform

Corfigure Attribute...

Vendor-assigned attribute number:
12 &

Attribute format ;
|String

Attribute value:

peap-users|
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G Configure Settings
* NPS applies settings to the connection request if all of the netwark policy conditions and constraints forthe palicy are

matched.

Corfigure the settings for this network policy.
If condttions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
whﬂ:&s To send additional attributes to RADIUS clients, select a Vendor Specific attribute, and

e Standard then click Edit.  you do not configure an attribute, it is not sent to RADIUS clients. See
. your RADIUS client documentation for required attributes.

Network Access Protechon
B, NAP Enforcement

Attributes:
18 Extended State Name Vendar Value

Routing and R emote Wendor-Specific RADIUS Standard peap-users
Access

Fultilink. and
Bandwidth Allacation
Pratocal [BAF)

G IP Filters

ﬁ Encryption
IP Settings Edit_ | | Remove

Net || Frsh || Cancdl

Completing New Network Policy

You have successfully created the following network policy:
peap-users
Policy conditions:

Condition Value

User Groups CZTAC\corp-assets
Allowed EAP Types Microsoft: Protected EAP (PEAP)}-Microsoft: Secured password (EAP-MSCHAFR v2)

Policy settings:

Condttion Walue

Authentication Method EAP

Access Pemission Grant Access

Update Noncompliant Clients True

MNAP Enforcement Allow full network access
Framed-Protocol FFP

Service-Type Framed

To close this wizand, click Finish.
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Repeat the process and add another Network Connection Policy for the EAP-TLS authenticated devices.

Below are the configuration parts that should be different.

Specify the EAP types required for client computer authentication method
configuration to match this policy. Use of this condition requires that EAF is also
configured in connection request policy.

I Microsoft: Smart Card or other cartificate |
|| Microscft: Protected EAP (FEAF)

[ IMicrosoft: Secured password (EAP-MSCHAR v2)

Configure one or more authentication methods required for the connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy MAP with 802.1¢ or VPN, you must configure

i l Configure Authentication Methods

EAP types are negotiated between NP5 and the client in the order in which they are listed.

EAP Types:
Microsoft: Smart Card or other cerificate Move Up

Move Down

| | Edit... | | Bemave

Less secure authentication methods:
[] Microseft Encrypted Authertication version 2 (MS-CHAP«2)
[ User can change password after it has expired
[] Microsoft Encrypted Authentication (MS-CHAP)
["] User can change password after it has expired
["] Encrypted authertication (CHAP)
[ Unencrypted authertication (PAP, SPAP)
[] Mlow clients to connect without negotiating an authentication method.
[] Perform machine health check anly

Protected EAP in connection requast policy, which overrides network policy authentication settings.

| cancel
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Wendor-assigned attribute number:

[12

Attribute format:
| String

Attribute value:

ts-users|

_——————————————————————|

| oK || Cancel |

i Configure Settings
* MNPS applies settings to the connaction request if all of the network policy conditions and constraints forthe policy are

matched.

Configure the settings for this netwark policy.
f conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
BADIUS Attri To send additional attributes to RADIUS clients, select a Vendor Specific attribute, and

e. Standard then click Edit. ¥ you do not configure an attibute, it is not sent to RADIUS clierts. See
your RADIUS client documentation for required attributes.

‘Wendar °
B, NAP Enforcement

Attributes:
18| Extended State Name Vendor Value

R outing and Bemote Vendor-Specific RADIUS Standard  tls-users
Access

Fultilink, and
Bandwidth Allocation
Protocol [BAF)

a IP Filters

% Encryption
IP Settings Edit_ | | Bemove

Fiish || Cancel

Last configuration part on the NPS side is to add a RADIUS client to allow Access Points to talk to RADIUS
server. If Access Points are making requests directly to the RADIUS it is easier to add them using a subnet
as a source IP address.
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8. NPS Add RADIUS Clients

File Action View Help

«= == H
€ NPS (Local) RADIUS Clients
4 [ RADIUS Clients and Servers |
Ih ients allow you to i e network access servers, that provide access to your network.
RADIUS Clier Sl_BADILLS cf Il specify th i th id i
i'ﬂ Remuote RADI New
4 =] Policies Export List
7] Connecticn : IP Address Device Manufacturer NAP-Capable Status
] Network Poli View b 192.168.7.60 RADIUS Standard Mo Enabled
9 Health Polici Refresh 192.168.65.7 RADIUS Standard Mo Enabled
5 Nebwork Access 192168957 RADIUS Standard No Enabled
b % A i Help 192168838 RADIUS Standard Mo Enabled
= Accounting 5 NX%6 192168967  RADIUS Standard Mo Enabled
i Ml Templates Management

Settings | Advanced

[¥] Enable this RADIUS cliert

[T Select an existing template:

Name and Address

Friendly name:
|A.ccess Points

Address (IF or DNS):
[172.27.0.0/24

Shared Secret
Select an existing Shared Secrets template:

| None

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must corfigure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(®) Manual () Generate
Shared secret:

Caonfirm shared secret:
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AAA Policy Configuration

We need to create new AAA Policy that will point Access Points to authenticate against our RADIUS server.
Navigate to Configuration > Network > AAA Policy and click on Add.

Web Ul
WiNGIv58 :
s Configur... 05...

Devices ‘Wireless Netweork Profies RF Domains  Security  Services  Management %] Revert ¥ Commit ] Commit and Save
22pqlicy Based Routing = | Authentication, Authorization, and Accounting (AAA) 0 %
QLETP\G AAA Policy @ A iting Packet Req t Interval HAC Policy Server Pooling Mode
& Crypto CMP Policy ~ Type
o AsAPolicy

ﬂAAATACACS Folicy I
@IPVG Router Advertisement Policy
ol BGF

ol Alias

W Application Palicy

[ Application
(2 5chedule Palicy

Map: |Mone L
EEE

Type to search Type to zearch in tables

Row Count: 0

Il Add I[ it | [ Dekte ][  copy ][Rename]H

B B ED
AAA Policy | External-aas l Cantinue H Exit I
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AAA Policy External-AAA (7]
O[T T e o RADIUS Accounting | Settings
Server Server Host Port Request Request Request DsCcpP HAl HAC Enable
Id @ | Type Proxy Attemnptis Timeout Routing
Mode Enable
Type to search in tables Row Count: 0

boposf | ==

| | oeete | fubi ]
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CLI

Serverid 41 @ 1106)

Settings
Server Type ﬂ|Hu:ust | - |
Host ® 182,168, 7. 15 P address v |
) Aliaz
Port o 1812 l% (1 to 65,535)
Secret ﬂ peasneaans ‘ [] show
Roquost Proxy Mods (.r;EE:!!!!!!!!!!!!!!!!!!!!7!:!
Proxy Mint Host o | |

Request Attempts g 3 @ (10 10)

Request Timeout o3 Seconds » | (11060

Retry Timeout Factor g "yag % (50 to 200)

DscP oo @ (0 1o 63)

MHetw ork Access Identifier Routing

MA| Routing Enable @[]

Realm 0|
Realm Type O® rrefic @ Suffic
Strip Realm i ]

m Revert [i;l Commit E Commit and Save

1
aaa-policy External-AAA

authentication server 1 host 192.168.7.15 secret 0 wingsecure
1
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Application Policy Configuration

In this step we create 2 new Application Policies for devices authenticating using PEAP-MSCHAPv2 and
devices authenticating EAP-TLS.

Navigate to Configuration > Network > Application Policy > Add:

Web Ul

WiNGW5ie .

Configu... ERIEEEEE .. Statistics

M Wireless  Metwork Profiles  RF Domains  Security  Services  Management 5 Revert | % commit ] Commitand Save
ol Alias Application Policy e
o Application Palicy — ® | Description
(@) Application auestusers
@ Schedule Poliey pesp-users
Wl URL Filtering tis-uzers
[alf) Web Filtering
@1 E¥3500 QoS Class

g7 EX3500 QoS Policy an

v @Apphcaﬂon Palicy
o guest-users
W peap-users
o tis-uzers

Type to search

Typeto search in tables Row Count: 3
b B o
l Add || Bt | [ Deete | [ copy || Rename |
—
Name peap-users (7]
L) =

Appiication Policy Enforcement Time

Days Start Time End Time i}
o
== Add Row
Application Policy Rules
Precedence Action Application Default Application  Custom ® Mark Type Mark Value Qutbound Inbound Traffic Schedule Policy ﬁ
Category Application o Traffic Rate Rate
1 Deny p2p = = = Mot Set Mot Set Mot Set i
2 rate-limit streaming - - - Mot Set 512 512 ﬁ‘
&

los ) et J[m

ﬁ.j Revert }i‘;l Commit E Commit and Save
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CLI

1
application-policy peap-users
deny app-category p2p precedence 1

precedence 2
1
application-policy tls-users

mark application "Skype for Business generic" dscp 46 precedence 1
1

rate-limit app-category streaming ingress rate 512 max-burst-size 2 egress rate 512 max-burst-size 2

WLAN Configuration

Create a new WLAN and enabled EAP based authentication with CCMP encryption, assign newly created AAA

policy. Navigate to Configuration > Wireless > Wireless LANS, click on Add.

Web Ul

WiNG v58
0 Configur. ) a

Devices Wireless Network Profiles  RF Domains  Security  Services  Management ) Rewvert & Commit [ Commitand Save

SRireless LANS Wireless LANs Q
EEWLAN QoS Palicy

WLA 55D Descripi WLAN | VLAH  Bridging DHCP  DHCPuE  Authenti Encrypti OoS Associat
P Radio Q05 Policy @ on Status  Pool  Mode  Option | LDRA  cation  onType |Policy  ion ACL

P Association ACL 82 e
GV SMART RF Falicy
ELMEEhCnrmEx Palicy
_%LMes:h QoS Palicy
3\ Passpoint Palicy

(i) zenzor Palicy

[ wireless LA

Type to search Type to search in tables Row Count 0

B B e l Add l it | [Losete | [ comy_ | [Rename
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IWLAN W TMELABS-DOTX I )
Basic Configuration WLAN Configuration
Securi
’ | 550 # TMELAES-DOTIX |
Firenwall
Description o
Client Settings
WLAN Status OO Disabled ®) Enabled
Accounting
itari QoS Policy *|defau|t - | ] @
Service Monitoring
Bridging Mode
Client Load Balancing ang O |Local v
Advanced DHCP Option 82 QD
Auto Shutdown DHCPVG LORA o[]
Bonjour Gatew ay Discovery Policy °| - | ] @
Other Setfings
Broadcast SSID om
Answ er Broadcast Probes oM
VLAN Assignment
® Single VLAN @ VLAN Fool
FVLAN | 25
RADIUS VLAN Assignment
Allows RADIUS Override @[]
URL Filter
URL Fitter o|<none> - | 9 &

Lo ] peee o ]

WLAN TMELABS-DOT1X

Basic Configuration Select Authentication

Security
Firewwall

Client Settings )
AAA Policy ﬂlE)dernaI-AAA

® EAP @ EARPSK (@ EAR-MAC @ MAC @ PSK/ None

v| 9 ik

Accounting

5 Revert  [#, Commit | [ Commitand Save
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Reauthentication ) - 10 to 86.400)
Service Manitaring o[] (3010 !
Client Load Balancing
Advanced

Captive Portal
Auto Shutdown
WLAN TMELABS-DOT1X G

Basic Configuration Select Encryption |
Security

] TRIP-comP []wer12s ] wersa ] open
Firewall

] weez-comp [[] keyGuard
Client Settings
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CLI

wlan TMELABS-DOT1X

ssid TMELABS-DOT1X

vlan 25

bridging-mode local

encryption-type ccmp

authentication-type eap

use aaa-policy External-AAA

use ip-access-list out BROADCAST-MULTICAST-CONTROL
use mac-access-list out PERMIT-ARP-AND-IPv4

Role Policy Configuration

Finally, we need to modify our role policy that was created in the first scenario to add the new role with new
match criteria based on the returned user group attribute. In this way, users who associate to the WLAN using
PEAP-MSCHAPv2 will get different policies compared to devices authenticated using EAP-TLS method. This
can be useful when corporate laptop devices are being staged with client certificates, while mobile devices still
use PEAP for simplicity.

Navigate to Configuration > Security > Wireless Client Roles > select “firewalled-users” > Roles > Add

Web Ul
WNG WSS N—
Devices  ‘Wireless  Metwork  Profiles  RF Domains  Security  Services  Management %] Revert ¥ Commit [ Commit and Save
& Eg Wireless Firewall Role Policy firewalled-users P>) H
E= Fireweall Policy
LDAP Settings Default Firewall Rules
[Emac AcL ] Rores |
2 [R]IP Firewall Role Hame @ | Precedence
2 wireless Client Roles guest-users 1

Cevice Fingerprinting
%Intrusmn Prevention

F) EX3500 Time Range

Map: |Profile -
v [ Client Roles
b s Unimapped .
> &firewalled-users

Type to search Type to search intables Row Count: 1

B B [ =D IAdd || Eit | [ peete ]| EXIIH

a
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pesp-users

Settings | Firewall Rules

. Information
To configure LODAP attributes in the Role, the LDAP Settings should be configured first.

Role Precedence

Precedence 2 % (1 to 10,000)
Bonjour Gatew ay

Discovery Policy ol ¥ | ik
Client Ide ity

Client Identity Mame | | - | & i & '

Match Expressions

AP Location 0|-L‘\I'I‘f'

SEID Cenfiguration o0y

Radius User o) Any | v D

Wireless Client Filter

Wireless Client MAC/MAC Mask @ 00 - 00 - 00 - 00 - 00 - 00 EII'H Any

Captive Portal Connection

Authentication State 0@ Pre-Login @ Post-Login @ Any
Authentication | Encryption
Authentication Type #|Euals | v |# M EaP [ Kerberos [[] MAC Authentication [] None
Encryption Type IIH comPf [ KeyGuard [] TkiP [[] weP128 [[] WEPS4 [] None
Il (1]

o] |meset | [t
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Role Name peap-users

| Settings N0 BT TR

Vian ID
VLAN nl:‘ 1 =] (110 4,084)
Application Policy IP Outhound
Application Policy | peap-users - r_q @ IP Firewall Rules Hame | Precedence ‘ '@'
IPvi Inbound o
IPv6 Firewall Rules Hame ‘ Precedence ‘ il
i ]
MAC Inbound
[ psdron | MAC Firewall Rules Hame  Precedence ]
IPv6 Outhbound @
IPv6 Firewall Rules Hame | Precedence | ﬁ
[i ]
MAC Outbound
W MAC Firewall Rules Hame | Precedence ‘ '@'
IP Inbound o
IP Firewall Rules Hame ‘ Precedence ‘ ﬁ
i ]

WY
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Role Name #| He-Lsers

| Settings | Firewall Rules

. Information
To configure LDAP attributes in the Role, the LDAP Settings should be configured first,

Role Precedence

Precedence #3—@ (1te 10,000)
Bonjour Gatew ay

Discovery Policy °| | - | @
Client Identity

Client Identity Name | v | B i ® i

Match Expressions
AP Location 0 any v |n| |
551D Configuration 0 any v|o
Group Configuration # | Exact ¥ | # ls-users
Radius User 0| Ay | - D
Wireless Client Filter

Wireless Client MAC/MAC Mask g 00 - 00 - 00 - 00-00- 00 DI’H Any

Captive Portal Connection

Authentication State O Pre-Login (& Post-Login (® Any
Authentication | Encryption
Authentication Type # |Equals v # ] ExP | ] Kerberos [ ] MAC Authentication [_] Mone

Encryption Type .r-.fﬂ_ccrup [] keyGuard [] TP [ wePizs [ wers4 [ ] Hone

= LDAP Attributes

o] (meset | otnt
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Role Name tls-users (2]

L Firewall Rules

Vian D
VLAN @[] |1 S (110 4,094)
| Application Policy IP Qutbound
Application Policy 4| Hs-users = | 1] @ IP Firewall Rules Hame
IPv6 Inbound o
IPv6 Firewall Rules Hame Precedence @
0
MAC Inbound
R MAC Firewall Rules Hame
IPv6 Outhound o
IPu6 Firewall Rules Hame Precedence @
0
MAC Outbound
R MAC Firewall Rules Hame
IP Inbound o
IP Firewall Rules Hame Precedence @
Li ]

Precedence ﬁ

Precedence ﬁ

Precedence | fi]

% Revert %, Commit | [ Commitand Save

CLI

L] sosen ) (|

role-policy firewalled-users
user-role guest-users precedence 1
ssid exact Z-Guest
use ip-access-list in guest-users precedence 1
use application-policy guest-users
user-role peap-users precedence 2
authentication-type eq eap
encryption-type eq ccmp
group exact peap-users
use application-policy peap-users
user-role tls-users precedence 3
authentication-type eq eap
encryption-type eqg ccmp
group exact tls-users
use application-policy tls-users
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Scenario 3 - Match based on Client Identity (DHCP Fingerprinting)

Scenario 3 will utilize a new approach in assigning roles, which involves client device/OS identification by using
DHCP fingerprinting functionality. This is useful when it is required to differentiate between client devices using
the same ESSID, same security type, same user identity, but different type of devices, like corporate IT
managed Windows laptops and iOS or Android devices that employees are using on the same network,
perhaps by enrolling them via company’s MDM solution.

By leveraging built-in DHCP fingerprinting functionality it is possible to differentiate between different OS
types and their versions. For instance an administrator may want to put a more restrictive policy to mobile
devices, which are running outdated software, while only allowing laptops to access corporate apps, etc.

There are handful of built-in device signatures that come in WIiNG 5 pre-installed by default, but custom ones
can be defined as well based on DHCP options that clients are sending during the DHCP handshake. More
details on how to easily track these values can be found in the Troubleshooting chapter of this guide.

In our example we will derive two additional roles out of existing “tls-users” role. All the mobile devices running
latest i0S, Android or Windows Phone OS will get better service levels compared to devices running outdated
software, while Windows-7 based laptops and only those which follow specific naming format will get access
to internal corporate network.

The following sections will just show the configuration of the additional components (in order of
configuration), which are:

1. Client Identity Configuration to identify corporate IT managed laptops
2. IP Access Lists Configuration

3. Application Policy Configuration

4. WLAN Configuration

5. Role Policy Configuration

Client Identity Configuration

In this section we will define a customized client identity based on Windows-7 identity to include a customized
DHCP option 12 syntax that stands for the client name. All Windows 7 laptops that will contain 4 letter
organization id will be matched against this identity.

Navigate to Configuration > Security > Device Fingerprinting > Client |dentity. Find identity named
“Windows-7", select it and click “Copy”. Name it as “Corp-laptops”.
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Client Identity Configuration - Web Ul

WiNGw58

Devices  YWireless

= Bt wireless Firewall
EZ Firewall Paolicy
@MAC ACL

[ [Ry] IP Fireswall

£ wireless Client Rol

Metwark  Profiles  RF Domains  Security  Services

[] Commit and Save

Client Identity

0

= Device Fingerprinting
2 Client Identity

H§ Client Identity Gr

%Intrusion Preventior

[ EX3500 Time Rang

[ Mmctorala-XOOM
@PIays{aﬂon-S
@Samsung-Galaxy-S—
@Sony-Ericsson-Anc:
@Symbian

[ Uourtu-11
@v’\ﬂndowsJ o

[ wincows-10-Mabil
@v’\ﬂndows-?
@v’\ﬂndows-&
@v’\ﬂndows-Phone-?-
@v’\ﬂndows-}{P
@}{box

[#L zebra-TCsS

(B zebra-TCHX

Type to zearch

B B @

Hame

Blackberry
Canon-Printer
Galaxy-Note
Galaxy-Tah
Google-Android
HP-Lagzerlet-Printer
HTC-Android
iPhone-6
iPhone-iPad
Mac-CE-9
Mac-0E-x

hatara
Matarala-HO0h
Plarystation-3
Samzung-Galaxy-S
Sony-Ericsson-Android
Symbian

Uburtu-11
Windowes-10
Windowes-10-hokile

®

"

I Windowes-7

Windowes-5
Windowys-Phone-7-5
Windowes-XP

Fhax

Zehra-TCSS
Zebra-TCHH

Type to search in tables

Row Count: 36

=

—

Copy From wwindows-7

Copy To

Enteronly alpha-numenc characters and under 2ot

(

Caopy ][ Cancel ]
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Name Corp-laptops

DHCP Match Criteria
Index Message Match Option Match Type Value Format  Option Value ﬁ
Type
2 Reduest 55 Exact Hesz String 01 Of03062C2e211 21 7992k ‘@
=] Request i Exact ASCH MEFT 5.0 ‘m‘
o
4 Add Row
Settings
DHCP Match Message Type @) Any -
DHCP Match Criteria
Index Message Match Option Match Type Value Format Option Value @
Type
2 Request 55 Exact Hex String 01 0f03062c2e211 f21791920 '@‘
9 Reguest 60 Exact ASCI MEFT 5.0 @‘
o @ O |Request 9® option 12 iﬂ (@ Option-Codes 0| Cortsins @] ASCI @ rcilo il

biw O || Reset ||  Ext |

ﬁ.] Fevert

m Commit

E Commit and Save

Navigate to Configuration > Security > Device Fingerprinting > Client Identity Group. Now we need to add
our new Client Identity to the default group to be able to use it for client identification.
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Client Identity Group Configuration - Web Ul

WiNG w58

Configuration

Devices  ‘Wireless  Network Profles  REF Domains  Security  Services  hManagement % Revert | ¥ Commit [ Commitand Save
= E@ereless Firewsall Client Identity Group (7]
ESFirewall Policy — ®

FEMAC ACL — |
[RIIP Fireweall

2 wireless Client Roles
= Device Fingerprinting
2 Clignt dertity
2 Client Identity Group
Bl Intrusinn Prevention

FZ4 EX3500 Time Range

v [ et ety Groug

[ cefaut

Type to search Type to search in tables Row Count: 1

B30 @ (YIS O =

DHCP Match Criteria

Client Identity Precedence m
Android-2-1 1,800 i =
Android-2-2 1,100 i}
Android-2-3 1,000 i
Android-2-3-x% 1,200 i
Android-3 1,300 i
i ]
Android-4 1,400 i
Android-4-1-% 2200 i
Android-4-2-% 2300 i
Andraid-6-0-X 10 il
Blackberry 2,800 i o
4 Add Row

Load Default Fingerprints

Load Defautt Fingerprints (@[]

# Corp-laptops v | B ws @ i

Lic 0k || Roset || st |

5] Revert ¥ Commit | o] Commitand Save
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Client Identity and Identity Group Configuration - CLI

client-identity Corp-laptops

dhcp 1 message-type request option 12 contains ascii ZCZzO09L

dhcp 2 message-type request option 55 exact hexstring 010£03062c2e2f1£2179£92b
dhcp 8 message-type request option 60 exact ascii "MSFT 5.0"

client-identity-group default

client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity
client-identity

Corp-laptops precedence 5
Android-6-0-X precedence 10
Windows-10 precedence 20
Windows-10-Mobile precedence 30
iPhone-6 precedence 40
Samsung-Galaxy-S precedence 50
Google-Android precedence 100
HTC-Android precedence 200
Sony-Ericsson-Android precedence 300
Galaxy-Note precedence 500
Galaxy-Tab precedence 600
Motorola-XOOM precedence 700
Windows-XP precedence 800
Windows-7 precedence 900
Android-2-3 precedence 1000
Android-2-2 precedence 1100
Android-2-3-x precedence 1200
Android-3 precedence 1300
Android-4 precedence 1400
iPhone-iPad precedence 1500
Ubuntu-11 precedence 1600
Windows-Phone-7-5 precedence 1700
Android-2-1 precedence 1800
Windows-8 precedence 1900
Mac-0S-X precedence 2000
Mac-0S-9 precedence 2100
Android-4-1-X precedence 2200
Android-4-2-X precedence 2300
Symbian precedence 2400
Playstation-3 precedence 2500
Xbox precedence 2600
HP-LaserJet-Printer precedence 2700
Canon-Printer precedence 2800
Blackberry precedence 2900

load default-fingerprints

IP Access List and Application Policy Configuration

In the below example we have created two ACLs named “old-mobile-units” and “new-mobile-units”. For old
mobile devices we will have a restricted ACL that will only allow outgoing web traffic, we are dropping any
other IP traffic and logging hits. ACL for the new mobile devices will be more relaxed, only limiting these
devices to access internal corporate network, while all the outgoing traffic to the internet is allowed.

Furthermore, we are going to create three application policies for each role. Application policy for legacy
mobile devices will take care of dropping peer to peer application traffic, VPN and video streaming services,
while app policy for new devices will only set up rate limiters on application markets to prevent these devices
to consume all the bandwidth in the event of automatic update push, for example when Apple would release a
new iOS version. Note that Application Policy requires an Access Point to support DPI engine.

© 2017 Extreme Networks, Inc. All rights reserved. / 52



WING 5 Feature Guide: Role Based Firewall

Navigate to Configuration > Security > IP Firewall > IPv4 ACL > Add.

IP Access List Configuration - Web Ul

| IP Firewall Policylold-bxod-devicesl (7]
Precedeni| Action DHS Hame | DHS Match Source Destination = Protocol Mark Log Enable Description @

=4|° @ Alow MetSet . any - Any = UDPSPort6s,DPort67 [ | Mark | [ Log | (3 Enable 'PermitDHCP"
=45 @ Alow MotSet 4. any ) 8BBE &> UDP, DPorts3 [] Mark | [ Log Enable | "PErmit DNS"

g ﬁé 40 & Alow Mot Set % Any |3 Any = TCP, DPort 80 [] Mark | []Log ) Enable | “Alow HTTP"

% f 50 @ Alow Mot Set - Any |3 Any = TCP, DForl 443 [] Mark | []Log (@ Enable | "low HTTPS"

% ﬁ 100 ) Deny Not Set = Any | <= Any = P [] mna [ Log @ Enable

IP Firewall Policylnew-bxod-devicesl (7]

Precedeni Action DHS Hame DS Match| Source Destination | Protocol Mark Log Enable Description @

=4 ° O Atow MotSet .. Any |4 Ay = UDPSPorts8, DPort67 [ | Mark | [ Log Enable | Pt DHCP"

=4 ° @ Alow NotSet . any [ 8888 = UDP,DPorts3 [ Mark | [ Log Enable | "PEMMt DNS"

% y 10 3 Deny Mot Set o Any | 1921680 P [] na # Log Enable Plock access to internal r
% &' 100 @ Allow Mot Set = Any | Any = P [] Mark | [] Log D Enable

Application Policy Configuration - Web Ul
IName corp-laptops I (7]
L ™
Application Policy Enforcement Time:
Days Start Time End Time i
o
4 Add Row

Application Policy Rules.

Precedence  Action

Defautt Custom

Category

Mark Type

Mark Value

Qutbound

Inbound Traffic

PO |

Traffic Rate Rate
1 Wiark Skype for Business_aut - dscp 45 Mot Set Not Set i
o
4 _Add Row.
o Rttt
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Name Jo-byod-devices | 2]

Application Policy Enforcement Time:

Days Start Time End Time i

4 Add Row

Application Policy Rules.

Precedence  Action Application Default Application | Custom Application | Mark Type Mark Value Outbound T DT | SR |
Category Traffic Rate Rate

1 Deny b2 = - - Not Set Not Set Not Set i
2 Deny streaming - - - Not Set Hot Set Not Set i
3 Der tunnel B B = Not Set Hot Set ot Set i
e ——————— m— m—
o
+ Add Row
o Reset | | it
‘ Name &w—nynd-devwces ' Q ‘
L] sl
Application Policy Enforcement Time
Days Start Time End Time i
o
4 _Add Row,
Applcation Foiicy Rules
Precedence | Action i Default jon  Custom Mark Type Mark Value Ooutbound Inbound Traffio§l Sehodule Poliey
Category Traffic Rate | Rate
1 reteqimit - ios-app-store - - ot Set 1024 1024 ]
2 rate-limit - Google_play - - Hot Set 1024 1024 i
3 retedimt - windows-store - - Not Set 1024 1024 o}
L]
4 _Add Row,

‘ 0K (]

IP Access List Configuration - CLI

ip access-list old-mobile-units
permit udp any eq 68 any eq dhcps rule-precedence 3 rule-description "permit DHCP"
permit udp any host 8.8.8.8 eq 53 rule-precedence 5 rule-description “permit DNS traffic”

permit tcp any any eq 80 rule-precedence 40 rule-description “HTTP Allow”

permit tcp any any eq 443 rule-precedence 50 rule-description “HTTPS Allow”

deny ip any any log rule-precedence 100

|

ip access-list new-mobile-units

permit udp any eqg 68 any eq dhcps rule-precedence 3 rule-description "permit DHCP"

permit udp any host 8.8.8.8 eq 53 rule-precedence 5 rule-description “permit DNS traffic”
deny ip any 192.168.0.0/16 log rule-precedence 10 rule-description “block access to internal network and
log hits”

permit ip any any rule-precedence 50 rule-description “Allow all outgoing traffic”

1
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Application Policy Configuration - CLI

|
application-policy old-byod-devices

deny app-category streaming precedence 1
deny app-category p2p precedence 2

deny app-category tunnel precedence 3

1

application-policy new-byod-devices

rate-limit application ios-app-store ingress rate 1024 max-burst-size 16 egress rate 1024 max-burst-size
16 precedence 4

rate-limit application windows-store ingress rate 1024 max-burst-size 16 egress rate 1024 max-burst-size
16 precedence 5

rate-limit application Google play ingress rate 1024 max-burst-size 16 egress rate 1024 max-burst-size 16
precedence 6

1

application-policy corp-laptops

mark application "Skype for Business generic" dscp 46 precedence 1

|

WLAN Configuration

WLAN Configuration needs to be edited to allow dynamic VLAN assignments using our Role Based Firewall.
Navigate to Configuration > Wireless > Wireless LANS > select “TMELABS-DOTI1X” > Click “Edit”.

Web Ul
WLAN TMELABS-DOT1X

Basic Configuration WLAN Configuration

Secur
Y 33D TWELABS-DOT1 X
Firemyall o
Description i ]
Client Settings
WLAN Status @ Disabled ®) Enabled
Accounting
QoS Policy |clefauit | 9 &

Service Manitoring

Bridging Mode
Client Load Balancing ang O|local ¥

Advanced DHCP Option 82 ol:‘
Auto Shiutdown DHCPYE LDRA o]
Bonjour Gatew ay Discovery Policy ﬂ| - | a {é}
Other Setfings
Broadcast 331D 0@
Answer Broadcast Probes ﬂm
VLAN Assignment

(®) single VLAN (2 VLAN Pool
@YVLAN | 25

RADILS VLAN Assignment

Allow RADIUS Cverride @ [of]

URL Fitter

URL Filter | =none= - | 2 i:té}
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CLI

wlan TMELABS-DOT1X

ssid TMELABS-DOT1X

vlan 25

bridging-mode local

encryption-type ccmp

authentication-type eap

radius vlan-assignment

use aaa-policy External-AAA

use ip-access-list out BROADCAST-MULTICAST-CONTROL
use mac-access-list out PERMIT-ARP-AND-IPv4

Role Policy Configuration

As a last step we need to modify our role policy that was created in the first two scenarios and replace “tls-
users” role with three new roles matching based on client identity. Also in this scenario we will make use of the
default role for the devices that didn’t match any defined identities. Each role will also assign a device into a
different VLAN for traffic isolation.

First role will identify corporate Windows 7 laptops to give them no network access restrictions and prioritize
Skype for Business traffic. Next role match will identify newer BYOD devices running latest Android, iOS,
Windows 10 or MAC OS X and will give them full access to the internet, while restricting access to internal
network and rate-limit app stores bandwidth utilization (apple itunes, google play, microsoft store). Last role
will not have a match based on client identity, but since role assignment happens based on first-match
principle, everything that will not fall under “corp-laptops” or “new-byod-devices” role based on client identity
will end up under “old-byod-devices” automatically, since this is our lowest precedence rule.

Navigate to Configuration > Security > Wireless Client Roles > select “firewalled-users” > Roles > Add:
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Web Ul

Role Name corp-laptops

' O e uon m
To configure LDAP sttributes in the Role, the LDAP Settings should be configured first.

Role Precedence

Precedence % |3 @ (1to 10,000)
Bonjour Gatew ay

Discovery Policy o - @
Client Idenfity

Client Identity Name |:none> | v @ w

@ | Corp-laptops | |
—

Match Expressions
AP Location o/any | v |o| |
551D Configuration 0| Any AL ]

I Group Configuration O |Exact ¥ @ ts-users
Radius User @ Any | » @

Wireless Client Filter

Wireless Client MAC/MAC Mask @ 00 - 00 - 00- 00 - 00- 00 or[ed] Any
Captive Portal Connection
Authentication State @@ Pre-Login @ Post-Login @) Any

A uthentication | Encryption

Authentication Type O|Equals | v O E2P [[] Kerberos [[] MAC Authentication [ None

Encry ption Type Olewes | v |0 covp | KeyGuard [] kP ] weP12e [
=R OGTES

B )

Role Name corp-laptops (2]

-0 BB Firewall Rules

Vian D
VLAN #d] 110 4,004)
Appiication Policy IF Quthound
Application Pelicy @ corp-laptops = @ IP Firewall Rules Hame Precedence | ﬁ
IPvE Inbound o
IPv6 Firewall Rules Hame | Precedence | @
L]
MAC Inbound
W MAC Firewall Rules Hame | Precedence | ﬁ
Py Quthound o
IPv6 Firewall Rules Hame | Precedence | i)
0o
MAC Outbound
W MAC Firewall Rules Hame | Precedence | ﬁ
IP Inbound o
IP Firewall Rules Hame | Precedence | ﬁ
L]

W
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Role Name new-byod-devices

[ s=noe RIS

. Information
To configure LDAP attributes in the Role, the LDAP Settings should be configured first.

Role Precedence

Frecedence 44 @ 110 10,000
Toryour Gatew &y

comm ol
Chient Ioentity

Client Identity Name |<mne> v @i & i
& Andraid-6-0-X

iPhone-&
wincosy=-10-hokile -
Match Expressions
AP Location o|any v |o| |
S5ID Configuration o any |~ |0
IGruuD Configuration O|Exact | v |0 Hs-users
Radius User 0| 2ny | v D
Wireless Client Filter

Wireless Client MAC/MAC Mask @ 00 - 00 - 00 - D0 - 00 - 00 UFH Any
Captive Portal Connection

Authentication State 0@ Pre-Login @ Post-Login @ Any
[Fihentcaton 1 Encrypton

Authentication Type ooﬂ EAP [f] Kerberos [[] MAC Authentication [[] Mone
Encryption Type ooﬂ coMP || KeyGuard [ TKIP [[] weP12s [ WEPS4 [] None

o] meser | oo

Role Name new-byod-devices (7]

. Settings ewall Rules

Vian ID

VLAN g 26 % (1 to 4,094)

| Application Policy P Quthound
Application Policy ﬂ|new-byod-devices | = | @ IP Firewall Rules Hame | Precedence | @
IPvE Inbound o
IPu6 Firewall Rules Hame | Precedence | ﬁ
Li]
MAC Inbound
W MAC Firewall Rules Hame | Precedence | T
IPvE Quthound o
IPu6 Firewall Rules Hame | Precedence | ﬁ
Li]
MAC Outbound
W MAC Firewall Rules Hame | Precedence | i}
IP Inbound o
IP Firewall Rules Hame | Precedence | ﬁ
newe-byod-devices 1 ﬁ m

Ty

[Loon || Reset || Emt |
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Role Name old-byod-devices

. Information
To configure LDAP sftributes in the Role, the LDAP Settings should be configured first.
Role Precedence

Precedence %6 l%] {10 10,000)
Bonjour Gatew ay

Discovery Policy 0| | - | @
Client Idenfity

Client Identity Name: |<none> v | e i &

0 =

Match Expressions

AP Location O any | - |°|

S5ID Configuration o Any - |0

I Group Coenfiguration 0 |Exact | ¥ | ts-users [I

Radius User @ Any v |0|

Wireless Client Filter
Wireless Client MAC/MAC Mask @ 00 - 00- 00- 00 - 00 - 00 orﬂ Any
Captive Portal Connection

Authentication State @@ Pre-Login @ Fost-Login @) Any

| Authentication | Encryption

Authentication Type OEqats | v O Erp [ Kerberos [] MAC Authentication [] None
Encryption Type @ Equals |v |0 [ keyGuard [] TkIP [[] weP128 [] WEPS4 [] Mone

Lok reset e |

Role Name old-byod-devices (7]

= B Firewall Rules:

Vian D

VLAN o] |25 B(1tu4,&94]

Application Policy IP Outbound
Application Policy )| ald-byad-devices - B IP Firewall Rules Hame | Precedence | i
IPvB Inbound o
IPvE Firewall Rules Hame | Precedence | ﬁ
0
MAC Inbound
@ MAC Firewall Rules Hame | Precedence | ﬁ
IPvE Outbound &
IPv6 Firewall Rules Hame | Precedence | ﬁ
Li ]
MAC Outbound
@ MAC Firewall Rules Hame | Precedence | @
IP Inbound P
IP Firewall Rules Hame | Precedence | ﬁ
old-byod-devices 1 ﬁ W
=

T
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CLI

role-policy firewalled-users
user-role guest-users precedence 1
ssid exact Z-Guest
use ip-access-list in guest-users precedence 1
use application-policy guest-users
user-role peap-users precedence 2
authentication-type eq eap
encryption-type eq ccmp
group exact peap-users
use application-policy peap-users
user-role corp-laptops precedence 3
assign vlan 27
authentication-type eq eap
encryption-type eq ccmp
group exact tls-users
client-identity Corp-laptops
use application-policy corp-laptops
user-role new-byod-devices precedence 4
assign vlan 26
authentication-type eq eap
encryption-type eq ccmp
group exact tls-users
client-identity Android-6-0-X
client-identity Mac-0S-X
client-identity iPhone-6
client-identity iPhone-iPad
client-identity Windows-10-Mobile
client-identity Ubuntu-11
use ip-access-list in new-byod-devices precedence 1
use application-policy new-byod-devices
user-role old-byod-devices precedence 6
assign vlan 25
authentication-type eq eap
encryption-type eq ccmp
group exact tls-users
use ip-access-list in old-byod-devices precedence 1
use application-policy old-byod-devices
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Verification

The configuration has been completed and now we can verify that roles are being assigned correctly. We
expect that clients connecting to SSID “Z-Guest” will match our role-policy and will thus only be allowed to go
out to the internet without any access to p2p or streaming services. Clients that authenticate using PEAP-
MSCHAPv2 will be assigned a different role with p2p services disabled and video streaming services limited to
1024Kbps up and downstream. Finally, clients authenticating using EAP-TLS method will have access to all of
the services on the network, additionally Skype for Business traffic will be marked with DSCP 46. All other
clients that do not match any criteria will be assigned a default role with no restrictions.

After we connect few clients to our network we can view role policy state under client statistics: CLI Role
Policy Verification

Role Statistics - Web Ul

WiNG V56 - —

rd  Configuration  Diagnostics  Operations Sl il

System  Guest Access

= @ System = RF Domain  BUILDING-1 " o
= {0 Czech Republic —
= 9 Brno @ Health MAC Address IP Address Hostname Role Client Vendor Band AP WLAH VLAH
» y 5]
Ident Hostname
= 52 Zebra [ Inventory =
=) ED‘ BULDING Devices 4 40-83DETB-EF-EE  192163.2594  android-13e3efe6 guest-users  Zebra-TCS5 ZebraTech 1lan  CEDAR-D-3 I-Guest 25
) CEDA ) BCT70-5A-60-4E-AB  192168.27.100 ZCZ09LO1CGJEE4 § tfisusers  [Windows-7 IntelCorp  Hlan  CEDAR-B-4  TMELABS-DOTIX 27
® - AP Detection * °
# ) CEDA 4 A40-83DETBFEF1 1921682699  android-do688363 § pesp.users J ZebraTCkX ZebraTech Man  CEDAR-B-4  TMELABS.DOTIX 26
h 3 Wireless Clients
# ) CEDA

® ) CYPR IE}Dewce Upgrae

EE BULDNG | = Riwireless LANS
" L2TPv3 C

L » O Radios
I+ MXIE00-E
@ Bluetaath
BqMesh

-ll'nmesh Point
»QVEMART RF
» B, WIPS
4| captive Portal
(@) Application Visibility (8¢ C)
n—mcwerage Huole Detection

Type to search in tables Row Count 3
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Katistics x
Wireless Client 8C-70-5A-60-4E-A8 e
@Health Wireless Client Association Iil
% Details
SEID TMELABS-DOT1X AP T4-67-F7-07-08-1B
o Traffic
Hostname ZCZ08L0MCGJEE4 BS3 T4-67-F7-64-A2-E0
S VMM TSPEC Device Type Mon Voice Fadio Mumber 2
‘g Association History RF Domain BUILDIMNG-1 Radio Type 11an
[&rerann 0% Unknowen Rates 69 12 16 24 36 48 54 mcs-1s mes-2
Browszer Unknow n 802.11 Brotocol
Type Unknow n
High-Throughput & Supportsdd
Fole corp-laptops
Fole Policy firew alled-users RFS X Unsupported
Unzcheduled PASD Disabled
Cliert Idertity Corp-laptops
A0 1
Cliert Idertity Precedence 5
Max AMSDU Size 7,935
User Details Max AMPDU Size 85,535
Usertame jehn@cztac.zebralocal Inter frame Spacing 0
Authertication eap Short Guard Interval & Supported
Encryption cocmp
Captive Portal Auth ¥ Mo
NX9600-Controller-1#
ADDRESS : 40-83-DE-78-EE-F1 - android-dc688368... 192.168.26.99(v1lan:26)
USERNAME john
WLAN TMELABS-DOT1X (ssid:TMELABS-DOT1X)
ACCESS-POINT Name : CEDAR-B-4 Location:BUILDING-1
RADIO-ID 74-67-F7-07-08-1B:R2, alias CEDAR-B-4:R2
RADIO-NAME radio2 Bss:74-67-F7-64-A2-EQ
STATE Data-Ready
CLIENT-INFO 802.1lan, vendor: Extreme Tech
SECURITY Authentication: eap Encryption: ccmp
FAST-ROAMING Fast-BSS-Trans: N
DATA-RATES 6 9 12 18 24 36 48 54 mcs-1s

MAX-PHY RATE
MAX-USER_RATE
802.11n/802.11ac

QoS
POWER-MGMT
TPC

ACTIVITY
SESSION INFO
REF-DOMAIN

DHCP INFO
HTTP INFO

ADDRESS
USERNAME

WLAN
ACCESS-POINT
RADIO-ID
RADIO-NAME
STATE
CLIENT-INFO
SECURITY
FAST-ROAMING
DATA-RATES
MAX-PHY RATE
MAX-USER_RATE
802.11n/802.11ac

QoS
POWER-MGMT
TPC

ACTIVITY
SESSION INFO

150 M
112 M
Short guard interval: Y Channel width (capability: 40MHz Current: 40MHz)
AMSDU Max-Size: 3839 AMPDU Max-Size: 65535 AMPDU Min-Spacing: 0 uSec
STBC: Y Transmit BeamForming: N MU-MIMO: N
WMM: Y Type: Non Voice
PS-Mode: Y Spatial-Multiplexing-PS: off WMM-PS/U-APSD: Disabled
Y : TPC Power 7
Last Active: 00:27.22 ago
Session Timeout: 0 days 23:59.56 Idle Timeout: 00.:30.00
BUILDING-1

Client Identity: Extreme-TCXX Precedence: 3100
Type: Unknown OS: Unknown Browser: Unknown

8C-70-5A-60-4E-A8 - ZCZ09L01CGJ864 192.168.27.100(vlan:27)
john@cztac.extreme.local
TMELABS-DOT1X (ssid:TMELABS-DOT1X)
Name : CEDAR-B-4 Location:BUILDING-1
74-67-F7-07-08-1B:R2, alias CEDAR-B-4:R2
radio2 Bss:74-67-F7-64-A2-E0Q
Data-Ready
802.11lan, vendor: Intel Corp
Authentication: eap Encryption: ccmp
Fast-BSS-Trans: N
6 9 12 18 24 36 48 54 mcs-1s mcs-2s
300 M
225 M
Short guard interval: Y Channel width (capability: 40MHz Current: 40MHz)
AMSDU Max-Size: 7935 AMPDU Max-Size: 65535 AMPDU Min-Spacing: 0 uSec
STBC: Y Transmit BeamForming: N MU-MIMO: N
WMM: Y Type: Non Voice
PS-Mode: N Spatial-Multiplexing-PS: off WMM-PS/U-APSD: Disabled
Y : TPC Power 8
Last Active: 00:00.01 ago
Session Timeout: 0 days 23:48.42 1Idle Timeout: 00.:30.00
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RF-DOMAIN : BUILDING-1

HTTP INFO : Type: Unknown OS: Unknown Browser: Unknown
Total number of clients displayed: 2

NX9600-Controller-1#

ADDRESS : 40-83-DE-78-EF-EE - android-13e3efe6... 192.168.25.94(v1lan:25)
USERNAME : 40-83-DE-78-EF-EE

WLAN : Z-Guest (ssid:Z-Guest)

ACCESS-POINT : Name:CEDAR-D-3 Location:8533-bldl-f11
RADIO-ID : 74-67-F7-07-09-3D:R2, alias CEDAR-D-3:R2
RADIO-NAME : radio2 Bss:74-67-F7-64-9C-51

STATE : Data-Ready

CLIENT-INFO : 802.11lan, vendor: Extreme Tech

SECURITY : Authentication: mac Encryption: none
FAST-ROAMING : Fast-BSS-Trans: N

DATA-RATES : 6 9 12 18 24 36 48 54 mcs-1s

MAX-PHY RATE : 150 M

MAX-USER_RATE : 112 M

802.11n/802.11lac : Short guard interval: Y Channel width (capability: 40MHz Current: 40MHz)
: AMSDU Max-Size: 3839 AMPDU Max-Size: 65535 AMPDU Min-Spacing: 0 uSec
: STBC: Y Transmit BeamForming: N MU-MIMO: N

QoS : WMM: Y Type: Non Voice

POWER-MGMT : PS-Mode: Y Spatial-Multiplexing-PS: off WMM-PS/U-APSD: Disabled
TPC : Y : TPC Power 14

PMF : N

ACTIVITY : Last Active: 00:00.05 ago

SESSION INFO : Session Timeout: 7 days 00:00.00 1Idle Timeout: 12.:00.00
RF-DOMAIN : BUILDING-1

MCAST STREAMS

HTTP INFO : Type: Android Tablet OS: Android Browser: Chrome
Total number of clients displayed: 1

NX9600-Controller-1#

Role policy: firewalled-users

Role: guest-users

NX9600-Controller-1#

Role policy: firewalled-users

Role: tls-users

Role: peap-users
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Troubleshooti

ng

The easiest way to troubleshoot or verify role-based firewall functionality is to use remote-debug wireless

feature that allows to take

logs from the whole site filtered by a particular client MAC.

Role Assignment Debugging -Remote Debug Wireless

EAP-TLS client example, notice received User Group id highlighted:

////part of the output remove for brevity///

NX9600-Controller-l#remote-debug wireless rf-domain BUILDING-1 clients 8C-70-5A-60-4E-A8 max-events 999
duration 999 events eap management radius system wpa-wpaZ2

Printing up to 999 messages from each remote system for up to 999 seconds. Use Ctrl-C to abort

[CEDAR-B-4] 14:45:19.275:
[CEDAR-B-4] 14:45:19.275:
[CEDAR-B-4] 14:45:19.276:

mgmt:rx auth-req from 8C-70-5A-60-4E-A8 on radio 1 (mgmt.c:3842)
mgmt:tx auth-rsp to 8C-70-5A-60-4E-A8 on radio 1. status: success (mgmt.c:1305)
mgmt : rx association-req from 8C-70-5A-60-4E-A8 on radio CEDAR-B-4:R2 signal-

strength is -38dBm (mgmt.c:3823)

[CEDAR-B-4] 14:45:19.276:
(mgmt.c:3382)

[CEDAR-B-4] 14:45:19.276:
ssid:TMELABS-DOT1X) with
CEDAR-B-4] 14:45:19.277:
CEDAR-B-4] 14:45:19.277:
802.1x/EAP Auth] (mgmt.c:
CEDAR-B-4] 14:45:19.277:
CEDAR-B-4] 14:45:19.277:
CEDAR-B-4] 14:45:19.331:
CEDAR-B-4] 14:45:19.331:
4E-A8 server is candidate:
CEDAR-B-4] 14:45:19.332:

(
[
[
[
[
[
[
[

mgmt:Client 8C-70-5A-60-4E-A8 negotiated WPA2-EAP on wlan (TMELABS-DOT1X)

mgmt:tx association-rsp success to 8C-70-5A-60-4E-A8 on wlan (TMELABS-DOT1X)
ftie 0 (m

client:state MU _STATE DOT1X for client 8C-70-5A-60-4E-A8 (mgmt.c:1209)

client:wireless client 8C-70-5A-60-4E-A8 changing state from [Roaming] to
625)

eap:sending eap-code-request code 1, type 1 to 8C-70-5A-60-4E-A8 (eap.c:963)

eap:sending eap-id-req to 8C-70-5A-60-4E-A8 (eap.c:990)

eap:rx eap id-response from 8C-70-5A-60-4E-A8 (eap.c:696)

radius:aaa-policy External-AAA user: john@cztac.extreme.local mac: 8C-70-5A-60-
1000

radius:access-req sent to 192.168.7.15:1812 (attempt 1) for 8C-70-5A-60-4E-AS8

user:john@cztac.extreme.local) (rad

CEDAR-B-4] 14:45:19.335:
CEDAR-B-4] 14:45:19.335:
radius.c:3811)

CEDAR-B-4] 14:45:19.335:
CEDAR-B-4] 14:45:19.335:
CEDAR-B-4] 14:45:19.336:
CEDAR-B-4] 14:45:19.337:

CEDAR-B-4] 14:45:19.338:
CEDAR-B-4] 14:45:19.338:
radius.c:3811)

CEDAR-B-4] 14:45:19.338:
CEDAR-B-4] 14:45:19.338:
CEDAR-B-4] 14:45:19.366:
CEDAR-B-4] 14:45:19.366:

radius:RAD_MSG AUTHENTICATOR (radius.c:1181)
radius:rx access-challenge from radius server for 8C-70-5A-60-4E-A8

eap:sending eap-code-request code 1, type 25 to 8C-70-5A-60-4E-A8 (eap.c:963)
eap:sending eap-req [eap type:25(peap)] to 8C-70-5A-60-4E-A8 (eap.c:998)
eap:rx eap pkt from 8C-70-5A-60-4E-A8 (eap.c:719)

radius:access-req sent to 192.168.7.15:1812 (attempt 1) for 8C-70-5A-60-4E-AS8

radius:RAD_MSG AUTHENTICATOR (radius.c:1181)
radius:rx access-challenge from radius server for 8C-70-5A-60-4E-A8

eap:sending eap-code-request code 1, type 13 to 8C-70-5A-60-4E-A8 (eap.c:963)
eap:sending eap-req [eap type:13(eap-tls)] to 8C-70-5A-60-4E-A8 (eap.c:998)
eap:rx eap pkt from 8C-70-5A-60-4E-A8 (eap.c:719)

radius:access-req sent to 192.168.7.15:1812 (attempt 1) for 8C-70-5A-60-4E-AS8

user:john@cztac.extreme.local) (rad

CEDAR-B-4] 14:45:19.368:
CEDAR-B-4] 14:45:19.368:
(radius.c:3811)

CEDAR-B-4] 14:45:19.368:
CEDAR-B-4] 14:45:19.368:
CEDAR-B-4] 14:45:19.370:
CEDAR-B-4] 14:45:19.371:

[
(
[
[
(
[
[
[
[
(user:john@cztac.extreme.local) (radius.c:1181)
[
[
(
[
[
[
[
(
[
[

radius:RAD MSG AUTHENTICATOR (radius.c:1181)
radius:rx access-challenge from radius server for 8C-70-5A-60-4E-A8

eap:sending eap-code-request code 1, type 13 to 8C-70-5A-60-4E-A8 (eap.c:963)
eap:sending eap-req [eap type:13(eap-tls)] to 8C-70-5A-60-4E-A8 (eap.c:998)
eap:rx eap pkt from 8C-70-5A-60-4E-A8 (eap.c:719)

radius:access-req sent to 192.168.7.15:1812 (attempt 1) for 8C-70-5A-60-4E-A8

user:john@cztac.extreme.local) (rad

CEDAR-B-4] 14:45:19.375:
CEDAR-B-4] 14:45:19.375:
CEDAR-B-4] 14:45:19.375:
CEDAR-B-4] 14:45:19.375:

CEDAR-B-4] 14:45:19.375:
CEDAR-B-4] 14:45:19.375:
CEDAR-B-4] 14:45:19.375:
CEDAR-B-4] 14:45:19.375:

radius:RAD MSG AUTHENTICATOR (radius.c:1181)

(radius.c:1825)
radius:rx access-accept for 8C-70-5A-60-4E-A8 (radius.c:3565)
radius:radius: updating interim acct timeout of 8C-70-5A-60-4E-A8 to 1800 seconds

eap:sending eap-success to 8C-70-5A-60-4E-A8 (eap.c:1006)

client:802.1x authentication success for client 8C-70-5A-60-4E-A8 (eap.c:1139)
client:starting WPA2-CCMP keying for client 8C-70-5A-60-4E-A8 (eap.c:1215)
client:wireless client 8C-70-5A-60-4E-A8 changing state from [802.1x/EAP Auth] to

802.111 Keying] (mgmt.c:625)

CEDAR-B-4] 14:45:19.376:
CEDAR-B-4] 14:45:19.380:

[
[
[
[
(
[
[
[
[
(radius.c:2137)
[
[
[
[
[
[
[
[CEDAR-B-4] 14:45:19.381:
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wpa-wpa2:tx msg #1 to 8C-70-5A-60-4E-A8 attempt: 1 (80211i.c:617)
wpa-wpa2:rx msg #2 from mu 8C-70-5A-60-4E-A8 (80211i.c:1164)
wpa-wpa2:tx msg #3 to 8C-70-5A-60-4E-A8 attempt: 1 (80211i.c:891)
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[CEDAR-B-4] 14:45:19.382: wpa-wpal:rx msg #4. WPA2-AES handshake done. 8C-70-5A-60-4E-A8 DATA-READY
(80211i.c:1148)

[CEDAR-B-4] 14:45:19.386: client:wireless client 8C-70-5A-60-4E-A8 changing state from [802.11i Keying] to
Data-Ready] (mgmt.c:625)

CEDAR-B-4] 14:45:19.386: client:starting mu-idle timer for 8C-70-5A-60-4E-A8 (mgmt.c:104)

CEDAR-B-4] 14:45:19.386: client:8C-70-5A-60-4E-A8 session-timeout: unlimited idle-timeout: 1800
mgmt.c:455)

CEDAR-B-4] 14:45:19.386: client:credcache apply app policy name (credcache.c:1111)

CEDAR-B-4] 14:45:19.386: client:update app_policy name to_credcache (credcache.c:1032)

CEDAR-B-4] 14:45:19.386: client:Adding app policy name to credcache and sync8C-70-5A-60-4E-A8
credcache.c:1035)

[CEDAR-B-4] 14:45:19.390: _ idx: 3, client idx: 0, vlan_id: 27, role name:
tls-users (extif.c:2149)

[CEDAR-B-4] 14:45:19.390: CliCHEHcIIentNecT /0= cAS60=iE=AeNassignedlrate i M (to-air/from-air = 0/0 on

wlan TMELABS-DOT1X (mgmt.c:218)

[
[
[
(
[
[
[
(

Guest SSID client example:

////part of the output remove for brevity///

domain BUILDING-1 clients E8-B1-FC-

NX9600-Controller-1#r
4B-B0-81 9

max—events

Printing up to 999 messages from each remote system for up to 999 seconds. Use Ctrl-C to abort

[CEDAR-C-2] 14:56:35.130: mgmt:rx auth-req from E8-B1-FC-4B-B0-81 on radio 1 (mgmt.c:3842)

[CEDAR-C-2] 14:56:35.130: mgmt:tx auth-rsp to E8-B1-FC-4B-B0-81 on radio 1. status: success (mgmt.c:1305)
[CEDAR-C-2] 14:56:35.131: mgmt:rx association-req from E8-B1-FC-4B-B0-81 on radio CEDAR-C-2:R2 signal-
strength is -65dBm (mgmt.c:3823)

[CEDAR-C-2] 14:56:35.131: client:MU E8-B1-FC-4B-B0-81 panBU enab cap=00 00 00 00, supp cap=00 00 00 00
(mgmt.c:3085)

[CEDAR-C-2] 14:56:35.131: client:using cached vlan 25 for wireless client E8-B1-FC-4B-B0-81 (mgmt.c:3317)
[CEDAR-C-2] 14:56:35.131: mgmt:tx association-rsp success to E8-B1l-FC-4B-B0-81 on wlan (Z-Guest) (ssid:Z-
Guest) with ftie 0 (mgmt.c:3437)

[CEDAR-C-2] 14:56:35.131: client:wireless client E8-B1-FC-4B-B0-81 changing state from [Roaming] to [MAC
Auth] (mgmt.c:625)

[CEDAR-C-2] 14:56:35.131: radius:aaa-policy Internal-NX user: E8-B1-FC-4B-B0-81 mac: E8-B1-FC-4B-B0-81
server is candidate: 1 0 0 0 0 O (r

[CEDAR-C-2] 14:56:35.132: radius:access-req sent to wireless controller to be proxied via its adopter
centralized controller (if any) to 1

[CEDAR-C-2] 14:56:35.132: client:restarting mac_auth timer for E8-B1-FC-4B-B0-81 (radius.c:4677)
[CEDAR-C-2] 14:56:35.133: client:transmitting roam notification for E8-B1-FC-4B-B0-81 (mgmt.c:348)
[CEDAR-C-2] 14:56:35.136: radius:rx access-reject for E8-B1-FC-4B-B0-81 (radius.c:3711)

[CEDAR-C-2] 14:56:35.136: radius:failover to captive-portal for non data-ready MU E8-B1-FC-4B-B0-81
(radius.c:3752)

[CEDAR-C-2] 14:56:35.136: client:wireless client E8-B1-FC-4B-B0-81 changing state from [MAC Auth] to [Data-
Ready] (mgmt.c:625)

[CEDAR-C-2] 14:56:35.137: client:starting mu-idle timer for E8-B1-FC-4B-B0-81 (mgmt.c:104)

[CEDAR-C-2] 14:56:35.137: client:E8-B1-FC-4B-B0-81 session-timeout: unlimited idle-timeout: 43200
(mgmt.c:455)

[CEDAR-C-2] 14:56:35.137: client:credcache apply app policy name (credcache.c:1111)

[CEDAR-C-2] 14:56:35.137: client:update app policy name to credcache (credcache.c:1032)

[CEDAR-C-2] 14:56:35.137: client:Adding app_policy name to credcache and sync E8-B1-FC-4B-B0-81
(credcache.c:1035)

[CEDAR-C-2] 14:56:35.231: client:RoleInfo: E8-B1-FC-4B-B0-81 idx: 1, client_idx: 1, vlan_id: 25, role name:
GUSSERUSEES (extif.c:2149)

[CEDAR-C-2] 14:56:35.232: client:client E8-B1-FC-4B-B0-81 assigned rate-limit (to-air/from-air = 0/0 on
wlan Z-Guest (mgmt.c:218)

Client Identity a.k.a DHCP Fingerprinting Debugging

#debug role dhcpfp level debug on <AP hostname>
#show logging on <AF

DPD2: 2016-07-11 16:45:18 dhcpfp.c:493 HHCPIEINGerprnENcITenENscs/0=sAS60IEAsENcIISHENaeneIrIsaNEs

, fp state=0x0c
DPD2: 8C-70-5A-60-4E-A8: message-type request option 81 exact hexstring
0000005a435a30394c303143474a3836342e637a7461632e7a656272612e6c6£63616¢C
DPD2: 8C-70-5A-60-4E-A8: message-type request option 61 exact hexstring 018c705a604ea8
DPD2: 8C-70-5A-60-4E-A8: message-type request option 60 exact ascii MSFT 5.0
DPD2: 8C-70-5A-60-4E-A8: message-type request option 55 exact hexstring 010£03062c2e2f1£2179£92b
DPD2: 8C-70-5A-60-4E-A8: message-type request option 50 exact hexstring c0a8lb64
DPD2: 8C-70-5A-60-4E-A8: message-type request option 12 exact ascii ZCZO09L01CGJ864
DPD2: 8C-70-5A-60-4E-A8: message-type request option-codes exact hexstring 353d320c513c37
DPD2: 2016-07-11 16:37:21 dhcpfp.c:577 handle dhcp_fingerprint fingerprint from wireless client

tname> include <clien
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