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Preface

Read the following topics to learn about:

+ The meanings of text formats used in this document.

+  Where you can find additional information and help.

+ How to reach us with questions and comments.

Text Conventions

Unless otherwise noted, information in this document applies to all supported
environments for the products in question. Exceptions, like command keywords
associated with a specific software version, are identified in the text.

When a feature, function, or operation pertains to a specific hardware product, the
product name is used. When features, functions, and operations are the same across an
entire product family, such as ExtremeSwitching switches or SLX routers, the product is
referred to as the switch or the router.

Table 1: Notes and warnings

Icon Notice type |Alerts you to...
\O, Tip Helpful tips and notices for using the product
000 Note Useful information or instructions
I Important |Important features or instructions
Caution Risk of personal injury, system damage, or loss of
| data
Warning Risk of severe personal injury

14 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5




Help and Support

Table 2: Text

Convention

Description

screen displays

This typeface indicates command syntax, or represents
information as it is displayed on the screen.

The words enterand
ype

When you see the word enterin this guide, you must type
something, and then press the Return or Enter key. Do not
press the Return or Enter key when an instruction simply

says type.

Key names

Key names are written in boldface, for example Ctrl or Esc.
If you must press two or more keys simultaneously, the
key names are linked with a plus sign (+). Example: Press
Ctrl+Alt+Del

Words in italicized type

Italics emphasize a point or denote new terms at the place
where they are defined in the text. Italics are also used
when referring to publication titles.

NEW!

New information. In a PDF, this is searchable text.

Table 3: Command syntax

Convention

Description

bold text

Bold text indicates command names, keywords, and
command options.

italic text

[talic text indicates variable content.

Syntax components displayed within square brackets are
optional.

Default responses to system prompts are enclosed in
square brackets.

A choice of required parameters is enclosed in curly
brackets separated by vertical bars. You must select one of
the options.

A vertical bar separates mutually exclusive elements.

Nonprinting characters, such as passwords, are enclosed in
angle brackets.

Repeat the previous element, for example,
member [member...].

In command examples, the backslash indicates a “soft” line

break. When a backslash separates two lines of a command
input, enter the entire commmand at the prompt without the
backslash.

Help and Support

If you require assistance, contact Extreme Networks using one of the following

methods:

Extreme Portal

ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5 15


https://extremeportal.force.com/ExtrSupportHome

Subscribe to Product Announcements Preface

Search the GTAC (Global Technical Assistance Center) knowledge base; manage
support cases and service contracts; download software; and obtain product
licensing, training, and certifications.

The Hub

A forum for Extreme Networks customers to connect with one another, answer

questions, and share ideas and feedback. This community is monitored by Extreme

Networks employees, but is not intended to replace specific guidance from GTAC.
Call GTAC

For immediate support: (800) 998 2408 (toll-free in U.S. and Canada) or
1(408) 579 2800. For the support phone number in your country, visit
www.extremenetworks.com/support/contact.

Before contacting Extreme Networks for technical support, have the following
information ready:

Your Extreme Networks service contract number, or serial numbers for all involved
Extreme Networks products

A description of the failure

A description of any actions already taken to resolve the problem

A description of your network environment (such as layout, cable type, other
relevant environmental information)

+ Network load at the time of trouble (if known)

+ The device history (for example, if you have returned the device before, or if thisis a
recurring problem)

+ Any related RMA (Return Material Authorization) numbers

Subscribe to Product Announcements

You can subscribe to email notifications for product and software release
announcements, Field Notices, and Vulnerability Notices.

Go to The Hub.

In the list of categories, expand the Product Announcements list.
Select a product for which you would like to receive notifications.
Select Subscribe.

To select additional products, return to the Product Announcements list and repeat
steps 3 and 4.

N WN

You can modify your product selections or unsubscribe at any time.

Send Feedback

The User Enablement team at Extreme Networks has made every effort to ensure
that this document is accurate, complete, and easy to use. We strive to improve our
documentation to help you in your work, so we want to hear from you. We welcome all
feedback, but we especially want to know about:

Content errors, or confusing or conflicting information.
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https://community.extremenetworks.com/
http://www.extremenetworks.com/support/contact
https://www.extremenetworks.com/support/contact/
https://community.extremenetworks.com/

Preface Related Publications

Improvements that would help you find relevant information.
Broken links or usability issues.

To send feedback, email us at documentation@extremenetworks.com.
Provide as much detail as possible including the publication title, topic heading,

and page number (if applicable), along with your comments and suggestions for
improvement.

Related Publications

ExtremeXOS Publications

+  ACL Solutions Guide

«  ExtremeXOS 32.5 Command Reference Guide

« ExtremeXOS 32.5 Feature License Requirements

«  ExtremeXOS 32.5 User Guide

. ExtremeXOS Quick Guide

«  ExtremeXOS Release Notes

«  Extreme Hardware/Software Compatibility and Recommendation Matrices
«  Extreme Optics Compatibility

«  Switch Configuration with Chalet for ExtremeXOS 21.x and Later

«  Using AVB with Extreme Switches

Open Source Declarations

Some software files have been licensed under certain open source licenses. More
information is available at: www.extremenetworks.com/support/policies/open-source-
declaration/.
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Introduction

Welcome to Event Management System (EMS) Messages Catalog. This document

provides an alphabetical listing of all log messages found on all Extreme Networks
platforms.

Using this Guide

A typical error message on the switch will look similar to the following:

1/29/2015 14:36:48.12 <Warn:VRRP.Advert.Ign> MSM-A: Advert for VR on vlan test vrid 1
ignored: VIP list mismatch

To interpret the message, search the guide for the text inside the brackets (< >).

18
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AAA Messages

AAA.localAuthen on page 20
AAA.usingRadius on page 20
AAA.usingTacacs on page 21
AAA.usinglLocal on page 21
AAA.regFromPeer on page 21
AAA.sessions on page 22
AAA.INitVIanLibFail on page 22
AAA.UNINItRAUtSVVr on page 23
AAA.UNINItRAccSVVr on page 23
AAA.INItRAcCcSVVr on page 24
AAA.INItRAULSVVr on page 24
AAA.authPass on page 25
AAA.authFail on page 26
AAA.logout on page 26
AAA.ipveForcelLocal on page 27
AAA.createAccount on page 27
AAA.changePass on page 28
AAA.deleteAccount on page 29
AAA.accountMod on page 29
AAA.accountlLockedOut on page 30
AAA.Trace on page 30

AAA.LogSsh on page 31
AAA.LogSshDebug on page 31
AAA.DecryptMaxStrSizExcd on page 32
AAA . CreateEncryptAccnt on page 33
AAA.ChgAccntPrvigOK on page 33
AAA.ChgAccntPrvigFail on page 34
AAA.ClearSessAccntPrvigChg on page 34
AAA.ENbIFIPSModeOK on page 35
AAA.EnblFIPSModeFail on page 35
AAA.SendCkptRdyToStby on page 36
AAA.RecvCkptMsg on page 37
AAA.ClearSessAccntDel on page 37
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AAA localAuthen AAA Messages

AAA.localAuthen

Description

User to be authenticated using the local authentication database.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Authenticating user $user% locally

Message Parameters

Name Type

user AccountName

AAA.usingRadius

Description
User to be authenticated using a RADIUS Server.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
Authenticate using RADIUS Server
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AAA Messages AAA.usingTacacs

AAA.usingTacacs

Description
User to be authenticated using a TACACS+ Server.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
Authenticate using TACACS+ Server

AAA.usinglLocal

Description

User to be authenticated using the local authentication database.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Authenticate using Local Database

AAA.regFromPeer

Description

Debug Information: Internal peer id. that authentication request was made from.

Remedy
None. Used for debugging.
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Severity AAA Messages

Severity

Debug-Summary

Message Text

speers
Handle request from peer 2

Message Parameters

peer ulnt

AAA.sessions

Description

Number of users logged in.

Remedy
None. Used for debugging.

Severity

Debug-Summary

Message Text

Number of users logged in is $sessions%

Message Parameters

sessions ulnt

AAA.InitVIanLibFail

Description

Could not connect to VLAN manager.
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AAA Messages Remedy

Remedy

Inspect system logs to determine why VLAN manager is not available.

Severity

Error

Message Text
VLAN Library initialization failed.

AAA.UNINItRAUtSVVr

Description

The configured virtual router for a RADIUS authentication server has been removed.

Remedy

Configure the RADIUS authentication client to use another virtual router or restore the
previously configured virtual router.

Severity

Warning

Message Text

Uninitialize RADIUS Authentication Server, Vr $vr$% has been removed

Message Parameters

Name Type

vr String

AAA.UNINitRAccSvVr

Description

The configured virtual router for a RADIUS accounting server has been removed.

Remedy

Configure the RADIUS accounting client to use another virtual router or restore the
previously configured virtual router.
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Severity AAA Messages

Severity
Warning

Message Text

Uninitialize RADIUS Accounting Server, Vr $vr% has been removed

Message Parameters

Name Type

vr String

AAA.INItRAccSVVr

Description

The configured virtual router for a RADIUS accounting server has been added,
initializing RADIUS client for that server.

Remedy

No action required - Informational message only.

Severity
Warning

Message Text

Intialize RADIUS Accounting Server, Vr $vr$ has been added.

Message Parameters

Name Type

vr String

AAA.INItRAUtSVVTr

Description

The configured virtual router for a RADIUS authentication server has been added,
initializing RADIUS client for that server.
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AAA Messages Remedy

Remedy

No action required - Informational message only.

Severity
Warning

Message Text

Intialize RADIUS Authentication Server, Vr $vr$ has been added.

Message Parameters

Name Type
vr String
AAA.authPass
Description

This message indicates that the identified user has successfully been authenticated
and the access method through which the user has logged in. The reported access
method can be one of "serial", "remote serial", "telnet", "ssh", "http", or "xml". For IP-
based access methods, the remote IP address is included. For SummitStack serial
connections the slot number is included.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Login passed for user $name% through %$source%

Message Parameters

Name Type
name AccountName
source String
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AAA .authFail AAA Messages

AAA.authFail

Description

This message indicates that the identified user has failed an authentication attempt
and the access method through which the user attempted to log in. The reported
access method can be one of "serial", "remote serial", "telnet", "ssh", "http", or "xml". For
IP-based access methods, the remote IP address is included. For SummitStack serial
connections the slot number is included.

Remedy

No action required - Informational message only.

Severity
Warning

Message Text

Login failed due to invalid username/password for user $name$ through $source$

Message Parameters

Name Type

name AccountName

source String
AAA.logout

Description

This message indicates that the identified user has logged out and the access method
through which the user had previously logged in. The reported access method can

be one of "serial", "remote serial", "telnet", "ssh", "http", or "xml". For IP-based access
methods, the remote IP address is included. For SummitStack serial connections the
slot number is included.

Remedy

No action required - Informational message only.

Severity

Info
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AAA Messages Message Text

Message Text

%administratative% account ($name%) logout from %source%

Message Parameters

Name Type

name AccountName
source String
administratative String

AAA.ipveForcelocal

Description

A user has attempted to access the switch using IPv6. Because the EXOS RADIUS and
TACACS+ clients do not support IPv6, the user will be authenticated using the local
database.

Remedy

Ensure that users accessing the switch using IPv6 have local database accounts.

Severity

Debug-Summary

Message Text
IPV6 is not supported in RADIUS or TACACS+, using local authentication.

AAA.createAccount

Description

Indicates that a new account has been created in the local user database. Included in
the message are the user ID that created the account, the type of the new account
(admin or user), and the new account name.

Remedy

No action required - Informational message only.
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Severity AAA Messages

Severity

Info

Message Text

User 'swho%' created $accountType% account for user 'suser%' successfully.

Message Parameters

Name Type
who AccountName
accountType String
user AccountName
AAA.changePass
Description

Indicates that the password was changed for a local database account. Included in the
message are the ID of the user making the change and the ID of the account for which
the password was changed.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

User 'swho%' changed password for user 'suser%' successfully.

Message Parameters

Name Type
who AccountName
user AccountName
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AAA Messages AAA.deleteAccount

AAA.deleteAccount

Description

Indicates that an account has been deleted from the local database. Included in the
message are the ID of the user deleting the account and the user ID which has been
deleted.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

User 'swho%' deleted account of user 'suser%' successfully.

Message Parameters

Name Type
who AccountName
user AccountName
AAA.accountMod
Description

Indicates that a local database account has been modified. Included in the message
are the ID of the user making the modifications and the account ID that was modified.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

User 'swho%' modified $modType% setting for 'susers' user(s).
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Message Parameters

AAA Messages

Message Parameters

Name Type
who AccountName
modType String
user AccountName
AAA.accountLockedOut
Description

Indicates that the user has been locked out.

Remedy

The account can be unlocked by an administrative user.

Severity

Warning

Message Text

Account for user 'suser%' locked out!

Message Parameters

Name

Type

user

AccountName

AAATrace

Description

A condition has been detected that may interest a developer determining the reason
underlying some system behavior. The circumstances may be either very common or
completely unexpected, but the information provided in the associated message is

such that the internal workings of the system are exposed.

Remedy

No action required - Informational message only.
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AAA Messages Severity

Severity

Debug-Summary

Message Text

$format%

Message Parameters

format Printf

AAA.LogSsh

Description

This message includes an informational log message from the EXOS ssh server
application.

Remedy

No action required - Informational message only.

Severity

Info

Message Text
%1log%

Message Parameters

log String

AAA.LogSshDebug

Description

This message includes a debug log message from the EXOS ssh server when the ssh
debug facility has been enabled.
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Remedy AAA Messages

Remedy

No action required - Informational message only.

Severity

Info

Message Text

o) o)

%$log%

Message Parameters

Name Type

log String

AAA.DecryptMaxStrSizExcd

Description

An invalid encrypted input string is received. Unable to decrypt the received encrypted
input string as it is not in the EXOS encrypted string format resulting decrypting string
exceeds maximum size.

Remedy
Retry configuration with expected encrypted string format. Encrypted string should
be one of the following format " configure radius netlogin primary shared-secret
"#&It,charl&gt#&lt,char2&gt;.... #&lt;,chare64&gt;" or " configure radius netlogin primary
shared-secret encrypted "&lt;charl&gt;&lt;,char2&gt;....&lt;chare4&gt;".

Severity

Warning

Message Text

Unable to decrypt the encrypted string. The decrypted string size exceeded the
maximum of $size%.

Message Parameters

Name Type

size ulnt
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AAA Messages AAA.CreateEncryptAccnt

AAA . CreateEncryptAccnt

Description

Indicates that a new encrypted account has been created in the local user database.
Included in the message are the user ID that created the account, the type of the new
account (admin or user), and the new account name.

Remedy

No action required - Informational message only

Severity

Info

Message Text

User 'swho%' created encrypted $accountType% account for user 'suser%' successfully.

Message Parameters

Name Type
who AccountName
accountType String
user AccountName
AAA.ChgAccntPrvigOK
Description

An administrative session successfully configured the privilege of the account specified
to the privilege specified which is different from what it was, and the role of the
account is now different. If the account happened to be logged in when this change
took place all such sessions will have been forcibly cleared.

Remedy

No action required - Notification message only.

Severity

Notice
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Message Text AAA Messages

Message Text

Account %$account% privilege was successfully changed to $privileges.

Message Parameters

Name Type

account AccountName

privilege String
AAA.ChgAccntPrvigFail

Description

An administrative session failed to configure the privilege of the account specified to
the privilege specified.

Remedy

No action required - Notification message only.

Severity

Notice

Message Text

Changing the privilege of the account %$account% to $privilege% has failed.

Message Parameters

Name Type
account AccountName
privilege String

AAA.ClearSessAccntPrvigChg

Description

An administrative session configured the account privilege to be different from what
it was, and the session(s) logged in with the account were forcibly cleared. This is
equivalent to ending the sessions with the "clear session &lt;sessld&gt;" for all such
sessions including console sessions.
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AAA Messages Remedy

Remedy

No action required - Notification message only.

Severity

Notice

Message Text

Cleared %$count% session(s) that were logged in with account $account% because its
privilege changed.

Message Parameters

Name Type
account AccountName
count ulnt

AAA.EnblFIPSModeOK

Description
FIPS mode is enabled in AAA process.

Remedy

No action required - Notification message only.

Severity

Notice

Message Text
Self-Test passed. FIPS mode enabled.

AAA.EnblFIPSModeFall

Description
Unable to properly configure crypto lib with FIPS mode enabled.
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Remedy

AAA Messages

Remedy

This is a rare internal condition needing technical assistance. Contact technical support

with "show tech" output.

Severity

Error

Message Text

Failed to enable FIPS mode: $errString%

Message Parameters

Name Type
errString String
AAA.SendCkptRdyToStby
Description

AAA module is notifiying other stack modules of a possible state change.

Remedy

No action required - diagnostic message only

Severity

Debug-Verbose

Message Text

Stack Mode State Change Notification: slot:%slot% Msgld:$msgId% State:sstate%

status:$status% length:$length%.

Message Parameters

Name Type
slot ulnt
msgld ulnt
state ulnt

36 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



AAA Messages AAA.RecvCkptMsg

Name Type
status ulnt
length ulnt

AAA.RecvCKkptMsg

Description

AAA module has received a checkpoint message.

Remedy

No action required - diagnostic message only

Severity
Debug-Verbose

Message Text

Stack Mode State Change Notification: peerld:$peerId% Msgld:$msgId%
Length:31ength% Flags:$flags%.

Message Parameters

Name Type
peerld ulnt
msgld ulnt
length ulnt
flags ulnt

AAA.ClearSessAccntDel

Description

An administrative session deleted the account, and the session(s) logged in with the
account were forcibly cleared. This is equivalent to ending the sessions with the "clear
session &lt;sessld&gt;" for all such sessions including console sessions.

Remedy

No action required - Notification message only.
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Severity

AAA Messages

Severity

Notice

Message Text

Cleared %$count% session(s) that were logged in with account $account% because the

account was deleted.

Message Parameters

account

AccountName

count

ulnt
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AAA.RADIUS Messages

AAA.RADIUS.TLSFail on page 40
AAA.RADIUSTLSParmInv on page 41
AAA.RADIUSTLSCnctTerm on page 41
AAA.RADIUS.SSLWritFail on page 42
AAA.RADIUSTLSAddDsptchFail on page 43
AAA.RADIUSTLSCnctDrop on page 43
AAA.RADIUSTLSCrtfctVrfyFail on page 44
AAA.RADIUS TLSOCSPStrtFail on page 45
AAA.RADIUSTLSCnctFailunk on page 45
AAA.RADIUS.TLSCnctFail on page 46
AAA.RADIUS TLSStrtRecnct on page 47
AAA.RADIUSTLSStrtTimerFail on page 47
AAA.RADIUS.TLSOCSPFail on page 48
AAA.RADIUSTLSCnctEstb on page 48
AAA.RADIUS.sendFailure on page 49
AAA.RADIUS.reponseTypeErr on page 50
AAA.RADIUS.pktldAllConsumd on page 50
AAA.RADIUS.BadAuthen on page 51
AAA.RADIUS.sendSuccess on page 51
AAA.RADIUS.vsaAttrMismatch on page 52
AAA.RADIUSvsaUnknownVend on page 53
AAA.RADIUS.unknownExtrVsa on page 53
AAA.RADIUS.sendCommand on page 54
AAA.RADIUS.PktReadWrite on page 55
AAA.RADIUS.PktAuthEn on page 55
AAA.RADIUS.PktNetLoginVlan on page 56
AAA.RADIUS.PktNetLoginUrl on page 56
AAA.RADIUS.PktNetLoginUrID on page 57
AAA.RADIUS.PktNetLoginOnly on page 57
AAA.RADIUS.socketFailure on page 58
AAA.RADIUS.bindFailure on page 58
AAA.RADIUS.PktAttrType on page 59
AAA.RADIUS.PktCliCommand on page 59
AAA.RADIUS.RadiusEnable on page 60
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AAA.RADIUSTLSFail

AAA.RADIUS Messages

AAA.RADIUS.RadiusAccEnable on page 60
AAA.RADIUS. serverFaillnit on page 61
AAA.RADIUS.threadCreError on page 61
AAA.RADIUS.noServerResp on page 62
AAA.RADIUS.RadiusDisable on page 62
AAA.RADIUS.serverNotInit on page 63
AAA.RADIUS.resendServAdmin on page 64
AAA.RADIUS.golLocal on page 64
AAA.RADIUS.noServResp on page 65
AAA.RADIUS.bindFailVr on page 65
AAA.RADIUS.PktNetLoginVlanTag on page 66
AAA.RADIUS.PktAddALttrType on page 66
AAA.RADIUS.LocalNLAuUth on page 67
AAA.RADIUS. Trace on page 68
AAA.RADIUS.SecurityProfile on page 68
AAA.RADIUS.noRespForDotlxReq on page 69
AAA.RADIUS.PktNetLoginExtVlan on page 69
AAA.RADIUS.QueueFull on page 70
AAA.RADIUS.nIExtVIanVSAlgnoreVlans on page 70
AAA.RADIUS.InvalidTIv on page 71
AAA.RADIUSVMName on page 71
AAA.RADIUSVMVppName on page 72
AAA.RADIUSVMVIanTag on page 72
AAA.RADIUSVMIpAddr on page 73
AAA.RADIUSVMVrName on page 73
AAA.RADIUS.PktLenlnv on page 74
AAA.RADIUS.RecvPktinv on page 75
AAA.RADIUS.ApiReq on page 75
AAA.RADIUS.RecvRspns on page 76
AAA.RADIUS.SrvrRegTmout on page 77
AAA.RADIUS.Namelenlnv on page 78
AAA.RADIUS.SrvrRtrnAccessVal on page 78
AAA.RADIUS.SetFIPSModeFail on page 79
AAA.RADIUS.NLVrName on page 80

AAA.RADIUS.TLSFail

Description
RADIUS over TLS has failed to establish an SSL connection to the RADIUS server.
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AAA.RADIUS Messages Remedy

Remedy

Resolve the specific cause for the connection failure.

Severity

Error

Message Text

Radius TLS connection (%dstIP%$:%tlsPort%) failed: %SerrStringt.

Message Parameters

Name Type

dstIP String
tisPort ulnt32
errString String

AAA.RADIUS.TLSParminv

Description

Failure to establish an SSL connection to the RADIUS server due to invalid parmaters
passed to connection routines.

Remedy

This is a rare internal condition needing technical assistence. Contact technical support.

Severity

Error

Message Text

Radius TLS connection failed due to invalid internal parameters.

AAA.RADIUS.TLSCnctTerm

Description

SSL connection to the RADIUS server is terminated by unconfigure.
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Remedy AAA.RADIUS Messages

Remedy

No action required - Notification message only.

Severity

Notice

Message Text

RADIUS TLS connection (%dstIP%:%t1lsPort%) terminated.

Message Parameters

dstIP String
tisPort ulntlc

AAA.RADIUS.SSLWritFalil

Description
SSL_write failed.

Remedy

No action required - dispatch will call SSL_write again.

Severity
Warning

Message Text
SSL Write to the RADIUS server ($dstIP%:%t1sPort%) failed.

Message Parameters

dstIP String
tisPort ulntle
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AAA.RADIUS Messages AAA.RADIUS.TLSAddDsptchFail

AAA.RADIUS.TLSAddDsptchFalil

Description
Could not add the given socket to the dispatcher.

Remedy

Try to replicate this issue and contact technical support with "show tech" output for
further assistance.

Severity

Error

Message Text

Failed to add socket $socket% for RADIUS TLS connection ($dstIP%:%tlsPort%) to
dispatcher.

Message Parameters

Name Type
socket sint
dstIP String
tisPort ulntle

AAA.RADIUS.TLSCnctDrop

Description

SSL connection to the RADIUS server is lost

Remedy

Wait for network connection to resume or fix any problem that has brought down
network connection between switch and RADIUS server.

Severity

Notice
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Message Text AAA.RADIUS Messages

Message Text

Radius TLS connection (3dstIP%:%t1lsPort%) is lost.

Message Parameters

Name Type
dstlIP String
tlsPort ulntle

AAA.RADIUS.TLSCrtfctVrfyFail

Description

SSL certificate verification failed.

Remedy

Resolve the specific cause for the connection failure.

Severity

Error

Message Text

RADIUS TLS certificate verificatation error: $err% ($errString%)
Certificate at depth: $depth$%
Issuer: $issuer%

Subject: $subject%

Message Parameters

Name Type
err sint
errString String
depth sint
issuer String
subject String
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AAA.RADIUS Messages AAA.RADIUS.TLSOCSPStrtFail

AAA.RADIUS.TLSOCSPStrtFail

Description
Unable to start the OCSP check.

Remedy

Resolve the specific cause for the OCSP failure.

Severity

Error

Message Text

Radius TLS connection (¥dstIP%:%tlsPort%) failed: $aaaErrStr% $fncName$% returned
\V'serrstra\.

Message Parameters

Name Type

dstlIP String
tisPort ulnt32
fncName String
aaaErrStr String
errStr String

AAA.RADIUS.TLSCnctFailunk

Description

Failure to establish SSL connection to the RADIUS server with unknown reason. SSL
library did not return a valid error code. One possible scenario is that server closes
socket after receiving hello message from client.

Remedy

In certain rare cases, SSL connect could fail with no error returned. Contact technical
support with "show tech" output for further assistance.

Severity

Error
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Message Text

AAA.RADIUS Messages

Message Text

Radius TLS connection (¥dstIP%:%t1lsPort%) failed: $aaaErrStr% %fncName% returned

\'serrstra\

Message Parameters

Name Type

dstIP String
tisPort ulntle
aaaErrStr String

AAA.RADIUS.TLSCnctFall

Description

Failure to establish SSL connection to the RADIUS server.

Remedy

Resolve the specific cause for the connection failure.

Severity

Error

Message Text

Radius TLS connection (¥dstIP%:%t1lsPort%) failed: YaaaErrStr% %fncName% returned

\'serrstra\.

Message Parameters

Name Type

dstIP String
tisPort ulntle
aaaErrStr String
fncName String
errStr String
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AAA.RADIUS Messages AAA.RADIUS.TLSStrtRecnct

AAA.RADIUS.TLSStrtRecnct

Description

Automatic periodic SSL reconnection to the RADIUS server has started.

Remedy

No action required - Notification message only.

Severity

Notice

Message Text

Starting RADIUS TLS reconnection (3dstIP%:%t1sPort%) timer with an initial period of
$timerPeriod% seconds.

Message Parameters

Name Type
dstlIP String
tisPort ulntle
timerPeriod ulnt

AAA.RADIUSTLSStrtTimerFalil

Description
Failed to start timer for RADIUS TLS connection.

Remedy

Check the memory statistics. Otherwise, reboot the switch.

Severity

Error

Message Text

Failed to start timer for Radius TLS connection ($dstIP%:%t1lsPort%).
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Message Parameters AAA.RADIUS Messages

Message Parameters

Name Type
dstIP String
tIsPort ulnt32

AAA.RADIUSTLSOCSPFalil

Description
OCSP Check failed.

Remedy

Resolve the specific cause for the OCSP failure.

Severity

Error

Message Text

Radius TLS connection (3dstIP%:%t1lsPort%) failed: $aaaErrStr% at depth $depths.
$fncName$ returned \"serrstrs\.

Message Parameters

Name Type

dstIP String
tlsPort ulnt32
depth uint8

fncName String
errStr String
aaaErrStr String

AAA.RADIUS.TLSCnctEstb

Description

TLS connection to the RADIUS server is successfully established.
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AAA.RADIUS Messages Remedy

Remedy

No action required - Notification message only.

Severity

Notice

Message Text

Radius TLS connection (3dstIP%:%5t1lsPort%) established.

Message Parameters

Name Type
dstIP String
tisPort ulnt32

AAA.RADIUS.sendFailure

Description

The RADIUS client has failed to send a request to the RADIUS serverType
("authentication" or "accounting") server with index (configured index, "primary" or
"secondary") on behalf of the user with userName on the indicated port due to a socket

layer error.
Remedy

None.
Severity

Error

Message Text

Unable to transmit request to $serverType% server #%serverId% on behalf of Suser%
(usernameName 'suserName%s') on port $port%
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Message Parameters AAA.RADIUS Messages

Message Parameters

Name Type
serverType String

serverld String

user AccountName
userName AccountName
port SlotPort

AAA.RADIUS.reponselypeErr

Description

A response to a RADIUS request was received containing an unknown or unsupported
response type.

Remedy

No action required - Informational message only.

Severity

Warning

Message Text

Unsupported type in RADIUS response $typeString$%

Message Parameters

Name Type

typeString String

AAA.RADIUS.pktIdAlIConsumd

Description

There are a limited number of request IDs available per RADIUS connection. When
a request is created a request ID is consumed, and cannot be reused until the
corresponding response has been received from the RADIUS server or a response
timeout has occurred. Once the limited number has been reached, authentication
requests will be queued to be serviced later.
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AAA.RADIUS Messages Remedy

Remedy

Verify that the configured RADIUS servers are operational and reachable. Wait for
responses from the RADIUS server, or wait until requests time out.

Severity
Warning

Message Text

All request IDs have been consumed

AAA.RADIUS.BadAuthen

Description

Received Bad Authenticator in a response from a RADIUS server.

Remedy

Verify that the shared secret is configured correctly.

Severity
Warning

Message Text

Bad Authenticator in response fromm RADIUS server $ipAddr$

Message Parameters

Name Type
ipAddr P

AAA.RADIUS.sendSuccess

Description

A RADIUS request has been successfully sent to server. The sent packet was of

request type ("Access Request", "Accounting Start Request", "Accounting Stop Request",
"Accounting Update Request", or "Password Change Request") with the specified
packet length, source port of protocol type ("UDP", "TLS") and RADIUS packet id. The
request was sent to the configured serverld (configured index, "primary" or "secondary)
on behalf of the user with userName authenticated by the agent ("dotlx, "pwa",
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Remedy

"macauthentication", "cep", "radius-snooping", "auto-tracking" or "quarantine") on the

indicated port.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

$requestType%(packet length $pktLength%, source $proto% port srcPort, id $pktId$)
sent to server #%serverId$ for user suser%(userName 'suserName$') for the $agent$%

agent on port $port%

Message Parameters

Name Type
requestType String
pktLength ulnt32

srcPort srcL4port
pktld ulnt8

serverld String

user AccountName
userName AccountName
agent String

port SlotPort

proto String

AAA.RADIUS.vsaAttrMismatch

Description

A length mismatch has been detected for a

Remedy

None.

received VSA.
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AAA.RADIUS Messages Severity

Severity
Warning

Message Text

radDecodeVsa: Length mismatch for encapsulated attr $attr%

Message Parameters

Name Type

attr ulnt

AAA.RADIUS.vsaUnknownVend

Description

A RADIUS response has been received with an unknown vendor's specific VSA.

Remedy
Verify the RADIUS server configuration.

Severity

Notice

Message Text

radDecodeVsa: Unknown vendor $vendor$% specific attribute $attr%

Message Parameters

Name Type
vendor String
attr ulnt

AAA.RADIUS.unknownExtrVsa

Description

A RADIUS response has been received with an unknown Extreme VSA.
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Remedy AAA.RADIUS Messages

Remedy
Verify the RADIUS server configuration.

Severity
Warning

Message Text
radDecodeVsa: Unknown EXTREME VSA %attr$

Message Parameters

attr ulnt

AAA.RADIUS.sendCommand

Description

Sending request to RADIUS server for per-command authorization.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Sending command %$command% for authentication

Message Parameters

command String
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AAA.RADIUS Messages AAA.RADIUS.PktReadWrite

AAA.RADIUS.PktReadWrite

Description

Received request with readWrite value of 1 (admin) O (user).

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

ParsePkt: readWrite value $value$

Message Parameters

Name Type

value ulnt

AAA.RADIUS.PktAuthEN

Description

Response from RADIUS indicates whether per command authentication has been
enabled for the user.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

ParsePkt: CLI Auth for $name% is $enbDis$%
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Message Parameters AAA.RADIUS Messages

Message Parameters

name AccountName

enbDis String

AAA.RADIUS.PktNetLoginVlan

Description
Received VLAN VSA from RADIUS server.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
Received VLAN VSA %value$%

Message Parameters

value String

AAA.RADIUS.PktNetLoginUrl

Description

Received URL VSA from server.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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AAA.RADIUS Messages Message Text

Message Text
ParsePkt: NetloginUrl $value%

Message Parameters

value String

AAA.RADIUS.PktNetLoginUrID

Description

Received URL Descriptions VSA from server.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

ParsePkt: NetloginUrlDesc $value%

Message Parameters

value String

AAA.RADIUS.PktNetLoginOnly

Description

Received Net Login Only VSA from server.

Remedy

No action required - Informational message only.
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Severity

AAA.RADIUS Messages

Severity

Debug-Summary

Message Text
ParsePkt: NetloginOnly $enbDis%

Message Parameters

Name Type

enbDis String

AAA.RADIUS.socketFailure

Description

Could not create socket.

Remedy

None. Internal error.

Severity

Info

Message Text
RADIUS: socket create failed

AAA.RADIUS.bindFailure

Description
Failed to bind.

Remedy

Verify that a valid client IP address was configured.

Severity

Info
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AAA.RADIUS Messages Message Text

Message Text
RADIUS: aaa_radius_bind failed

AAA.RADIUS.PktAttrType

Description

Received request with specified attribute type.

Remedy

No action required - Informational message only.

Severity
Debug-Verbose

Message Text
ParsePkt: attr type $value%

Message Parameters

Name Type

value ulnt

AAA.RADIUS.PktCliCommand

Description

Received Packet with CLI command.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

CLI command %$value%
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Message Parameters

AAA.RADIUS Messages

Message Parameters

Name

Type

value

String

AAA.RADIUS.RadiusEnable

Description

RADIUS has been enabled for the indicated service, which is one of "Switch

Management", "Netlogin", or "VM Tracking".

Remedy

No action required - Informational message only.

Severity

Info

Message Text

$sets RADIUS Server Enabled

Message Parameters

Name

Type

set

String

AAA.RADIUS.RadiusAccEnable

Description

RADIUS accounting has been enabled for the indicated service, which is one of "Switch

Management" or "Netlogin".

Remedy
No action required - Informational message only.
Severity
Info
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AAA.RADIUS Messages

Message Text

Message Text
%$set% RADIUS Accounting Server Enabled

Message Parameters

Name Type

set String

AAA.RADIUS.serverFaillnit

Description

RADIUS client failed to initialize connection to server.

Remedy

Disable, and setup configuration correctly and enable again.

Severity
Warning

Message Text

Server Failed to Initialize

AAA.RADIUS.threadCreError

Description
Unable to create RADIUS thread.

Remedy
Restart AAA process.

Severity
Warning

Message Text

Pthread RadiusAuthThread creation error $value$%
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Message Parameters

Message Parameters

Name

Type

value

ulnt

AAA.RADIUS.noServerResp

Description

The authentication retransmission algorithm has attempted the configured number of
retries to the configured and initialized number of servers without receiving a response
on behalf of the user with username on the indicated port. The RADIUS software will

not retransmit additional requests for this transaction.

Remedy

Verify that all configured RADIUS servers are operational and reachable.

Severity
Warning

Message Text

Attempted the configured number of retries (sretries%) to each of the $numServers%
authentication servers without a server response for $user%(username 'suserName%')

on port $ports.

Message Parameters

Name Type

retries ulnt32
numsServers ulnt32

user AccountName
userName AccountName
port SlotPort

AAA.RADIUS.RadiusDisable

Description

The RADIUS server set has been disabled, either via netlogin or switch management.
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AAA.RADIUS Messages Remedy

Remedy

No action required - Informational message only.

Severity

Info

Message Text
$set$ RADIUS Server Disabled

Message Parameters

set String

AAA.RADIUS.serverNotInit

Description

The RADIUS service has been enabled but the server has not been initialized.

Remedy

Ensure that the RADIUS server configuration is correct.

Severity

Error

Message Text

$service$ server for $set$ is not initialized

Message Parameters

service String

set String

ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 325 63



AAA.RADIUS.resendServAdmin AAA RADIUS Messages

AAA.RADIUS.resendServAdmin

Description

The Merit RADIUS Authentication server requires that the authentication request
service type match the configured (Merit server) service type. When an authentication
request is first sent, the service type to is set to Login User, if this fails then it's possible
that the user is configured as an Adminstrative User on the Merit server, so we resend
the authentication request with the service type set to a Adminstrative User on the
second attempt.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Resend Authen Request with service type set to Admin

AAA.RADIUS.golocal

Description

System error in sending authentication request, will attempt local authentication.

Remedy

Verify that the RADIUS configuration is correct. Verify that all configured RADIUS
servers are operational and reachable.

Severity

Error

Message Text

Failed to send authentication to RADIUS servers, trying local.
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AAA.RADIUS Messages AAA.RADIUS.noServResp

AAA.RADIUS.noServResp

Description

No response from the indicated accounting server index (configured index, primary or
secondary) has been received after the configured number of retries on behalf of user
with username on the indicated port. If additional servers are configured they will be

attempted.

Remedy
Verify that the RADIUS accounting configuration is correct. Ensure that the specified
accounting RADIUS server is operational and reachable.

Severity

Warning

Message Text

Attempted the configured number of retries (3retries%) to accounting server
#%serverId% without a server response for user $user%(username 'Susername%') on
port $ports.

Message Parameters

Name Type

retries ulnt32
serverld String

user AccountName
username AccountName
port SlotPort

AAA.RADIUS.bindFailVr

Description

Switch was unable to send a request to the RADIUS server because the RADIUS server
could not be reached via the specified Virtual Router.

Remedy

Verify that the specified Virtual Router exists on the switch. If it is not present, create
the required Virtual Router or reconfigure to use another.
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Severity AAA.RADIUS Messages

Severity

Error

Message Text

Switch cannot reach RADIUS server via the configured Virtual Router $vr$.

Message Parameters

vr String

AAA.RADIUS.PktNetLoginVlanTag

Description

Received an Extreme Networks VSA containing VLAN tag.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
Received VLAN ID VSA $value$%

Message Parameters

value slnt32

AAA.RADIUS.PktAddAttrType

Description

Add an attribute to accounting request.
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AAA.RADIUS Messages Remedy

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
Add: attr type $value%

Message Parameters

value ulnt

AAA.RADIUS.LocalNLAuth

Description

This user was authenticated using the netlogin local user database.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Authenticated NetlLogin user $user$% locally

Message Parameters

user AccountName
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AAA.RADIUS Trace AAA.RADIUS Messages

AAA.RADIUS. Trace

Description

A condition has been detected that may interest a developer determining the reason
underlying some system behavior. The circumstances may be either very common or
completely unexpected, but the information provided in the associated message is
such that the internal workings of the system are exposed.

Remedy

There is no remedy because there is no problem to be resolved.

Severity

Debug-Summary

Message Text

$format$s

Message Parameters

Name Type

format Printf

AAA RADIUS.SecurityProfile

Description

Received Extreme VSA Security Profile

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Received Security Profile $value%
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AAA.RADIUS Messages Message Parameters

Message Parameters

Name Type

value String

AAA.RADIUS.noRespForDotlxReq

Description

A response was not received from the RADIUS server for an 802.1x request.

Remedy

Verify that all configured RADIUS servers are operational and reachable.

Severity
Warning

Message Text

No response from RADIUS server $host% for 802.1x request sent from switch.

Message Parameters

Name Type
host P

AAA RADIUS.PktNetLoginExtVlan

Description

Received Vlan VSA from server.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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Message Text AAA.RADIUS Messages

Message Text
Received EXT VLAN VSA vlan $value% vlan tagged value $tag%

Message Parameters

Name Type
value String
tag slnt32

AAA.RADIUS.QueueFull

Description

The RADIUS request queue has reached its maximum limit. AAA will not send any more
requests to any RADIUS server until the queue goes below its maximum limit.

Remedy

Check the RADIUS statistics on the switch, verify that the RADIUS configuration is
correct, and ensure that the configured RADIUS servers are operational and reachable.

Severity

Error

Message Text
RADIUS queue is full, check RADIUS configuration and/ or check RADIUS server.

AAA.RADIUS.nlExtVIanVSAlgnhoreVians

Description
Received an Extended VLAN VSA from a RADIUS server containing more than 10
VLANSs.

Remedy
No action required - Informational message only.

Severity

Warning
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AAA.RADIUS Messages

Message Text

Message Text

Ignoring extra VLANs in RADIUS Extended VLAN VSA. A maximum of 10 VLANSs is

supported.

AAA.RADIUS.InvalidTlv

Description

Value in TLV is invalid.

Remedy

No remedy is available.

Severity
Warning

Message Text

Warning: $t1lvName% is invalid : $val$%

Message Parameters

Name Type
tivName String
val ulnt

AAA.RADIUSVMName

Description

Received VSA containing VM name from a RADIUS server.

Remedy

No action required - Information message only.

Severity

Debug-Summary
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Message Text AAA.RADIUS Messages

Message Text

VSA VM name $vmName$ received from RADIUS server.

Message Parameters

vmName String

AAA.RADIUSVMVppName

Description
Received VSA VM Vpp name from RADIUS server.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text
VSA VM Vpp name $vppName% received from RADIUS server.

Message Parameters

vppName String

AAA.RADIUSVMVlanTag

Description
Received VSA VM Vlan Tag from RADIUS server.

Remedy

No action required - Information message only.
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AAA.RADIUS Messages Severity

Severity

Debug-Summary

Message Text
VSA VM Vlan Tag $vlanTag% received from RADIUS server.

Message Parameters

vlanTag ulnt32

AAA.RADIUSVMIpAddr

Description
Received VSA VM [P Address from RADIUS server.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text
VSA VM |IP Address $ipAddr% received fromm RADIUS server.

Message Parameters

ipAddr P

AAA.RADIUSVMVrName

Description
Received VSA VM Vr name from RADIUS server.
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Remedy AAA RADIUS Messages

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

VSA VM Vr name $vrName? received from RADIUS server.

Message Parameters

Name Type

vrName String

AAA.RADIUS.PktLeninv

Description

The packet received by the RADIUS client has an invalid length of O. The packet
indicates that the response sent by the RADIUS server was in response to a request
sent on behalf of user and userName on the indicated port.

Remedy
None. This is an invalid RADIUS frame.

Severity

Error

Message Text

Received O length packet for users(userName SuserName%) on port $ports.

Message Parameters

Name Type

user AccountName
userName AccountName
port SlotPort
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AAA.RADIUS Messages AAA.RADIUS.RecvPktInv

AAA.RADIUS.RecvPktIinv

Description

There is an error in the received RADIUS packet from the serverType ("authentication"
or "accounting") server with index (configured index, "primary" or "secondary). The
error type can be one of "invalid vsa format", "invalid ms key salt", "invalid ms key",
"unknown service type", "invalid login service", "invalid login lat attribute", "multiple
eap attributes", "invalid message authenticator", "unsupported termination action',
"unsupported attribute", "unsupported RADIUS message type", "eap attribute with no
message authenticator", "invalid packet length", "invalid authenticator" or "unknown
response type".

Remedy

If the error is related to attribute support confirm that the indicated RADIUS server
needs to be sending the indicated attribute value.

Severity

Error

Message Text

Error in received protocol packet from $serverType% server #%serverId%:

serrorTypes.

Message Parameters

Name Type

serverType String
serverld String
errortype String

AAA.RADIUS.ApiReq

Description

A request("PAP request", "CHAP request", "EAP request", "Challenge Response",
"Password Change request", "Accounting Start", "Accounting stop" or "Accounting
update" has been received by the RADIUS software on behalf of user with username
on the indicated port.
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Remedy

AAA.RADIUS Messages

Remedy

No action required - Informational message only.

Severity

Info

Message Text

$reqType% for Suser%(username 'suserName%') on port $ports.

Message Parameters

Name Type

reqType String

user AccountName
userName AccountName
port SlotPort

AAA.RADIUS.RecvRspns

Description

The RADIUS software received a response ("access accept", "Accounting

Start Response', "Accounting Stop Response', "Accounting Update Response',
"Authentication Challenge Response" or "Authentication Access Reject") with the
specified packet length, destination port of protocol type ("UDP", "TLS") and RADIUS
packet id. This response was sent by the ("authentication", "accounting) server
#(configured index, "primary or "secondary"). This response was matched to a request
sent on behalf of user with userName on the indicated port.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

$requestType%(packet length $pktLength%, source $proto% port srcPort, id $pktId%)
sent to server #%serverId$ for user suser%(userName 'suserName$') for the $agent%

agent on port $port$
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AAA.RADIUS Messages

Message Parameters

Message Parameters

Name Type

rsplype String
pktLength ulnt32
dstPort dstlL4port
pktld ulnt8
serverType String

serverld String

user AccountName
userName AccountName
port SlotPort

proto String

AAA.RADIUS.SrvrRegTmout

Description

Remedy

Severity

The RADIUS software is no longer waiting for the most recent request sent to the
("authentication" or "acounting") server #(configured index, "primary" or secondary")
on behalf of the user with userName on the indicated port. The timeout for RADIUS
requests can be configured on either a per realm or per server basis (configure [radius
| radius-accounting] {mgmt-access | netlogin | primary | secondary | &lt;index&gt;}
timeout &lt;secs&gt;).

No action required - Informational message only.

Info

Message Text

Timeout for $serverType$% server #%serverIds for suser%(userName 'suserName%') on

port $port%.
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Message Parameters

AAA.RADIUS Messages

Message Parameters

Name Type
serverType String

serverld String

user AccountName
userName AccountName
port SlotPort

AAA.RADIUS.NamelLenlnv

Description

A username with no length was received by the RADIUS software on behalf of the

indicated port.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

0 length username on port $port%.

Message Parameters

Name

Type

port

SlotPort

AAA.RADIUS.SrvrRtrnAccessVal

Description

The RADIUS server returned these authorization values for the user with userName

on the indicated port: Access Level ("Read-Write", "Read-only", "Framed" or "unknown"),
Tunnel Type ("none", "vlan" or "unknown"), Tunnel Medium ("none", "802" or "unknown"),
Tunnel Group Id (vlan identifier), Session Timeout (session timeout value in seconds)
Idle Timeout (idle timeout value in seconds), Filterld (Policy Filterld), VrName (VR to

use for dynamically created vlans), and NSI Type/ID (used for Dynamic VxLan). This
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AAA.RADIUS Messages

Remedy

Remedy

Severity

message indicates that these attributes and their respective values were returned from
the RADIUS server but does not guarantee that the authenticating agent will use them.

No action required - Informational message only.

Debug-Summary

Message Text

Authorization values for $user%(userName 'suserName%') on port $port%: Access level

- YaccessLevel%, Tunnel Type - $tunnelType%, Tunnel Medium - $tunnelMedium?,
Tunnel Group Id - $tunnelGroupld$, Session Timeout - $sessionTimeout?, Idle
Timeout - $idleTimeout$, Filterld: $filterId%. VrName: $vrName% NsiType: $nsiType%

Nsild: $nsiId%

Message Parameters

AAA.RADIUS.SetFIPSModeFall

Name Type

user AccountName
userName AccountName
port SlotPort
accesslLevel String
tunnelType String
tunnelMedium String
tunnelGroupld ulnt32
sessionTimeout ulnt32
idleTimeout ulnt32

filterld String
vrName String

nsiType ulnt32

nsild uint32

Description

Unable to properly configure crypto lib when FIPS mode enabled.
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Remedy AAA RADIUS Messages

Remedy
Not Expected, Verify image has not been tampered with, Reboot the device, re-install
or update the EXOS image. Did this happen on First or Subsequent reboot after FIPS
mode was enabled? Did this happen on a Stacked system? Was any additional config
added prior to the last reboot?

Severity

Error

Message Text

Internal Error while attempting to enable FIPS mode in AAA process. Non-compliant
Algorithms may be active.

AAA.RADIUS.NLVrName

Description
Received VSA NL Vr name from RADIUS server.

Remedy

No action required - Information message only.

Severity
Debug-Data

Message Text

VSA NL Vr name $vrName$ received from RADIUS server.

Message Parameters

Name Type

vrName String
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AAA.TACACS Messages

AAATACACS.socketFailure on page 81
AAATACACS.bindFailure on page 82
AAATACACS.sockwriteError on page 82
AAATACACS.readPktNull on page 83
AAATACACS.authReqg on page 83
AAATACACS.connectErr on page 84
AAATACACS.sendPassword on page 84
AAATACACS.tacpContinue on page 85
AAATACACS.tacpContinueRep on page 85
AAATACACS.authorlnit on page 86
AAATACACS.authorlnitFail on page 86
AAATACACS.authorCommand on page 87
AAATACACS.authorResponse on page 87
AAATACACS.authorFailed on page 88
AAATACACS.authorRespStat on page 88
AAATACACS.getprivResponse on page 89
AAATACACS.getprivRespStat on page 89
AAATACACS.authenRequest on page 90
AAATACACS.swapHost on page 90
AAATACACS.initAcc on page 91
AAATACACS.acctResponse on page 91
AAATACACS.acctRespStat on page 92
AAATACACS.logCommand on page 92
AAATACACS.tacpContFail on page 93
AAATACACS.golocal on page 93
AAATACACS. Trace on page 94
AAATACACS.authRegSent on page 94
AAATACACS.authRegResponse on page 95

AAATACACS.socketFailure

Description

Failed to create a socket for TACACS+.
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Remedy AAATACACS Messages

Remedy

None. Internal system failure.

Severity
Warning

Message Text
TACACS: socket create failed

AAATACACS.bindFailure

Description
The TACACS+ client is unable to bind to the configured IP address.

Remedy

Ensure that a valid client |IP address was configured.

Severity

Error

Message Text
TACACS: aaa_radius_bind failed

AAATACACS.sockwriteError

Description

The TACACS+ client has encountered an error when attempting to send a request to
TACACS+ server.

Remedy

None. System Failure.

Severity

Error
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AAATACACS Messages Message Text

Message Text

Error writing to remote host $host% error=%error$%

Message Parameters

Name Type
host P
error sint

AAATACACS.readPktNull

Description

Error when attempting to read a response from a TACACS+ server.

Remedy

None.System Error.

Severity

Error

Message Text
read_packet: return NULL

AAATACACS.authReq

Description

Send authentication request for EXOS authentication peer.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

TACACS+ send authentication request for peer $peers
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Message Parameters AAA.TACACS Messages

Message Parameters

peer ulnt

AAATACACS.connectErr

Description

Unable to connect to configured TACACS+ server.

Remedy
Check TACACS+ configuration.

Severity

Debug-Summary

Message Text

tacp_send_authen_req: Unable to connect to host $host%

Message Parameters

host 1P

AAA.TACACS.sendPassword

Description
Sending request with password to the TACACS+ server.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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AAATACACS Messages Message Text

Message Text

Send password for peer $peer$%

Message Parameters

peer ulnt

AAATACACS.tacpContinue

Description

Send continue packet to the TACACS+ server, this is sent after receiving an initial
response from the server.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

tacp_authen_continue for peer=%peer%

Message Parameters

peer ulnt

AAATACACS.tacpContinueRep

Description
Reply status returned from the TACACS+ server.

Remedy

No action required - Informational message only.
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Severity

AAA.TACACS Messages

Severity

Debug-Summary

Message Text

tacp_authen_continue: reply_status $reply status$

Message Parameters

Name Type

reply_status ulnt

AAATACACS.authorlnit

Description

Initialize authentication request for TACACS+ server.

Remedy
None. Used for debugging.

Severity

Debug-Summary

Message Text

Initialize authorization

AAATACACS.authorlnitFail

Description

Unable to connect to configured TACACS+ server.

Remedy

Check configuration. Ensure that the TACACS+ server is operational and reachable.

Severity

Error
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AAATACACS Messages Message Text

Message Text

Authorization Init failure for host $host%

Message Parameters

Name Type

host sint

AAATACACS.authorCommand

Description

Send Command authorization request for an EXOS peer.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Authorize command :%command%: for peer $peer%

Message Parameters

Name Type
command String
peer ulnt

AAATACACS.authorResponse

Description

Received Authorization response for user.

Remedy

No action required - Informational message only.
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Severity AAATACACS Messages

Severity

Debug-Summary

Message Text

Authorization Response for user $user% for command %$command%

Message Parameters

Name Type
user AccountName
command String

AAATACACS.authorFailed

Description

Failed to authorize a command for a user. The status is returned.

Remedy

If status is Ox11, there is a sytem failure. All other status values are informational.

Severity

Info

Message Text

Command Authorization Failed

AAA TACACS.authorRespStat

Description

Received Authorization response for user.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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AAATACACS Messages Message Text

Message Text

Authentication Response status $status%

Message Parameters

Name Type

status ulnt

AAATACACS.getprivResponse

Description

Received user privilege level , admin (&gt;=15) or user (any other value).

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Get user privilege level

AAATACACS.getprivRespStat

Description

Privilege response packet status.

Remedy

If status is Ox11, there is a sytem failure. All other status values are informational.

Severity

Debug-Summary

Message Text

Privilege Status $status%
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Message Parameters AAA.TACACS Messages

Message Parameters

Name Type

status ulnt

AAATACACS.authenRequest

Description

Sending an Authentication Request.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Authenticate Request.

AAATACACS.swapHost

Description

The TACACS+ client is switching to an alternate TACACS+ server. When the client
cannot connect to a server, it then attempts to use an alternate server if one is
configured.

Remedy

Check TACACS+ configuration and verify that the configured servers are operational
and reachable.

Severity
Warning

Message Text

Swap host to $host%
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AAATACACS Messages Message Parameters

Message Parameters

Name Type
host P

AAA.TACACS.initAcc

Description

Initialize TACACS+ accounting request.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Intialize Accounting server.

AAATACACS.acctResponse

Description

Received a response from an accounting server.

Remedy
None. Used for debugging.

Severity

Debug-Summary

Message Text

Accouting Response
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AAATACACS.acctRespStat

AAA.TACACS Messages

AAA.TACACS.acctRespStat

Description

Received Accountin response for user.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Accounting response for user :3user%: status is :¥status%:

Message Parameters

Name Type
user AccountName
status sint

AAATACACS.logCommand

Description

Sending log of command to TACAS server.

Remedy
None. Used for debugging.

Severity

Debug-Summary

Message Text

Log Command

92 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



AAATACACS Messages AAATACACS.tacpContFail

AAATACACS.tacpContFail

Description

Received error response for authentication continue request.

Remedy

If error is Ox21 this is a compatiblity error (the client may not be compatible with the
server). All other values are informational. .

Severity

Info

Message Text

tacp_authen_continue failure: reply_status $reply status$

Message Parameters

Name Type
reply_status ulnt
AAATACACS.golocal
Description

A system error was encountered when attempting to send an authentication request,
using local authentication.

Remedy

Check configuration and that servers are reachable.

Severity

Error

Message Text

Failed to send authentication to $host$% trying local.
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Message Parameters AAA.TACACS Messages

Message Parameters

Name Type
host P
AAATACACS.Trace
Description

A condition has been detected that may interest a developer determining the reason
underlying some system behavior. The circumstances may be either very common or
completely unexpected, but the information provided in the associated message is
such that the internal workings of the system are exposed.

Remedy

There is no remedy because there is no problem to be resolved.

Severity

Debug-Summary

Message Text

$format%

Message Parameters

Name Type
format Printf
AAATACACS.authRegSent
Description

An authentication request for a user was sent to a TACACS+ server.

Remedy

No action required - Informational message only.

Severity

Info
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AAATACACS Messages Message Text

Message Text

Sent authentication request for $user% connecting from $from station% to TACACS+
server sto_servers.

Message Parameters

Name Type

user AccountName
from_station String
to_server P

AAATACACS.authRegResponse

Description

Received an authorization response from a TACACS+ server for a user.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Received response for $user% from TACACS+ server $from_server% : Authorization for

Fuser% Sresults.

Message Parameters

Name Type

user AccountName
from_server P

result String
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ACL Messages

ACL.DebugSummary on page 96
ACL.BndNetZonePlcy on page 97
ACL.AddNetZoneAttr on page 97
ACL.DelNetZoneAttr on page 98
ACL.AddNetZonePlcyAttr on page 99
ACL.DelNetZonePlcyAttr on page 99
ACL.UnbndNetZonePlcy on page 100
ACL.ChkPlcyForAppFail on page 101
ACL.CfgDynACL on page 101
ACL.UncfgDynACL on page 102
ACL.RecvCfgReq on page 103
ACL.RecvUncfgReq on page 104
ACL.RecvRspns on page 104
ACL.AddRegToPendQue on page 105
ACL.RemRegFmPendQue on page 106
ACL.SendCIntRspns on page 107
ACL.IngrMeterOutActLogEvent on page 108
ACL.IngrMeterOutActDsblPort on page 108
ACL.EgrMeterOutActLogEvent on page 109
ACL.EgrMeterOutActDsblPort on page 110

ACL.DebugSummary

Description

Remedy

A condition has been detected that may interest a developer determining the reason
underlying some system behavior. The circumstances may be either very commmon or
completely unexpected, but the information provided in the associated message is
such that the internal workings of the system are exposed.

There is no remedy because there is no problem to be resolved.
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ACL Messages Severity

Severity

Debug-Summary

Message Text

$format%

Message Parameters

Name Type

format Printf

ACL.BndNetZonePlcy

Description

The network zone identified by the zoneName parameter is being bound to the policy
identified by the policyName parameter.

Remedy

No action required - Notification message only.

Severity

Notice

Message Text

Network zone %zoneName% got bound to policy $policyName$%

Message Parameters

Name Type

zoneName String

policyName String
ACL.AddNetZoneAttr

Description

The specified attribute is added to the network zone identified by zoneName.
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Remedy ACL Messages

Remedy

No action required - Informational message only.

Severity
Debug-Data

Message Text

Network zone $zoneName$% - Added $attribute% mask $mask$

Message Parameters

Name Type

zoneName String
attribute String
mask String

ACL.DelNetZoneAttr

Description

The specified attribute is removed from the network zone identified by zoneName.

Remedy

No action required - Informational message only.

Severity
Debug-Data

Message Text

Network zone $zoneName$% - Removed $attribute% mask $mask$

Message Parameters

Name Type

zoneName String
attribute String
mask String
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ACL Messages ACL.AddNetZonePlIcyAttr

ACL.AddNetZonePlcyAttr

Description

The specified attribute is added to the policy, where the entry is derived from the
network zone configuration, and the network zone is part of the policy.

Remedy

No action required - Informational message only.

Severity
Debug-Data

Message Text

Entry $entryName% with $attribute% %attrval% mask $mask% is added to policy
$policyName%. Original entry: $origEntryName% Network zone : $zoneName$%

Message Parameters

Name Type

entryName String
attribute String
attrval String
mask String
policyName String
origEntryName String
zoneName String

ACL.DelNetZonePIcyAttr

Description

The specified attribute removed from the policy, where the entry is derived from the
network zone configuration, and the network zone is part of the policy.

Remedy

No action required - Informational message only.
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Severity

ACL Messages

Severity
Debug-Data

Message Text

Entry $entryName% with $attribute% %attrval% mask $mask% is removed from policy
$policyName%. Original entry : $origEntryName% Network zone : $zoneName$%

Message Parameters

Name Type

entryName String
attribute String
attrVval String
mask String
policyName String
origEntryName String
zoneName String

ACL.UnbndNetZonePlcy

Description

The specified policy's last instance has got removed from acl, and hence the policy's

link with the network zone is removed.

Remedy

No action required - Notification message only.

Severity

Notice

Message Text

Network zone $zoneName$% got unbound from policy $policyName$%
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ACL Messages Message Parameters

Message Parameters

Name Type
zoneName String
policyName String

ACL.ChkPlcyForAppFail

Description

The policy has the match condition specified in the message, which is not supposed
to be present. For example, policies applied in egress cannot have "redirect", policies
applied from Identity Manager cannot have "source-address', etc... Or, the policy's entry
may have both "source-address" and a source-zone which in turn has "source-address".

Remedy

Remove the match condition specified, from the policy, and try again.

Severity

Error

Message Text

Check policy $policyName% for application $applName% failed. Policy has $attrName%.

Message Parameters

Name Type

policyName String

applName String

attrName String
ACL.CfgDynACL

Description

The specified dynamic rule from CLI or from a client (like fdb, identity manager, xnv,
dotlag, etc...) is configured on the particular port in the given direction. Direction values
would be O - Ingress, 1 - Egress.

ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 325 101



Remedy

ACL Messages

Remedy

No action required - Informational message only.

Severity
Debug-Verbose

Message Text

Configure $ruleName% in port $portString% VLAN %vlanInst$% direction $direction%

Message Parameters

Name Type
ruleName String
portString SlotPort
vlanlnst ulnt32
direction ulnt32
ACL.UncfgDynACL
Description

The specified rule from CLI or from a client (like fdb, identity manager, xnv, dotlag, etc...)
has been unconfigured from the particular port in the given direction. Direction value

would be O - Ingress, 1 - Egress.

Remedy

No action required - Informational message only.

Severity
Debug-Verbose

Message Text

Unconfigure rule $ruleName% from port $portString% VLAN $vlanInst% in direction

$direction$%
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ACL Messages Message Parameters

Message Parameters

Name Type
ruleName String
portString SlotPort
vlaninst ulnt32
direction ulnt32

ACL.RecvCfgReq

Description

Received config request from the client (like fdb, identity manager, xnv, dotlag, etc...) for
the specified rule, of the given type (policy file or a dynamic rule), to get configured in
the specified port and VLAN, relative to reIName. This specified rule will be prepended
or appended to the relative rule, as dictated by ruleAction. If the relative rule is not
specified, the current rule will be prepended to the first or appended to the last
configured rule on that port and or VLAN, depending upon the value of ruleAction.

The ruleAction may have the action as prepend or append. If both the port and VLAN
are not specified, then this rule will be applied as wildcard.

Remedy

No action required - Informational message only.

Severity
Debug-Data

Message Text

Receive request from client $appl% for configuring $ruleType% $ruleName%

$ruleAction% $relName% in port $portNum% VLAN $vlanIfInst$% direction
$direction%

Message Parameters

Name Type

appl String
ruleType String
ruleName String
ruleAction String
reIName String
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ACL.RecvUncfgReq

ACL Messages

Name Type
portNum SlotPort
vlanliflnst uint32
direction ulnt32

ACL.RecvUncfgReq

Description

Received an unconfig request from the client (which could be fdb, identity manager,
xnv, dotlag, etc...) for the specified rule, of the given type (policy file or dynamic rule), to
remove from the specified port and/or VLAN.

Remedy

No action required - Informational message only.

Severity
Debug-Data

Message Text

Received unconfig request from application %$appl% for $ruleType% $ruleName% in port

$portNumString% VLAN %vlanIfInst% direction $direction%

Message Parameters

Name Type
appl String
ruleType String
ruleName String
portNumString SlotPort
vianliflnst ulnt32
direction ulnt32

ACL.RecvRspns

Description

Received a response from HAL for configuring/unconfiguring the specified rule, of the
given type (policy file or dynamic rule), in the specified port and/or VLAN. The response
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ACL Messages

Remedy

status could be a success or a failure. If it is a failure, the variable status will hold the
error message, that was sent by HAL.

Remedy

If the response is for a configuration and the status is a failure, then it could be due
to incompatible match conditions in the rule, or the hardware slice would have got
exhausted. Verify them and correct the rule or the rule priority and try configuring

again.

Severity
Debug-Verbose

Message Text

Receive a response from HAL for $configType% of $ruleType% $ruleName% in port

$portNumString% VLAN $vlanIfInst%. Status- $status%

Message Parameters

Name Type
configType String
ruleType String
ruleName String
portNumString SlotPort
vlanlfinst ulnt32
status String

ACL.AddReqToPendQue

Description

Added the specified request of the given rule in the pending queue, which will be later
passed to HAL for processing. The rules will be added to the pending queue, if there are

any outstanding requests, for which ACL is waiting for a response from HAL.

Remedy

No action required - Informational message only.

Severity
Debug-Data

ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5

105




Message Text

ACL Messages

Message Text

Added %configType% request for rule $ruleName% for port $portString% VLAN

$vlanInst$ direction%directions.

Message Parameters

Name Type
configType String
ruleName String
portString SlotPort
vlaninst ulnt32
direction ulnt32

ACL.RemRegFmPendQue

Description

Removed the specified request for the given rule from the pending queue. The rules
may be either sent to HAL for processing, or removed when an unconfig of the same
rule received before the current config message is actually processed. For the second
case, the two requests (config and unconfig) will be cancelled out at the software itself,

without being informed to HAL.

Remedy

No action required - Informational message only.

Severity
Debug-Data

Message Text

Removed %configType% request for rule $ruleName% for port $portString% VLAN

%vlanIfInst% direction $direction$%.

Message Parameters

Name Type
configType String
ruleName String
portString SlotPort
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ACL Messages

ACL.SendCIntRspns

Name Type
vlanlfinst ulnt32
direction ulnt8

ACL.SendCIntRspns

Description

Remedy

Severity

Send a response back to the client for the specified request. If the status is success, the
response will be sent only if the client has explicitly requested a response. For failure
case, the response will be sent by default. Some of the parameter values are listed
below. msgType - ADD, DEL, CONFIG, UNCONFIG, etc... appl - fdb, identity manager,
xnv, dotlag, etc... ruleType - policy file or dynamic rule. direction - O or 1, where O -
Ingress and 1- Egress. status - SUCCESS or FAILURE. Failure could be due to hardware
slice full or match criteria incompatibility.

If the status shows a failure, the slice usage should be verified, and rules can be given
priority in such a way that those with compatible match conditions get placed in the
same slice. If failure is due to incompatible rules, check the platform support and
correct the match conditions accordingly.

Debug-Data

Message Text

Send reply for $msgType% to client $appl% for $ruleType% $ruleName% port $portNum%
VLAN %$vlanIfInst% direction $direction%. Status - $status$

Message Parameters

Name Type
msgType String
appl String
ruleType String
ruleName String
portNum SlotPort
vlanlfinst String
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ACL.IngrMeterOutActLogEvent

ACL Messages

Name Type
direction uint8
status String

ACL.IngrMeterOutActLogEvent

Description

This event occurs because the log action is configured for a meter and the ingress
traffic rate has exceeded the rate limit of the meter. The log action is one of the
configurable out actions to be taken when the rate limit of the meter is exceeded with
the "configure meter &lt;meter-name&gt; committed-rate ... out-actions" command

Remedy

The out-of-profile status may be cleared using the "clear access-list meter &lt;meter-
name&gt; out-of-profile" command. A review of the Meter configuration may be

warranted.

Severity

Notice

Message Text

Ingress Traffic on port $portString% exceeded the configured rate of meter
$MeterName$% resulting in change of out-of-profile status to true.

Message Parameters

Name Type
MeterName String
portString SlotPort

ACL.IngrMeterOutActDsblPort

Description

This event occurs because the disable-port action is configured for a meter and the
ingress traffic rate has exceeded the rate limit of the meter. The disable-port is one

of the configurable out actions to be taken when the rate limit of the meter is
exceeded with the "configure meter &lt;meter-name&gt; committed-rate ... out-actions"

command
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ACL Messages Remedy

Remedy
The out-of-profile status may be cleared using the "clear access-list meter &lt;meter-
name&gt; out-of-profile" command. A review of the Meter configuration may be
warranted.

Severity
Notice

Message Text

Port $portString% disabled by Ingress meter $MeterName$% because the traffic
exceeded the configured rate.

Message Parameters

Name Type
MeterName String
portString SlotPort

ACL.EgrMeterOutActLogEvent

Description

This event occurs because the log action is configured for a meter and the egress traffic
rate has exceeded the rate limit of the meter. The log action is one of the configurable
out actions to be taken when the rate limit of the meter is exceeded with the "configure
meter &lt;meter-name&gt; committed-rate ... out-actions" command

Remedy
The out-of-profile status may be cleared using the "clear access-list meter &lt;meter-
name&gt; out-of-profile" command. A review of the Meter configuration may be
warranted.

Severity
Notice

Message Text

Egress Traffic on port $portString% exceeded the configured rate of meter
$MeterName% resulting in change of out-of-profile status to true.
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Message Parameters ACL Messages

Message Parameters

Name Type
MeterName String
portString SlotPort

ACL.EgrMeterOutActDsblPort

Description

This event occurs because the disable-port action is configured for a meter and the
egress traffic rate has exceeded the rate limit of the meter. The disable-port is one

of the configurable out actions to be taken when the rate limit of the meter is
exceeded with the "configure meter &lt;meter-name&gt; committed-rate ... out-actions"
command

Remedy
The out-of-profile status may be cleared using the "clear access-list meter &lt;meter-
name&gt; out-of-profile" command. A review of the Meter configuration may be
warranted.

Severity
Notice

Message Text

Port $portString% disabled by Egress meter $MeterName% because the traffic
exceeded the configured rate.

Message Parameters

Name Type
MeterName String
portString SlotPort
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ACL.CLEARFlow Messages

ACL.CLEARFlow.Critical on page 111
ACL.CLEARFlow.Error on page 112
ACL.CLEARFlow.Warning on page 112
ACL.CLEARFlow.Notice on page 113
ACL.CLEARFlow.Info on page 113
ACL.CLEARFlow.DebugSummary on page 114

ACL.CLEARFlow.Critical

Description

Remedy

Severity

A serious problem has been detected which is compromising the operation of the
system. The system can not function as expected unless it is remedied. The problem
may be related to hardware failure or software data corruption.

The exact remedy is dependant on the particular situation; but the problem may not be
resolved without intervention of some sort.

Critical

Message Text

$format$

Message Parameters

Name Type

format Printf
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ACL.CLEARFlow.Error ACL.CLEARFlow Messages

ACL.CLEARFlow.Error

Description

A problem has been detected which is interfering with the normal operation of the
system. The system is not functioning as expected. The problem may be related to the
failure to allocate an internal system resource.

Remedy

The exact remedy is dependant on the particular situation; but the problem may be
resolved by retrying the operation when the resource becomes available.

Severity

Error

Message Text

$format$s

Message Parameters

Name Type

format Printf

ACL.CLEARFlow.Warning

Description

An abnormal condition has been detected which, although it is not interfering with
the normal operation of the system, may signal that the system or the network in
general may not be functioning as expected. The condition may have been caused by
an unusual or unexpect circumstance related to some external stimulus.

Remedy

The exact remedy is dependant on the particular situation; but the problem may have
been resolved by by rejecting the request or performing some default action.

Severity
Warning
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ACL.CLEARFlow Messages Message Text

Message Text

$format$%

Message Parameters

Name Type
format Printf

ACL.CLEARFlow.Notice

Description

A normal but significant condition has been detected, which signals that the system
is functioning as expected. The condition is somewhat uncommon, but it is not
necessarily unusual or unexpected.

Remedy

There is no remedy because there is no problem to be resolved.

Severity

Notice

Message Text

$format%

Message Parameters

Name Type

format Printf

ACL.CLEARFlow.Info

Description

A normal but potentially interesting condition has been detected, which signals
that the system is functioning as expected and simply provides potentially detailed
information or confirmation in that regard. The circumstance is common and not
unusual or unexpected in any way.
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Remedy ACL.CLEARFlow Messages

Remedy

There is no remedy because there is no problem to be resolved.

Severity

Info

Message Text

Sformat%

Message Parameters

Name Type

format Printf

ACL.CLEARFlow.DebugSummary

Description

A condition has been detected that may interest a developer determining the reason
underlying some system behavior. The circumstances may be either very common or
completely unexpected, but the information provided in the associated message is
such that the internal workings of the system are exposed.

Remedy

There is no remedy because there is no problem to be resolved.

Severity

Debug-Summary

Message Text

$formats

Message Parameters

Name Type

format Printf
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ACL.Policy Messages

ACL.Policy.bind on page 115
ACL.Policy.unBind on page 116
ACL.Policy.refresh on page 116
ACL.Policy.Change on page 117
ACL.Policy.smartRef on page 118
ACL.Policy.hardRefresh on page 118
ACL.Policy.TotChanges on page 119
ACL.Policy.refClearFlowOnly on page 119
ACL.Policy.testDiff on page 120
ACL.Policy.AddDynAcl on page 120
ACL.Policy.IntAppConfFail on page 121
ACL.Policy.ChangePrtyFail on page 122
ACL.Policy.XmlConfFail on page 122
ACL.Policy.InvalidDomain on page 123
ACL.Policy.UnCondPmtCanCauselLoop on page 124
ACL.Policy.RfrshFail on page 124
ACL.Policy.SendCfgReqg on page 125
ACL.Policy.RecvRfrshRspns on page 126

ACL.Policy.bind

Description

Policy policy_name has been bound to interface vlan or port. vlan = * and port = *
indicate wild card

Remedy

Informational message. No action required.

Severity

Notice
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Message Text

Message Text

Policy:bind:%policy name%:vlan:%vlan%:port:$ports%:

Message Parameters

Name Type

policy_name String
vlan String
port String

ACL.Policy.unBind

Description

Policy policy_name has been unbound to interface vlan or port. vlan = *and port = *

indicate wild card

Remedy

Informational Message. No action required.

Severity

Notice

Message Text

Policy:unBind:$policy name%:vlan:$vlan$:port:3ports:

Message Parameters

Name Type

policy_name String
vilan String
port String

ACL.Policy.refresh

Description

Policy policy_name has been refreshed successfully.
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ACL.Policy Messages Remedy

Remedy

Informational message. No action required.

Severity

Notice

Message Text

Policy $policy name% has been refreshed.

Message Parameters

Name Type

policy_name String

ACL.Policy.Change

Description

Description of rule that is to change as a result of a refresh. Changes include a new rule,
modified rule, moved rule, moved and modified rule, also deleted rule.

Remedy

Informational message. No action required.

Severity

Notice

Message Text

Policy:refresh:¢policy name%: %$rule action% rule $rule name%.

Message Parameters

Name Type

policy_name String
rule_action String
rule_name String

ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 325 17



ACL.Policy.smartRef ACL.Policy Messages

ACL.Policy.smartRef

Description

Policy is to be incrementally refreshed. A list of changes are sent to the hardware,where
the changes are made incrementally implemented. Acl's that are not changed stay in
place and are not affected.

Remedy

Informational message. No action required.

Severity

Notice

Message Text

Policy:smart refresh:¥policy name%.

Message Parameters

Name Type

policy_name String

ACL.Policy.hardRefresh

Description

Policy is NOT going to be incrementally refreshed using smart refresh. All acls
previously defined in the policy are to be removed in the hard ware, and the new
refreshed acl entries are to be installed. This could be as a result of the following: 1. Acl
manager cannot determine the incremental changes. 2. A hard refresh has been forced
via the cli.

Remedy

Informational message. No action required.

Severity

Notice
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ACL.Policy Messages Message Text

Message Text

Policy:hard refresh:%policy name$%.

Message Parameters

policy_name String

ACL.Policy.TotChanges

Description

Total number of incremental changes.

Remedy

Informational message. No action required.

Severity

Notice

Message Text

Policy:smart refresh:¥policy name$%. Total number of changes $count%.

Message Parameters

policy_name String

count ulnt

ACL.Policy.refClearFlowOnly

Description

Policy has only clear flow changes.Only clear flow is refreshed.

Remedy

Informational message. No action required.
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Severity ACL.Policy Messages

Severity

Notice

Message Text

Refresh clear flow only, found only chages to clearFlow rules for policy $policy name$%

Message Parameters

policy_name String

ACL.Policy.testDiff

Description

Simulate failure to create change list so that QA can test list failure.

Remedy

Informational message. No action required.

Severity

Notice

Message Text

Policy:refresh clear flow only:%policy name%.

Message Parameters

policy_name String

ACL.Policy. AddDynAc|

Description

No description is available.
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ACL.Policy Messages Remedy

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Configure dynamic Acl $name$ rule index $index% above rule index $relIndex% for
applicaition $applname%.

Message Parameters

Name Type
name String
index ulnt
relindex ulnt
applname String

ACL.Policy.IntAppConfFail

Description

No description is available.

Remedy

No remedy is available.

Severity
Warning

Message Text

Failed to install dynamic acl $rule% for internal applicaton $appl% on vlan $vlan% port
$port% .Error: $errs.
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Message Parameters

ACL.Policy Messages

Message Parameters

Name Type

rule String
appl String
vlan String
port String
err String

ACL.Policy.ChangePrtyFail

Description

No description is available.

Remedy

No remedy is available.

Severity
Warning

Message Text

Failed to re-install dynamic acl $rule% due to change in zone priiority. Rule belonged to

applicaton %$appl% onvlan %$vlan% port $port% .Error: $errors.

Message Parameters

Name Type

rule String
appl String
vlan String
port String
error String

ACL.Policy.XmIConfFail

Description

No description is available.
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ACL.Policy Messages Remedy

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Failed to install dynamic acl $rule% for applicaton $appl% on vlan $vlan% port
$port% .Error: $err%.

Message Parameters

Name Type

rule String
appl String
vlan String
port String
err String

ACL.Policy.InvalidDomain

Description

The domain (vlan) does not exist on the switch.

Remedy

No remedy is available.

Severity
Warning

Message Text

Acl policy $policy% has an invalid domain name $domain% (vlan does not exist) in rule

grules.
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Message Parameters

ACL.Policy Messages

Message Parameters

Name Type

policy String
domain String
rule String

ACL.Policy.UnCondPmtCanCauseloop

Description

A warning message to alert the user about a possible control packet loop condition
when applying an ACL with unconditional PERMIT action on EAPS or STP blocked port.

This warning is applicable only to Summit and BD8K platforms.

Remedy

Add an explicit match criteria such as 'ethernet-type' to avoid these rules matching

EAPS and STP PDUs.

Severity

Notice

Message Text

ACL policy $policy%: An unconditional PERMIT action on an EAPS or STP blocked port

can cause a loop.

Message Parameters

Name

Type

policy

String

ACL.Policy.RfrshFail

Description

Refresh of the specified policy in the given port failed, with the reason mentioned. The
possible reasons could be 1. Hardware slice getting exhausted. 2. Incompatible match

conditions in the specified rule.
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ACL.Policy Messages Remedy

Remedy

1. If the hardware is full, check if the total number of rules installed are within the
supported limits. If not, reduce the number of rules. If they are already within the

limit, try to rearrange the rules, so that rules with like match conditions are grouped
together. Then try refreshing again. 2. Check the rule that has been mentioned in the
error message and see if the conditions in that rule are compatible. Verify the concepts
guide for the possible supported combinations and correct the rule accordingly. Then
refresh the policy again.

Severity
Warning

Message Text

Refresh failed for policy $policyName% - $reason$%

Message Parameters

Name Type
policyName String
reason String

ACL.Policy.SendCfgReq

Description

Send a message to HAL to configure the given policy.

Remedy

No action required - Informational message only.

Severity
Debug-Verbose

Message Text

Send configuration request to HAL for policy $polName%
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Message Parameters

ACL.Policy Messages

Message Parameters

Name

Type

polName

String

ACL.Policy.RecvRfrshRspns

Description

Received a response from HAL for refreshing the policy. The status could be a success
or a failure. If failure, it could be due to incompatible match conditions in the rule, or
the hardware slice got exhausted. The failure would be notified as an error message,

through status.

Remedy

If the status is failure, check the reason, and rectify the match conditions, or rearrange
the rules, so that alike rules are clubbed together, and try refreshing again.

Severity

Debug-Verbose

Message Text

Received response from HAL for refreshing poicy $policyName$%. Status = $status%

Message Parameters

Name Type
policyName String
status String
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Autolnstall Messages

Autolnstall.Error on page 127
Autolnstall.Warning on page 128
Autolnstall.Notice on page 128
Autolnstall.Info on page 129
Autolnstall.Debug on page 129

Autolnstall.Error

Description

Error message during automated NOS install operation.

Remedy

This is a rare internal condition needing technical assistence. Contact technical support.

Severity

Error

Message Text

$sources.smessages

Message Parameters

Name Type
source String
message String
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Autolnstall.Warning Autolnstall Messages

Autolnstall.Warning

Description

Warning message during automated NOS install operation.

Remedy

This is a rare internal condition needing technical assistence. Contact technical support.

Severity
Warning

Message Text

%source%:smessages

Message Parameters

Name Type
source String
message String

Autolnstall.Notice

Description

No description is available.

Remedy

No remedy is available.

Severity

Notice

Message Text

%source%:smessages
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Autolnstall Messages Message Parameters

Message Parameters

source String

message String

Autolnstall.Info

Description

No description is available.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

$sources.smessages

Message Parameters

source String

message String

Autolnstall.Debug

Description

No description is available.

Remedy

No remedy is available.

Severity

Debug-Summary
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Message Text Autolnstall Messages

Message Text

%source%ismessages

Message Parameters

source String

message String
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BFD Messages

BFD.InitDone on page 131
BFD.AllocSockFail on page 132
BFD.SetSockFail on page 132
BFD.BndSockFail on page 133
BFD.CreatThreadFail on page 134
BFD.RxPkt on page 134
BFD.RxPktDump on page 135
BFD.RxPktFail on page 136
BFD.RxPktlnv on page 136
BFD.RxPktAuthFail on page 137
BFD.TxPkt on page 138
BFD.TxPktDump on page 138
BFD.TxPktFail on page 139
BFD.SessnNotFnd on page 140
BFD.CreatSessn on page 140
BFD.CreatSessnFail on page 141
BFD.DelSessn on page 141
BFD.FndEgrIfFail on page 142
BFD.CreatlfFail on page 143
BFD.FndIingrlfFail on page 143
BFD.StateTransTrace on page 144
BFD.RecvSrvrMsg on page 144
BFD.SendSrvrMsg on page 145
BFD.InitSrvrDone on page 146
BFD.InitSrvrFail on page 146
BFD.Error on page 147
BFD.DebugVerbose on page 147
BFD.SessnStateChg on page 148

BFD.InitDone

Description

This message gets logged when the BFD process is ready for operations
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Remedy BFD Messages

Remedy

This is an informational message and requires no action.

Severity

Info

Message Text
BFD process is READY

BFD.AllocSockFail

Description

The BFD session failed to open a communication channel with the system to
communicate with the outside world.

Remedy
When this happens not packets can be send out, or received from the network. See if
restarting the process solves this problem. Under normal circumstances this should not
happen, however if it does, please escalate to engineering.

Severity

Error

Message Text

Failed to create socket error: $errormsg$%

Message Parameters

Name Type
errormsg String
BFD.SetSockFalil
Description

The BFD session failed to set option on a communication channel which communicate
with the outside world
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BFD Messages Remedy

Remedy
When this happens packets can neither be sent out, nor received from the network.
See if restarting the process solves this problem. Under normal circumstances this
should not happen, however if it does, please contact Extreme Networks Technical
support.

Severity
Error

Message Text

Failed to set socket $option$% error: $errormsg$
P g

Message Parameters

Name Type
option String
errormsg String

BFD.BndSockFail

Description

The BFD session failed to bind a scoket which communicate with the outside world

Remedy
When this happens not packets can be send out, or received from the network. See if
restarting the process solves this problem. Under normal circumstances this should not
happen, however if it does, please escalate to engineering.

Severity

Error

Message Text

Failed to bind socket error: $errormsg$%

Message Parameters

Name Type

errormsg String
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BFD.CreatThreadFail BFD Messages

BFD.CreatThreadFail

Description

Failed to create the specified thread.

Remedy

This should not happen in normal conditions. If this happens, contact Extreme
Networks technical support.

Severity

Debug-Summary

Message Text

Failed to create thread $threadName$% error code = $error$

Message Parameters

Name Type
threadName String
error sint
BFD.RxPkt
Description

This message is logged every time a BFD control packet is received from the L3
interface.

Remedy

This message is for debug purposes only, and should only be enabled on request of
Extreme Networks Technical Support.

Severity
Debug-Verbose

Message Text

Received a BFD packet of size $size% bytes on VLAN %tag% slot $slot% port $ports VR
SvrId% srclP $srcIP% destlP $destIP%
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BFD Messages Message Parameters

Message Parameters

Name Type

size ulntle

tag VLAN

vrid ulnt32

slot ingressSlot
port ingressPort
srclP dstSockAddr
destIP dstSockAddr

BFD.RxPktDump

Description

This message is logged every time a BFD control packet is received from the L3
interface.

Remedy

This message is for debug purposes only, and should only be enabled on request of
Extreme Networks Technical Support.

Severity
Debug-Data

Message Text

Received a BFD packet of size $size% bytes on VLAN %tag% slot $slot% port $ports VR
$vrId% srclP $srcIP% destlP $destIP%

Message Parameters

Name Type

size ulntle

tag VLAN

vrid ulnt32

slot ingressSlot
port ingressPort
srclP dstSockAddr
destIP dstSockAddr
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BFD.RxPktFail

BFD Messages

Name Type
pktBuf Buf-ptr
bufLen Buf-len

BFD.RxPktFail

Description

Failed to receive packet of the specified type on the socket.

Remedy

This should not happen in normal conditions. If this happens, contact Extreme

Networks technical support.

Severity

Error

Message Text

Failed to receive packet of type $pktType% on an %$sockType% socket and returned $rc%

Error: $errmsg%

Message Parameters

Name Type
pktType String
sockType String
rc sint
errmsg String

BFD.RxPktlnv

Description

When a BFD PDU is received but does not pass the validation test this event gets

logged.

Remedy

Determine which device is generating this BFD PDU, and investigate why it's sending

out a malformed BFD PDU.
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BFD Messages Severity

Severity
Warning

Message Text

Received BFD an invalid packet on VLAN %vlan% Errorierrormsg%

Message Parameters

Name Type
vlan VLAN
errormsg String

BFD.RxPktAuthFail

Description

This message will be logged whenever authentication fails for a received Control
Packet

Remedy

There is no rememdy as this message is being displayed for debugging. This log
message is intended to help debug problems in BFD.

Severity

Debug-Summary

Message Text

Authentication failed for the Control Packet received on VLAN %vlan$

Message Parameters

Name Type
vlan VLAN
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BFD.TxPkt BFD Messages

BFD.TxPkt

Description

This message is logged every time a BFD control packet is transmitted to the L3
interface.

Remedy

This message is for debug purposes only, and should only be enabled on request of
Extreme Networks Technical Support.

Severity
Debug-Verbose

Message Text

Transmitted a BFD packet of size $size% bytes on VLAN %vlan% VR $vrId% destlP
%destIP%

Message Parameters

Name Type

size ulnt

vlan VLAN

vrid sint

destIP dstSockAddr
BFD.TxPktDump

Description

This message is logged every time a BFD control packet is transmitted to the L3
interface.

Remedy

This message is for debug purposes only, and should only be enabled on request of
Extreme Networks Technical Support.

Severity
Debug-Data
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BFD Messages Message Text

Message Text

Transmitted a BFD packet of size $size% bytes on VLAN $vlan% VR $vrId% destlP
%destIP%

Message Parameters

Name Type
size ulnt
vlan VLAN
vrld sint
destIP dstSockAddr
pktBuf Buf-ptr
bufLen Buf-len
BFD.TxPktFail
Description

This message is logged every time a BFD control packet transmission fails.

Remedy

This message is for debug purposes only, and should only be enabled on request of
Extreme Networks Technical Support.

Severity

Info

Message Text

Transmission failed for a BFD packet of size $size% bytes on VLAN %vlan% VR $vrId%
destlP $destIP% errorMsg:%errMsg%

Message Parameters

Name Type
size ulnt
vlan VLAN
vrid sint
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BFD.SessnNotFnd BFD Messages

Name Type
destIP dstSockAddr
errMsg String
BFD.SessnNotFnd
Description

This message will be logged whenever a BFD session is not found for the received
Control packet.

Remedy

There is no rememdy as this message is being displayed for debugging. This log
message is intended to help debug problems in BFD.

Severity

Debug-Summary

Message Text

Session not found for the Control Packet received on VLAN %$vlan$

Message Parameters

Name Type
vlan VLAN
BFD.CreatSessn

Description

This message will be logged whenever a BFD session is created.

Remedy

There is no rememdy as this message is being displayed for debugging. This log
message is intended to help debug problems in BFD.

Severity

Debug-Summary
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BFD Messages Message Text

Message Text
Session created type:istype% family:3family% destIP:3destIP% vrld:3vrIds ttlsttls

Message Parameters

Name Type
type sint
family String
destlIP String
vrid sint
ttl sint

BFD.CreatSessnFail

Description

This message is logged when the creation of BFD session fails.

Remedy
Check the destination Ipaddress is reachable from the system by using ping and
traceroute diagnostic tools. If maxmimum limit is reached check the limts number
given in the Exterme Networks document.

Severity

Error

Message Text

Failed to create BFD session error: $errormsg%

Message Parameters

Name Type

errormsg String

BFD.DelSessn

Description

This message will be logged whenever a BFD session is deleted.
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Remedy BFD Messages

Remedy

There is no rememdy as this message is being displayed for debugging. This log
message is intended to help debug problems in BFD.

Severity
Debug-Verbose

Message Text

Session deleted sessionID:$id% type:stype% family:$family% destlP:%destIP%

Message Parameters

Name Type
id ulnt32
type sint
family String
destIP String

BFD.FndEgrlifFail

Description

No description is available.

Remedy

Check the destination Ipaddress is reachable from the system by using ping and
traceroute diagnostic tools.

Severity
Warning

Message Text

Failed to find egress interface for destination $dstIP% vrid $vrid%
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BFD Messages Message Parameters

Message Parameters

dstIP String
vrid VRID

BFD.CreatlfFail

Description

No description is available.

Remedy

No remedy is available.

Severity
Warning

Message Text
Create BFD interface failed on VLAN %vlan%

Message Parameters

vlan VLAN

BFD.FndIngrlIfFail

Description

No description is available.

Remedy

Check BFD is enabled on the ingress interface also check any session is already
running. This message will be disaplayed for the incoming BFD PDU.

Severity
Debug-Data
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Message Text BFD Messages

Message Text

Ingress Interface found fail for destination $dstIP% vrid $vrid%

Message Parameters

Name Type

dstlIP String

vrid VRID
BFD.StatelransTrace

Description

This message it for debugging problems related to BFD session's Finite State Machine.
This is normal and does not indicate a problem

Remedy

There is no rememdy as this message is being displayed for debugging. This log
message is intended to help debug problems that may involve BFD session's FSM

Severity
Debug-Verbose

Message Text

FSM Current State:[scurrstate%] Event[sevent%] NextState:[$nextstate%]

Message Parameters

Name Type

currstate String
event String
nextstate String

BFD.RecvSrvrMsg

Description

This message it for debugging problems related to BFD server message to the clients.
This is normal and does not indicate a problem
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BFD Messages Remedy

Remedy
There is no rememdy as this message is being displayed for debugging. This log
message is intended to help debug problems that may involve BFD server message
toclients.

Severity

Debug-Verbose

Message Text

Received message from peer:$peerids clientld:¢clientId% msgType:smsgtype%

Message Parameters

Name Type
peerld ulnt32
clientld sint
msgtype String
BFD.SendSrvrMsg
Description

This message it for debugging problems related to BFD server message to the clients.
This is normal and does not indicate a problem

Remedy
There is no rememdy as this message is being displayed for debugging. This log
message is intended to help debug problems that may involve BFD server message
toclients.

Severity

Debug-Verbose

Message Text

Sending $msgtype% to Peer:%peerID% client:3clientID% rc:¥retcode%
Params:$paraml$, $param2%, $param3%
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Message Parameters

BFD Messages

Message Parameters

Name Type
peer|D ulnt32
clientID ulnt32
msgtype String
retcode sint
parami ulnt
param?2 ulnt
param3 ulnt

BFD.InitSrvrDone

Description

This message gets logged when the BFD server is ready for operations

Remedy

This is an informational message and requires no action

Severity

Info

Message Text

$format%

Message Parameters

Name Type

format String

BFD.InitSrvrFail

Description
Failed to start the BFD server

Remedy
Restart BFD process
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BFD Messages Severity

Severity
Warning

Message Text

$format%

Message Parameters

format String

BFD.Error

Description

An error occured during BFD operations.

Remedy

This should not happen in normal conditions. If this happens, contact Extreme
Networks technical support.

Severity

Error

Message Text

$format%

Message Parameters

format Printf

BFD.DebugVerbose

Description

This message is for debugging problems. This is normal and does not indicate a
problem

ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5 147



Remedy

BFD Messages

Remedy

There is no rememdy as this message is being displayed for debugging. This log
message is intended to help debug problems in BFD

Severity
Debug-Verbose

Message Text

Sformat%

Message Parameters

Name Type
format Printf
BFD.SessnStateChg
Description

The BFD session's state changed to the new state mentioned above. The various

possible states for a BFD session are: - UP - DOWN - INIT_DOWN

Remedy

This message is for informational purpose only.

Severity

Info

Message Text

BFD Session with srclP=%srcIP% dstIP=%dstIP% in VR=%vrName$% state is now $state$

Message Parameters

Name Type

srclP srclPaddress
dstIP dstlPaddress
vrName String

state String
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BFD.Client Messages

BFD.Client.SrvrCnctUp on page 149
BFD.Client.SrvrCnctDown on page 150
BFD.Client.CIntReg on page 151
BFD.Client.CIntRegFail on page 151
BFD.Client.CIntUnreg on page 152
BFD.Client.CIntUnregFail on page 153
BFD.Client.SessnCreatReq on page 153
BFD.Client.SessnCreatReqgFail on page 154
BFD.Client.SessnCreatOK on page 155
BFD.Client.SessnCreatFail on page 156
BFD.Client.SessnCreatFailMax on page 156
BFD.Client.SessnDelReq on page 157
BFD.Client.SessnDelReqFail on page 158
BFD.Client.SessnDelOK on page 159
BFD.Client.SessnDelFail on page 159
BFD.Client.SessnUpdt on page 160
BFD.Client.SigPathUp on page 161
BFD.Client.SigPathDown on page 161
BFD.Client.ParmNull on page 162
BFD.Client.ClbkInitFail on page 163
BFD.Client.TreelnsFail on page 163

BFD.Client.SrvrCnctUp

Description

This event occurs whenever BFD client to server connection has been established after
process restart. cIntName BFD client name vrName VR name

Remedy

No action required - Informational message only.
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Severity BFD.Client Messages

Severity

Debug-Summary

Message Text

$clntName%:$vrName$%: The connection to BFD server has been established

Message Parameters

Name Type
clntName String
viName String

BFD.Client.SrvrCnctDown

Description

This event occurs whenever BFD client to server connection has been terminated due
to process restart. ciIntName BFD client name vrName VR name

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

%clntName%:$vrName$: The connection to BFD server has been terminated

Message Parameters

Name Type
clntName String
vrName String
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BFD.Client Messages BFD.Client.CIntReg

BFD.Client.CIntReg

Description

This event occurs whenever client successfully registered to BFD server after reboot or
process restart. cIntName BFD client name vrName VR name cintld BFD client ID

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

%clntName%:3vrName%: Client registered to BFD server with client ID $clntId%

Message Parameters

Name Type

clntName String
vrName String
clntld ulnt32

BFD.Client.CIntRegFail

Description

This event occurs whenever client registration to BFD server failed.

clntName BFD client name vrName VR name cIntld BFD client ID

errCode Error code returned by BFD client callback Possible error codes:

-5 BFD_CLNTSVR_RESOURCE_UNAVAIL -106 BFD_CLNTSVR_CONNECTION_ERROR
-101 BFD_CLNTSVR_CLIENT_ALREADY_REGISTERED -107
BFD_CLNTSVR_COMMUNICATION_ERROR

Remedy

This is a rare internal condition, restart process/reboot system may be required. If
condition is not resolved by reboot system, please contact technical support with the
following information: show tech, debug bfd show, debug bfd show client, debug bfd
show session.
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Severity

BFD.Client Messages

Severity

Error

Message Text

$clntName%:%vrName%: Client registration to BFD server for client ID $c1nt1d% failed

with error code $errCode%

Message Parameters

Name Type
clntName String
vrName String
clntld ulnt32
errCode sint

BFD.Client.CIntUnreg

Description

This event occurs whenever client successfully unregistered to BFD server before
reboot or process restart. cIntName BFD client name vrName VR name cintld BFD

client ID

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

%clntName%:3vrName%: Client unregistered to BFD server for client ID $c1lntId%

Message Parameters

Name Type

clntName String
vrName String
clntld ulnt32
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BFD.Client Messages BFD.Client.CIntUnregFail

BFD.Client.CIntUnregFail

Description

This event occurs whenever client unregistration to BFD server failed. cintName BFD
client name vrName VR name cIntld BFD client ID errCode Error code returned

by BFD client callback Possible error codes: -5 BFD_CLNTSVR_RESOURCE_UNAVAIL
-102 BFD_CLNTSVR_CLIENTID_DOES_NOT_EXIST -106
BFD_CLNTSVR_CONNECTION_ERROR -107 BFD_CLNTSVR_COMMUNICATION_ERROR
-108 BFD_CLNTSVR_NUM_SESSIONS_NOT_ZERO

Remedy
This is a rare internal condition, restart process/reboot system may be required. If
condition is not resolved by reboot system, please contact technical support with the
following information: show tech, debug bfd show, debug bfd show client, debug bfd
show session.

Severity

Error

Message Text

%clntName%:3vrName%: Client unregistration to BFD server for client ID $c1nt1d% failed
with error code $errCode%

Message Parameters

Name Type
clntName String
vrName String
clntld uint32
errCode sint

BFD.Client.SessnCreatReq

Description

This event occurs whenever BFD session create request is sent to BFD server for
a specific dest IP. cIntName BFD client name vrName VR name dstIPaddr Dest IP
address ifName Interface name
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Remedy BFD.Client Messages

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

%clntName%:3vrName%: BFD session create request sent for dest IP $dstIPaddr% on
interface %$ifName%

Message Parameters

Name Type

clntName String
vrName String
dstlPaddr String
ifName VLAN

BFD.Client.SessnCreatRegFail

Description

This event occurs whenever BFD session create request failed for a specific

dest IP. cIntName BFD client name vrName VR name dstIPaddr Dest

IP address ifName Interface name errCode Error code returned by BFD

client API Possible error codes: -5 BFD_CLNTSVR_RESOURCE_UNAVAIL -102
BFD_CLNTSVR_CLIENTID_DOES_NOT_EXIST -106 BFD_CLNTSVR_CONNECTION_ERROR
-107 BFD_CLNTSVR_COMMUNICATION_ERROR

Remedy
This is a rare internal condition, restart process/reboot system may be required. If
condition is not resolved by reboot system, please contact technical support with the
following information: show tech, debug bfd show, debug bfd show client, debug bfd
show session.

Severity

Error
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BFD.Client Messages Message Text

Message Text

%clntName%:3vrName%: BFD session create request for dest IP $dstIPaddr% on interface

%ifName$ failed with error code %$errCode%

Message Parameters

Name Type
clntName String
vrName String
dstlPaddr String
ifName VLAN
errCode sint

BFD.Client.SessnCreatOK

Description

This event occurs whenever BFD session is successfully created for a specific dest IP.

clntName BFD client name vrName VR name sessnhnd| BFD session handle dstIPaddr

Dest IP address ifName Interface name

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

$clntName%:%vrName%: BFD session $sessnHnd1% successfully created for dest IP
%$dstIPaddr% on interface $ifName$%

Message Parameters

Name Type
clntName String
vrName String
sessnHNdI ulnt32
dstlPaddr String
ifName VLAN
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BFD.Client.SessnCreatFail

Description

This event occurs whenever receive callback from BFD server indicating that BFD
session create failed for a specific dest IP. cIntName BFD client name vrName VR name
dstlPaddr Dest IP address ifName Interface name errCode Error code returned by

BFD client callback Possible error codes: -5 BFD_CLNTSVR_RESOURCE_UNAVAIL -102
BFD_CLNTSVR_CLIENTID_DOES_NOT_EXIST -106 BFD_CLNTSVR_CONNECTION_ERROR
-107 BFD_CLNTSVR_COMMUNICATION_ERROR

Remedy
This is a rare internal condition, restart process/reboot system may be required. If
condition is not resolved by reboot system, please contact technical support with the
following information: show tech, debug bfd show, debug bfd show client, debug bfd
show session.

Severity

Error

Message Text

$clntName%:3vrName$: BFD session create for dest IP $dstIPaddr$ on interface
%ifName$ failed with error code $errCode%

Message Parameters

Name Type
clntName String
vrName String
dstlPaddr String
ifName VLAN
errCode sint

BFD.Client.SessnCreatFailMax

Description

This event occurs whenever receive callback from BFD server

indicating that BFD session create request failed with error
'BFD_CLNTSVR_SESSION_EXCEEDS_SYSTEM_LIMIT" cIntName BFD client name
vrName VR name dstIPaddr Dest IP address ifName Interface name
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Remedy

Detailed BFD session information can be obtained with commands 'show bfd session'
and 'debug bfd show session'. The following steps should be taken to resolve the
condition caused by attempting to exceed system limit: 1. Unconfig client BFD for

this interface. For example, use command 'config ospf vlan VlanName bfd off' for BFD
client OSPF. 2. Ensure the total BFD session number won't exceed system limit with

the intended configuration. Remove some BFD sessions to make the resource available.
3. Reconfig client BFD for this interface. For example, use command 'config ospf vlan
VlanName bfd on' for BFD client OSPF.

Severity

Error

Message Text

$clntName%:3vrName$: BFD session create for $dstIPaddr% on interface $ifName? failed
because of 'Max number of sessions limit reached'

Message Parameters

Name Type

clntName String
vrName String
dstlPaddr String
ifName VLAN

BFD.Client.SessnDelReq

Description

This event occurs whenever BFD session delete request is sent to BFD server for a
specific dest IP. cIntName BFD client name vrName VR name sessnhndl BFD session
handle dstlPaddr Dest IP address

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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Message Text

%clntName%:3vrName%: BFD session $sessnHndl% delete request sent for dest IP

%dstIPaddr%

Message Parameters

Name Type

clntName String
vriName String
sessnHNdI ulnt32
dstIPaddr String

BFD.Client.SessnDelRegFail

Description

This event occurs whenever BFD session delete request failed for a specific dest IP.
clntName BFD client name vrName VR name sessnhnd| BFD session handle dstIPaddr
Dest IP address errCode Error code returned by BFD client API Possible error codes: -5
BFD_CLNTSVR_RESOURCE_UNAVAIL -103 BFD_CLNTSVR_SESSION_DOES_NOT_EXIST
-107 BFD_CLNTSVR_COMMUNICATION_ERROR

Remedy

This is a rare internal condition, restart process/reboot system may be required. If
condition is not resolved by reboot system, please contact technical support with the
following information: show tech, debug bfd show, debug bfd show client, debug bfd

show session.

Severity

Error

Message Text

%clntName%:3vrName%: BFD session delete request $sessnHnd1% for dest IP
%dstIPaddr% failed with error code $errCode$%

Message Parameters

Name Type
clntName String
vrName String
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Name Type
sessnHNdI ulnt32
dstlPaddr String
errCode sint

BFD.Client.SessnDelOK

Description

This event occurs whenever a BFD session is successfully deleted as requested.
clntName BFD client name vrName VR name sessnhndl BFD session handle

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

%clntName%:3vrName%: BFD session $sessnHndl% successfully deleted

Message Parameters

Name Type

clntName String
vrName String
sessnHNdI ulnt32

BFD.Client.SessnDelFail

Description

This event occurs whenever receive callback from BFD server

indicating that BFD session delete failed. cIntName BFD client name

vrName VR name sessnhndl BFD session handle errCode Error

code returned by BFD client callback Possible error codes: -5
BFD_CLNTSVR_RESOURCE_UNAVAIL -103 BFD_CLNTSVR_SESSION_DOES_NOT_EXIST
-107 BFD_CLNTSVR_COMMUNICATION_ERROR
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Remedy
This is a rare internal condition, restart process/reboot system may be required. If
condition is not resolved by reboot system, please contact technical support with the
following information: show tech, debug bfd show, debug bfd show client, debug bfd
show session.

Severity

Error

Message Text

%clntName%:$vrName$%: BFD session $sessnHndl% delete failed with error code
$errCode$%

Message Parameters

Name Type
clntName String
vrName String
sessnHNdI ulnt32
errCode sint

BFD.Client.SessnUpdt

Description

This event occurs whenever BFD session state notification is received. cIntName BFD
client name vrName VR name sessnhndl BFD session handle state BFD session state
(UP, DOWN, ADMINDOWN)

Remedy

No action required - Notification message only.

Severity

Notice

Message Text

SclntName%:$vrName$%: BFD session $sessnHndl% state is now %$state%
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Message Parameters

Name Type

clntName String
vrName String
sessnHNdI ulnt32
state String

BFD.Client.SigPathUp

Description

This event occurs whenever BFD session is changed to 'up' state, client is notified that
the corresponding dest IP should be moved to 'up' state. cIntName BFD client name
vrName VR name dstlPaddr Dest IP address

Remedy

No action required - Notification message only.

Severity

Notice

Message Text

$clntName%:3vrName$%: Signal the path to dest IP $dstIPaddr% is'up' according to BFD
session state

Message Parameters

Name Type

clntName String
vrName String
dstlPaddr String

BFD.Client.SigPathDown

Description

This event occurs whenever BFD session is changed to 'down' state, client is notified
that the corresponding dest IP should be moved to 'down' state. cIntName BFD client
name vrName VR name dstIPaddr Dest IP address
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Remedy

No action required - Notification message only.

Severity

Notice

Message Text

%clntName%:3vrName%: Signal the path to dest IP $dstIPaddr% is 'down' according to
BFD session state

Message Parameters

Name Type

clntName String
vrName String
dstlPaddr String

BFD.Client.ParmNull

Description

This event occurs whenever pass NULL parameter to a function. cIntName BFD client
name vriName VR name parmName Parameter name

Remedy
This is a rare internal condition, restart process/reboot system may be required. If
condition is not resolved by reboot system, please contact technical support with the
following information: show tech.

Severity

Error

Message Text

%clntName%:3vrName%: Parameter $parmName$% is NULL
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Message Parameters

Name Type

clntName String
vrName String
parmName String

BFD.Client.ClbkInitFail

Description

This event occurs whenever BFD client callback initialization failed. cIntName BFD
client name vrName VR name

Remedy
This is a rare internal condition, restart process/reboot system may be required. If
condition is not resolved by reboot system, please contact technical support with the
following information: show tech, debug bfd show, debug bfd show client, debug bfd
show session.

Severity

Error

Message Text

$clntName%:$vrName$%: BFD client callback initialization failed

Message Parameters

Name Type
clntName String
vrName String

BFD.Client.TreelnsFail

Description

This event occurs whenever insert to p2Btree failed. cIntName BFD client name
vrName VR name tree Name of the p2Btree errCode Error code returned by p2Btree
insert operation

ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 325 163




Remedy BFD.Client Messages

Remedy
This is a rare internal condition, restart process/reboot system may be required. If
condition is not resolved by reboot system, please contact technical support with the
following information: show tech.

Severity

Error

Message Text

%clntName%:$vrName$%: $tree% insertion failed with error code $errCode$%

Message Parameters

Name Type
clntName String
vrName String
tree String
errCode sint
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BFD.HAL.DebugSummary on page 165
BFD.HAL.DebugVerbose on page 166
BFD.HAL.DebugData on page 167
BFD.HAL.ParmNull on page 167
BFD.HAL.RslvNextHop on page 168
BFD.HAL.AllocMemFail on page 168
BFD.HAL.SendSessCreatReq on page 169
BFD.HAL.RecvSessCreatFail on page 170
BFD.HAL.SendSessDelReqg on page 170
BFD.HAL.SendSessUpdtReq on page 171
BFD.HAL.SendLpbkPortinfo on page 172
BFD.HAL.OperStateChgOcc on page 172
BFD.HAL.RecvStateChgNtfy on page 173
BFD.HAL.RecvRmtDiagNtfy on page 174
BFD.HAL.RecvTimeChgNtfy on page 174
BFD.HAL.RecvSessUpNtfy on page 175
BFD.HAL.RecvAuthChgNtfy on page 175
BFD.HAL.RecvDscrmChgNtfy on page 176
BFD.HAL.RecvParmChgNtfy on page 177
BFD.HAL.RecvSessErrNtfy on page 177
BFD.HAL.RecvFlagChgNtfy on page 178
BFD.HAL.RecvEventChgNtfy on page 178
BFD.HAL.RecvSessStatsReply on page 179
BFD.HAL.RecvSessCreatOK on page 179
BFD.HAL.SendGetStatsReqg on page 180
BFD.HAL.RecvSessUpdtOK on page 181
BFD.HAL.RecvSessUpdtFail on page 181

BFD.HAL.DebugSummary

Description

A condition has been detected that may interest a developer determining the reason
underlying some system behavior. The circumstances may be either very common or
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completely unexpected, but the information provided in the associated message is
such that the internal workings of the system are exposed.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

$formats

Message Parameters

Name Type

format Printf

BFD.HAL.DebugVerbose

Description

A condition has been detected that may interest a developer analyzing some system
behavior at a more verbose level than provided by the debug summary information.

Remedy

No action required - Informational message only.

Severity
Debug-Verbose

Message Text

$formats

Message Parameters

Name Type

format Printf
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BFD.HAL.DebugData

Description

A condition has been detected that may interest a developer inspecting the data
underlying system behavior

Remedy

No action required - Informational message only.

Severity
Debug-Data

Message Text

Sformat%

Message Parameters

Name Type

format Printf

BFED.HAL.ParmNull

Description

An internal function was called with a NULL pointer. This condition is not expected
and is indicative of a possible memory corruption due to a software bug that needs
engineering attention.

Remedy

Provide technical support information on BFD configuration. Also, check the scalability
limit and compare this with the current configuration. "show bfd session" to find
number of BFD sessions currently exist in the system. Contact technical support with
the following information: - output of "show tech" - output of "debug hal show platform
bfd all"

Severity

Error
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Message Text

Passing parmeters $parmName% is NULL.

Message Parameters

Name Type

parmName String

BFD.HAL.RslvNextHop

Description

This event occurs when mac address for the given next hop's ipaddress is resolved by
ARP module.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

ARP Resolved for nexthop ip $nextHopAddr% mac $macAddr% vrid $vrid%

Message Parameters

Name Type
macAddr MAC
nextHopAddr String
vrid ulnt

BFD.HAL.AllocMemFail

Description

Memory for the displayed object could not be allocated which may be due to the
system running low on memory. This will result in incorrect operation of the BFD
feature.
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Remedy

Check the scalability limit and compare this with the current configurations. Reducing
the system configuration may help reclaim memory. "show bfd session" to find number
of BFD sessions currently exist in the system. Contact technical support with the
following information: - output of "show tech" - output of "debug hal show platform

bfd all”

Severity

Error

Message Text

Memory allocation failed when trying to allocate a $ob7j% structure of size $size%.
J

Message Parameters

Name Type
obj String
size ulnt

BFD.HAL.SendSessCreatReq

Description

This event occurs whenever BFD session create request is sent to HAL for a specific dest
IP. vrld VR name dstlPaddr Dest |IP address srclPaddr Src |IP address sessionld Session
ID

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

BFD session create request sent for src IP $srcIPaddr% dest IP $dstIPaddr% vrid

SvrId%
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Message Parameters

Name Type
srclPaddr String
dstlPaddr String
vrid ulnt
sessionld ulnt

BFD.HAL.RecvSessCreatFail

Description

This event occurs whenever BFD session create request failed for a specific dest IP.

Remedy
Session creation could fail in the Hardware if the MAC address of next hop is not
resolved. Check show iparp if ipv4 bfd session or show neighbor-discovery for ipve
session. Please contact tech support if sessions is not able create after multiple
attempts. show tech, debug bfd show, debug bfd show client, debug bfd show session,
debug hal show platform bfd all, debug bfd show next-hop.

Severity

Warning

Message Text

BFD session create request sent to hardware is failed for session $sessionId%

Message Parameters

Name Type

sessionld ulnt

BFD.HAL.SendSessDelReq

Description

This message will be logged whenever a BFD session is deleted.
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Remedy

There is no rememdy as this message is being displayed for debugging. This log
message is intended to help debug problems in BFD.

Severity

Debug-Summary

Message Text

Session deleted sessionlD:$sessnId% destlP:3destIP% srclP:$srcIP%

Message Parameters

Name Type
sessnld ulnt
srclP String
destIP String

BFD.HAL.SendSessUpdtReq

Description

This event occurs whenever BFD session update request is sent to HAL for a specific
dest IP. vrid Vr Id dstlPaddr Dest IP address srclPaddr Src IP address sessionld
Sessionl|D

Remedy

No action required - Notification message only.

Severity
Warning

Message Text

BFD session update request sent for src IP $srcIPaddr% dest IP $dstIPaddr% sessionlD

$sessionID% vrld $vrId$
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Message Parameters

Name Type
srclPaddr String
dstlPaddr String
session|D ulnt
vrid ulnt

BFD.HAL.SendlLpbkPortinfo

Description

BFD process sending the configured loopback port information to HAL

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Sending Primary LoopBack port $primaryLbkPort% and secondary LoopBack port

%$secondaryLbkPort% to HAL

Message Parameters

Name Type
primarylLbkPort SlotPort
secondarylLbkPort SlotPort

BFD.HAL.OperStateChgOcc

Description

BFD hardware assist operational state has been changed.

Remedy

No action required - Informational message only.
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Severity

Debug-Summary

Message Text

BFD hardware assist state change from %oldstate% to $newstate%

Message Parameters

Name Type
oldstate String
newstate String

BFD.HAL.RecvStateChgNtfy

Description

This event occurs when local session received the session state changes notification
from the remote session.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Received state change for $sessionId% from $remoteId% local state $1ocalstate%
remotestate $remotestate$

Message Parameters

Name Type
sessionld ulnt
remoteld ulnt
localstate String
remotestate String
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BFD.HAL.RecvRmtDiagNtfy

Description

This event occurs when local session received the Diagnostic code changes from the

remote session.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Recevieved Remote diag for session $sessionId% from remote $remoteId% diag code

%diagcode%

Message Parameters

Name Type
sessionld ulnt
remoteld ulnt
diagcode ulnt

BFD.HAL.RecvTimeChgNtfy

Description

This event occurs when local session received the session state timer changes from the

remote session.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

174 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



BFD.HAL Messages Message Text

Message Text

Recevied $timeChg% event for session $sessionId% remote $remoteId%

Message Parameters

Name Type
sessionld ulnt
remoteld ulnt
timeChg String

BFD.HAL.RecvSessUpNtfy

Description

This event occurs when local session received the session state becomes up from the
remote session.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Recevied remote session up event for session $sessionId% remote $remoteId%

Message Parameters

Name Type
sessionld ulnt
remoteld ulnt

BFD.HAL.RecvAuthChgNtfy

Description

This event occurs when local session received the authentication changes from the
remote session.
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Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Received Authentication change for $sessionId% from $remoteId$%

Message Parameters

Name Type
sessionld ulnt
remoteld ulnt

BFD.HAL.RecvDscrmChgNtfy

Description

This event occurs when local session received the remote discriminator changes from
the remote session.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Recevied discriminator change for $sessionId% from $remoteId$%

Message Parameters

Name Type
sessionld ulnt
remoteld ulnt
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BFD.HAL.RecvParmChgNtfy

Description

This event occurs when local session received the session parameter changes from the
remote session

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Received Parameter change for $sessionId% from $remoteId%

Message Parameters

Name Type
sessionld ulnt
remoteld ulnt

BFD.HAL.RecvSessErrNtfy

Description

This event occurs when session received error notification from the hardware for the
specified local and remote session Id.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Receieved session error event for $sessionIds from $remoteId$
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Message Parameters

Name Type
sessionld ulnt
remoteld ulnt

BFD.HAL.RecvFlagChgNtfy

Description

This event occurs when local session received the session flag change from the remote
session.

Remedy

No action required - Informational message only.

Severity
Warning

Message Text

Received endpoint flag changes for $sessionId% from $remoteId%

Message Parameters

Name Type
sessionld ulnt
remoteld ulnt

BFD.HAL.RecvEventChgNtfy

Description

Received event change notification from HAL for the specified sessionld.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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Message Text

Received event change notification for $sessionId% from $remoteId$%

Message Parameters

Name Type
sessionld ulnt
remoteld ulnt

BFD.HAL.RecvSessStatsReply

Description

This event occurs whenever BFD receives session stats response from HAL for a specific
sessionl|D.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Receive sessions statistics reply for the request sent for the sessionld $sessionId% (O
means all sessions)

Message Parameters

Name Type

sessionld ulnt

BFD.HAL.RecvSessCreatOK

Description

This event occurs whenever BFD session is successfully created in hardware for a
specific sessionld.
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Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

BFD session successfully created in the hardware for $sessionId%

Message Parameters

sessionld ulnt

BFD.HAL.SendGetStatsReq

Description

This event occurs whenever BFD session get stats request is sent to HAL for a session
ID.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Send get statistics request to HAL for sessionld $sessionId% ( session Id O means all
sessions)

Message Parameters

sessionld ulnt
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BFD.HAL.RecvSessUpdtOK

Description

This event occurs whenever BFD session is successfully updated in hardware for a
specific sessionld.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

BFD session successfully updated in the hardware for $sessionId%

Message Parameters

Name Type

sessionld ulnt

BFD.HAL.RecvSessUpdtFail

Description

This event occurs whenever BFD session update request failed for a specific dest IP.

Remedy
Check show iparp if ipv4 bfd session or show neighbor-discovery for ipv6 session. Please
contact tech support if sessions is not able update after multiple attempts. show tech,
debug bfd show, debug bfd show client, debug bfd show session, debug hal show
platform bfd all, debug bfd show next-hop.

Severity

Warning

Message Text

BFD session update request sent to hardware is failed for session $sessionId%
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Message Parameters

sessionld ulnt

182 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



BGP Messages

BGP.DebugSummary on page 183
BGP.DebugVerbose on page 184
BGP.DebugData on page 184
BGP.APIFail on page 185
BGP.InitFailRsrcNotStrt on page 185
BGP.APIFaillgn on page 186
BGP.InterThreadMsgError on page 186
BGP.InterThreadMsgCritical on page 187
BGP.TermProc on page 188
BGP.MibStubFlowTrc on page 188
BGP.ProdFlowTrc on page 189
BGP.SckStubFlowTrc on page 189
BGP.Enabled on page 190
BGP.Disabled on page 190
BGP.CfgCnctRetry on page 191

BGP.DebugSummary

Description

A condition has been detected that may interest a developer determining the reason
underlying some system behavior. The circumstances may be either very common or
completely unexpected, but the information provided in the associated message is
such that the internal workings of the system are exposed.

Remedy

There is no remedy because there is no problem to be resolved.

Severity

Debug-Summary
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Message Text

$format$%

Message Parameters

Name Type
format Printf
BGP.DebugVerbose

Description

A condition has been detected that may interest a developer analyzing some system
behavior at a more verbose level than provided by the debug summary information.

Remedy

There is no remedy because there is no problem to be resolved.

Severity
Debug-Verbose

Message Text

$format$%

Message Parameters

Name Type
format Printf
BGP.DebugData

Description

A condition has been detected that may interest a developer inspecting the data
underlying system behavior

Remedy

There is no remedy because there is no problem to be resolved.
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Severity
Debug-Data

Message Text

$format%

Message Parameters

format Printf

BGP.APIFail

Description

No description is available.

Remedy

No remedy is available.

Severity

Notice

Message Text

Call to %api% failed.

Message Parameters

api String

BGP.InitFailRsrcNotStrt

Description

No description is available.

Remedy

No remedy is available.
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Severity

Critical

Message Text

BGP initialization failed because the $resource% failed to start.

Message Parameters

Name

Type

resource

String

BGP.APIFaillgn

Description

The BGP process has received an unexpected input from another process. The input is
ignored by BGP, but is logged for debug purposes.

Remedy

No remedy is available.

Severity

Debug-Summary

Message Text

$format%

Message Parameters

Name

Type

format

Printf

BGP.InterThreadMsgError

Description

A problem has been detected that is interfering with the normal operation of the
system. The system is not functioning as expected. The problem may be related to the
failure to allocate an internal system resource.
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Remedy

The exact remedy is dependent on the particular situation; but the problem may be
resolved by retrying the operation when the resource becomes available.

Severity

Error

Message Text

Sformat%

Message Parameters

Name Type

format Printf

BGP.InterThreadMsgCritical

Description

A serious problem has been detected which is compromising the operation of the
system. The system can not function as expected unless it is remedied. The problem
may be related to hardware failure or software data corruption.

Remedy

The exact remedy is dependant on the particular situation; but the problem may not be
resolved without intervention of some sort.

Severity
Critical

Message Text

$format$s

Message Parameters

Name Type

format Printf
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BGP.TermProc

Description

A serious problem has been detected which compromised the operation of the system.
The system can not function as expected unless it is remedied. The problem may be
related to hardware failure or software data corruption.

Remedy
This is an unexpected internal condition needing technical assistance. Contact
technical support with the following information: "show tech" and "upload debug".
System Restart will be required for continued operation.

Severity

Error

Message Text

BGP process terminating: [VR $vrid%] $msg%

Message Parameters

Name Type
vrid VRID
msg String

BGP.MibStubFlowTrc

Description
BGP MIB stub debug flow tracing.

Remedy

No action required - Inmsgional message only.

Severity
Debug-Verbose

Message Text

[) [)

$msg%
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Message Parameters

msg String

BGP.ProdFlowTrc

Description
BGP Protocol debug flow tracing.

Remedy

No action required - Inmsgional message only.

Severity
Debug-Verbose

Message Text

o) o)

SMsg%

Message Parameters

msg String

BGP.SckStubFlowTrc

Description
BGP Sock stub debug flow tracing.

Remedy

No action required - Inmsgional message only.

Severity
Debug-Verbose

Message Text

$msg%
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Message Parameters

msg String

BGP.Enabled

Description
BGP enabled for specified VR.

Remedy

No action required - Informational message only.

Severity

Info

Message Text
[VR $vrid%] BGP enabled

Message Parameters

vrid VRID

BGP.Disabled

Description
BGP disabled for specified VR.

Remedy

No action required - Informational message only.

Severity

Info
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Message Text

[VR 3vrids] BGP disabled

Message Parameters

Name Type
vrid VRID
BGP.CfgCnctRetry

Description

Remedy

Severity

When BGP protocol is enabled on more than one Virtual Routers, it is possible that
the new TCP connection request for BGP neighbor establishment could fail. There

is one BGP process per Virtual router and each process creates one TCP listener
socket for BGP port. Linux TCP implementation hashes the new connection to any

of the listener socket, if there are more than one socket for the same TCP port. If

the connection request is received on a BGP process that do not handle the Virtual
Router corresponding to the new connection, then that would be dropped. BGP
establishment time could become high with default connection retry timeout of 120
seconds. Reducing the connection retry timer to a lower value would reduce the peer
establishment delay.

The event will occur when BGP protocol is added to a new Virtual Router. Increase
the connection retry timeout value using the configure bgp neighbor <neighbor>

connect-retry <value>command.

Notice

Message Text

[VR %vrid%] A connect retry value of 30 seconds is recormmended for BGP neighbors,

when BGP neighbors are configured on more than one Virtual Router. The default of
120 seconds may result in longer than acceptable peer establishment times.

Message Parameters

Name Type

vrid VRID
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BGP.Autopeering.JoinPortExcdEIgbVLAN on page 192
BGP.Autopeering.NbrDtect on page 193
BGP.Autopeering.NbrCreat on page 193
BGP.Autopeering.NbrDtectDupASNum on page 194
BGP.Autopeering.NbrLost on page 194
BGP.Autopeering.DupRtridDtect on page 195
BGP.Autopeering.EVPNMacMove on page 196
BGP.Autopeering.EVPNStickyMac on page 196

BGP.Autopeering.JoinPortExcdEIgbVLAN

Description

Used when an auto-peering port is detected but there are no available auto-peering
VLANS to assign it to

Remedy

Increase the number of auto-peering VLANS by deleting auto-peering and recreating it
with a larger vlan range

Severity
Warning

Message Text

Port $port% unable to join the fabric because the number of available auto-peering
VLANSs has been exceeded

Message Parameters

Name Type

port SlotPort
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BGP.Autopeering.NbrDtect

Description
An auto-peering neighbor has been detected by LLDP and reported to the BGP

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Auto-peering neighbor has been detected on port $port%

Message Parameters

Name Type

port SlotPort

BGP.Autopeering.NbrCreat

Description

An auto-peering neighbor has been detected on the port and created in the auto-
peering network

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Auto-peering BGP neighbor $address% created on VLAN $vlan% port $port% with
routerid $routerId% ASnum %asNum%
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BGP.Autopeering Messages

Message Parameters

BGP.Autopeering.NbrDtectDUpASNum

Name Type
port SlotPort
vlan VLAN
asNum ulnt32
routerld IPv4
address IPaddress

Description

Remedy

Severity

Warning

Message Text

Message Parameters

BGP.Autopeering.NbrlLost

BGP auto-peering neighbor has the same AS num

Auto-peering AS num needs to be different, IBGP not allowed as an auto-peer

Auto-peering neighbor detected on port $port% with duplicate AS number $asNum%

Name Type
port SlotPort
asNum ulnt32

Description

Remedy

An auto-peering BGP neighbor has been lost

No action required - Informational message only.
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Severity

Debug-Summary

Message Text

Auto-peering BGP neighbor lost on port $port% VLAN $vlan% BGP AS $asNum%
Routerld $routerId% Address $1local%

Message Parameters

Name Type
port SlotPort
vian VLAN
asNum uint32
routerld IPv4
llocal IPaddress

BGP.Autopeering.DupRtridDtect

Description
Duplicate router id detected from BGP neighbor

Remedy
Change routerid to be different

Severity
Warning

Message Text

Auto-peering BGP duplicate Router Id $routerId% detected on port $port$%

Message Parameters

Name Type
port SlotPort
routerld IPv4
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BGP.Autopeering.EVPNMacMove

Description

RFC1532 specifys that if a MAC moves between a local and remote device N times
within an M second interval, a message should alert the user. By default the interval is
180 seconds and the number of moves is 5.

Remedy

This error is cleared when only one route exists for this MAC.

Severity
Warning

Message Text

EVPN Entity $EVPNEntity% has multiple moves of MAC $srcMac% within a single
monitoring interval.

Message Parameters

Name Type
EVPNENtity ulnt32
srcMac srcMAC

BGP.Autopeering.EVPNStickyMac

Description

There are scenarios in which it is desired to configure some MAC addresses as static
so that they are not subjected to MAC moves. In such scenarios, these MAC addresses
are advertised with a MAC Mobility extended community where the static flag is set
to 1and the sequence number is set to zero. If a PE receives such advertisements and
later learns the same MAC address(es) via local learning, then the PE MUST alert the
operator.

Remedy

Remove static MAC if necessary.

Severity

Warning
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Message Text

EVPN Entity $EVPNEntity% has detected a sticky mac $srcMAC%.

Message Parameters

EVPNEnNtity ulnt32
srcMAC srcMAC
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BGP.DecisnCoord.AllocMemInitSubComp on page 199
BGP.DecisnCoord.AllocMemProcNewRt on page 199
BGP.DecisnCoord.RtFlapDampPnltyNotUpdt on page 200
BGP.DecisnCoord.RtFlapDampPnltyNotClr on page 201
BGP.DecisnCoord.SessFSMInRsltinvAct on page 201
BGP.DecisnCoord.RecvSameRtFMAFM on page 202
BGP.DecisnCoord.AllocMemFail on page 203
BGP.DecisnCoord.RtRfrshAFISAFINotSuprt on page 203
BGP.DecisnCoord.PeerAdvertRtAFNotSuprt on page 204
BGP.DecisnCoord.RsrcFailStaticRedistRt on page 205
BGP.DecisnCoord.AllocMemFailProcPeerRt on page 205
BGP.DecisnCoord.AllocMemFaillnitNewSess on page 206
BGP.DecisnCoord.AllocMemFailActvSubComp on page 207
BGP.DecisnCoord.StorNbrPfxMaxExcd on page 207
BGP.DecisnCoord.AFMSessFailMayRstrt on page 208
BGP.DecisnCoord.BGPSessFailMayRstrt on page 209
BGP.DecisnCoord. AFMSessRstrt on page 209
BGP.DecisnCoord.BGPSessRstrt on page 210
BGP.DecisnCoord.ReestbSessAdjRIBInTmout on page 211
BGP.DecisnCoord.ReallocMemNHArrayFail on page 211
BGP.DecisnCoord.RtNotElgblCauseCircDep on page 212
BGP.DecisnCoord.RtNotEIgbINHNodelLocAddr on page 213
BGP.DecisnCoord.RxRtRfrsh on page 213
BGP.DecisnCoord.RecalcAdjRIBINPlcyChg on page 214
BGP.DecisnCoord.PauseWorkThrshExcd on page 215
BGP.DecisnCoord. AFMRejctAdvertRtCircDep on page 215
BGP.DecisnCoord. AFMChgActvFIgLocRIBRt on page 216
BGP.DecisnCoord.ClrFlapStatsRegRtMap on page 217
BGP.DecisnCoord.NumPeerPfxRchWarnThrsh on page 218
BGP.DecisnCoord.RecvEOR on page 218
BGP.DecisnCoord.RejRtCircDepExtRtBest on page 219
BGP.DecisnCoord.RtHasFlapped on page 220
BGP.DecisnCoord.MemAllFailGetNrliPre on page 221
BGP.DecisnCoord.NumEstBgpSessOne on page 221
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BGP.DecisnCoord.IntTmrCauBgpDelAdvStop on page 222
BGP.DecisnCoord.ReplRtUpdt on page 223
BGP.DecisnCoord.NHUNrchSessFail on page 223
BGP.DecisnCoord.AdjRIBINnRecalcChgDMZ on page 224

BGP.DecisnCoord.AllocMemInitSubComp

Description

A memory allocation failed while initializing the Decision Coordinator sub-component
of DC-BGP. DC-BGP RIB Manager will fail to initialize.

Remedy
This is typically observed in scaled scenarios close to operating limits. try to reduce
number of peers or routes stored. If functionality degrades, try disabling and enabling
bgp or restarting the process. If problem persists, contact technical support with the
following information: "show tech" and "upload debug". System restart may be required
for continued operation.

Severity

Error

Message Text

[VR $p1%] Failed to allocate memory while initializing BGP's Decision Coordinator sub-
component

Message Parameters

Name Type
Pl ulnt32

BGP.DecisnCoord.AllocMemProcNewRt

Description

A memory allocation failure occurred whilst DC-BGP was processing a new BGP route.
Information about the new route has been lost. The session to the BGP peer will be
reset.
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Remedy
This is typically observed in scaled scenarios close to operating limits. try to reduce
number of peers or routes stored. If functionality degrades, try disabling and enabling
bgp or restarting the process. If problem persists, contact technical support with the
following information: "show tech" and "upload debug". System restart may be required
for continued operation.

Severity

Debug-Verbose

Message Text

[VR %p1%] Failed to allocate memory when processing a new BGP route.

Message Parameters

Name Type
Pl ulnt32

BGP.DecisnCoord.RtFlapDampPnltyNotUpdt

Description

The route flap damping penalty of a BGP route could not be updated because the
configured damping parameters have been deleted. The route will not be damped.

Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events

Severity

Info

Message Text

[VR $p1¢] Flap damping penalty of the BGP route %p2%/%p3% could not be updated
\nbecause configured damping parameters have been deleted
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Message Parameters

Name Type
Pl ulnt32
P2 String
pP3 ulnt8

BGP.DecisnCoord.RtFlapDampPnltyNotClr

Description

The user requested that the route flap damping penalty be cleared from a route, but no
penalty is currently held against that route.

Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events

Severity

Info

Message Text

[VR $p1%] User requested clearing of route flap penalty from route $p2%/%$p3% which has
no existing penalty

Message Parameters

Name Type
Pl ulnt32
p2 String
p3 ulnt8

BGP.DecisnCoord.SessFSMInRsltInvAct

Description

An input to the Session FSM has resulted in an invalid action. The session FSM is in an
inconsistent state.
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Remedy

Gather diagnostics and contact technical support. Restart the session to the BGP peer.

Severity

Error

Message Text

[VR 3p1%] Session FSM input caused invalid action: State %p4%, Input $p3%, Action $p2%

Message Parameters

Name Type
pl ulnt32
p2 sint8
pP3 sint8
p4 sint8

BGP.DecisnCoord.RecvSameRtFmMAFM

Description

An identical route has been received from an AFM.

Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events

Severity
Debug-Verbose

Message Text

[VR %p1%] An identical route has been received from an AFM: Supported Prefix Type
$p2%
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Message Parameters

Name Type
Pl ulnt32
p2 DecByteArray

BGP.DecisnCoord.AllocMem€Fail

Description

A memory allocation failure occurred during DC-BGP processing. No information has
been lost. The memory allocation will be retried on a timer.

Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events

Severity

Info

Message Text

[VR %p1%] Failed to allocate memory during BGP processing

Message Parameters

Name Type
pl ulnt32

BGP.DecisnCoord.RtRfrshAFISAFINotSuprt

Description

A route refresh has been received for an AFI SAFI pair it did not announce supyport for.
The route refresh will be ignored.

Remedy

Check why the neighbor is sending route refreshed for unsupported address families.
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Severity
Warning

Message Text

[VR %p1%] Received ROUTE REFRESH from peer index=%p2% for unsupported afi-
safi=$p3%-%p43%

Message Parameters

Name Type
pl ulnt32
p2 ulnt32
pP3 xInt16
p4 ulnt8

BGP.DecisnCoord.PeerAdvertRtAFNotSuprt

Description

A peer has advertised a route for an address family it has not advertised support for.
The session will be reset.

Remedy

Investigate the misbehaving peer.

Severity

Error

Message Text

[VR %p1%] Peer, index=%p2%, has advertised route with unsupported afi-safi=3p3%-%p4%

Message Parameters

Name Type
Pl ulnt32
p2 xInt32
pP3 ulntlc
p4 ulnt8
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BGP.DecisnCoord.RsrcFailStaticRedistRt

Description

There has been a resource failure while processing either a statically defined or
redistributed route. The route will be queued and retried on a timer.

Remedy
This is typically observed in scaled scenarios close to operating limits. try to reduce
number of peers or routes stored. If functionality degrades, try disabling and enabling
bgp or restarting the process. If problem persists, contact technical support with the
following information: "show tech" and "upload debug". System restart may be required
for continued operation.

Severity

Error

Message Text

[VR $p1¢] Failed to allocate resource while processing static or exported route, $p2%/
sp3%

Message Parameters

Name Type

Pl ulnt32

p2 VarFmtByteArray
pP3 ulnt8

BGP.DecisnCoord.AllocMemFailProcPeerRt

Description

A memory allocation failure occurred while processing a route from a BGP Peer.
Information about the new route has been lost. The session to the BGP peer will be
reset.

Remedy

This is typically observed in scaled scenarios close to operating limits. try to reduce
number of peers or routes stored. If functionality degrades, try disabling and enabling
bgp or restarting the process. If problem persists, contact technical support with the
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following information: "show tech" and "upload debug". System restart may be required
for continued operation.

Severity

Error

Message Text

[VR %p1%] Failed to allocate memory while processing a route from a BGP Peer,
index=%p2%

Message Parameters

Name Type
pl ulnt32
P2 xInt32

BGP.DecisnCoord.AllocMem€FaillnitNewSess

Description

A memory allocation failure occurred while initializing a new BGP or AFM session. The
session to the BGP peer will be reset.

Remedy
This is typically observed in scaled scenarios close to operating limits. try to reduce
number of peers or routes stored. If functionality degrades, try disabling and enabling
bgp or restarting the process. If problem persists, contact technical support with the
following information: "show tech" and "upload debug". System restart may be required
for continued operation.

Severity

Error

Message Text

[VR %p1%] Failed to allocate memory while initializing a new BGP or AFM session,
index=%p2%, neighbor? $p3%
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Message Parameters

Name Type
Pl ulnt32
p2 xInt32
pP3 sint

BGP.DecisnCoord.AllocMemFailActvSubComp

Description

A memory allocation failed while activating the Decision Coordinator sub-component
of BGP. BGP RIB Manager will fail to activate.

Remedy
This is typically observed in scaled scenarios close to operating limits. try to reduce
number of peers or routes stored. If functionality degrades, try disabling and enabling
bgp or restarting the process. If problem persists, contact technical support with the
following information: "show tech" and "upload debug". System restart may be required
for continued operation.

Severity

Error

Message Text

[VR %p1%] Failed to allocate memory while activating the Decision Coordinator
component

Message Parameters

Name Type
pl ulnt32

BGP.DecisnCoord.StorNbrPfxMaxExcd

Description

The maximum number of prefixes allowed from a given peer would be exceeded by
processing a received update. If the peer is configured to drop the connection in this
case, then the connection will be reset. Otherwise, the received update will be dropped.
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Remedy

Increase the number of allowed prefixes or limit the number of prefixes using more
restrictive policies for this peer.

Severity
Warning

Message Text

[VR 3p1%] The maximum number of prefixes stored for a neighbor would be
exceeded\nNeighbor IP address: $p23\nAFI: $p3%\nSAFI: $p4%\nDefined max prefixes:
sp5%\nDropping connection: $p63\nidle hold time: $p7%

Message Parameters

Name Type

Pl ulnt32

p2 VarFmtByteArray
p3 ulntle

p4 ulnt8

P5 sInt32

pP6 sint

p7 ulnt32

P8 String

BGP.DecisnCoord. AFMSessFailMayRstrt

Description

An AFM session has failed and may restart. If the join comes back within the configured
recovery duration, the routes learnt from the AFM will be re-synchronized. Otherwise,
all routes learnt from this AFM will be withdrawn.

Remedy
Investigate why the AFM failed.

Severity

Info
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Message Text

Message Text

[VR %p1%] AFM session for afi-safi $p2%-%p3% has failed and may restart

Message Parameters

Name Type
Pl ulnt32
p2 ulntle
pP3 ulnt8

BGP.DecisnCoord.BGPSessFailMayRstrt

Description

A BGP peer session has failed and may restart. If the join comes back within

the configured recovery duration, the routes learnt from the BGP peer will be re-
synchronized using graceful restart processing. Otherwise, all routes learnt from this
peer will be withdrawn.

Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events

Severity

Info

Message Text

[VR 3p1%] BGP peer session, index=%p2%, has failed and may restart

Message Parameters

Name Type
pl ulnt32
p2 ulnt32

BGP.DecisnCoord.AFMSessRstrt

Description

An AFM session has restarted. The AFM's routes will be re-synchronized.
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Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events

Severity

Info

Message Text

[VR %p1%] Restarted AFM session for afi-safi=%p2%-%p3%

Message Parameters

Name Type
Pl ulnt32
p2 ulntlc
p3 ulnt8

BGP.DecisnCoord.BGPSessRstrt

Description

A BGP peer session has restarted. The BGP peer's routes will be re-synchronized using
graceful restart processing.

Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events

Severity

Info

Message Text

[VR 3p1%] Restarted session for BGP Peer index=%p2%
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Message Parameters

Name Type
Pl ulnt32
p2 ulnt32

BGP.DecisnCoord.ReestbSessAdjRIBInTmout

Description

Failed to re-establish a session associated with an Adj-RIB-In within the specified
restart time. Any stale routes will be removed as well as the Adj-RIB-In.

Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events

Severity

Info

Message Text

[VR %p1%] Failed to re-establish session for Adj-RIB-In: &It;AFM index=%p4% or Peer
index=2p5%, \nafi-safi=24p2%-2p3%&gt; within configured restart time

Message Parameters

Name Type
Pl ulnt32
p2 ulntle
pP3 ulnt8
p4 xINnt32
P> xInt32

BGP.DecisnCoord.ReallocMemNHArrayFail

Description

Memory reallocation of a BGP next hop's network next hop array has failed. The
network next hop information for this BGP next hop may not have been updated.
Routes using this BGP next hop may therefore be out of date.
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Remedy

Free up resources. If the network next hop information is out of date, the reallocation
will be re-tried on a timer.

Severity
Warning

Message Text

[VR %p1%] Failed to allocate memory for a BGP nexthop's ($p2%) network nhop array for
safi $p3%

Message Parameters

Name Type

pl ulnt32

p2 VarFmtByteArray
p3 ulnt8

BGP.DecisnCoord.RtNotElgblCauseCircDep

Description

A route is not eligible as it will cause a circular routing dependency, or a routing
oscillation. The route will not be advertised to AFMs or peers.

Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events

Severity

Info

Message Text

[VR ¢p1%] Route %p2% made unfeasible due to circular routing dependency/route
oscillation, \nnhop=¢p3%, match addr=2p4¢, reason=%p5%

212 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



BGP.DecisnCoord Messages Message Parameters

Message Parameters

Name Type

s ulnt32

P2 String

p3 VarFmtByteArray
p4 VarFmtByteArray
p5 String

BGP.DecisnCoord.RtNotEIgbINHNodelLocAddr

Description

A route is not eligible as it's next hop is one of this node's local addresses. The route will
not be advertised to AFMs or peers.

Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events

Severity

Info

Message Text

[VR 3p1%] Route $p2% made unfeasible as its nexthop %$p3% is a local address

Message Parameters

Name Type

Pl ulnt32

p2 String

pP3 VarFmtByteArray

BGP.DecisnCoord.RxRtRfrsh

Description
A ROUTE REFRESH message is being sent to a neighbor.

ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 325 213



Remedy BGP.DecisnCoord Messages

Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events

Severity

Info

Message Text
[VR %p1%] Sending ROUTE REFRESH to peer $p4% for afi-safi $p8%-%p9%

Message Parameters

Name Type

Pl ulnt32

p2 VarFmtByteArray
p3 ulntloc

P4 VarFmtByteArray
p5 ulntlc

pP6 ulntle

p7 xINt32

P8 ulntle

[6}°] ulnt8

BGP.DecisnCoord.RecalcAdjRIBINPIcyChg

Description

Import policy affecting an Adj-RIB-In has been changed while the "soft reset with
stored routing information" behavior is enabled. The routes in the given Adj-RIB-In are
recalculated from a list of all the candidate routes that have been received from the
associated peer. Import policy is re-applied to these candidates, and the Adj-RIB-In is
adjusted accordingly.

Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events

Severity

Info
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Message Text

[VR sp1%]Recalculating Adj-RIB-In: &lt;Peer index=%p2%, afi-safi=3p3%-%p4%&gt;, import
policy changed

Message Parameters

Name Type
Pl ulnt32
p2 xINnt32
pP3 ulntle
p4 ulnt8

BGP.DecisnCoord.PauseWorkThrshExcd

Description

Decision Coordinator processing has paused because the limit on the amount of work
that can be performed in this scheduler cycle has been reached.

Remedy

No action required - Informational message only. May be of interest to developers to
trace and debug events

Severity

Debug-Summary

Message Text

[VR %p1%] BGP Decision Coordinator paused, work threshold reached

Message Parameters

Name Type
Pl ulnt32

BGP.DecisnCoord. AFMRejctAdvertRtCircDep

Description

The AFM has sent an ATG_QCRP_TABLE_UPDATE_ERR signal rejecting a route that
BGP advertised to the AFM. This happens if the AFM determines that adding a new
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route would cause a circular dependency. BGP will not advertise the affected route to
the AFM or to its peers (and will withdraw the route from peers, if already advertised).

Remedy

If seen at start of day, before IGP has converged, then this is likely to be a benign
transient state and can be ignored. Otherwise, check for possible routing loops.

Severity

Info

Message Text
[VR ¢p1%] Rejected route import, circ. dependency: \nnlri=5p4%/5p5%, afi-safi=4p2%-2p3%

Message Parameters

Name Type
o] ulnt32
p2 ulntle
pP3 ulnt8
p4 String
p5 ulnt8

BGP.DecisnCoord. AFMChgActvFIgLocRIBRt

Description

BGP has received an indication that a loc-RIB route has been installed or removed

from the routing table. BGP is updating the status of the route as active or inactive
accordingly. A route that is now installed in the routing table is advertised to BGP peers.
A route that is now removed from the routing table is withdrawn from BGP peers.

Remedy

No action required - Informational message only. May be of interest to developers to
trace and debug events

Severity

Debug-Summary
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Message Text
[VR ¢p1%] BGP route=$p4%/%p5%, afi-safi=%p2%-$p3%, made active/inactive=%p6% in RIB

Message Parameters

Name Type
Pl ulnt32
p2 ulntle
pP3 ulnt8
p4 String
p5 ulnt8
Po6 ulnt32

BGP.DecisnCoord.ClrFlapStatsRegRtMap

Description

BGP has received a request to clear flap statistics for routes matching a Route Map, but
the Route Map specified does not exist. The request to clear flap statistics will not be
processed.

Remedy

Recreate the Route Map required and reissue the Clear Flap Statistics request.

Severity
Warning

Message Text

[VR %p1%] Route map (index=%p3%) specified in a clear flap stats request for peer
(index=%p2%) not found

Message Parameters

Name Type

Pl ulnt32
p2 xINnt32
pP3 xINt32
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BGP.DecisnCoord.NumPeerPfxRchWarnThrsh

Description

The number of prefixes received from a peer has reached the configured warning
threshold level.

Remedy

Investigate the behavior of the peer.

Severity
Warning

Message Text

[VR 3p1%] The number of prefixes from a peer has reached the warning
threshold\nNeighbor IP address: $p23\nAFI: $p3%$\nSAFI: $p4%\nNumber of prefixes:
sp5%\nConfigured max prefixes: sp63\nThreshold level $p7%

Message Parameters

Name Type

Pl ulnt32

p2 VarFmtByteArray
p3 ulntle

p4 ulnt8

P> sInt32

PG sInt32

p7 sint32

BGP.DecisnCoord.RecvEOR

Description

An End-of-RIB marker has been received from a peer.

Remedy

No action required - Informational message only. May be of interest to operators and
developers to trace and debug events
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Severity

Info

Message Text

[VR ¢p1%] An End-of-RIB (EOR) marker has been received from a peer\nNeighbor Index:
sp23\nNeighbor IP address: $p3%\nAFI: $p43\NSAFI: $p5%

Message Parameters

Name Type

pl ulnt32

p2 ulnt32

pP3 VarFmtByteArray
p4 ulntle

pP5 ulnt8

BGP.DecisnCoord.RejRtCircDepExtRtBest

Description

The AFM has sent an ATG_QCRP_TABLE_UPDATE_ERR signal rejecting a BGP learned
route that DC-BGP advertised as an alternative route to an AFM route. This happens

if the AFM determines that adding the new BGP learned route would cause a circular
dependency. DC-BGP will not advertise the affected BGP learned route to the AFM. The
AFM route will still be advertised to BGP peers.

Remedy

If seen at start of day, before IGP has converged, then this is likely to be a benign
transient state and can be ignored. Otherwise, check for possible routing loops.

Severity

Info

Message Text

[VR $p1%] Rejected route import: circ. dependency, Ext. route active, \nnlri=$p4%/%p5%,
afi-safi=%p2%-%p3%
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Message Parameters

Name Type
Pl ulnt32
p2 ulntle
pP3 ulnt8
p4 String
p5 ulnt8

BGP.DecisnCoord.RtHasFlapped

Description

A route has flapped. The penalty tracked for the route is updated, and the route may be
suppressed.

Remedy

No remedy is available.

Severity

Info

Message Text

$p1%/3p2% from peer $p3%:3p4s flapped $p5% times. Penalty $p6% Was $p7% Now $p8%
\NRIB Manager entity index: $p9% \nAFM AFI: $p10% \nAFM SAFI: $p11%

Message Parameters

Name Type

Pl String

p2 uint8

pP3 VarFmtByteArray
p4 ulntle

p5 ulntle

pP6 ulnt32

p7 String

P8 String

P9 ulnt32
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Name Type
pl10 ulntle
P11 ulnt8

BGP.DecisnCoord.MemAllFailGetNrliPre

Description

A memory allocation failure occurred while performing a GET on the NLRI prefix MIB
table. The GET will fail to return a row.

Remedy

Free system resources and retry the GET.

Severity

Error

Message Text

Memory allocation failure occured during a GET on the NLRI prefix table. \nRIB
Manager entity index: $p1%

Message Parameters

Name Type
pl xINt32

BGP.DecisnCoord. NumEstBgpSessOne

Description

The number of Established BGP sessions has moved from zero to one. DC-BGP has
started a timer. While this timer is running, route advertisement will be postponed
unless DC-BGP has no other internal work to do. This allows the Loc-RIB to converge
before advertising routes to peers, preventing the same route being advertised
multiple times.

Remedy

No remedy is available.
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Severity

Info

Message Text

For the next $p2% seconds, BGP will not advertise routes to peers unless it \nhas no

other internal work to do. \nThe phase 3 delay timer has started. Until it pops, phase
1and phase 2 \nwork will always be processed in preference to phase 3 work. \nRIB
Manager entity index: $p1%

Message Parameters

Name Type
pl ulnt32
p2 ulnt32

BGP.DecisnCoord.IntTmrCauBgpDelAdvStop

Description

The internal timer that caused DC-BGP to delay route advertisement has stopped.
This happens either when the configured timer finishes, or the number of Established
sessions drops to zero. DC-BGP will no longer delay route advertisement.

Remedy

No remedy is available.

Severity

Info

Message Text

BGP route advertisement is no longer delayed. \nThe phase 3 delay timer is no longer
running. \nRIB Manager entity index: $p1%

Message Parameters

Name Type
Pl ulnt32
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BGP.DecisnCoord.ReplRtUpdt

Description

The replaced_route field is been updated for a loc-RIB route CB.

Remedy

No remedy is available.

Severity

Debug-Summary

Message Text

BGP %p1% loc-RIB Route CB %p2% (NLRI $p3% prefix length $p4%) replaced_route
\nupdated to $p5%.

Message Parameters

Name Type
pl ulnt32
p2 Ptr

p3 String
p4 ulnt8
p5 Ptr

BGP.DecisnCoord.NHUNrchSessFail

Description

DC-BGP has received an indication that the next hop used by a peer is unreachable
with a host route, and the peer is configured to use fallover. DC-BGP treats the BGP
session as failed.

Remedy

No remedy is available.

Severity
Warning
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Message Text

The next hop required to reach a peer is unreachable with a host route\nDC-BGP treats
the session as failed\nRIB Manager entity index: $p1%\nNeighbor index: $p2%

Message Parameters

Name Type
Pl ulnt32
p2 xINnt32

BGP.DecisnCoord.AdjRIBInRecalcChgDMZ

Description

DMZ link configuration has changed, or bandwidth reported by 13 of an interface
configured as a DMZ link has changed. The routes in the given Adj-RIB-In are modified
adding, removing or altering (as appropriate) a DMZ link extended community
attribute containing the link bandwidth.

Remedy

No remedy is available.

Severity

Info

Message Text

An Adj-RIB-In is being recalculated as a result of a change to DMZ \nlink configuration
or to bandwidth reported by I3\nRIB Manager entity index: $p1%\nNeighbor Index: $p2%

\NAFI: $p3%\nNSAFI: $p4%

Message Parameters

Name Type
pl ulnt32
p2 xInt32
p3 ulntle
p4 ulnt8
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BGP.EVPN.MacMove on page 225
BGP.EVPN.MACSticky on page 226
BGP.EVPN.MacMoveCleared on page 226
BGP.EVPN.MACStickyCleared on page 227

BGP.EVPN.MacMove

Description

RFC 7432 specifies that if a MAC moves between a local and remote device N times
within an M second interval, a message should alert the user. By default the interval is
180 seconds and the number of moves is 5. Multiple EVPN routes may temporarily exist
for this MAC.

Remedy

This error is cleared when only one route exists for this MAC.

Severity
Warning

Message Text

EVPN Entity $EVPNEntity% has multiple moves of MAC $srcMAC% within a single
monitoring interval.

Message Parameters

Name Type
EVPNEnNtity ulnt32
srcMAC srcMAC
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BCP.EVPN.MACSticky

Description

RFC 7432 notes that there are scenarios in which it is desired to configure some MAC
addresses as static so that they are not subject to MAC moves. In such scenarios, these
MAC addresses are advertised with a MAC Mobility extended community where the
static flag is set to 1 and the sequence number is set to zero. If a PE receives such
advertisements and later learns the same MAC address(es) via local learning, then the
PE MUST alert the operator. This notification informs the user that the above condition
has been cleared, because either the MAC is no longer sticky or the remote conflicting
route has been cleared.

Remedy

Remove static MAC if necessary. "clear fdb &lt;mac-address&gt;"

Severity
Warning

Message Text

EVPN Entity $EVPNEntity$% has detected a sticky mac $srcMACS%.

Message Parameters

Name Type
EVPNEnNtity ulnt32
srcMAC srcMAC

BGP.EVPN.MacMoveCleared

Description

RFC 7432 specifies that if a MAC moves between a local and remote device N times
within an M second interval, a message should alert the user. By default the interval is
180 seconds and the number of moves is 5. This notification informs the user that the
above condition has been cleared, because only one route exists for this MAC.

Remedy

No remedy is needed.
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Severity
Warning

Message Text

EVPN Entity $EVPNEntity% cleared multiple moves of MAC $srcMAC%.

Message Parameters

Name Type
EVPNEnNtity ulnt32
srcMAC srcMAC

BGP.EVPN.MACStickyCleared

Description

RFC 7432 notes that there are scenarios in which it is desired to configure somme MAC
addresses as static so that they are not subject to MAC moves. In such scenarios, these
MAC addresses are advertised with a MAC Mobility extended community where the
static flag is set to 1 and the sequence number is set to zero. If a PE receives such
advertisements and later learns the same MAC address(es) via local learning, then the
PE MUST alert the operator. This notification informs the user that the above condition
has been cleared, because either the MAC is no longer sticky or the remote conflicting
route has been cleared.

Remedy

No remedy is needed.

Severity
Warning

Message Text

EVPN Entity $EVPNEntity% cleared a sticky mac $srcMAC%.

Message Parameters

Name Type
EVPNEnNtity ulnt32
srcMAC srcMAC
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BGP.PolicyMgr.InitRsrcFail on page 229
BGP.PolicyMgr.DeactvMIBRowFail on page 229
BGP.PolicyMgr.AggrRtMatchCfgAdvrtMap on page 230
BGP.PolicyMgr.CreatRtMapTbIMIBRowFail on page 231
BGP.PolicyMgr.RecvUpdtNonCfdASPathSeg on page 232
BGP.PolicyMgr.FndActvRtMapFail on page 232
BGP.PolicyMgr.ModCfgTbIMIBRowRtMaplnv on page 233
BGP.PolicyMgr.ModCfgTbIMIBRowCfglnv on page 234
BGP.PolicyMgr.DeactvIPPfxMIBRowFail on page 235
BGP.PolicyMgr.NHSelfCfgOvrrd3rdParty on page 235
BGP.PolicyMgr.RxUpdtEBGPONneHopAwaylnv on page 236
BGP.PolicyMgr.RecalcARORsrcFail on page 237
BGP.PolicyMgr.DenyRtByPIcy on page 237
BGP.PolicyMgr.RtNotAdvertNHSameTxPeer on page 238
BGP.PolicyMgr.CreatAggrRtNotAllow on page 239
BGP.PolicyMgr.RxUpdtNLRIINV on page 239
BGP.PolicyMgr.RecalcORFRsrcFail on page 240
BGP.PolicyMgr.ORFPfXEntCntninvVal on page 241
BGP.PolicyMgr.RemAIIORFENtNotExist on page 241
BGP.PolicyMgr.RemORFENtNotExist on page 242
BGP.PolicyMgr.ORFCmnPartCntninvVal on page 243
BGP.PolicyMgr.ChgSoftResetEfctvRstrt on page 243
BGP.PolicyMgr.RtNotAggrCntnSNPA on page 244
BGP.PolicyMgr.AggrRtNotAdvertindvl on page 245
BGP.PolicyMgrWthdrwAggrRtAdvertindvl on page 246
BGP.PolicyMgr.CreatRecalcAggrRtFail on page 247
BGP.PolicyMgr.DfltRtOriglnactvNoMatch on page 247
BGP.PolicyMgr.RtNotAggrinacty on page 248
BGP.PolicyMgr.PrvntRtMEDChgFmWrap on page 249
BGP.PolicyMgr.ActvRtMapNotSuprt on page 250
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BGP.PolicyMgr.InitRsrcFail

Description

A memory allocation failed while initializing the PM sub-component of Protocol.
Protocol RIB Manager will fail to initialize.

Remedy

Investigate the memory shortage.

Severity

Error

Message Text

Protocol Resource failure during Policy Manager initialization. VR: $p1%

Message Parameters

Name Type
pl ulnt32

BGP.PolicyMgr.DeactvMIBRowFail

Description

A MIB row could not be deactivated because it is being referenced by another MIB row,
or because a MIB action is pending for a MIB table that could depend on the MIB row.
The MIB request to deactivate the row will fail.

Remedy

Before retrying the SET, remove any references to the MIB row from other tables.

Severity

Error

Message Text

Protocol Policy Manager MIB row could not be deactivated, as it is referenced by
another MIB row, or because a MIB action is pending for a MIB table that could
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reference the row. MIB table $p1% Index in the table: VR = $p2% Other index values:
%$p3% 3p4d% 3$p5% $p6% Tables that may refer to this MIB table: $p7% $p8%

Message Parameters

Name Type

pl String
p2 xINnt32
pP3 xINt32
p4 xInt32
p5 xInt32
pP6 xINnt32
7 String
P8 String

BGP.PolicyMgr. AggrRtMatchCfgAdvrtMap

Description

Policy Manager will not aggregate a route in an Adj-RIB-Out because the route
matches the advertise route map. The route will be advertised individually and will not
be aggregated into an aggregate route.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Protocol Policy Manager will not aggregate a route because it matches the configured
'advertise' route map. VR: $p1% &lt;AFI, SAFI&gt;: &lt;%5p2%, $p3%&gt; Prefix of aggregate
address: $p4% Length of aggregate address prefix: $p5% Prefix of route which will not be
aggregated: $p6% Length of route prefix: $p7%
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Message Parameters

Name Type

Pl ulnt32

p2 ulntle

pP3 ulnt8

p4 HexByteArray
p5 ulnt8

pP6 HexByteArray
p7 ulnt8

BGP.PolicyMgr.CreatRtMapTbIMIBRowFalil

Description

A MIB row in the bgpRouteMapTable could not be created, because it would mean that
a route map which is being used as an attribute map for an aggregate route would
have more than one row. The attempt to create the MIB row will fail.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text

Protocol Policy Manager could not create a MIB row in the bgpRouteMapTable because
it would mean that a route map which is being used as an attribute map for an
aggregate route would have more than one row. VR: $p1% Route map index: $p2% Route

map number: $p3%

Message Parameters

Name Type

Pl ulnt32
p2 xINt32
pP3 xINt32
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BGP.PolicyMgr.RecvUpdtNonCfdASPathSeg

Description

An update has been received from a non-confederation EBGP peer containing an
AS_PATH with the initial segment a confederation segment. The most common cause
of this is a peer which has failed to remove the confederation part of the AS_PATH
when exporting outside its confederation. If the first segment in the AS_PATH is not of
length O, it is replaced with a segment of type QB_AS_PATH_SEQ containing the Peer's
remote AS number. Otherwise the AS_PATH has been corrupted so the route is not
added to the Adj-RIB-In.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text

An update has been received from a non-confederation peer which contains an
AS_PATH with the first segment of a confederation type. VR: $p1% Peer BGP ID: $p2%

Peer remote AS number $p3% Initial AS_PATH segment type %p4% Initial AS_PATH
segment length $p5%

Message Parameters

Name Type
Pl ulnt32
p2 xINt32
p3 ulntle
p4 ulnt8
p5 ulnt8

BGP.PolicyMgr.FndActvRtMapkFail

Description

PM has failed to find the continue route map clause specified by a matching permit
route map. The route will be permitted, but no additional filtering of the route will be
performed.
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Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text

PM failed to find an active route map clause with the specified number. VR: $p1% Route
Map Index: $p2% Route Map Number: $p3% Continue Clause: $p4%

Message Parameters

Name Type

pl ulnt32
p2 ulnt32
p3 uint32
P4 ulnt32

BGP.PolicyMgr.ModCfgTbIMIBRowRtMaplnv

Description

A MIB row in the bgpConfigTable could not be modified because the route map being
assigned to the non-exist map or advertise map did not specify an exact NLRI match,
was the wrong type, or was already in use by too many configs. The attempt to modify
the MIB row will fail.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text

Protocol Policy Manager could not modify a MIB row in the bgpConfigTable because to
do so would cause the non-exist or advertise map not to specify an exact NLRI match,
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not be of type PERMIT, or be assigned to too many configs. VR: $p1% Route Map Index:
%p2% Route Map Number: $p3%

Message Parameters

Name Type

pl ulnt32
p2 ulnt32
pP3 ulnt32

BGP.PolicyMgr.ModCfgTbIMIBRowCfglnv

Description

A MIB row in the bgpConfigTable could not be modified because to do so would

result in a config with one or both of the two route-maps required for conditional
advertisement not specified. A valid configuration must have both non-exist and
advertise route-maps specified. The attempt to modify the MIB row will fail.

Remedy
Set the bgpConfigCondAdvOn flag to AMB_FALSE before modifying the conditional
advertisement configuration. Set it back to AMB_TRUE when reconfiguration is
complete.

Severity
Error

Message Text

Protocol Policy Manager could not modify a MIB row in the bgpConfigTable because
to do so would result in one or both of the non-exist and advertise maps being
unspecified. Both must be specified in a valid configuration. VR: $p1% Config Index:
2p2%

Message Parameters

Name Type
pl ulnt32
p2 xInt32
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BGP.PolicyMgr.DeactvIPPfxMIBRowFalil

Description

A MIB row in the bgplpPreTable could not be deactivated because the route map to
which it belongs is a non-exist or advertise map, and this route map has no other active
IP prefixes. The attempt to deactivate the MIB row will fail.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text

Protocol Policy Manager could not modify a MIB row in the bgplpPreTable because the
route-map to which it belongs is an advertise or non-exist map, and has no other active
IP prefixes. VR: $p1% Route Map Index: $p2% Route Map Number: $p3% IP Prefix Number:
Sp4Ss

Message Parameters

Name Type

Pl ulnt32
p2 ulnt32
pP3 ulnt32
p4 ulnt32

BGP.PolicyMgr.NHSelfCfgOvrrd3rdParty

Description

This peer group has been configured with both next-hop-self and third-party next-hop
enabled. The next-hop-self configuration overrides the third-party next-hop.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".
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Severity
Warning

Message Text

next-hop-self configuration overrides third-party next-hop configuration. VR: $p1% Peer
group index: $p2%

Message Parameters

Name Type
pl XInt32
p2 xInt32

BGP.PolicyMgr.RxUpdtEBGPOneHopAwaylnv

Description

An update has been received from an EBGP peer one IP hop away in which the next
hop is not the address of the sender, and the interface associated with the next hop
does not share our subnet. The update will be ignored.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text

An update has been received from an EBGP peer one IP hop away in which the next
hop is not the address of the sender, and the interface associated with the next hop
does not share our subnet. VR: $p1% Peer BGP ID: $p2% Next Hop Address: $p3%

Message Parameters

Name Type

Pl ulnt32

p2 xINnt32

pP3 VarFmtByteArray
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BGP.PolicyMgr.RecalcARORsrcFail

Description

The AROs could not be recalculated due to a resource failure. The resource_fail_timer
has been started. When the timer pops another attempt will be made to recalculate

the AROs.

Remedy
This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Warning

Message Text

The AROs could not be recalculated due to a resource failure. VR: $p1%

Message Parameters

Name Type
Pl ulnt32

BGP.PolicyMgr.DenyRtByPlcy

Description

A route has been denied by policy. The route will not be installed in the given RIB. This
may be due to explicit denial (the route has matched a deny filter), or implicit denial
(the route has not matched a permit filter).

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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Message Text

Protocol Policy Manager filtered out a route. VR: $p1% Peer index of the peer owning the
RIB: $p2% Local address connecting to this peer: $p3% Remote address of this peer: $p4%

ARI/ARO: $p5% Prefix of route: $p6% Length of route prefix: $p7%

Message Parameters

Name Type

pl ulnt32

p2 xInt32

pP3 VarFmtByteArray
P4 VarFmtByteArray
p5 String

p6 String

p7 ulnt8

BGP.PolicyMgr.RtNotAdvertNHSameTxPeer

Description

A route can not be advertised because its next hop is the same as the address of the
peer to which it was being sent. The route will not be advertised to this peer.

Remedy

If the route should be advertised to the peer, set the bgpPeerCheckNextHop field of
this peer's entry in the bgpPeerTable to AMB_FALSE. This will prevent the next hops

being checked against the peer's address.

Severity

Info

Message Text

A route can not be advertised because its next hop is the same as the address of the
peer to which it was being sent. VR: $p1% Neighbor index: $p2% Next Hop Address: $p3%

238 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



BGP.PolicyMgr Messages Message Parameters

Message Parameters

Name Type

Pl ulnt32

P2 ulnt32

p3 VarFmtByteArray

BGP.PolicyMgr.CreatAggrRtNotAllow

Description

A MIB request has attempted to create an aggregate route for an AFI/SAFI which does
not allow aggregation. The TEST has been rejected.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text

A MIB request has attempted to create an aggregate route for an AFI/SAFI which does
not allow aggregation. VR: $p1% Aggregate route prefix: $p2% Aggregate route prefix
length: $p3% AFl: $p4% SAFI: $p5%

Message Parameters

Name Type

Pl xInt32

p2 HexByteArray
pP3 ulnt8

p4 ulntle

p5 ulnt8

BGP.PolicyMgr.RxUpdtNLRIINv

Description

An update has been received with invalid NLRI. The update will be ignored.
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Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text

An update has been received with invalid NLRI. VR: $p1% Peer BGP ID: $p2% NLRI
destination address: $p3%

Message Parameters

Name Type

pl ulnt32
p2 xInt32
p3 String

BGP.PolicyMgr.RecalcORFRsrcFail

Description

ORF advertisement lists could not be recalculated due to a resource failure. The
resource_fail_timer has been started. When the timer pops another attempt will be
made to recalculate the ORFs to be advertised to this peer. Additionally any change in
import policy for this peer will result in another attempt.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text

ORF advertisement lists could not be recalculated due to a resource failure. VR: $p1%
Peer BGP ID: $p2% &ILAFI, SAFI&gt;: &lt;3p3%, $p4%&gt;
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Message Parameters

Name Type
pl ulnt32
p2 xInt32
pP3 ulntle
o4 ulnt8

BGP.PolicyMgr.ORFPfxEntCntnlnvVal

Description

An ORF entry of type Prefix contains an invalid value. The entire ORF will be removed.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text
An ORF entry of type Prefix contains an invalid value. VR: $p1% Peer BGP ID: $p2%

Message Parameters

Name Type
pl ulnt32
p2 xInt32

BGP.PolicyMgr.RemAIIORFENtNotEXxist

Description

A REMOVE or REMOVE-ALL request has been received but the specified ORF does not
exist. The request will be ignored.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".
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Severity
Warning

Message Text

A request has been received to REMOVE or REMOVE-ALL an ORF/ORF entry but the
specified ORF does not exist. VR: $p1% Peer BGP ID: $p2%

Message Parameters

Name Type
pl ulnt32
p2 xInt32

BGP.PolicyMgr.RemORFENtNotEXxist

Description

A request has been received to REMOVE an ORF entry but the specified entry does not
exist. The REMOVE request will be ignored.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Warning

Message Text

A request has been received to REMOVE an ORF entry but the specified ORF entry
does not exist. VR: $p1% Peer BGP ID: $p2%

Message Parameters

Name Type
pl ulnt32
P2 xInt32
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BGP.PolicyMgr.ORFCmnPartCntninvVal

Description

The common part of an ORF entry contains an invalid value. The entire ORF will be
removed.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text

The common part of an ORF entry contains an invalid value. VR: $p1% Peer BGP ID:
Sp2%

Message Parameters

Name Type
Pl ulnt32
p2 xInt32

BGP.PolicyMgr.ChgSoftResetEfctvRstrt

Description

A peer group has had the soft reset with stored routing information behavior enabled
or disabled whilst a session is already underway to a peer in this peer group. The
change will not take effect for the peer until the session is restarted.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning
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Message Text

Soft reset with stored routing information has been enabled or disabled for a peer
group whilst a session is underway for a peer within this peer group. The setting
change will take effect for the peer when the session is next restarted. VR: $p1% Peer
index: $p2% Peer group index: $p3% Peer group soft reset setting enabled: $p4%

Message Parameters

Name Type
pl ulnt32
p2 xInt32
pP3 XInt32
P4 sint

BGP.PolicyMgr.RtNotAggrCntnSNPA

Description

Policy Manager failed to aggregate a route in a Loc-RIB because the route attributes
contain SNPAs. The route will be advertised individually and will not be aggregated into

an aggregate route.

Remedy

This is an internal condition needing technical assistance. Contact technical support

with the output of "show tech".

Severity
Warning

Message Text

Protocol Policy Manager has not aggregated a route because it contains SNPAs. VR:
$pl1% &lItAFI, SAFI&gt;: &lt;%p2%, $p3%&gt; Prefix of aggregate address: $p4% Length of
aggregate address prefix: $p5% Prefix of route which could not be aggregated: $p6%

Length of route prefix: $p7%

Message Parameters

Name Type
pl ulnt32
p2 ulntlc
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Name Type
p3 ulnt8
p4 HexByteArray
p5 ulnt8
pP6 HexByteArray
p7 ulnt8

BGP.PolicyMgr.AggrRtNotAdvertindvl

Description

Policy Manager has flagged an aggregated route such that it will not be added to

any Adj-RIB-Out and hence not advertised. This is because the aggregated route
either matches the aggregate address' suppress route map, or because the aggregate
address is configured so that only the aggregate address is advertised and not the
aggregated addresses. The route will be not be advertised individually and will only be
advertised in the aggregate route.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Protocol Policy Manager has aggregated a route and will not advertise the route
individually. VR: $p1% &It;AFI, SAFI&gt;: &lt;3p2%, $p3%&gt; Prefix of aggregate address:
%p4% Length of aggregate address prefix: $p5% Prefix of route which has been
aggregated: $p6% Length of route prefix: $p7%

Message Parameters

Name Type

o] ulnt32

p2 ulntle

pP3 ulnt8

P4 HexByteArray
p5 ulnt8
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Name Type
po6 HexByteArray
p7 ulnt8

BGP.PolicyMgrWthdrwAggrRtAdvertindvl

Description

Routes which match a defined aggregate have been received which do not have
matching MED attributes, and the aggregate_med flag is set to FALSE in the RM Entity
MIB. Policy manager will withdraw any existing aggregate route, and will advertise any
matching routes individually.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Protocol Policy Manager has withdrawn an aggregate route, if it exists, and is
advertising its constituent routes individually because they have differing MULTI-EXIT-
DISC attributes. VR: $p1% &ILAFI, SAFI&gt;: &lt;%p2%, $p3%&gt; Prefix of aggregate
address: $p4% Length of aggregate address prefix: $p5%

Message Parameters

Name Type

Pl ulnt32

p2 ulntle

pP3 ulnt8

P4 HexByteArray
p5 ulnt8
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BGP.PolicyMgr.CreatRecalcAggrRtFail

Description

Remedy

Severity

Policy Manager failed to create or re-calculate an aggregate route in a Loc-RIB. A route
which should have been aggregated with the aggregate route will only be advertised
individually.

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Warning

Message Text

Protocol Policy Manager has failed to create or re-calculate an aggregate route. VR:
$p1% &lItAFI, SAFI&gt;: &lt;%p2% $p3%&gt; Prefix of aggregate address: $p4% Length of
aggregate address prefix: $p5% Prefix of route which could not be aggregated: $p6%
Length of route prefix: $p7%

Message Parameters

Name Type

pl ulnt32

p2 ulntlc

p3 ulnt8

p4 HexByteArray
p5 ulnt8

pP6 HexByteArray
p7 ulnt8

BGP.PolicyMgr.DfltRtOriglnactvNoMatch

Description

A scan of the Loc-RIB has determined that default route origination has become active/
inactive because a matching route has been found/not found. A locally generated
default route will either be advertised or cease to be advertised depending on the
change in state.
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Remedy

No action required - Informational message only.

Severity

Info

Message Text

Protocol Policy manager has scanned the Loc-RIB and determined that default route
origination has become active/inactive because a matching route has been found/not
found. VR: $p1% Neighbor index: $p2% Update group index: $p6% &It;AFl, SAFI&gt;:
&lt;3p3%, $p4%&gt; Default Originate State: $p5%

Message Parameters

Name Type
Pl ulnt32
p2 ulnt32
pP3 ulntle
p4 ulnt8
p5 String
pP6 ulnt32

BGP.PolicyMgr.RtNotAggrinactv

Description

Policy Manager has not aggregated a route in a Loc-RIB because the route is not
programmed in the AFM, and inactive routes are being suppressed. The route will not
be advertised either individually or aggregated into an aggregate route.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Protocol Policy Manager has not aggregated a route because it is inactive. VR:
$p1% &lItAFI, SAFI&gt;: &lt;%p2%, $p3%&gt; Prefix of aggregate address: $p4% Length of
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Message Parameters

aggregate address prefix: $p5% Prefix of route which could not be aggregated: $p6%

Length of route prefix: $p7%

Message Parameters

Name Type

pl ulnt32

p2 ulntle

pP3 ulnt8

p4 HexByteArray
p5 ulnt8

po6 HexByteArray
p7 uint8

BGP.PolicyMgr.PrvntRtMEDChgFmWrap

Description

An attempt to increment or decrement a route MED value would cause the MED value
to wrap. The route MED value is set to the maximum or minimum value allowed.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Protocol Policy Manager has prevented a route MED change from wrapping. VR: $p1%
&lItAFI, SAFI&gt;: &lt;%p2%, $p3%&gt; Route prefix: $p4% Length of route prefix: $p5%
Original route MED: $p6% Increment required?: $p7% Increment or decrement amount:

$p8% Updated route MED: $p9%

Message Parameters

Name Type
pl ulnt32
P2 ulntle
pP3 ulnt8
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Name Type

p4 HexByteArray
p5 ulnt8

pP6 xInt32

p7 sint

P8 xInt32

P9 xInt32

BGP.PolicyMgr.ActvRtMapNotSuprt

Description

Policy Manager has received a MIB request to activate a Route Map for an AFI/SAFI that
is not currently supported. The Route Map is activated. The Route Map will have no
effect until the support for the AFI/SAFI is enabled.

Remedy

The user should confirm that there has been no error in configuring a Route Map for an

AFI/SAFI that is not currently supported.

Severity
Warning

Message Text

Protocol Policy Manager has received a request to activate a Route Map for an AFI/SAFI
that is not currently supported. VR: $p1% Route map index: $p2% Route map number:

$p3% &ItAFl, SAFI&gt;: &lt;3pa%, $p5%&gat;

Message Parameters

Name Type
Pl ulnt32
p2 xINnt32
pP3 xINt32
p4 ulntle
p5 ulnt8
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BGP.RIBAbstract.AllocLocRIBFail on page 251
BGP.RIBAbstract. AllocAdjRIBFail on page 252
BGP.RIBAbstract.AllocFail on page 252
BGP.RIBAbstract.AllocSetOperDampParam on page 253
BGP.RIBAbstract.FreeSetOperDampParam on page 254
BGP.RIBAbstract.AllocTrackDampPnltyFail on page 255
BGP.RIBAbstract.BlkLocRIBNoAFMAvail on page 256
BGP.RIBAbstract.UnBlIkLocRIB on page 256
BGP.RIBAbstract.AllocRawRecvRt on page 257

BGP.RIBAbstract.AllocLocRIBFail

Description

Protocol RIB Abstraction Layer has failed to allocate resources for a Loc-RIB. RIB
Manager will fail to initialize and Protocol cannot become operational.

Remedy

Allocate extra resources.

Severity

Error

Message Text

The Protocol RIB Abstraction Layer has failed to allocate resources for a Loc-RIB. VR =
$pl%

Message Parameters

Name Type
o] ulnt32
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BGP.RIBAbstract.AllocAdjRIBFall

Description

The Protocol RIB Abstraction Layer has failed to allocate resources for a Adj-RIB-In or
Adj-RIB-Out. The BGP session will fail to start. An attempt will be made to restart the
session later.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text

The Protocol RIB Abstraction Layer has failed to allocate resources for an Adj-RIB-In or
Adj-RIB-Out. VR = $p1% Session type = $p2% AFl = $p3% SAF| = $p4%

Message Parameters

Name Type
pl ulnt32
p2 ulnt8
p3 ulnt16
p4 ulnt8

BGP.RIBAbstract.AllocFail

Description

Protocol RIB Abstraction Layer has failed to allocate resources. An attempt will be made
to allocate resources later.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".
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Severity

Error

Message Text

The Protocol RIB Abstraction Layer has failed to allocate resources. VR = $p1%

Message Parameters

Name Type
Pl ulnt32

BGP.RIBAbstract.AllocSetOperDampParam

Description

Protocol RIB Abstraction Layer has allocated a set of operational damping parameters.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

The Protocol RIB Abstraction Layer has allocated a set of operational damping
parameters. VR = $p1% Penalty cutoff threshold = $p2% Penalty reuse threshold = $p3%
Max route suppression time = $p4% Available route penalty half-life = $p5% Withdrawn
route penalty half-life = $p6% Available route max penalty time = $p7% Withdrawn route
max penalty time = $p8% Size of available routes penalty factor array = $p9% Size of
withdrawn routes penalty factor array = $p10% Scale factor: integer part = $p11% Scale
factor: fractional part = $p12%/65536 Max reuse index = $p13%

Message Parameters

Name Type

pl ulnt32
p2 ulnt32
pP3 ulnt32
p4 ulnt32
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Name Type

pP5 ulnt32
pP6 ulnt32
p7 ulnt32
P8 ulnt32
P9 ulntle
pl10 ulntlc
P11 ulntic
p12 ulntle
P13 ulntlc

BGP.RIBAbstract.FreeSetOperDampParam

Description

Protocol RIB Abstraction Layer has freed a set of operational damping parameters.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

The Protocol RIB Abstraction Layer has freed a set of operational damping parameters.
VR = $p1% Penalty cutoff threshold = $p2% Penalty reuse threshold = $p3% Max route

suppression time = $p4% Available route penalty half-life = $p5% Withdrawn route
penalty half-life = $p6% Available route max penalty time = $p7% Withdrawn route
max penalty time = $p8% Size of available routes penalty factor array = $p9% Size of
withdrawn routes penalty factor array = $p10% Scale factor: integer part = $p11% Scale
factor: fractional part = $p12%/65536 Max reuse index = $p13%

Message Parameters

Name Type

pl ulnt32
p2 ulnt32
pP3 ulnt32
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Name Type

p4 ulnt32
P5 ulnt32
pP6 ulnt32
p7 ulnt32
P8 ulnt32
P9 ulntlc
pl10 ulntlc
P11 ulntlc
p12 ulntle
P13 ulntle

BGP.RIBAbstract. AllocTrackDampPnltyFail

Description

Protocol RIB Abstraction Layer has failed to allocate resources to track a route flap
dampening penalty against a BGP route. A penalty will not be tracked against the
withdrawn route. If the route is flapping, then Protocol will attempt to allocate a penalty
CB the next time the route is withdrawn.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text

The Protocol RIB Abstraction Layer has failed to allocate resources to track a route flap
dampening penalty against a BGP route. VR = $p1% Route &It;AFI, SAFI&gt; = &lt;3p2%,
$p3%&gt; Route prefix length (bits) = $p4% Route prefix = $p5%

Message Parameters

Name Type
Pl ulnt32
p2 ulntle
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Name Type
p3 ulnt8
p4 ulnt8
p5 HexByteArray

BGP.RIBAbstract.BlkLocRIBNoAFMAvail

Description

A Loc-RIB has been blocked because no AFM is available for the AFI/SAFI. Changes to
the Loc-RIB will not be advertised to peers until the Loc-RIB is unblocked when an AFM
becomes available.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

A Loc-RIB has been blocked because no AFM is available for the AFI-SAFI. VR: $p1% AFI:
$p2% SAFI: $p3%

Message Parameters

Name Type
Pl xINt32
p2 ulntle
pP3 ulnt8

BGP.RIBAbstract.UnBlkLocRIB

Description

A Loc-RIB has been unblocked. Changes to the Loc-RIB that were postponed while it
was blocked will now be advertised to peers.

Remedy

No action required - Informational message only.
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Severity

Info

Message Text
A Loc-RIB has been unblocked. VR: $p1% AFl: $p2% SAFI: $p3%

Message Parameters

Name Type
Pl xINt32
p2 ulntle
pP3 ulnt8

BGP.RIBAbstract.AllocRawRecvRt

Description

Protocol RIB Abstraction Layer has failed to allocate resources to store a raw route
received from a peer. This can only occur when soft reset with stored routing
information is enabled: This optional behavior uses a lot of memory. Information about
the new route has been lost. The session to the BGP peer will be reset.

Remedy

Free system resources and retry the session.

Severity

Error

Message Text

The Protocol RIB Abstraction Layer has failed to allocate resources to store a raw
received route. VR = 3p1% Route &It;AFI, SAFI&gt; = &lt;3p2%, $p3%&gt; Route prefix
length (bits) = $p4% Route prefix = $p5%

Message Parameters

Name Type
o] ulnt32
p2 ulntle
pP3 ulnt8
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p4 ulnt8
p5 HexByteArray
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BGP.RIBMgr.InitFail on page 261
BCP.RIBMgr.InitHAFLibFail on page 261
BGP.RIBMgr.DefJoinlIfFail on page 262
BGP.RIBMgr.InitMIBProdSuprtLibFail on page 262
BGP.RIBMgr.RegMIBLibFail on page 263
BGP.RIBMgr.RecvSiglnvQueue on page 263
BGP.RIBMgr.RecvMsgTypeUnexpct on page 264
BCP.RIBMgr.NbrMIBFSMInInv on page 265
BGP.RIBMgr.CnctFSMInInv on page 265
BGP.RIBMgr.RecvSigNonActJoin on page 266
BGP.RIBMgr.ActvNbrPeerRowFail on page 267
BGP.RIBMgr.DtectIntCflct on page 268
BGP.RIBMgr.FailOvrAFMMstrJoin on page 268
BGP.RIBMgr.AFMMstrJoinFail on page 269
BGP.RIBMgr.AFMMstrJoinNoSlave on page 269
BGP.RIBMgr.AFMSlaveRfusMstrJoin on page 270
BGP.RIBMgr.DeactvAFMMstrJoinOK on page 270
BGP.RIBMgr.CnctFSMStateChg on page 271
BGP.RIBMgr.NbrMIBFSMStateChgDetail on page 272
BCP.RIBMgr.CreatOK on page 273
BGP.RIBMgr.Dstry on page 273
BGP.RIBMgr.RxRtRfrshMsg on page 274
BGP.RIBMgr.Actv on page 274
BCP.RIBMgr.DeActv on page 275
BGP.RIBMgr.NbrMIBFSMStateChg on page 276
BGP.RIBMgr.AcptJoinRsrcAllocFail on page 276
BGP.RIBMgr.SlaveJoinFail on page 277
BGP.RIBMgr.DeactvSlaveJoinOK on page 277
BGP.RIBMgr.ActvFSMInInv on page 278
BGP.RIBMgr.FailOvrMstrJoinStub on page 279
BGP.RIBMgr.MstrJoinStubFail on page 279
BGP.RIBMgr.MstrJoinStubNoSlave on page 280
BGP.RIBMgr.SlaveRfusMstrJoin on page 281
BGP.RIBMgr.DeactvMstrStubJoinOK on page 281
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BGP.RIBMgr.ClrStatsNbrPeerM|BFail on page 282
BGP.RIBMgr.RecvSigNonActJoinTrace on page 283
BGP.RIBMgr.RecvRspnsCrltrUnexpct on page 283
BGP.RIBMgr.ProcStubMsgRsrcUnavail on page 284
BGP.RIBMgr.ProcStubMsgActTypeUnk on page 285
BGP.RIBMgr.JoinFSMInInv on page 285
BGP.RIBMgr.ProcStubMsgDatal.ost on page 286
BGP.RIBMgr.AllocLocAddrCBFail on page 287
BGP.RIBMgr.AllocLocSubnetCBFail on page 287
BGP.RIBMgr.BCPSpkrCfgNoECMPBNft on page 288
BGP.RIBMgr.FailOvrSlaveJoin on page 288
BGP.RIBMgr.RstrtProcOK on page 289
BGP.RIBMgr.RegWithStub on page 289
BGP.RIBMgr.RecvRegRspnsFmStub on page 290
BGP.RIBMgr.RecvRegOKRspnsFMAFM on page 291
BGP.RIBMgr.RstrtStubTmout on page 291
BGP.RIBMgr.AFMRsyncAftRtstrtTmout on page 292
BGP.RIBMgr.RecvRegFailspnsFmAFM on page 292
BGP.RIBMgr.GrcflRstrtCflct on page 293
BGP.RIBMgr.ChgPfxTypeAdminUp on page 294
BGP.RIBMgr.BCPCfgGrcflRstrtUnsuprt on page 294
BGP.RIBMgr.SetIPveMaxAddrLenSmall on page 295
BGP.RIBMgr.IPvePeerCfgNoGloblLocCfg on page 296
BGP.RIBMgr.IPvePeerCfgNolPv4LocCfg on page 296
BGP.RIBMgr.AFMJoinNotExist on page 297
BGP.RIBMgr.AddJoinAFMRsrcFail on page 298
BGCP.RIBMgr.BegQueuelPSBusyDC on page 298
BGP.RIBMgr.EndQueuelPSBusyDC on page 299
BGP.RIBMgr.CoopRtFiltCapAFIUnsuprt on page 300
BGP.RIBMgr.CoopRtFiltCapORFUnNsuprt on page 300
BGP.RIBMgr.RtRfrshMsgORFNotAgree on page 301
BGP.RIBMgr.RtRfrshMsgORFUnexpct on page 302
BGP.RIBMgr.ChglLocCapNotActvPeer on page 303
BGP.RIBMgr.CfgRstrtStateNotPrsrv on page 303
BGP.RIBMgr.PeerRsyncAftRtstrtTmout on page 304
BGP.RIBMgr.Dsbl4OctSuprtPeerPrsnt on page 304
BGP.RIBMgr.Dsbl4OctSuprtLocAS4Oct on page 305
BGP.RIBMgr.Dsbl4OctSuprtLocAS4OctA on page 306
BGP.RIBMgr.ChglnactRtAdvertBGPENDbI on page 306
BGP.RIBMgr.ChglnactRtAdvertNoAllow on page 307
BGP.RIBMgr.ClrFlapStatsFldNotSet on page 307
BGP.RIBMgr.NHSelfCfgOvrrd3rdParty on page 308
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BGP.RIBMgr.ChgPeerCapNotActvPeer on page 309

BGP.RIBMgr.InitFail

Description

The Protocol RIB Manager has failed to initialize. Protocol cannot become operational.

Remedy

Gather diagnostics and investigate cause of failure.

Severity

Error

Message Text
The Protocol RIB Manager has failed to initialize. VR = $p1%

Message Parameters

Name Type
Pl ulnt32

BGP.RIBMgr.InitHAFLibFail

Description

The Protocol RIB Manager has failed to initialize the HAF library. RIB Manager
initialization will fail.

Remedy

Gather diagnostics and investigate cause of failure.

Severity

Debug-Summary

Message Text
The Protocol RIB Manager has failed to initialize the HAF library. VR = $p1%

ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5 261



Message Parameters BGP.RIBMgr Messages

Message Parameters

Name Type
Pl ulnt32

BGP.RIBMgr.DefJoinlfFail

Description

The Protocol RIB Manager has failed to define a join interface. RIB Manager
initialization will fail.

Remedy

Gather diagnostics and investigate cause of failure.

Severity

Debug-Summary

Message Text

The Protocol RIB Manager has failed to define a join interface. Join interface ID = $p1%
VR = %p2%

Message Parameters

Name Type
Pl slnt32
p2 ulnt32

BGP.RIBMgr.InitMIBProdSuprtLibFail

Description

The Protocol RIB Manager has failed to initialize the MIB product support library. RIB
Manager initialization will fail.

Remedy

Gather diagnostics and investigate cause of failure.
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Severity

Debug-Summary

Message Text

The Protocol RIB Manager has failed to initialize the MIB product support library. VR =
3plSs

Message Parameters

Name Type
Pl ulnt32

BGP.RIBMgr.RegMIBLIibFail

Description

The Protocol RIB Manager has failed to register a MIB with the MIB product support
library. RIB Manager initialization will fail.

Remedy

Gather diagnostics and investigate cause of failure.

Severity

Debug-Summary

Message Text

The Protocol RIB Manager has failed to register a MIB with the MIB product support
library. VR = $p1%

Message Parameters

Name Type
pl ulnt32

BGP.RIBMgr.RecvSiglnvQueue

Description

The Protocol RIB Manager has received a signal on an invalid queue. Protocol will
terminate.
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Remedy

Contact support personnel.

Severity

Error

Message Text

The Protocol RIB Manager has received a signal on an invalid queue. Queue ID = $p1%

Message Parameters

Name

Type

pl

XInt32

BGP.RIBMgr.RecvMsgTypeUnexpct

Description

Protocol RIB Manager has received an unexpected message type. Protocol will

terminate

Remedy

Contact support personnel.

Severity

Error

Message Text

Protocol RIB Manager has received an unexpected message type. VR = 3p1% Queue ID =

$p2% IPS type = $p3%

Message Parameters

Name Type

pl ulnt32
p2 xInt32
pP3 XInt32
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BGP.RIBMgr.NbrMIBFSMInInv

Description
Invalid input to Protocol RIB Manager Neighbor MIB FSM. Protocol will terminate.

Remedy

Contact support personnel.

Severity

Error

Message Text

Invalid input to Protocol RIB Manager Neighbor MIB FSM. VR = $p1% Local address =
$p2% Local port = $p3% Remote address = $p4% Remote port = $p5% Scope ID = $p6%
Peer index = $p7% Action = $p8% Input = $p9% State = $p10%

Message Parameters

Name Type

P ulnt32

p2 VarFmtByteArray
pP3 ulntle

P4 VarFmtByteArray
p5 ulntle

pP6 ulnt32

p7 xInt32

P8 sint8

P9 sint8

pl10 sint8

BGP.RIBMgr.CnctFSMInInv

Description

Invalid input to Protocol RIB Manager Connection FSM. Protocol will terminate.
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Remedy

Contact support personnel.

Severity

Error

Message Text

Invalid input to Protocol RIB Manager Connection FSM. VR = $p1% Local IP address =
$p2% Local port = $p3% Remote address = $p4% Remote port = $p5% Scope ID = $p6%

Peer index = $p7% Action = $p8% Input = $p9% State = $p10%

Message Parameters

Name Type

o] ulnt32

p2 VarFmtByteArray
p3 ulntle

p4 VarFmtByteArray
p5 ulntle

pP6 ulnt32

p7 XInt32

P8 sint8

P9 sint8

pl10 sint8

BGP.RIBMgr.RecvSigNonActJoin

Description

RM has received a signal on a non-active join. The signal will be ignored.

Remedy

This is an internal condition needing technical assistance. Contact technical support

with the output of "show tech".

Severity
Warning
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Message Text

RM has received a signal on a non-active join. VR = $p1% Queue ID = $p2% IPS type =
%p3% IPS sender = $p4%

Message Parameters

Name Type

pl ulnt32
p2 xINnt32
pP3 xINt32
p4 xInt32

BGP.RIBMgr.ActvNbrPeerRowFail

Description

An attempt to activate a Neighbor Peer MIB row has failed either because of a resource
shortage, or because a previous instance of the same Neighbor Peer MIB row is still in
the process of being destroyed. The MIB request to create the Neighbor Peer MIB row
has failed. Future attempts may succeed.

Remedy
Repeat the MIB operation.

Severity

Error

Message Text

An attempt to activate a Neighbor Peer MIB row has failed due to resource shortages
or because a previous instance of the row is still in the process of being destroyed. VR =
$pl% Local IP address = $p2% Remote IP address = $p3% Resource shortage = $p4%

Message Parameters

Name Type

Pl ulnt32

p2 VarFmtByteArray
p3 VarFmtByteArray
P4 sint
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BGP.RIBMgr.DtectIntCflct

Description

The Protocol RIB Manager has detected an internal inconsistency. The primary RIB
Manager instance will abend.

Remedy

Contact support personnel.

Severity

Error

Message Text

The Protocol RIB Manager has detected an internal inconsistency. Inconsistency code =
pl%

Message Parameters

Name Type
pl XInt32

BGP.RIBMgr.FailOvrAFMMstrJoin

Description

A master join to an AFM is failing over. There will be a pause in send/receive processing
until the join is reconnected to a backup instance of the join partner.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text
AFM Master join is failing over. MJ CB join index = $p1%
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Message Parameters

Name Type
P xInt32

BGP.RIBMgr. AFMMstrJoinFail

Description

A master join to an AFM has failed. There will be a pause in send/receive processing
until the join is restarted to a new slave instance.

Remedy

No action required - Informational message only.

Severity

Info

Message Text
An AFM master join has failed. MJ CB join index = $p1%

Message Parameters

Name Type
P xInt32

BGP.RIBMgr. AFMMstrJoinNoSlave

Description

There is no slave entity available for the master join to an AFM. There will be a pause in
send/receive processing until the join is restarted to a new slave instance.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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Message Text

No slave entity available for the master join to an AFM. MJ CB join index = $p1%

Message Parameters

Name Type
Pl xINt32

BGP.RIBMgr.AFMSlaveRfusMstrJoin

Description

An AFM slave entity has refused the master join to RIB Manager. No data will flow over
the given interface.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
AFM slave entity has refused master join to RIB Manager. MJ CB join index = $p1%

Message Parameters

Name Type
Pl xINt32

BGP.RIBMgr.DeactvAFMMstrJoinOK

Description

The Master Join to an AFM has been deactivated normally. No more data can flow over
the given interface.

Remedy

No action required - Informational message only.

270 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



BGP.RIBMgr Messages Severity

Severity

Debug-Summary

Message Text

Master join to an AFM has been deactivated normally. MJ CB join index = $p1%

Message Parameters

Name Type
Pl xINt32

BGP.RIBMgr.CnctFSMStateChg

Description

There has been a change in state of the RIB Manager Connection FSM.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
There has been a change in state of the RIB Manager Connection FSM VR = $p1% Local
IP address = $p2% Local port = $p3% Remote IP address = $p4% Remote port = $p5%
Scope ID = $p6% Peer index = $p7% Input = $p8% Old State = $p9% New State = $p10%
Action = $pl11%

Message Parameters

Name Type

pl xInt32

p2 VarFmtByteArray
P3 ulnt16

P4 VarFmtByteArray
p5 ulntle

P6 ulnt32
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BGP.RIBMgr Messages

Name Type
p7 xInt32
P8 ulnt8
P9 ulnt8
pl10 uint8
P11 ulnt8

BCGP.RIBMgr.NbrMIBFSMStateChgDetall

Description

There has been a change in state of the RIB Manager Neighbor MIB FSM.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

There has been a change in state of the RIB Manager Neighbor MIB FSM VR = $p1%
Local IP address = $p2% Local port = $p3% Remote |IP address = $p4% Remote port = $p5%
Scope ID = 3p6% Peer index = $p7% Input = $p8% Old State = $p9% New State = $p10%

Action = $p11%

Message Parameters

Name Type

Pl ulnt32

p2 VarFmtByteArray
pP3 ulntle

p4 VarFmtByteArray
p5 ulntle

pP6 ulnt32

p7 xInt32

P8 ulnt8

P9 ulnt8
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Name Type
pl10 ulnt8
P11 ulnt8

BGP.RIBMgr.CreatOK

Description

The Protocol RIB Manager has been created successfully.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

The Protocol RIB Manager has been created successfully. Process ID = $p1% VR = $p2%

Message Parameters

Name Type
pl xINnt32
p2 ulnt32

BGP.RIBMgr.Dstry

Description
The Protocol RIB Manager has been destroyed.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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Message Text
The Protocol RIB Manager has been destroyed. Process ID = $p1% VR = $p2%

Message Parameters

Name Type
Pl xINt32
p2 ulnt32

BGP.RIBMgr.RxRtRfrshMsg

Description

Protocol RIB Manager has received a ROUTE REFRESH message. Protocol will re-
transmit the Adj-RIB-Out for the specified &It;AFIl, SAFI&gt;.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Protocol RIB Manager has received a ROUTE REFRESH message. VR = $p1% AFIl = $p2%
SAFI = $p3%

Message Parameters

Name Type
Pl ulnt32
p2 ulntle
pP3 ulnt8

BGP.RIBMgr.Actv

Description

Protocol RIB Manager has activated. BGP peering sessions may be started.
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Remedy

No action required - Informational message only.

Severity

Info

Message Text

Protocol RIB Manager has activated. VR = $p1% Process ID = $p2%

Message Parameters

Name Type
pl ulnt32
p2 xINnt32

BGP.RIBMgr.DeActv

Description

Protocol RIB Manager has deactivated. BGP peering sessions will fail.

Remedy

No action required - Informational message only.

Severity

Info

Message Text
Protocol RIB Manager has deactivated. VR = $p1% Process ID = $p2%

Message Parameters

Name Type
Pl ulnt32
p2 xInt32
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BGP.RIBMgr.NbrMIBFSMStateChg

Description
There has been a change in state of the RIB Manager Activation FSM.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

There has been a change in state of the RIB Manager Neighbor MIB FSM VR = %
Input = $p2% Old State = $p3% New State = $p4% Action = $p5%

Message Parameters

pl%

Name Type
pl ulnt32
p2 ulnt8
p3 ulnt8
p4 ulnt8
pP5 ulnt8

BGP.RIBMgr.AcptJoinRsrcAllocFail

Description

RIB Manager has failed to accept a new join because of a resource allocation fai
The join is not accepted and cannot be used.

Remedy

Contact support personnel.

Severity

Error

lure.
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Message Text

RIB Manager has failed to accept a new join because of a resource allocation failure. VR
= %pl% Joinindex = $p2%

Message Parameters

Name Type
Pl ulnt32
p2 xINnt32

BGP.RIBMgr.SlaveJoinFail

Description

A RIB Manager slave join has failed. No data can flow over given join.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text
A RIB Manager slave join has failed. VR = $p1% Master entity index = $p2%

Message Parameters

Name Type
Pl ulnt32
p2 xINnt32

BGP.RIBMgr.DeactvSlaveJoinOK

Description

A RIB Manager slave join to has been deactivated normally. No data can flow over this
join.
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Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

A RIB Manager slave join has been deactivated normally. VR = $p1% Master entity index
=%p2%

Message Parameters

Name Type
pl ulnt32
P2 xInt32

BGP.RIBMgr. ActvFSMInInv

Description

Invalid input to Protocol RIB Manager Activation FSM. Protocol will terminate.

Remedy

Contact support personnel.

Severity

Error

Message Text

Invalid input to Protocol RIB Manager Activation FSM. VR = $p1% Action = $p2% Input =
%$p3% State = $p4d%

Message Parameters

Name Type
Pl ulnt32
p2 sint8
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Name Type
p3 sint8
P4 sInt8

BGP.RIBMgr.FailOvrMstrJoinStub

Description

A master join to a stub is failing over. No data can flow over this join. RM will deactivate.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text
Master join to a stub is failing over. Stub type = $p1% VR = $p2% Stub entity index = $p3%

Message Parameters

Name Type

Pl String
p2 ulnt32
pP3 ulnt32

BGP.RIBMgr.MstrloinStubFail

Description

A master join to a stub has failed. No data can flow over this join. RM will deactivate.

Remedy

No action required - Informational message only.

Severity
Debug-Verbose
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Message Text
Master join to a stub has failed. Stub type = $p1% VR = $p2% Stub entity index = $p3%

Message Parameters

Name Type

pl String
p2 ulnt32
pP3 ulnt32

BGP.RIBMgr.MstrJoinStubNoSlave

Description

There is no stub entity available for the master join to a stub. No data can flow over this
join. RM will deactivate.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

No slave entity available for the master join to a stub. Stub type = $p1% VR = $p2% Stub
entity index = $p3%

Message Parameters

Name Type

pl String
p2 ulnt32
pP3 ulnt32
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BGP.RIBMgr.SlaveRfusMstrJoin

Description

An stub slave entity has refused the master join to RIB Manager. No data will flow over
the given interface.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Stub slave entity has refused master join to RIB Manager. Stub type = $p1% VR = $p2%
Stub entity index = $p3%

Message Parameters

Name Type

Pl String
p2 ulnt32
pP3 ulnt32

BGP.RIBMgr.DeactvMstrStubJoinOK

Description

The Master Join to a stub has been deactivated normally. No more data can flow over
the given interface.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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Message Text

Master join to a stub has been deactivated normally. Stub type = $p1% VR = $p2% Stub
entity index = $p3%

Message Parameters

Name Type

pl String
p2 ulnt32
pP3 ulnt32

BGP.RIBMgr.ClrStatsNbrPeerMIBFall

Description

Failed to clear statistics for Neighbor Peer MIB. This is likely to be due to incorrect use of
the MIB interface. This can happen if a SET for the peer MIB is sent without first sending
a TEST, or if the TEST preceding the SET did not indicate that the statistics should be
cleared. The peer statistics will not be cleared.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text

Failed to clear statistics for neighbor peer MIB. VR = $p1% Local IP address = $p2%
Remote IP address = $p3%

Message Parameters

Name Type

pl ulnt32

p2 VarFmtByteArray
p3 VarFmtByteArray
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BGP.RIBMgr.RecvSigNonActJoinTrace

Description

RM has received a signal on a non-active AFM join which is not a register or unregister.
The signal will be ignored.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

RM has received a signal on a non-active join. VR = $p1% Queue ID = $p2% IPS type =
$p3% Join index = $p4% Join state = $p5%

Message Parameters

Name Type

Pl ulnt32
P2 xInt32
pP3 XINnt32
p4 ulnt32
p5 ulnt32

BGP.RIBMgr.RecvRspnsCrltrUnexpct

Description

RM has received an ATG_I3_GET_INET_ADDRS response containing an unexpected
correlator or bad return code. The signal will be ignored.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning
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Message Text

ATG_I3_GET_INET_ADDRS response received with an unexpected correlator or bad
return code. VR = $p1% I3 Join index = $p2% Correlator = $p3% Return code = $p4%

Message Parameters

Name Type
Pl ulnt32
p2 slnt32
pP3 Ptr

p4 slnt32

BGP.RIBMgr.ProcStubMsgRsrcUnavalil

Description

An attempt to process an ATG_I3_INET_ADDR_ENTRY on a received 13 Stub message
has failed due to resource shortages. The information is requested from the 13 stub
again on a timer.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text

An attempt to process an ATG_I3_INET_ADDR_ENTRY on a received I3 stub message
has failed due to resource shortages. VR = $p1% 13 Join index = $p2% Correlator = $p3%

Message Parameters

Name Type
pl ulnt32
p2 slnt32
pP3 Ptr
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BGP.RIBMgr.ProcStubMsgActTypeUnk

Description

An ATG_I3_INET_ADDR_IND has been received with an unknown action type. RM will
terminate.

Remedy

Check that the 13 stub is sending correct address indications.

Severity

Error

Message Text

An attempt to process an ATG_I3_INET_ADDR_IND on a received I3 stub message has
failed due to an unknown action type. VR = $p1% 13 Join index = $p2% Action = $p3%

Message Parameters

Name Type
pl ulnt32
P2 sint32
pP3 ulnt8

BGP.RIBMgr.JoinFSMInInv

Description

Invalid input to Protocol RIB Manager Join FSM. Protocol will terminate.

Remedy

Contact support personnel.

Severity

Error
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Message Text

Invalid input to Protocol RIB Manager Join FSM. VR = $p1% Action = $p2% Input = $p3%

State = $p4%

Message Parameters

Name Type
pl slnt32
p2 ulnt8
pP3 ulnt8
p4 ulnt8

BGP.RIBMgr.ProcStubMsgDatal ost

Description

An attempt to process an ATG_I3_INET_ADDR_IND on a received 13 Stub message has
failed either due to local resource shortages or receipt because the I3 has indicated that
it has lost data. The information is requested from the 13 stub again on a timer.

Remedy

This is an internal condition needing technical assistance. Contact technical support

with the output of "show tech".

Severity

Warning

Message Text

An attempt to process an ATG_I3_INET_ADDR_IND has failed due to local resource
shortages or indication that the I3 join has lost some information for the request VR =
$pl% 13 join index = $p2% Data lost flag value = $p3% Local resource ret code = $p4%

Message Parameters

Name Type
Pl ulnt32
p2 sint32
pP3 ulnt8
o4 ulnt8
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BGP.RIBMgr.AllocLocAddrCBFail

Description

Failed to allocate memory for a QBRM_LOCAL_ADDRESS_CB. No more addresses are
processed from the I3 IPS, and the addresses will be requested again on a timer.

Remedy

Free up resources on the system.

Severity
Warning

Message Text
Failed to allocate memory for a QBRM_LOCAL_ADDRESS_CB. VR = 3p1% Address = $p2%

Message Parameters

Name Type
pl ulnt32
p2 VarFmtByteArray

BGP.RIBMgr.AllocLocSubnetCBFalil

Description

Failed to allocate memory for a QBRM_LOCAL_SUBNET_CB. No more addresses are
processed from the I3 IPS, and the addresses will be requested again on a timer.

Remedy

Free up resources on the system.

Severity
Warning

Message Text

Failed to allocate memory for a QBRM_LOCAL_SUBNET_CB. VR = $p1% Subnet mask
len (in bits) = $p2% Subnet = $p3%
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Message Parameters

Name Type

Pl ulnt32

p2 ulnt8

p3 VarFmtByteArray

BGP.RIBMgr.BGPSpkrCfgNoECMPBNft

Description

This BGP speaker has been configured to support iBGP ECMP and also to act as a route
reflector. The configuration is legal, but there will be no benefit from ECMP. Processing
overhead will increase, and will not deliver any benefit.

Remedy

Set bgpRmMENtMaxIBgpEcmpRoutes to one, or stop acting as a route reflector.

Severity

Info

Message Text

This BGP speaker has been configured to support iBGP ECMP and also to act as a route
reflector. The configuration is legal, but there will be no benefit from ECMP. VR = $p1%

Message Parameters

Name Type
Pl ulnt32

BGP.RIBMgr.FailOvrSlaveJoin

Description

A RIB Manager slave join is failing over. No data can flow over given join.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".
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Severity
Warning

Message Text

A RIB Manager slave join is failing over. VR = $p1% Master entity index = $p2%

Message Parameters

Name Type
Pl ulnt32
p2 xINt32

BGP.RIBMgr.RstrtProcOK

Description

Protocol RIB Manager has completed restart processing. Protocol will now re-enter
normal processing.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Protocol RIB Manager has completed all restart processing. VR = $p1%

Message Parameters

Name Type
Pl ulnt32

BGP.RIBMgr.RegWithStub

Description

Protocol RIB Manager is registering with a stub. RM will attempt to register with the
stub.
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Remedy

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Protocol RIB Manager is registering with the 13 stub. Stub type = $p1% VR = $p2%

Message Parameters

Name Type
pl String
p2 ulnt32

BGP.RIBMgr Messages

BGP.RIBMgr.RecvRegRspnsFmMStub

Description

Protocol RIB Manager has received a register response from a stub. If the register was
successful, RM will continue to activate.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Protocol RIB Manager has received a register response from a stub. Stub type = $p1% VR
= $p2% Register return code = $p3%

Message Parameters

Name Type

pl String
p2 ulnt32
pP3 sint32
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BGP.RIBMgr.RecvRegOKRspnsFmAFM

Description

Protocol RIB Manager has received a successful register response from an AFM. Routes
can now be transferred between RM and the AFM.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Protocol RIB Manager has received a successful register response from an AFM. VR =
$pl% AFM AFI = 3p2% AFM SAFI = 3p3%

Message Parameters

Name Type
pl ulnt32
p2 ulntle
pP3 ulnt8

BGP.RIBMgr.RstrtStubTmout

Description

A stub has failed to restart within the configured time. RM will deactivate.

Remedy

Investigate the failure of the stub.

Severity
Warning

Message Text

A stub has failed to restart within the configured time. Stub type = $p1% VR = $p2%
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Message Parameters

Name Type
Pl String
p2 ulnt32

BGP.RIBMgr. AFMRsyncAftRtstrtTmout

Description

RM AFM resynchronization after restart has timed out. The decision process will be run
immediately.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text
RM AFM resynchronization after restart has timed out. VR = $p1%

Message Parameters

Name Type
pl ulnt32

BGP.RIBMgr.RecvRegFailspnsFmAFM

Description

Protocol RIB Manager has received an unsuccessful register response from an AFM.
Routes cannot be transferred between RM and the AFM.

Remedy
Investigate why the AFM failed to register.

292 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



BGP.RIBMgr Messages Severity

Severity
Warning

Message Text

Protocol RIB Manager has received an unsuccessful register response from an AFM. VR
= %pl% AFM AFI = $p2% AFM SAFI| = $p3% Register return code = $p4%

Message Parameters

Name Type
pl ulnt32
p2 ulntlc
pP3 ulnt8
p4 slnt32

BGP.RIBMgr.GrcflRstrtCflct

Description

Protocol RIB Manager has been configured to execute graceful restart procedures but
with graceful restart support disabled. The MIB request to activate Protocol is rejected.

Remedy

Reconfigure Protocol RIB Manager so it does not execute graceful restart procedures.

Severity

Error

Message Text

Protocol RIB Manager graceful restart configuration is inconsistent. VR = $p1% Graceful
restart supported = $p2% Do graceful restart = $p3%

Message Parameters

Name Type
pl ulnt32
p2 ulnt8
pP3 ulnt8
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BGP.RIBMgr.ChgPfxTypeAdminUp

Description

A MIB request attempted to alter support for an address prefix type when RM is admin-
up. The MIB request was rejected.

Remedy
Bring RM admin down before altering support for this prefix type.

Severity

Error

Message Text

A MIB request attempted to alter support for an address prefix type when RM is admin-
up. VR = $p1% AFI = $p2% SAFI = $p3%

Message Parameters

Name Type
pl ulnt32
P2 ulntle
pP3 ulnt8

BGP.RIBMgr.BGPCfgGrcflRstrtUnsuprt

Description

Protocol has been configured as if the forwarding state for an AFI/SAFI has been
preserved over a restart, but this instance of Protocol does not support graceful restart
or is restarting without executing graceful restart procedures. The MIB request to
activate Protocol is rejected.

Remedy

Either configure Protocol to enable graceful restart and execute graceful restart
procedures, or set the state_kept flags of all AFI/SAFIs to FALSE.

Severity
Warning
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Message Text

Protocol graceful restart state for AFI/SAFI = $p2%/%p3% is inconsistent. VR = $p1%
Graceful restart supported = $p4% Do graceful restart = $p5%

Message Parameters

Name Type
pl ulnt32
p2 ulntle
pP3 ulnt8
p4 ulnt8
p5 ulnt8

BGP.RIBMgr.SetIPveMaxAddrLenSmall

Description

A MIB request attempted to set IPv6 support in RM, but the QO_CUST_MAX_ADDR_LEN
compile-time constant is too small for IPv6 addresses. The MIB request was rejected.

Remedy
To enable IPv6 support, QO_CUST_MAX_ADDR_LEN must be at least 16.

Severity

Error

Message Text

A MIB request attempted to set IPv6 support in RM, but the QO_CUST_MAX_ADDR_LEN
compile-time constant is too small for IPv6 addresses. VR = $p1%

Message Parameters

Name Type
Pl ulnt32
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BGP.RIBMgr.IPvePeerCfgNoGloblocCfg

Description

An |IPv6 peer has been configured, but there are no global IPv6 local addresses
configured. IPv6 routes will be advertised to the peer with a next hop that has not
been advertised by the 13 stub as one of the local router's IP addresses.

Remedy

Configure a global IPv6 local IP address for this router.

Severity

Debug-Summary

Message Text

An IPv6 peer has been configured, but there are no global IPv6 local addresses
configured. VR = $p1% Peers BGP Identifier = $p2%

Message Parameters

Name Type
Pl ulnt32
p2 xInt32

BGP.RIBMgr.IPvePeerCfgNolPv4l ocCfg

Description

An |IPv6 peer has been configured, but there are no IPv4 local addresses configured.
IPv4 routes will be advertised to the peer using the local router's BGP identifier as the
next hop, which may not be reachable by the receiving peer.

Remedy

Configure an IPv4 local IP address for this router.

Severity

Debug-Summary
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Message Text

An |IPv6 peer has been configured, but there are no |IPv4 local addresses configured. VR
= %pl% Peers BGP Identifier = $p2%

Message Parameters

Name Type
Pl ulnt32
p2 xINnt32

BGP.RIBMgr. AFMJoinNotEXist

Description

There is no active AFM join for an &It AFI, SAFI&gt; that requires one. RM cannot
advertise routes belonging to this &It;AFIl, SAFI&gt; into the local forwarding table. It
will not advertise any new routes of this &It;AFIl, SAFI&gt; to peers. It may also withdraw
all previously advertised routes from peers.

Remedy
Ensure there is an AFM join available for this &It;AFI, SAFI&gt;.

Severity

Info

Message Text

BGP can't program routes for AFI $p2%, SAF| $p3% to AFM %pl%. $p4% May be transient.

Information for support: An active row in the bgpRmAfiSafiTable requires an AFM join,
but none is present.

Message Parameters

Name Type
pl ulnt32
p2 ulntle
pP3 ulnt8
p4 String
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BGP.RIBMgr.AddJoinAFMRsrcFail

Description

RM has failed to add a join to an AFM because of resource failure. The AFM join is not
available. RM may not be able to program routes into the local forwarding table. RM
may may not advertise routes to peers if an AFM is required for this &It;AFI, SAFI&gt;
and there are no other active AFM joins for it.

Remedy

Free up resources and admin cycle the AFM MIB table to retry the join.

Severity

Error

Message Text

RM has failed to add a join to an AFM because of resource failure. VR = $p1% Join index =
$p2% AFI = $p3% SAFI = 2p4%

Message Parameters

Name Type
Pl ulnt32
p2 xINnt32
pP3 ulntle
p4 ulnt8

BGP.RIBMgr.BegQueuelPSBusyDC

Description

Protocol RIB Manager has received and queued an IPS from an AFM or the HAF whilst
the Protocol Decision Coordinator is busy and is not ready to process any changes. This
message is logged when the first such IPS is added to an empty queue and is not
repeated for additional cases. Processing of queued IPSs will occur when the Decision
Coordinator completes its work.

Remedy

If this happens frequently, consider adjusting pause processing thresholds so that
Decision Coordinator is not blocked as much.
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Severity

Info

Message Text

Protocol RIB Manager has begun queueing AFM and HAF IPSs due to blocked Decision
Coordinator. IPS source = $p1% VR = $p2% First queued signal's type = $p3%

Message Parameters

Name Type

pl String
p2 ulnt32
pP3 xINt32

BGP.RIBMgr.EndQueuelPSBusyDC

Description

Protocol RIB Manager has emptied the queue of AFM and HAF IPSs which were
gueued earlier when the Decision Coordinator was blocked. Protocol RIB Manager is
ready to process AFM and HAF IPSs immediately since queue is empty and Decision
Coordinator is unblocked.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Protocol RIB Manager has completed processing its queue of AFM and HAF IPSs which
were queued when Decision Coordinator was blocked. VR = $p1%

Message Parameters

Name Type
Pl ulnt32
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BGP.RIBMgr.CoopRtFiltCapAFIUnsuprt

Description

A Cooperative Route Filtering Capability entry containing an unsupported AFI/SAFI
combination has been received. Protocol will ignore this ORF capability. Peer will
continue to receive unfiltered routes for this AFI/SAFI.

Remedy

Protocol should support ORF for all AFI/SAFI to which filtering rules are applicable.
Investigate whether Protocol supports this AFI/SAFI combination.

Severity
Warning

Message Text

A Cooperative Route Filtering Capability entry containing an unsupported AFI/SAFI
combination has been received. VR = $p1% Peer index = $p2% AFl = $p3% SAF| = $p4%

Message Parameters

Name Type
pl ulnt32
p2 xInt32
p3 ulnt16
p4 ulnt8

BGP.RIBMgr.CoopRtFiltCapORFUNsuprt

Description

A Cooperative Route Filtering Capability entry containing an unsupported ORF Type
has been received. Protocol will ignore this entry. The Peer will receive unfiltered routes
for this AFI/SAFI/Type combination.

Remedy

No action required - Informational message only.
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Severity

Info

Message Text

A Cooperative Route Filtering Capability entry containing an unsupported ORF Type
has been received. VR = $p1% Peer index = $p2% ORF Type = $p3%

Message Parameters

Name Type
pl ulnt32
p2 xInt32
pP3 ulnt8

BGP.RIBMgr.RtRfrshMsgORFNotAgree

Description

A ROUTE REFRESH message containing ORF data has been received for an AFI/SAFI for
which ORF support was not agreed during capability exchange. The ORF data will be
ignored.

Remedy
Configure RM (and the peer) to advertise ORF support for this AFI/SAFI.

Severity

Error

Message Text

A ROUTE REFRESH message containing ORF data has been received for an AFI/SAFI
for which ORF support was not agreed during capability exchange VR = $p1% Local
peer address = $p2% Local port = $p3% Remote peer address = $p4% Remote port = $p5%
Scope ID = $p6% AFI = $p7% SAFI = 3p8%

Message Parameters

Name Type
o] ulnt32
p2 VarFmtByteArray
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Name Type

p3 ulntle

p4 VarFmtByteArray
p5 ulntle

[0]9) ulnt32

p7 ulntle

P8 ulnt8

BGP.RIBMgr.RtRfrshMsgORFUnexpct

Description

An ROUTE REFRESH message containing an unexpected ORF type has been received.

This ORF will be ignored.

Remedy

If the ORF type is supported by Protocol then configure both the local node and the

peer to support it.

Severity

Error

Message Text

A ROUTE REFRESH message containing an unexpected ORF type has been received.
VR = %$p1% Local peer address = $p2% Local port = $p3% Remote peer address = $p4%
Remote port = $p5% Scope ID = $p6% AFI = $p7% SAFI = $p8% ORF type = $p9%

Message Parameters

Name Type

Pl ulnt32

p2 VarFmtByteArray
pP3 ulntle

p4 VarFmtByteArray
P5 ulnt1e

Po6 ulnt32

p7 ulntle
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Name Type
P8 ulnt8
P9 ulnt8

BGP.RIBMgr.ChglLocCapNotActvPeer

Description

Changes to local ORF capabilities do not apply to active peer connections. New
connections will negotiate ORF based on the new capabilities however existing ones
will not be updated.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Changes to local ORF capabilities do not apply to active peer connections. VR

Message Parameters

Name Type
pl ulnt32

BGP.RIBMgr.CfgRstrtStateNotPrsrv

Description

Protocol RIB Manager has been configured to restart gracefully but no AFI/SAFI state
has been preserved. RM will transition out of restart immediately.

Remedy

Ensure that this is an expected configuration combination for your implementation.

Severity
Warning
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Message Text

BGP 2p1% will exit restart immediately because no AFI/SAFI state has been preserved.
VR = %pl%

Message Parameters

Name Type
pl ulnt32

BGP.RIBMgr.PeerRsyncAftRtstrtTmout

Description

RM peer resynchronization after restart (Selection Deferral) has timed out. The decision
process will be run immediately.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text

RM peer resynchronization after restart (Selection Deferral) has timed out. VR = $p1%

Message Parameters

Name Type
pl ulnt32

BGP.RIBMgr.Dsbl4OctSuprtPeerPrsnt

Description

A MIB request attempted to disable four-octet AS number support in RM, but there is a
four-octet peer present. The MIB request was rejected.
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Remedy
Ensure that there are no four-octet peers present before disabling four-octet support in
RM.

Severity
Error

Message Text

A MIB request attempted to disable four-octet AS number support in RM, but there is a
four-octet peer present. VR = $p1%

Message Parameters

Name Type
Pl ulnt32

BGP.RIBMgr.Dsbl4OctSuprtLocAS40ct

Description

A MIB request attempted to disable four-octet AS number support in RM, but the local
AS number is a four-octet value. The MIB request was rejected.

Remedy

Ensure that the local AS number is set to a two-octet value before disabling four-octet
support in RM.

Severity

Error

Message Text

A MIB request attempted to disable four-octet AS number support in RM, but the local
AS number is a four-octet value. VR = $p1%

Message Parameters

Name Type
Pl ulnt32
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BGP.RIBMgr.Dsbl4OctSuprtLocAS4OctA

Description

A MIB request attempted to disable four-octet AS number support in RM, but the local
member AS number is a four-octet value. The MIB request was rejected.

Remedy

Ensure that the local member AS number is set to a two-octet value before disabling
four-octet support in RM.

Severity

Error

Message Text

A MIB request attempted to disable four-octet AS number support in RM, but the local
member AS number is a four-octet value. VR = $p1%

Message Parameters

Name Type
Pl ulnt32

BGP.RIBMgr.ChglnactRtAdvertBGPENDI

Description

A MIB request attempted to alter support for advertising inactive routes while BGP is
enabled. The MIB request was rejected.

Remedy

Bring RM admin down before altering support for inactive routes.

Severity

Error

Message Text

A MIB request attempted to alter support for advertising inactive routes while BGP is
enabled. VR = $p1% AFIl = $p2% SAFI = $p3%
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Message Parameters

Name Type
Pl ulnt32
p2 ulntle
pP3 ulnt8

BGP.RIBMgr.ChglnactRtAdvertNoAllow

Description

A MIB request attempted disable advertising of inactive routes for an AFI/SAFI for
which this is not allowed. The MIB request was rejected.

Remedy

Do not attempt to disable advertising of inactive routes for this AFI, SAFI.

Severity

Error

Message Text

A MIB request attempted to disable support advertising inactive routes for an AFI/SAFI
for which this is not allowed. VR = $p1% AFl = $p2% SAFI = $p3%

Message Parameters

Name Type
pl ulnt32
p2 ulntle
pP3 ulnt8

BGP.RIBMgr.ClrFlapStatsFIdNotSet

Description

A MIB request was received for the bgpPeerTable or bgpPeerStatusTable

where the bgpPeer(Status)FlapStatsClearMap field was set but the
bgpPeer(Status)FlapStatsClearStat field was not set. Flap statistics will not be cleared
by this MIB request.
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Remedy
To clear flap statistics for routes matching a Route Map, the user must set
bgpPeer(Status)FlapStatsClearMap to indicate the Route Map, and must also set
bgpPeer(Status)FlapStatsClearStat to indicate that Protocol should clear flap statistics.
Severity

Warning

Message Text

Protocol has received a MIB request to clear flap statistics for a Route Map, but the
bgpPeer(Status)FlapStatsClearStat field was not set. VR = $p1% Peer index = $p2%

Message Parameters

Name Type
o] ulnt32
p2 xInt32

BGP.RIBMgr.NHSelfCfgOvrrd3rdParty

Description

This peer has been configured with both next-hop-self and third-party next-hop
enabled. The next-hop-self configuration overrides the third-party next-hop.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Next-hop-self configuration overrides third-party next-hop configuration. VR: $p1% Peer
index: $p2%
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Message Parameters

Name Type
Pl ulnt32
p2 xInt32

BGP.RIBMgr.ChgPeerCapNotActvPeer

Description

Changes to peer ORF capabilities do not apply to an active peer connection.
Subsequent connections to peer will negotiate ORF based on the new capabilities
however the existing one will not be updated.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Changes to peer ORF capabilities do not apply to an active peer connection. VR = $p1%
Peer index: = $p2%

Message Parameters

Name Type
Pl xINt32
p2 xINnt32
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BGP.RtMgr.EnterFnc on page 312
BGP.RtMgr.ExitFnc on page 312
BGP.RtMgr.FlowTrace on page 313
BGP.RtMgr.DetailTrace on page 313
BGP.RtMgr.InitFailObjNotCreat on page 314
BGP.RtMgr.MSDPAllocFail on page 314
BGP.RtMgr.AllocFail on page 315
BGP.RtMgr.APIFail on page 315
BGP.RtMgr.LkupRegFail on page 316
BCP.RtMgr.RtiImprtignAttr on page 317
BGP.RtMgr.APICall on page 317
BCP.RtMgr.Rtimprt on page 318
BGP.RtMgr.RtImprtFail on page 319
BCP.RtMgr.RtimprtBusy on page 320
BGP.RtMgr.ProclmprtRtMsg on page 320
BGP.RtMgr.ProcimprtRtMsgYield on page 321
BGP.RtMgr.ProclmprtRtMsgResume on page 322
BGP.RtMgr.ImprtRtSchedCmmt on page 322
BGP.RtMgr.RtimprtCmmtTrans on page 323
BGP.RtMgr.RtiImprtCmmtTransFail on page 324
BGP.RtMgr.EnterRtMgrApiBackoff on page 325
BGP.RtMgr.ExitRtMgrApiBackoff on page 325
BGP.RtMgr.NextHopReg on page 326
BGP.RtMgr.NextHopRegFail on page 326
BGP.RtMgr.NextHopUnreg on page 327
BGP.RtMgr.NextHopUnregFail on page 328
BGP.RtMgr.NextHopRch on page 329
BGP.RtMgr.NextHopUnrch on page 330
BGP.RtMgr.RecvExprtRtAdd on page 330
BGP.RtMgr.RecvExprtRtDel on page 331
BGP.RtMgr.RecvWalkRtNtfy on page 332
BGP.RtMgr.DebugSummary on page 333
BGP.RtMgr.DebugVerbose on page 333
BGP.RtMgr.DebugData on page 334
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BGP.RtMgr.CreatRtMgrQPipeFail on page 335
BGP.RtMgr.CfgRtMgrQPipeFail on page 335
BGP.RtMgr.RecvRtMgrQTrigFail on page 336
BGP.RtMgr.SendRtMgrQTrigFail on page 336
BGP.RtMgr.AddedNtfySvcToDisp on page 337
BGP.RtMgr.AddNtfySvcToDispFail on page 338
BCP.RtMgr.CetPurgeTmout on page 339
BGP.RtMgr.SetPurgeTmout on page 339
BGP.RtMgr.SendRstrtUpdtStrt on page 340
BGP.RtMgr.SendRstrtUpdtEnd on page 341
BGP.RtMgr.RecvSelfRtNtfy on page 341
BGP.RtMgr.NetworkAdd on page 342
BGP.RtMgr.NetworkDel on page 343
BGP.RtMgr.LostNtfySvcConn on page 343
BGP.RtMgr.ExprtMasksReg on page 344
BGP.RtMgr.WalkStart on page 345
BGCP.RtMgr.RtAdd on page 345
BGP.RtMgr.RtDel on page 346
BGP.RtMgr.RtRejExprtPlcy on page 347
BGCP.RtMgr.MSDPPfxReg on page 348
BGP.RtMgr.MSDPPfxRegFail on page 348
BGP.RtMgr.MSDPPfxUnreg on page 349
BGP.RtMgr.MSDPRtInfoNtfy on page 350
BGP.RtMgr.VRCreate on page 350
BGP.RtMgr.VRDel on page 351
BGP.RtMgr.Reg on page 352
BGP.RtMgr.RegFail on page 352
BGP.RtMgr.ProcRpiReg on page 353
BCP.RtMgr.Unreg on page 353
BGP.RtMgr.RecvRstrtUpdtStrtAck on page 354
BGP.RtMgr.RecvRstrtUpdtEndAck on page 355
BGP.RtMgr.SendRstrTblEnd on page 355
BGP.RtMgr.WalkEnd on page 356
BGP.RtMgr.RtRejNwkPIlcy on page 356
BGP.RtMgr.MSDPRtInfoReqg on page 357
BGP.RtMgr.ProcRpiUnreg on page 358
BGP.RtMgr.VPNLabellnd on page 358
BGP.RtMgr.VPNLabellIndSupp on page 359
BGP.RtMgr.VPNLabelChgFlapVR on page 360
BGP.RtMgr.RegStateChg on page 360
BCP.RtMgr.RegStateActinv on page 361
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BGP.RtMgr.EnterFnc

Description

No description is available.

Remedy

No remedy is available.

Severity
Debug-Verbose

Message Text

$format%

Message Parameters

Name Type
format Printf
BGP.RtMgr.ExitFnc

Description

No description is available.

Remedy

No remedy is available.

Severity
Debug-Verbose

Message Text

$format%
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Message Parameters

format Printf

BGP.RtMgr.FlowTrace

Description

No description is available.

Remedy

No remedy is available.

Severity
Debug-Verbose

Message Text

$format$

Message Parameters

format Printf

BGP.RtMgr.DetailTrace

Description

No description is available.

Remedy

No remedy is available.

Severity
Debug-Data

Message Text

$format$
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Message Parameters

Name Type

format Printf

BGP.RtMgr.InitFailObjNotCreat

Description

The BGP RTMgr agent component failed to create an object during initialization. The
BGP process will fail to start. The object that could not be created is either the receive
thread, the receive thread lock or the data lock.

Remedy
This is an unexpected internal condition needing technical assistance. Contact
technical support with the following information: "show tech" and "upload debug".
System Restart may be required for continued operation.

Severity

Critical

Message Text

BGP initialization failed. Could not create %objects.

Message Parameters

Name Type

object String

BGP.RtMgr.MSDPAIllocFail

Description

BGP failed to allocate resources to track the BGP route for an MSDP destination.

Remedy

[No action required - Notification message only. MSDP will retry the request.

Severity

Notice
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Message Text

Failed to allocate BGP resources for MSDP destination $destipa$%

Message Parameters

Name Type

destipa IPaddress

BGP.RtMgr.AllocFail

Description

The BGP RTMgr agent failed to allocate resources for normal operation. This should be
an unusual case - memory state notifications should ensure that the BGP process is
disabled before a memory shortage becomes critical.

Remedy
This is an unexpected internal condition needing technical assistance. Contact
technical support with the following information: "show tech" and "upload debug".
Remove any configuration that could contribute to the memory shortage and restart
BGP.

Severity
Notice

Message Text

Failed to allocate memory for $objects.

Message Parameters

Name Type

object String

BGP.RtMgr.APIFalil

Description

This log indicates an unexpected failure of an API call from BGP to another EXOS
process. Possible failure of one or more processes in the EXOS system.
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Remedy
This is an unexpected internal condition needing technical assistance. Contact
technical support with the following information: "show tech" and "upload debug".
System Restart may be required for continued operation.

Severity

Error

Message Text

Failed: $format$%

Message Parameters

Name Type
format Printf
BGP.RtMgr.LkupRegFail
Description

BGP RTMgr agent failed to find the RTMgr registration details when processing the
specified message.

Remedy
[No action required - Notification message only. May be of interest to developers. It is
unlikely to indicate a problem if seen when disabling BGP or when support is removed
for an address family. If seen frequently during normal operation, it may indicate a
problem. Restarting BGP may resolve the problem.

Severity

Notice

Message Text

Lookup failed for BGP registration handling message %msg%; VR ID=%vrids,
role=2role%, afi=%afi%, safi=¢safis.
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Message Parameters

Message Parameters

Name Type
vrid VRID
role ulnt8
afi ulntle
safi uint8
msg String

BGP.RtMgr.RtimprtignAttr

Description

BGP attributes are used when applying route import policy. In a VRF, the attributes
may also be redistributed between the provider facing BGP instance and the CE facing
BGP instance. This log indicates that some or all of the attributes have been ignored
because they are too large or badly formed.

Remedy

An overlong community list, extended community list or AS path is likely to be the
result of BGP policy applied elsewhere in the BGP network, and is therefore a network
management issue.

Severity
Warning

Message Text

Overlarge or badly formed attributes have been ignored during route import.

BGP.RtMgr.APICall

Description

This log indicates a call to RtMgr Client Library API.

Remedy

[No action required - Informational message only. May be of interest to developers to
trace and debug events in BGP.
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Severity
Debug-Verbose

Message Text

$format%

Message Parameters

Name

Type

format

Printf

BGP.RtMgr.Rtimprt

Description

API call to import routes into RIB succeeded.

Remedy

No action required - Information message only.

Severity
Debug-Verbose

Message Text

[VR svrid%] $regs: $pfx%/%plens -&gt; $nhop% [NNVR $nvrid] rt origin $proto% flags

$flags% ttl 3ttl1l% rank $rank% opglen $len%

Message Parameters

Name Type

vrid VRID

reg String
pfx IPaddress
plen ulnt8
nhop IPaddress
nvrid VRID
proto String
flags xInt
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BGP.RtMgr.RtImprtFail

Name Type
ttl ulnt32
rank uint8
len ulnt

BGP.RtMgr.RtimprtFail

Description

BGP failed in the API call to import routes into RIB. This indicates a failure occured

when importing a route to the RIB. This could be due to lack of system resources or

other system error.

Remedy

Please try restarting the peer, disabling and enabling BGP, or restarting BGP.
Otherwise, this may be an unexpected internal condition needing technical assistance.

Contact technical support with the following information: "show tech" and "upload

debug". System Restart may be required for continued operation.

Severity
Warning

Message Text

[VR svrid%] Call to import rt: $reg®: rt $pfx%/%plens -&gt; $nhop% err serrs

Message Parameters

Name Type

vrid VRID

reg String
pfx IPaddress
plen ulntle
nhop IPaddress
err sint
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BGP.RtMgr.RtimprtBusy

Description

API call to import routes into RIB would block, RtMgr is busy. Requeue and retry later.

Remedy

No action required - Information message only.

Severity
Debug-Verbose

Message Text

[VR svrid%] Requeue: $regs: rt $pfxs/splens -&gt; $nhop$

Message Parameters

Name Type

vrid VRID

reg String
pfx IPaddress
plen ulntle
nhop IPaddress

BGP.RtMgr.ProcimprtRtMsg

Description

Completely processed an import route msg from RPI stub sent via the mi queue.

Remedy

No action required - Information message only.

Severity
Debug-Data

Message Text

[VR svrid%] reg $reg% afi-safi $afi%-%safi% msg %$msg% nrtes $nrtes%
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Message Parameters

Name Type
vrid VRID
reg Ptr

afi ulntle
safi uint8
msg Ptr
nrtes ulnt32

BGP.RtMgr.ProclmprtRtMsgYield

Description

Partially processed an import route message from RPI stub sent via the mi queue.
Had to yield now due to blocking API towards rtmgr. Will come back later to complete
processing.

Remedy

No action required - Information message only.

Severity
Debug-Verbose

Message Text
[VR 3vrid$%] Yield, msg partial proc: reg $reg% afi-safi $afi%-%safi%: msg $msg% nrtes

snrtes% NProc snprocs

Message Parameters

Name Type
vrid VRID
reg Ptr

afi ulntie
safi ulnt8
msg Ptr
nrtes ulnt32
nproc ulnt32
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BGP.RtMgr.ProcimprtRtMsgResume

Description

Resumed processing a partially processed import route message from RPI stub.
Resumed from where previous processing left off.

Remedy

No action required - Information message only.

Severity
Debug-Verbose

Message Text

[VR 3vrid%] Resume, partial proc msg: reg $reg% afi-safi safi%-$safi%: msg $msg%

nrtes $nrtes% start $sproc%s

Message Parameters

Name Type
vrid VRID
reg Ptr

afi ulntle
safi ulnt8
msg Ptr
nrtes ulnt32
sproc ulnt32

BGP.RtMgr.ImprtRtSchedCmmt

Description

Scheduled commit of an RtMgr client API transaction to import routes, later, in case the

current send a rtmgr client request ipml only partially.

Remedy

No action required - Information message only.
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Severity
Debug-Data

Message Text

[VR 3vrid%] Sched commit import rte trans: reg $reg% afi-safi $afi%-%safi%: work

Swork%

Message Parameters

Name Type
vrid VRID
reg Ptr

afi ulntle
safi ulnt8
work Ptr

BCGP.RtMgr.RtiImprtCrmmtTrans

Description

Cmmtted an rtmgr client API transaction to import routes, in case the current send fills
a rtmagr client request ipml only partially.

Remedy

No action required - Information message only.

Severity
Debug-Data

Message Text

[VR 3vrid%] Cmmtimport rt trans: reg $reg% afi-safi safi%-%$safi%: trans $hndl1%

Message Parameters

Name Type
vrid VRID
reg Ptr
afi ulntl6
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Name Type
safi ulnt8
hndl Ptr

BGP.RtMgr.RtimprtCmmtTransFail

Description

BGP failed in the API call to commit import routes transaction to the RIB. This could be
due to lack of system resources or a system error.

Remedy

Please try restarting the peer, disabling and enabling BGP, or restarting BGP.
Otherwise, this may be an unexpected internal condition needing technical assistance.
Contact technical support with the following information: "show tech" and "upload
debug". System Restart may be required for continued operation.

Severity
Warning

Message Text

[VR 3vrid%] Call to commit import route transaction: reg $reg% afi-safi afi%-%safi%:

trans $hndl% err $err%

Message Parameters

Name Type
vrid VRID
reg Ptr
afi ulntle
safi ulnt8
hndl Ptr
err sint
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BGP.RtMgr.EnterRtMgrApiBackoff

Description

Entered backoff mode for RtMgr client API calls, since channel to rtmgr would block
and RtMagr is busy.

Remedy

No action required - Information message only.

Severity
Debug-Verbose

Message Text

Enter backoff $nthbackoff$ last state $state$

Message Parameters

Name Type
nthbackoff ulnt32
state sint

BGP.RtMgr.ExitRtMgrApiBackoff

Description

Exited backoff mode for RtMgr client API calls, because channel to RtMgr is now ready
to accept more client requests.

Remedy

No action required - Information message only.

Severity
Debug-Verbose

Message Text

Exit backoff $nthbackoffs: last state $states
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Message Parameters

Name Type

nthbackoff ulnt32

state sint
BGP.RtMgr.NextHopReg

Description

Registered IP prefix of BGP nexthop with rtmar.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] reg $reg? afi-safi $afis-$safis%: nhop %nhop%/%plens plype $pTypes flags

sflags%s

Message Parameters

Name Type

vrid VRID

reg Ptr

afi ulntle

safi uint8

nhop IPaddress

plen ulnt8

plype ulnt8

flags xInt8
BGP.RtMgr.NextHopRegFail

Description

Failed registration of IP prefix of BGP nexthop with rtmgr. Failure indicates lack of

resources or other serious system error.
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Remedy

Severity

Please try restarting the peer, disabling and enabling BGP, or restarting BGP.
Otherwise, this may be an unexpected internal condition needing technical assistance.
Contact technical support with the following information: "show tech" and "upload
debug". System Restart may be required for continued operation.

Error

Message Text

[VR svrid%] Failed registering nexthop with rtmgr: reg $reg% afi-safi $afi%-%safi%:
Nhop $nhop%/%plen% plype $pTypes flags $flags% err Serrs

Message Parameters

Name Type
vrid VRID
reg Ptr
afi ulntl6
safi ulnt8
nhop IPaddress
plen uint8
plype ulnt8
flags xInt8
err sint

BGP.RtMgr.NextHopUnreg

Description

Remedy

Severity

Unregistered IP prefix of BGP nexthop previously registered with rtmgr.

No action required - Information message only.

Debug-Summary
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Message Text

[VR svrids] reg Sreg? afi-safi safis-$safis%: nhop $nhop%/%plens plype $pTypes flags

$flags%s

Message Parameters

Name Type

vrid VRID

reg Ptr

afi ulntl6
safi ulnt8
nhop IPaddress
plen ulnt8
plype ulnt8
flags xInt8

BGP.RtMgr.NextHopUnregFalil

Description

Failed unreg of IP prefix of BGP nexthop with rtmgr. Failure indicates lack of resources

or a serious system error.

Remedy

Please try restarting the peer, disabling and enabling BGP, or restarting BGP.
Otherwise, this may be an unexpected internal condition needing technical assistance.
Contact technical support with the following information: "show tech" and "upload

debug". System Restart may be required for continued operation.

Severity

Error

Message Text

[VR $vrid%] Failed unregistering nexthop from rtmagr: reg $reg% afi-safi $afi%-%safi%:

Nhop $nhop%/%plens plype $pTypes flags $flagss err Serrs
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Message Parameters

Message Parameters

Name Type
vrid VRID
reg Ptr
afi ulntle
safi uint8
nhop IPaddress
plen ulnt8
plype ulnt8
flags xInt8
err sint

BGP.RtMgr.NextHopRch

Description

BGP RtMgr Agent gets Next Hop is reachable indication fromm RtMgr.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR svrids] reg sreg? afi-safi safis-$safis: $pfxs/Splens plype $pTypes -&gt;

srslvRoute$%/$rslvLen? $rslvOriging flags $rslvFlags%

Message Parameters

Name Type

vrid VRID

reg Ptr

afi ulntle

safi ulnt8

pfx IPaddress
plen ulnt8
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Name Type
plype ulnt8
rslvRoute IPaddress
rslvLen IPmasklen
rslvOrigin String
rsivFlags xInt
BGP.RtMgr.NextHopUnrch

Description

BGP RtMgr Agent gets Next Hop is unreachable indication from RtMgr.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR svrid%] reg Sreg? afi-safi safis-$safis: $pfxs/Splen plype $pTypes

Message Parameters

Name Type

vrid VRID

reg Ptr

afi ulntle

safi ulnt8

pfx IPaddress
plen ulnt8
plype ulnt8

BGP.RtMgr.RecvExprtRtAdd

Description

Received a route add (add exported route or active indication) message from Rtm.
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Remedy

No action required - Information message only.

Severity
Debug-Verbose

Message Text
[VR $vrid%] $reg%: $proto% $pfx%/Splens -&gt; $nhop% [NNVR $nvrids] flags $flagss

opg len $1len%

Message Parameters

Name Type

vrid VRID

reg String
proto String
pfx IPaddress
plen ulnt8
nhop IPaddress
nvrid VRID
flags xInt

len ulnt

BGP.RtMgr.RecvExprtRtDel

Description

Received a route del (del exported route or inactive indication) message from Rtm.

Remedy

No action required - Information message only.

Severity
Debug-Verbose

Message Text

[VR svrid%] $regs: $protos $pfx%/Splens -&gt; $nhop% [NhVR $nvrids] flags $flagss
opq len $1en%
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Message Parameters

Name Type

vrid VRID

reg String
proto String
pfx IPaddress
plen ulnt8
nhop IPaddress
nvrid VRID
flags xInt

len ulnt

BGP.RtMgr.RecvWalkRtNtfy

Description

Received a route from RTM for export into bgp, due to a walk that was started for a

particular protocol (received notify indication message from Rtm).

Remedy

No action required - Information message only.

Severity
Debug-Verbose

Message Text

[VR svrid%] sregs: walk {$walkop$,5hndl%} $proto% $pfxs/3plen -&gt; $nhops [NhVR

snvrid%] flags $flags% opqg len $len%

Message Parameters

Name Type
vrid VRID
reg String
walkop String
hndl Ptr
proto String
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Name Type

pfx IPaddress
plen uint8
nhop IPaddress
nvrid VRID
flags xInt

len ulnt

BGP.RtMgr.DebugSummary

Description

A condition has been detected that may interest a developer determining the reason
underlying some system behavior. The circumstances may be either very common or
completely unexpected, but the information provided in the associated message is
such that the internal workings of the system are exposed.

Remedy

There is no remedy because there is no problem to be resolved.

Severity

Debug-Summary

Message Text

$format$s

Message Parameters

Name Type
format Printf
BGP.RtMgr.DebugVerbose

Description

A condition has been detected that may interest a developer analyzing some system
behavior at a more verbose level than provided by the debug summary information.
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Remedy

There is no remedy because there is no problem to be resolved.

Severity
Debug-Verbose

Message Text

$format$

Message Parameters

format Printf

BGP.RtMgr.DebugData

Description

A condition has been detected that may interest a developer inspecting the data
underlying system behavior

Remedy

There is no remedy because there is no problem to be resolved.

Severity
Debug-Data

Message Text

$format$

Message Parameters

format Printf
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BGP.RtMgr.CreatRtMgrQPipeFall

Description

Error creating a pipe to post events to trigger processing of messages from rtmgr
gueued up in a rtmgr queueinternal to BGP.

Remedy
This is an unexpected internal condition needing technical assistance. Contact
technical support with the following information: "show tech" and "upload debug".
System restart may be required for continued operation.

Severity

Error

Message Text

$format$s

Message Parameters

Name Type

format Printf

BGP.RtMgr.CfgRtMgrQPipeFalil

Description

Error configuring a pipe to post events to trigger processing of messages from rtmgr
gueued up in a rtmgr queueinternal to BGP.

Remedy
This is an unexpected internal condition needing technical assistance. Contact
technical support with the following information: "show tech" and "upload debug".
System Restart may be required for continued operation.

Severity

Error
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Message Text

$format$%

Message Parameters

Name Type

format Printf

BGP.RtMgr.RecvRtMgrQTrigFail

Description

Error reading event to trigger processing of messages from rtmgr queued up in a
rtrngr queueinternal to BGP.

Remedy
This is an unexpected internal condition needing technical assistance. Contact
technical support with the following information: "show tech" and "upload debug".
System restart may be required for continued operation.

Severity

Error

Message Text

$format%

Message Parameters

Name Type

format Printf

BGP.RtMgr.SendRtMgrQTrigFail

Description

Error posting event to trigger processing of messages from rtmgr queued up in a
rtrngr queueinternal to BGP.
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Remedy
This is an unexpected internal condition needing technical assistance. Contact
technical support with the following information: "show tech" and "upload debug".
System Restart may be required for continued operation.

Severity

Error

Message Text

$formats

Message Parameters

Name Type

format Printf

BGP.RtMgr.AddedNtfySvcToDisp

Description

Added rtmgr notify service to dispatcher. This is the service over which BGP receives
messages from rtmgr.

Remedy

No action required - Information message only.

Severity
Debug-Verbose

Message Text

[VR 3vrid%] Added RtMgr notify service to dispatcher: peer-id=%peerid% monitor
fd=%£fd3%
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Message Parameters

Name Type
vrid VRID
peerid ulnt32
fd sInt32

BGP.RtMgr.AddNtfySvcToDispFail

Description

Adding rtmgr notify service to dispatcher failed at this time. This is the service over
which BGP receives messages from rtmgr.

Remedy

This is a temporary failure. This API call will be retried at a later time until the call
succeeds. BGP will cease to function until that time. If this situation persists, please call

n

technical support with the following information from "show tech" and "upload debug".
In case of persistent failures, BGP or system restart may be needed for continued
operation.

Severity

Info

Message Text

[VR 3vrid$%] Failed adding RtMgr notify service to dispatcher: peer-id=%peerid%
monitor fd=%£d% error=%err%

Message Parameters

Name Type
vrid VRID
peerid ulnt32
fd sInt32
err sint
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BGP.RtMgr.GetPurgelmout

Description

BGP Gets purge timeout and remaining timer value after restart from RTM.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
Message Text
[VR 3vrid%] Get Purge Timeout: reg $reg% role srole% afi-safi safi%-%safi%: purge-

timeout=%tout% remaining=%rem% ret=%ret%

Message Parameters

Name Type
vrid VRID
reg Ptr
role ulnt8
afi ulntle
safi ulnt8
tout ulnt32
rem ulnt32
ret sint

BGP.RtMgr.SetPurgeTmout

Description

BGP sets purge timeout value with RTM.

Remedy

[No action required - Informational message only. May be of interest to developers.
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Severity

Debug-Summary

Message Text

[VR 3vrid%] Set Purge Timeout: reg $reg% role $role% afi-safi safi%-%$safi%: purge-

timeout=%tout? ret=%ret%

Message Parameters

Name Type
vrid VRID
reg Ptr
role ulnt8
afi ulntl6
safi ulnt8
tout ulnt32
ret sint

BGP.RtMgr.SendRstrtUpdtStrt

Description

BGP sent restart update start msg to RTM.

Remedy

No action required - Debug message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] Sent rstr update start: $reg%: ret=%ret%
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Message Parameters

Name Type

vrid VRID

reg String
ret sint

BGP.RtMgr.SendRstrtUpdtEnd

Description
BGP sent restart update end msg to RTM.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

[VR 3vrid%] Sent rstr update end: $reg%: ret=%ret%

Message Parameters

Name Type

vrid VRID

reg String
ret sint

BGP.RtMgr.RecvSelfRtNtfy

Description

Received a active route indication message from Rtm.

Remedy

No action required - Information message only.
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Severity
Debug-Verbose

Message Text

[VR svrid%] $regs: $pfx%/%plens rt origin $proto%

Message Parameters

Name Type

vrid VRID

reg String

pfx IPaddress

plen ulnt8

proto String
BGP.RtMgr.NetworkAdd

Description
BGP adding network.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] $reg%: nwWk $pfx%/%plens plype=3pType% plcy=%plcy$ CB=%net$

Message Parameters

Name Type

vrid VRID

reg String

pfx IPaddress
plen ulnt8
plype String

342 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



BGP.RtMgr Messages BGP.RtMgr.NetworkDel

Name Type

plcy String

net Ptr
BGP.RtMgr.NetworkDel

Description

BGP processed delete network.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] $reg%: NWK $pfx%/%plens plype=%pTypes CB=%net$

Message Parameters

Name Type

vrid VRID

reg String
pfx IPaddress
plen ulnt8
plype String
net Ptr

BGP.RtMgr.LostNtfySvcConn

Description

Closed ipml connection from rtmgr used for receiving notifications.
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Remedy
This is an unexpected internal condition needing technical assistance. Contact
technical support with the following information: "show tech" and "upload debug".
System Restart may be required for continued operation.

Severity

Error

Message Text
[VR $vrids] Closed RtMgr Notify Service Connection.

Message Parameters

Name Type
vrid VRID

BGP.RtMgr.ExprtMasksReg

Description
Registered BGP export masks with rtmgr.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] Register export masks: $regs: client=%client% $masks$% ret=%ret%

Message Parameters

Name Type
vrid VRID
reg String
client xInt

344 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5




BGP.RtMgr Messages BGP.RtMgr.WalkStart

Name Type
masks String
ret sint

BGP.RtMgr.WalkStart

Description

Sent and started a walk request with rtmgr for exported routes or self routes.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR 3vrid%] Start $oper% walk: $reg%: $proto% dest-safi=%esafi% rtflags=%rtflags%
flags=%flags% walk=%walk% hndl=%hnd1%

Message Parameters

Name Type
vrid VRID
oper String
reg String
proto String
esafi ulnt8
rtflags xInt32
flags xInt32
walk Ptr
hndl Ptr

BGP.RtMgr.RtAdd

Description

Add a Route to BGP Loc-RIB because of a network or export configuration.
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Remedy
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Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] $regs: $pfx%/%plens -&gt; $nhop% [NhVR $nvrid$%] rt origin $proto%

reason=%$reason%

Message Parameters

Name Type
vrid VRID
reg String
pfx IPaddress
plen ulnt8
nhop IPaddress
nvrid VRID
proto String
reason String
BGP.RtMgr.RtDel
Description

Withdraw an exported or network route fromm BGP Loc-RIB.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR svrids] sregs: $pfx%/Splens rt origin $protos reason=%reason%
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Message Parameters

Name Type

vrid VRID

reg String
pfx IPaddress
plen ulnt8
proto String
reason String

BGP.RtMgr.RtRejExprtPlcy

Description

Reject an exported route from BGP due to policy deny.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] $regs: $proto% $pfx%/Splens -&gt; $nhop% [NNVR $nvrid$] rt origin
%proto%

Message Parameters

Name Type

vrid VRID

reg String
pfx IPaddress
plen ulnt8
nhop IPaddress
nvrid VRID
proto String
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BCP.RtMgr.MSDPPfxReg

Description

Register MSDP prefix. The status indicates the progress of registration. It may be
pending waiting on a buffer allocation to send a query message to BGP module.

Remedy

No action required - Information message only.

Severity

Info

Message Text

[VR svrids] Reg MSDP prefix: $pfx3/$plen% proto=%proto%: CB=%cb% status=%status$
rtinfo=%rtinfo%

Message Parameters

Name Type

vrid VRID

pfx IPaddress

plen ulnt8

proto String

cb Ptr

status String

rtinfo String
BGP.RtMgr.MSDPPfxRegFail

Description

Failed registring MSDP prefix. This is usually due to a lack of resources.

Remedy

Please try restarting BGP or the switch. Otherwise, this may be an unexpected internal
condition needing technical assistance. Contact technical support with the following
information: "show tech" and "upload debug". System Restart may be required for
continued operation.
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Severity

Severity
Warning

Message Text

[VR svrids] Failed reg MSDP prefix: $pfx%/$plens proto=$proto%

Message Parameters

Name Type

vrid VRID

pfx IPaddress

plen uint8

proto String
BGP.RtMgr.MSDPPfxUnreg

Description

Unregister MSDP Pfx.

Remedy

No action required - Information message only.

Severity

Info

Message Text

[VR svrids] Unreg MSDP prefix: spfx3/$plen% proto=%protos: CB=%cb%

Message Parameters

Name Type

vrid VRID

pfx IPaddress
plen uint8
proto String

cb Ptr
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BCP.RtMgr.MSDPRtInfoNtfy

Description

Sending BGP Route info for registered prefix to MSDP.

Remedy

No action required - Information message only.

Severity

Info

Message Text

[VR svrids] Sending BGP Rt info to MSDP: $pfx%/%plen% -&gt; $nhop$ proto=sproto%
peer=%peer%(%peertype%) orig AS=%orghAs% last AS=%lastAs% AS len=%aslen%

Message Parameters

Name Type

vrid VRID

pfx IPaddress
plen ulnt8
nhop IPaddress
proto String
peer IPaddress
peertype String
orgAs ulnt32
lastAs ulnt32
aslen ulntl6

BGP.RtMgr.VRCreate

Description

BGP RtMgr agent created a VR Control Block.

Remedy

No action required - Information message only.
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Severity

Severity

Debug-Summary

Message Text

[VR $vrid%] Created VR: vrf=%isvrf% vpn=%isvpn% CB=%vrfcb%

Message Parameters

Name Type

vrid VRID

isvrf Char

isvpn Char

vrfcb Ptr
BGP.RtMgr.VRDel

Description

BGP RtMgr agent deleted a VR Control Block.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] Deleted VR: vrf=%isvrf% vpn=%isvpn% CB=%vrfcb%

Message Parameters

Name Type
vrid VRID
isvrf Char
isvpn Char
vrfcb Ptr
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BGP.RtMgr.Reg

Description
BGP RtMgr agent registered with RtMgr for specified instance and Afi/Safi.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR 3vrid%] Register: $reg%

Message Parameters

Name Type

vrid VRID

reg String
BGP.RtMgr.RegFail

Description
BGP RtMgr agent failed while registered with RtMgr for specified instance and Afi/Safi.

Remedy
This is an unexpected internal condition. Try disabling and enabling BGP first. Then
attempt to restart BGP. If failure persists, this may be a problem needing technical
assistance. Contact technical support with the following information: "show tech" and
"upload debug". System Restart may be required for continued operation.

Severity

Warning

Message Text

[VR $vrid%] Register: $reg%: ret=%ret%

352 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



BGP.RtMgr Messages Message Parameters

Message Parameters

Name Type

vrid VRID

reg String
ret sint

BGP.RtMgr.ProcRpiReg

Description
BGP RtMgr agent processed the RPI register message from BGP's RPI stub for a
specific Afi/Safi.

Remedy
No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] Proc RPI Register: $reg%: result=%res%

Message Parameters

Name Type

vrid VRID

reg String

res String
BGP.RtMgr.Unreg

Description
BGP RtMgr agent un-registered with RtMgr for specified instance and Afi/Safi.

Remedy

No action required - Information message only.
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Severity

Debug-Summary

Message Text

[VR 3vrid%] Unregister: $reg%

Message Parameters

vrid VRID
reg String

BGP.RtMgr.RecvRstrtUpdtStrtAck

Description

BGP RtMgr Agent received an acknowledgement fromm RTM for the restart update start
message.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

[VR 3vrid%] Recv Ack for rstr update start: reg $reg%

Message Parameters

vrid VRID
reg String
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BGP.RtMgr.RecvRstrtUpdtEndAck

Description

BGP RtMgr Agent received an acknowledgement from RTM for the restart update end
message.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

[VR 3vrid%] Recv Ack for rstr update end: reg $reg%

Message Parameters

Name Type
vrid VRID
reg String

BGP.RtMgr.SendRstrTblEnd

Description

BGP RtMgr Agent sent a Rstrt table end message to BGP protocol for this afi/safi to
indicate that RTM (RIB) has provided all external routes and/or active indication for BGP
routes. BGP can now proceed with restart procedures such as performing bestpath on
the Loc-RIB and advertising to peers

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] Send rstr external route table end: $reg%
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Message Parameters

Name Type
vrid VRID
reg String

BGP.RtMgr.WalkEnd

Description

A walk request with rtmgr for exported routes or self routes has ended.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR 3vrid%] End %oper% walk: $reg%: $proto% dest-safi=3esafi% walk=%walk$

hndl=%hnd1%

Message Parameters

Name Type
vrid VRID
oper String
reg String
proto String
esafi ulnt8
walk Ptr
hndl Ptr

BGP.RtMgr.RtRejNwkPlcy

Description

Reject an network route from being added to BGP Loc-RIB due to a network policy

deny.
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Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] $regs: $pfx%/%plens -&gt; $nhop% [NAVR $nvrid$ rt origin $proto%]

Message Parameters

Name Type

vrid VRID

reg String
pfx IPaddress
plen ulnt8
nhop IPaddress
nvrid VRID
proto String

BGP.RtMgr.MSDPRtInfoReq

Description

Request BGP to repeat an imported BGP route, so that we can resend the route info to
MSDP.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR svrids] safisafis $pfx%/%plens]
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Message Parameters

Name Type

vrid VRID
afisafi String

pfx IPaddress
plen ulnt8

BGP.RtMgr.ProcRpiUnreg

Description

BGP RtMgr agent processed the Route Programming Interface (RPI) unregister
message from BGP's RPI stub for a specific Afi/Safi.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text
[VR $vrid%] Proc RPI Unregister: $reg%

Message Parameters

Name Type
vrid VRID
reg String

BGP.RtMgr.VPNLabellnd

Description
BGP RtMgr agent forwarded the assigned VPN label indication from RtMgr to the VPN
Mar.

Remedy

No action required - Information message only.
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Severity

Debug-Summary

Message Text

[VR $vrid%] $reg%: $1labelind$%

Message Parameters

Name Type
vrid VRID
reg String
labelind String

BGP.RtMgr.VPNLabellndSupp

Description
BGP RtMgr agent suppressed a VPN label indication from RtMgr for a particular VRF.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR 3vrid%] $reg%: $1labelind% reason=%reason%

Message Parameters

Name Type
vrid VRID
reg String
labelind String
reason String
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BGP.RtMgr.VPNLabelChgFlapVR

Description
BGP RtMgr agent flapped VR admin state due to label change event.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] $reg%

Message Parameters

Name Type
vrid VRID
reg String
BGP.RtMgr.RegStateChg
Description
The BGP RtMgr agent's registration state for a particular instance of BGP or VPN Mgr
changed.
Remedy
No action required - Information message only.
Severity

Debug-Summary

Message Text

[VR 3vrid%] $reg%: $oldstate% -&gt; $newstate%
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Message Parameters

Name Type
vrid VRID
reg String
oldstate String
newstate String

BGP.RtMgr.RegStateActinv

Description

The BGP RtMgr agent tried to perform an action that was invalid its current state.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR 3vrid%] $reg%: Invalid action in state $state%, $actionstr%

Message Parameters

Name Type
vrid VRID
reg String
state String
actionstr String
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BGP.UpdateMgr.InitRsrcFail on page 362
BGP.UpdateMgr.FSMErr on page 363
BGP.UpdateMgr.PauseWaitPostBuf on page 363
BGP.UpdateMgr.PauseWorkThrshRch on page 364
BGP.UpdateMgr.ContProcAftPause on page 364
BGP.UpdateMgr.RecvPostBuf on page 365
BGP.UpdateMgr.PauseRsrcFail on page 366
BGP.UpdateMgr.DlaySendBGPUpdtRtSuprs on page 366
BGP.UpdateMgr.RtNotAdvertLargeUpdtMsg on page 367
BGP.UpdateMgr.ChgDurSuprsTimer on page 367

BGP.UpdateMgr.InitRsrcFail

Description

A memory allocation failed while initializing the UM sub-component of Protocol.
Protocol RIB Manager will fail to initialize.

Remedy

Investigate the memory shortage.

Severity

Error

Message Text

Protocol Resource failure during Update Manager initialization. VR: $p1%

Message Parameters

Name Type
pl ulnt32
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BGP.UpdateMgr.FSMErr

Description

FSM error encountered in the UM sub-component of Protocol. Protocol RIB Manager
will terminate.

Remedy

Contact support.

Severity

Error

Message Text
Protocol Update Manager FSM error. VR: $p1% Action: $p2% Input: $p3% FSM state: $p4%.

Message Parameters

Name Type
pl ulnt32
p2 sint8
pP3 sint8
p4 sint8

BGP.UpdateMgr.PauseWaitPostBuf

Description

Processing has paused because UM has posted for a buffer. Processing will continue
when the buffer is posted.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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Message Text

Protocol Update Manager has paused waiting for a posted buffer. VR: $p1% Buffer
action correlator: $p2%

Message Parameters

Name Type
pl ulnt32
p2 sint8

BGP.UpdateMgr.PauseWorkThrshRch

Description

Update Manager processing has paused because the limit on the amount of work that
can be performed in this scheduler cycle has been reached.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Protocol Update Manager has paused because the work threshold has been reached.
VR: $pl1% Pause type: $p2%

Message Parameters

Name Type
pl ulnt32
p2 sint8

BGP.UpdateMgr.ContProcAftPause

Description

Update Manager processing has continued following a pause where the limit on the
amount of work that can be performed in a scheduler cycle was reached.
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Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Protocol Update Manager has continued processing following a pause. VR: $pl1% Pause
type: $p2%

Message Parameters

Name Type
pl ulnt32
p2 sint8

BGP.UpdateMgr.RecvPostBuf

Description

Update Manager has received a posted buffer.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Protocol Update Manager has received a posted buffer. VR: $p1% Buffer action
correlator: $p2%

Message Parameters

Name Type
Pl ulnt32
p2 sint8

ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 325 365



BGP.UpdateMgr.PauseRsrcFail BGP.UpdateMgr Messages

BGP.UpdateMgr.PauseRsrcFail

Description

Update Manager processing has paused because a resource failure occurred. Update
Manager will retry on a timer. If resources are made available, then the operation of
Protocol will not be affected.

Remedy

Make more memory available to Protocol, or reduce the memory requirements of
Protocol - for example, by terminating sessions.

Severity
Warning

Message Text

Protocol Update Manager has paused because of a resource failure. VR: $p1%

Message Parameters

Name Type
Pl ulnt32

BGP.UpdateMgr.DlaySendBGPUpdtRtSuprs

Description
Update Manager has delayed sending a BGP UPDATE as a route is suppressed.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Protocol Update Manager has delayed sending a BGP UPDATE as a route is suppressed.
VR: $p1%
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Message Parameters

Name Type
Pl ulnt32

BGP.UpdateMgr.RtNotAdvertlLargeUpdtMsg

Description

A route can not be advertised because it is too large to fit into the maximum allowed
size of a BGP UPDATE message. The route will not be advertised to BGP peers.

Remedy

Modify policy configuration so that excessive route attributes are not added to routes.

Severity
Warning

Message Text

A route can not be advertised because it is too large to fit into the maximum allowed
size of a BGP UPDATE message. VR = $p1% Destination address AFI/SAFI = $p2%

Destination address prefix = $p3% Destination address prefix length = $p4%

Message Parameters

Name Type
Pl ulnt32
p2 ulnt8
p3 String
p4 ulnt8

BGP.UpdateMgr.ChgDurSuprsTimer

Description

The duration of the suppression timer has been changed. The suppression times for
routes that are currently being suppressed will be changed.

Remedy

No action required - Informational message only.
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Severity

Debug-Summary

Message Text

The duration of the suppression timer has been changed. The suppression times
for routes that are currently being suppressed will be changed. VR: $p1% Old timer
duration: $p2% New timer duration: $p3%

Message Parameters

Name Type

P uint32
p2 ulnt32
pP3 ulnt32
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BGP.VLAN.AllocMsgFail on page 369
BGP.VLAN.APIFail on page 370
BGP.VLAN.RecvRegSmall on page 370
BGP.VLAN.SendMsgFail on page 371
BGP.VLAN.DevTest on page 371
BGP.VLAN.RecvGetAddrReq on page 372
BGP.VLAN.PrepGetAddrReply on page 372
BGP.VLAN.SendGetAddrReply on page 373
BGP.VLAN.RecvCreatVR on page 374
BGP.VLAN.RecvDelVR on page 374
BGP.VLAN.RecvCreatVLAN on page 375
BCP.VLAN.RecvDelVLAN on page 375
BGP.VLAN.SendAddr on page 376
BGP.VLAN.RecvUpdtVR on page 377

BGP.VLAN.AllocMsgFail

Description

This log indicates that the BGP VLAN agent failed to allocate a message to inform the
BGP protocol stack of a change of VLAN or IP address state.

Remedy

The VLAN agent will retry after a short delay and so the situation will resolve by itself.

Severity

Info

Message Text

Failed to allocate resources to informm BGP of a change of VLAN state.
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BGP.VLAN Messages

BCP.VLAN.APIFail

Description

No description is available.

Remedy

No remedy is available.

Severity

Notice

Message Text

Call to %api% failed.

Message Parameters

Name

Type

api

String

BGP.VLAN.RecvRegSmall

Description

The BGP VLAN agent is unable to respond to an initial request for VLAN information
from the BGP protocol stack because the request message is badly formed.

Remedy

No remedy is available.

Severity

Error

Message Text

Message requesting VLAN information in $function% has been dropped because it is

too small.
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Message Parameters

Name Type

function String

BGP.VLAN.SendMsgFail

Description

The BGP VLAN agent failed to respond to an initial query from BGP for VLAN
information. This can result in BGP activation failure.

Remedy
Stop and restart the BGP process.

Severity

Error

Message Text
Failed to send initial VLAN configuration to BGP

BGP.VLAN.DevTest

Description

No description is available.

Remedy

No remedy is available.

Severity
Debug-Verbose

Message Text

$format$s
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Message Parameters

Name Type

format Printf

BGP.VLAN.RecvGetAddrReq

Description
BGP VLAN agent receives a get-address request from BGP.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR 3vrid%] Req: start ifinst=%ifInst% addr=%addr% $getsec%

Message Parameters

Name Type

vrid VRID
iflnst xInt

addr IPaddress
getsec String

BGP.VLAN.PrepGetAddrReply

Description

BGP VLAN agent packs one IPv4 or IPv6 address in the reply message being prepared
in response to a "get addresses" request from BGP.

Remedy

No action required - Information message only.

372 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



BGP.VLAN Messages

Severity

Severity

Debug-Summary

Message Text

[VR svrids] Get Addr: ifinst=%ifInst%: $addrs/mlen% scope=%scope%

Message Parameters

Name Type

vrid VRID
iflnst xInt

addr IPaddress
mlen ulnt8
scope ulnt

BGP.VLAN.SendGetAddrReply

Description

BGP VLAN agent has processed a get-addresses" request. Sending the reply message

in response.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR svrid%] Reply: nentries=%nentries% more=%more%

Message Parameters

Name Type
vrid VRID
nentries sint

more Char
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BGP.VLAN.RecvCreatVR

Description

BGP VLAN agent received a create VR callback from the vlan client library.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR 3vrid%] Created VR $name%: vrf=%isvrf% vpn=%isvpn$%

Message Parameters

Name Type
vrid VRID
name String
isvrf Char
isvpn Char

BGP.VLAN.RecvDelVR

Description
BGP VLAN agent received a delete VR callback from the vlan client library.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text
[VR $vrid%] Deleted VR %name%
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Message Parameters

Name Type
vrid VRID
name String

BGP.VLAN.RecvCreatVLAN

Description
BGP VLAN agent received a create VLAN callback from the vlan client library.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR 3vrid%] $vrname%: Vlan $name%: ifiInst=%inst% kernldx=%kidx$% tag
status=%tstatus%

Message Parameters

Name Type
vrid VRID
vrname String
name String
inst xInt
kidx xInt
tstatus ulntie

BGP.VLAN.RecvDelVLAN

Description
BGP VLAN agent received a delete VLAN callback from the vlan client library.
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Remedy

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

[VR $vrid%] Vlan $name%: ifdx=%inst%

Message Parameters

Name Type
vrid VRID
name String
inst xInt

BGP.VLAN.SendAddr

BGP VLAN agent sends an indication to add, delete or update an IPv4 or IPv6 address

No action required - Information message only.

Description

to BGP.
Remedy
Severity

Debug-Summary

Message Text

[VR $vrid%] Addr $oper%: if=%ifname% iflInst=¢ifInst%: $addr%/%mlens

Message Parameters

Name Type
vrid VRID
oper String
ifname String
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iflnst xInt
addr IPaddress
mlen ulnt8

BGP.VLAN.RecvUpdtVR

Description
BGP VLAN agent received a update VR callback from the vlan client library.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text
[VR $vrid%] Updt VR $name%: $updtinfo$%

Message Parameters

vrid VRID
name String
updtinfo String
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BGP.VPNMgr.InitFail on page 380
BCP.VPNMgr.InitHAFLibFail on page 380
BGP.VPNMgr.DefJoinIfFail on page 381
BGP.VPNMgr.InitMIBProdSuprtLibFail on page 382
BGP.VPNMgr.RegMIBLibFail on page 382
BGP.VPNMgr.RecvSiglnvQueue on page 383
BGP.VPNMgr.RecvMsgTypeUnexpct on page 383
BCP.VPNMgr.Dstry on page 384
BGP.VPNMgr.RecvSigkmInvPrtnr on page 385
BGP.VPNMgr.AccptdoinFmBGPInstc on page 385
BGP.VPNMgr.NotJoinToBGPInstc on page 386
BGP.VPNMgr.DtectIntCflct on page 387
BGP.VPNMgr.FailOvrlfinfoMstrJoin on page 387
BGP.VPNMgr.lfInfoMstrJoinFail on page 388
BGP.VPNMgr.IfInfoMstrJoinNoSlave on page 388
BGP.VPNMgr.IfInfoSlaveRfusMstrJoin on page 389
BGP.VPNMgr.DeactvIfinfoMstrJoinOK on page 389
BGP.VPNMgr.FailOvrLbIMgrMstrJoin on page 390
BGP.VPNMgr.LbIMgrMstrJoinFail on page 390
BGP.VPNMgr.LbIMgrMstrJoinNoSlave on page 391
BGP.VPNMgr.LbIMgrSlaveRfusMstrJoin on page 392
BGP.VPNMgr.DeactvLblMgrMstrJoinOK on page 392
BGP.VPNMgr.FailOvrRtMgrMstrJoin on page 393
BGP.VPNMgr.RtMgrMstrJoinFail on page 393
BGP.VPNMgr.RtMgrMstrJoinNoSlave on page 394
BGP.VPNMgr.RtMgrSlaveRfusMstrJoin on page 394
BGP.VPNMgr.DeactvRtMgrMstrJoinOK on page 395
BGP.VPNMgr.InvPrtnrJoinRtProtolf on page 396
BGP.VPNMgr.RfusBGPInstcJoin on page 396
BGP.VPNMgr.FailOvrBGPSlaveJoin on page 397
BGP.VPNMgr.BCPSlaveJoinFail on page 397
BGP.VPNMgr.DeactvBGPSlaveJoinOK on page 398
BGP.VPNMgr.ActvFSMStateChg on page 399
BGP.VPNMgr.ActvFSMStateCflct on page 399
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BCP.VPNMgr.AddJoinLMGRFail on page 400
BGP.VPNMgr.AddJoinlfInfoFail on page 400
BCP.VPNMgr.CreatOK on page 401
BGP.VPNMgr.ActvRowSameRtMgrindx on page 402
BGP.VPNMgr.RtTrgtRowRefUncfgVRFRow on page 402
BGP.VPNMgr.AddJoinVRFFail on page 403
BGP.VPNMgr.InstAdvertTunlRsrcFail on page 403
BGP.VPNMgr.AddTunlFail on page 404
BGCP.VPNMgr.LblProcStateCflct on page 405
BGP.VPNMgr.AllocMemRVXCntnFail on page 405
BGCP.VPNMgr.AllocMemRVCntnFail on page 406
BGP.VPNMgr.AllocMemNewRtFail on page 406
BCP.VPNMgr.RecvBGCGPRtNoRtTrgt on page 407
BGP.VPNMgr.RecvBGPWthdrRtNotFnd on page 408
BGCGP.VPNMgr.RecvVRFRtRsrcFail on page 408
BGP.VPNMgr.RecvWRFWthdrRtNotFnd on page 409
BGP.VPNMgr.RtProcRVFSMStateCflct on page 410
BGP.VPNMgr.RtProcRVXFSMStateCflct on page 410
BCP.VPNMgr.EstbXCLbILSPFail on page 411
BGP.VPNMgr.EstbXCLbILSPOK on page 412
BGCGP.VPNMgr.AllocMemPECBFail on page 412
BGP.VPNMgr.InitXCCBFail on page 413
BGP.VPNMgr.ProcBGPRtRsrcFail on page 413
BGP.VPNMgr.RecvRmtRtPeerNoActvTunl on page 414
BGCGP.VPNMgr.ActvTunlAllowPEAvail on page 415
BGP.VPNMgr.RecvRmtRtBOSFIgNotSet on page 415
BGP.VPNMgr.RmtRtUnavailNoActvTunl on page 416
BGP.VPNMgr.RecvRtWIithRtTrgtFmCE on page 417
BGCGP.VPNMgr.CfgRtTrgtSameValSameVRF on page 417
BGP.VPNMgr.CfgRtTrgtinvVal on page 418
BGP.VPNMgr.RecvRtENntNonZeroRtDstng on page 419
BGP.VPNMgr.AllocMemUserDataCBFail on page 419
BGCP.VPNMgr.ChgUserDataCB on page 420
BGP.VPNMgr.RtMgrMstrJoinRstrtAbnd on page 421
BGP.VPNMgr.BGPMstrioinFail on page 421
BGP.VPNMgr.RtMgrRstrtMstrJoinTmout on page 422
BGCP.VPNMgr.BPGRstrtMstrJoinTmout on page 423
BGP.VPNMgr.BGPInitAdt on page 423
BGP.VPNMgr.RecvOKRegRspnsVRFRtMgr on page 424
BGP.VPNMgr.RcvryProcTmoutBefRtRecv on page 424
BGP.VPNMgr.SetTimerGtrRecvryTimer on page 425
BGCP.VPNMgr.RecvRtDuUpRtTrgt on page 426
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BGP.VPNMgr.AllocMemASPathCBFail on page 426
BGP.VPNMgr.ChgASPathCB on page 427
BGCGP.VPNMgr.RecvRtENtMultiNH on page 428
BGP.VPNMgr.CfgNoRtMgrAddrSuprtTyp on page 428
BGCGP.VPNMgr.AddVRFRtMgrRsrcFail on page 429
BGP.VPNMgr.AllocMemNtfnBufPoolFail on page 430
BGP.VPNMgr.PrtnrAddrTypeUnsuprt on page 430
BGP.VPNMgr.AllocMemLbICBFail on page 431
BGP.VPNMgr.RecvRmtRtWthdr on page 432

BGP.VPNMgr.InitFail

Description

The Protocol VPN Manager has failed to initialize. Protocol cannot become operational.

Remedy

Gather diagnostics and investigate cause of failure.

Severity

Error

Message Text
The Protocol VPN Manager has failed to initialize. VRID = $p1%

Message Parameters

Name Type
Pl slnt32

BGP.VPNMgr.InitHAFLibFall

Description
The Protocol VPN Manager has failed to initialize the HAF library. BVM initialization will
fail.

Remedy

Gather diagnostics and investigate cause of failure.
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Severity

Debug-Summary

Message Text
The Protocol VPN Manager has failed to initialize the HAF library. VRID = %p1%

Message Parameters

pl slnt32

BGP.VPNMgr.DefJoinlfFail

Description

The Protocol VPN Manager has failed to define a join interface. BVM initialization will
fail.

Remedy

Gather diagnostics and investigate cause of failure.

Severity

Debug-Summary

Message Text

The Protocol VPN Manager has failed to define a join interface. Join interface ID = $p1%
VRID = $p2%

Message Parameters

Pl sInt32
p2 sint32
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BGP.VPNMgr.InitMIBProdSuprtLibFail

Description

The Protocol VPN Manager has failed to initialize the MIB product support library. BVM
initialization will fail.

Remedy

Gather diagnostics and investigate cause of failure.

Severity

Debug-Summary

Message Text

The Protocol VPN Manager has failed to initialize the MIB product support library. VRID
=3pls

Message Parameters

Name Type
Pl sInt32

BGP.VPNMgr.RegMIBLIibFail

Description

The Protocol VPN Manager has failed to register a MIB with the MIB product support
library. BVM initialization will fail.

Remedy

Gather diagnostics and investigate cause of failure.

Severity

Debug-Summary

Message Text

The Protocol VPN Manager has failed to register a MIB with the MIB product support
library. VRID = $p1%
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Message Parameters

Name Type
Pl sInt32

BGP.VPNMgr.RecvSiginvQueue

Description

The Protocol VPN Manager has received a signal on an invalid queue. Protocol will
terminate.

Remedy

Gather diagnostics and contact support personnel.

Severity

Error

Message Text

The Protocol VPN Manager has received a signal on an invalid queue. BVM entity Index
= %pl% Queue ID = $p2%

Message Parameters

Name Type
Pl slnt32
p2 xINnt32

BGP.VPNMgr.RecvMsgTypeUnexpct

Description

Protocol VPN Manager has received an unexpected message type. Protocol will
terminate

Remedy

Gather diagnostics and contact support personnel.
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Severity

Error

Message Text

Protocol VPN Manager has received an unexpected message type. VRID = $p1% Queue

ID = 2p2% IPS type = 2p3%

Message Parameters

Name Type

pl sint32
p2 xInt32
pP3 xINt32

BGP.VPNMgr.Dstry

Description

The Protocol VPN Manager has been destroyed.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

The Protocol VPN Manager has been destroyed. Process ID = $p1% VRID = $p2%

Message Parameters

Name Type
Pl xINt32
p2 slnt32

384 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



BGP.VPNMgr Messages BGP.VPNMgr.RecvSigFmInvPrtnr

BGP.VPNMgr.RecvSigFmInvPrtnr

Description

A signal has been received from an invalid partner. The signal will be dropped.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Info

Message Text

A signal has been received from an invalid partner. VRID = $p1% Receiver Handle = $p2%
Sender Process ID = $p3%

Message Parameters

Name Type

Pl sInt32
P2 ulnt32
pP3 ulnt32

BGP.VPNMgr.AccptJoinFmBGPInstc

Description
BVM has accepted a join from a BGP instance. Nothing.

Remedy

No action required - Informational message only.

Severity

Info
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Message Text

Message Text

BVM has accepted a join from a BGP instance. VRID = $p1% BGP Process ID = $p2% BGP

sender handle = $p3%

Message Parameters

Name Type

pl slnt32
p2 ulnt32
pP3 ulnt32

BGP.VPNMgr.NotJoinToBGPInstc

Description

BVM is no longer joined to a BGP instance. Nothing.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

BVM is no longer joined to a BGP instance. VRID = $p1% BGP Process ID = $p2% BGP

sender handle = $p3%

Message Parameters

Name Type

pl slnt32
p2 ulnt32
pP3 ulnt32
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BGP.VPNMgr.DtectIntCflct

Description

The Protocol VPN Manager has detected an internal inconsistency. The primary BVM
instance will abend.

Remedy

Gather diagnostics and contact support personnel.

Severity

Error

Message Text

The Protocol VPN Manager has detected an internal inconsistency. VRID = $p1%
Inconsistency code = $p2%

Message Parameters

Name Type
pl slnt32
P2 xInt32

BGP.VPNMgr.FailOvrlfiInfoMstrJoin

Description

BVMs master join to an I3 stub is failing over. There will be a pause in send/receive
processing until the join is reconnected to a backup instance of the join partner.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
BVMs master join to an 13 stub is failing over. VRID = %p1%
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Message Parameters

Name

Type

pl

sint32

BGP.VPNMgr.IfInfoMstrJoinFail

Description

BVMs master join to an I3 stub has failed. There will be a pause in send/receive

processing until the join is restarted to a new slave instance.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

BVMs master join to an I3 stub has failed. VRID = $p1%

Message Parameters

Name

Type

pl

sint32

BGP.VPNMgr.IfInfoMstrJoinNoSlave

Description

BVM has no slave entity available for the master join to an 13 stub. There will be a pause
in send/receive processing until the join is restarted to a new slave instance.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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Message Text

BVM has no slave entity available for the master join to an 13 stub. VRID = $p1%

Message Parameters

Name Type
Pl slnt32

BGP.VPNMgr.IfInfoSlaveRfusMstrJoin

Description

An 13 slave entity has refused the master join to BVM. No data will flow over the given
interface.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
An 13 slave entity has refused the master join to BVM. VRID = $p1%

Message Parameters

Name Type
Pl slnt32

BGP.VPNMgr.DeactvlfiInfoMstrJoinOK

Description

BVMs Master Join to an 13 stub has been deactivated normally. No more data can flow
over the given interface.

Remedy

No action required - Informational message only.
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Severity

Debug-Summary

Message Text
BVMs Master Join to an I3 stub has been deactivated normally. VRID = $p1%

Message Parameters

Name Type
Pl slnt32

BGP.VPNMgr.FailOvrLblIMgrMstrJoin

Description

VPN Manager's master join to LMGR is failing over. VPN Manager will deactivate and
reactivate itself.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text

VPN Manager's master join to LMGR is failing over; VPN Manager will deactivate and
then reactivate. VPN Manager entity index = $p1%

Message Parameters

Name Type
pl sint32

BGP.VPNMgr.LbIMgrMstrloinFail

Description

VPN Manager's master join to LMGR has failed. VPN Manager will deactivate and
reactivate itself.
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Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text

VPN Manager's master join to LMGR has failed; VPN Manager will deactivate and then
reactivate. VRID = $p1%

Message Parameters

Name Type
Pl sInt32

BGP.VPNMgr.LbIMgrMstrJoinNoSlave

Description

BVM has no slave entity available for the master join to LMGR. There will be a pause in
send/receive processing until the join is restarted to a new slave instance.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
BVM has no slave entity available for the master join to LMGR. VRID = %p1%

Message Parameters

Name Type
Pl sInt32
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BGP.VPNMgr.LbIMgrSlaveRfusMstrJoin

Description

An LMGR slave entity has refused the master join to BVM. No data will flow over the
given interface.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
An LMGR slave entity has refused the master join to BVM. VRID = %p1%

Message Parameters

Name Type
pl sint32

BGP.VPNMgr.DeactvLblIMgrMstrJoinOK

Description

BVMs Master Join to LMGR has been deactivated normally. No more data can flow over
the given interface.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
BVMs Master Join to LMGR has been deactivated normally. VRID = $p1%
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Message Parameters

Name Type
Pl sInt32

BGP.VPNMgr.FailOvrRtMgrMstrJoin

Description

BVMs master join to an RTM is failing over. There will be a pause in send/receive
processing until the join is reconnected to a backup instance of the join partner.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
BVMs master join to an RTM is failing over. VRID = $p1% RTM entity index = $p2%

Message Parameters

Name Type
Pl sInt32
p2 slnt32

BGP.VPNMgr.RtMgrMstrJoinFail

Description

BVMs master join to an RTM has failed. There will be a pause in send/receive processing
until the join is restarted to a new slave instance.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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Message Text

BVMs master join to an RTM has failed. VRID = $p1% RTM entity index = $p2%

Message Parameters

Name Type
Pl slnt32
p2 slnt32

BGP.VPNMgr.RtMgrMstrJoinNoSlave

Description

BVM has no slave entity available for the master join to an RTM. There will be a pause in
send/receive processing until the join is restarted to a new slave instance.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

BVM has no slave entity available for the master join to an RTM. VRID = $p1% RTM entity
index = $p2%

Message Parameters

Name Type
Pl slnt32
p2 slnt32

BGP.VPNMgr.RtMgrSlaveRfusMstrJoin

Description

An RTM slave entity has refused the master join to BVM. No data will flow over the given

interface.
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Remedy

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

An RTM slave entity has refused the master join to BVM. VRID = $p1% RTM entity index =

3p2%

Message Parameters

Name Type
Pl sint32
p2 slnt32

BGP.VPNMgr.DeactvRtMgrMstrJoinOK

Description

BVMs Master Join to an RTM has been deactivated normally. No more data can flow
over the given interface.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

BVMs Master Join to an RTM has been deactivated normally. VRID = $p1% RTM entity
index = $p2%

Message Parameters

Name Type
Pl sint32
p2 sint32
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BGP.VPNMgr.InvPrtnrjoinRtProtolf

Description

An invalid partner has attempted to join to BVM over the Routing Protocol Interface.
Only a BGP instance using VPN routes will be accepted.

Remedy

Check the configuration of each master entity.

Severity

Error

Message Text

An invalid partner has attempted to join to BVM over the Routing Protocol Interface.
VRID = $p1% Protocol Type = $p2% Address type = $p3% Address subtype = $p4%

Message Parameters

Name Type
pl sint32
P2 xInt32
pP3 ulnt8
p4 ulnt8

BGP.VPNMgr.RfusBGPInstcJoin

Description

BVM has refused a join from a BGP instance because it is not active or already has
another join. Only a single BGP join will be accepted.

Remedy
Check the configuration of each BGP entity.

Severity

Error
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Message Text

BVM has refused a join from a BGP instance because it is not active or already has
another join. VRID = $p1% BGP Join status = $p2% BVM Admin Status = $p3%

Message Parameters

Name Type
Pl slnt32
p2 xINnt32
pP3 ulnt8

BGP.VPNMgr.FailOvrBGPSlaveJoin

Description

BVMs slave join to a BGP is failing over. There will be a pause in send/receive processing
until the join is reconnected to a backup instance of the join partner.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
BVMs slave join to a BGP is failing over. VRID = $p1% BGP Process ID = $p2%

Message Parameters

Name Type
Pl slnt32
p2 ulnt32

BGP.VPNMgr.BGPSlaveJoinFail

Description

BVMs slave join to BGP has failed. There will be a pause in send/receive processing until
the join is restarted to a new slave instance.
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Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text
BVMs slave join to BGP has failed. VRID = $p1% BGP Process ID

1
o
o]
N
o

Message Parameters

Name Type
pl slnt32
p2 ulnt32

BGP.VPNMgr.DeactvBGPSlaveJoinOK

Description

BVMs slave join to BGP has been deactivated normally. No more data can flow over the
given interface.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

BVMs slave join to BGP has been deactivated normally. VRID = $p1% BGP Process ID =
3p2%

Message Parameters

Name Type
pl sint32
p2 ulnt32
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BGP.VPNMgr.ActvFSMStateChg

Description
There has been a change in state of the BGP VPN Manager Activation FSM.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

There has been a change in state of the BGP VPN Manager Activation FSM VRID = $p1%
Input = $p2% Old State = $p3% New State = $p4% Action = $p5%

Message Parameters

Name Type
pl slnt32
p2 ulnt8
p3 ulnt8
p4 ulnt8
pP5 ulnt8

BGP.VPNMgr. ActvFSMStateCflct

Description
The BGP VPN Manager Activation FSM is in an inconsistent state. BVM will terminate.

Remedy

Gather diagnostics and contact support personnel.

Severity

Error
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Message Text

The BGP VPN Manager Activation FSM is in an inconsistent state. VRID = $p1% Input =
3p2% Old State = $p3% Action = $p4%

Message Parameters

Name Type
pl slnt32
p2 ulnt8
pP3 ulnt8
p4 ulnt8

BGP.VPNMgr.AddJoinLMGRFall

Description
BVM has failed to add a join to LMGR. Route redistribution will not be possible.

Remedy

Free resources and try again.

Severity

Error

Message Text
BVM has failed to add a join to LMGR. VRID = %p1%

Message Parameters

Name Type
pl slnt32

BGP.VPNMgr.AddJoinlfInfoFail

Description
BVM has failed to add a join to I3. Route redistribution will not be possible.
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Remedy

Remedy

Free resources and try again.

Severity

Error

Message Text

BVM has failed to add a join to 13. VRID = $p1%

Message Parameters

pl

slnt32

BGP.VPNMgr.CreatOK

Description

The Protocol VPN Manager has been created successfully.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

The Protocol VPN Manager has been created successfully. Process ID = $p1% VRID =

$p25%

Message Parameters

pl

xInt32

p2

sint32
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BGP.VPNMgr.ActvRowSameRtMgrindx

Description

An attempt was made to activate a BVM VRF row which has the same RTM entity index
as an existing active row. The VRF will not be activated.

Remedy

Ensure the RTM entity index is unique and try again.

Severity

Error

Message Text

An attempt was made to activate a BVM VRF row which has the same RTM entity index
as an existing active row. VRID = $p1% RTM entity index = $p2% Failed VRF name = $p3%
Existing VRF name = $p4%

Message Parameters

Name Type

pl xINt32

p2 ulnt32

p3 CharByteArray
p4 CharByteArray

BGP.VPNMgr.RtTrgtRowRefUncfgVRFRow

Description

A MIB request was received for a BVM VRF route target row which refers to an un-
configured VRF row. The MIB request failed.

Remedy

Ensure the VRF is valid, then repeat the request.

Severity

Error
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Message Text

A MIB request was received for a BVM VRF route target row which refers to an un-
configured VRF row. VRID = $p1% VRF name = $p2% RT index = $p3% RT type = $p4%

Message Parameters

Name Type

Pl xInt32

p2 CharByteArray
pP3 xINt32

p4 xINnt32

BCGP.VPNMgr.AddJoinVRFFail

Description

BVM has failed to add a join for a VRF. Route redistribution for this VRF will not be
possible.

Remedy

Free resources and try again.

Severity

Error

Message Text
BVM has failed to add a join for a VRF. VRID = $p1% VRF Name = $p2%

Message Parameters

Name Type
Pl slnt32
p2 CharByteArray

BGP.VPNMgr.InstAdvertTunlRsrcFail

Description

A tunnel advertised by |13 could not be installed into BVM due to insufficient resources.
This tunnel will not be used for BGP VPN traffic.
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Remedy

Free resources. BVM will reattempt the operation shortly.

Severity

Error

Message Text

A tunnel advertised by |13 could not be installed into BVM due to insufficient resources.
VRID = %p1% Tunnel IF index = $p2%

Message Parameters

Name Type
Pl XINnt32
p2 xInt32

BGP.VPNMgr.AddTunlFail

Description

TNL manager was unable to allocate memory for a TNL CB. This tunnel will not be used
for BGP VPN traffic.

Remedy

Free resources. BVM will reattempt the operation shortly.

Severity

Debug-Summary

Message Text

TNL manager has failed to add a new tunnel. VRID = 3p1% Tunnel IF index = $p2%

Message Parameters

Name Type
pl xInt32
p2 xInt32
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BGP.VPNMgr.LblProcStateCflct

Description

The Label Processing FSM is in an inconsistent state. BVM will terminate.

Remedy

Gather diagnostics and contact support personnel.

Severity

Error

Message Text

The Label Processing is in an inconsistent state. VRID = $p1% Input = $p2% Old State =
$p3% Action = 3p4%

Message Parameters

Name Type
pl XInt32
p2 xInt8
p3 xInt8
p4 xINt8

BGP.VPNMgr.AllocMemRVXCntnFail

Description

Failed to get memory for RVX container. The operation causing this allocation will fail,
and may back up input to BVM.

Remedy

Free resources.

Severity

Debug-Summary
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Message Text

o\

Failed to get memory for RVX container. VRID = %$p1

Message Parameters

Name Type

Pl slnt32

BGP.VPNMgr.AllocMemRVCntnFail

Description

Failed to get memory for RV container. The operation causing this allocation will fail,

and may back up input to BVM.

Remedy

Free resources.

Severity

Debug-Summary

Message Text

o\

Failed to get memory for RV container. VRID = %$p1

Message Parameters

Name Type

Pl slnt32

BGP.VPNMgr.AllocMemNewRtFail

Description

Failed to get memory for new route. The routes buffer will be queued and retried later.

Remedy

Free resources. Wait for BVM to retry.
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Severity

Debug-Summary

Message Text

Failed to get memory for new route. VRID = $p1% Route Size = $p2%

Message Parameters

Name Type
Pl slnt32
p2 ulnt32

BGP.VPNMgr.RecvBGPRtNoRtTrgt

Description

BVM has received a route from BGP with no Route Targets attached. The route will be
ignored.

Remedy

Check network configuration.

Severity
Warning

Message Text

BVM has received a route from BGP with no Route Targets attached. VRID = $p1% Route
Entry = $p2% Route address = $p3%

Message Parameters

Name Type

pl sint32

p2 ulnt32

pP3 HexByteArray
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BGP.VPNMgr.RecvBGPWthdrRtNotFnd

Description

BVM has received a withdraw from BGP for a route it does not know about. The route
will be ignored.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

BVM has received a withdraw from BGP for a route it does not know about. VRID = $p1%
Route Entry = $p2% Route address = $p3%

Message Parameters

Name Type

Pl sInt32

P2 ulnt32

pP3 HexByteArray

BGP.VPNMgr.RecvVRFRtRsrcFail

Description

A route received from a VRF could not be processed due to a resource failure. The route
will be queued and retried later.

Remedy

Free resources and wait for BVM to retry.

Severity

Error
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Message Text

A route received from a VRF could not be processed due to a resource failure. VRID =
%p1% VRF name = 3p2% Route Entry = $p3% Route address = $p4%

Message Parameters

Name Type

Pl xInt32

p2 CharByteArray
pP3 ulnt32

p4 HexByteArray

BGP.VPNMgr.RecvWRFWthdrRtNotFnd

Description

BVM has received a withdraw a VRF for a route it does not know. The route will be
ignored.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

BVM has received a withdraw from a VRF for a route it does not know. VRID = $p1% VRF
name = $p2% Route Entry = $p3% Route address = $p4%

Message Parameters

Name Type

Pl xInt32

p2 CharByteArray
pP3 ulnt32

p4 HexByteArray
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BGP.VPNMgr.RtProcRVFSMStateCflct

Description

The Route Processing RV FSM is in an inconsistent state. BVM will terminate.

Remedy

Gather diagnostics and contact support personnel.

Severity

Error

Message Text

The Route Processing RV FSM is in an inconsistent state. VRID = $p1% Input = $p2% Old
State = $p3% Action = 3p4%

Message Parameters

Name Type
pl slnt32
p2 sint8
p3 sint8
p4 sint8

BGP.VPNMgr.RtProcRVXFSMStateCflct

Description

The Route Processing RVX FSM is in an inconsistent state. BVM will terminate.

Remedy

Gather diagnostics and contact support personnel.

Severity

Error
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Message Text

The Route Processing RVX FSM is in an inconsistent state. VRID = $p1% Input = $p2% Old
State = $p3% Action = $p4%

Message Parameters

Name Type
pl slnt32
p2 sint8
pP3 sint8
p4 sint8

BGP.VPNMgr.EstbXCLbILSPFail

Description

An attempt to establish an XC between a label and an LSP failed. The LSP will not be
used to carry the route traffic until an XC is established. If no XCs exist for the label, then
the route will not be advertised.

Remedy

None. Protocol will retry the operation.

Severity

Error

Message Text

An attempt to establish an XC between a label and an LSP failed. VRID = $p1% BGP label
= 3p2% BGP label type = $p3% LSP virtual IF index = $p4%

Message Parameters

Name Type

pl XINnt32

p2 HexByteArray
p3 xInt8

p4 xInt32
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BCP.VPNMgr.EstbXCLbILSPOK

Description

An attempt to establish an XC between a label and an LSP succeeded. The LSP may
now be used to carry route traffic.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

An attempt to establish an XC between a label and an LSP succeeded. VRID = $p1% BGP
label = $p2% BGP label type = $p3% LSP virtual IF index = $p4%

Message Parameters

Name Type

Pl xInt32

P2 HexByteArray
pP3 XxInt8

p4 xInt32

BGP.VPNMgr.AllocMemPECBFalil

Description

Memory could not be allocated for a PE control block. The tunnel or label that needs
the control block is not created.

Remedy

None. The operation will be retried after a short delay.

Severity

Debug-Summary
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Message Text

Message Text

Memory could not be allocated for a PE control block. VRID = $p1% PE address = $p2%

Message Parameters

Name Type
Pl xINt32
p2 VarFmtByteArray

BGP.VPNMgr.InitXCCBFail

Description

An XC control block could not be created due to lack of resources. The XC is not created.

Remedy

None. The operation will be retried after a short delay.

Severity

Debug-Summary

Message Text
An XC control block could not be initialized. VRID = $p1% XC label = $p2%

Message Parameters

Name Type
pl xInt32
P2 HexByteArray

BGP.VPNMgr.ProcBGPRtRsrcFail

Description

A route received from BGP could not be processed due to a resource failure. The route
will be queued and retried later.
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Remedy

No action required - Informational message only. Operation will be re-tried
immediately.

Severity

Info

Message Text

A route received from BGP could not be processed due to a resource failure. VRID =
$pl% Route Entry ID = $p2% Route address = $p3%

Message Parameters

Name Type

Pl sInt32

P2 ulnt32

pP3 HexByteArray

BGP.VPNMgr.RecvRmtRtPeerNoActvTunl

Description

A remote route has been received from a peer for which no active tunnels are available.
The route cannot be reached until an active tunnel is added.

Remedy

Ensure that an active tunnel to the peer is configured.

Severity
Warning

Message Text

A remote route has been received from a peer for which no active tunnels are available.
VRID = $p1% Peer address = $p2%
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Message Parameters

Name Type
Pl xINt32
p2 VarFmtByteArray

BGP.VPNMgr. ActvTunlAllowPEAvail

Description

A tunnel has been activated allowing a PE to become available once more. Routes to
this PE are reachable again.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

A tunnel has been activated allowing a PE to become available once more. VRID = $p1%
Peer address = $p2%

Message Parameters

Name Type
o] xINt32
p2 VarFmtByteArray

BGP.VPNMgr.RecvRmMtRtBOSFIgNotSet

Description

A remote route has been received with a BGP label whose 'bottom of stack' flag is not
set. The route is processed normally, but it is possible that the other end is sending
invalid labels.

Remedy

Ensure that that remote peer sets the BGP label correctly.
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Severity
Warning

Message Text

A remote route has been received with a BGP label whose 'bottom of stack' flag is not
set. VRID = $p1% Peer address = 3p2% Remote route NLRI = $p3%

Message Parameters

Name Type

pl slnt32

p2 VarFmtByteArray
pP3 VarFmtByteArray

BGP.VPNMgr.RmtRtUnavailNoActvTunl

Description

Some remote routes have become unavailable because there are no longer any active
tunnels serving the originating peer. The routes cannot be reached until an active
tunnel is added.

Remedy

Ensure that an active tunnel to the peer is configured.

Severity
Warning

Message Text

Some remote routes have become unavailable because there are no longer any active
tunnels serving the originating peer. VRID = $p1% Peer address = $p2%

Message Parameters

Name Type
pl XINnt32
p2 VarFmtByteArray
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BGP.VPNMgr.RecvRtWithRtTrgtFmCE

Description

A route with Route Targets attached has been received from a CE. The RTs will be
discarded and the route will be distributed with the export RTs configured for the VRF.

Remedy

Ensure that the CE does not send with routes with Route Targets attached.

Severity

Warning

Message Text

A route with Route Targets attached has been received from a CE. VRID = $p1% VRF
name = $p2% Route address length = $p3% Route address = $p4%

Message Parameters

Name Type

Pl sInt32

p2 CharByteArray
pP3 ulnt8

p4 VarFmtByteArray

BGP.VPNMgr.CfgRtTrgtSameValSameVRF

Description

An attempt to configure a Route Target with a value that is identical to another Route
Target in the same VRF was made. The Route Target configuration is rejected. Only one
Route Target of a given type may be configured in the same VRF.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error
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Message Text

An attempt to configure a Route Target with a value that is identical to another Route
Target in the same VRF was made. VRID = $p1% VRF name = $p2% Route Target index =

%p3% Clashing Route Target index = $p4%

Message Parameters

Name Type

pl XInt32

p2 CharByteArray
pP3 xINt32

p4 xINnt32

BGP.VPNMgr.CfgRtTrgtinvVal

Description

An attempt to configure a Route Target with an invalid value was made. THe
second byte of a Route Target extended community must be Ox02. The Route Target
configuration is rejected.

Remedy

Set the value to a valid Route Target value.

Severity

Error

Message Text

An attempt to configure a Route Target with an invalid value was made. The second
byte of a Route Target extended community must be 0x02. VRID = $p1% Route Target
index = $p2% Route Target value = $p3%

Message Parameters

Name Type

Pl xINt32

p2 xINnt32

p3 HexByteArray
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BGCP.VPNMgr.RecvRtEntNonZeroRtDstng

Description

A route was received over an RPI with a non-zero value in the route distinguisher
field in the BGP protocol specific info. The value of the route distinguisher in the BGP
protocol specific info is ignored. There is no change to processing.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

BVM has received a route entry from a partner over an RPI with a non-zero value for the
route distinguisher field in the BGP protocol specific information attached. VRID = $p1%

Join type = $p2% Join index = $p3% Route entry ID = $p4% Route distinguisher value =
%p5%

Message Parameters

Name Type

Pl slnt32

p2 String

pP3 ulnt32

p4 ulnt32

p5 HexByteArray

BGP.VPNMgr.AllocMemUserDataCBFail

Description

Failed to get memory for QVB_USER_DATA_CB. The operation causing this allocation
will fail, and may back up input to BVM.

Remedy

Free resources.
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Severity

Debug-Summary

Message Text

Failed to get memory for QVB_USER DATA_CB. VRID = $p1% Route entry ID = $p2% User
Data Length = $p3%

Message Parameters

Name Type

pl sint32
p2 ulnt32
pP3 ulnt32

BGP.VPNMgr.ChgUserDataCB

Description

User Data CB altered. This log occurs when a QVB_USER_DATA_CB is created or
destroyed and when the reference count in the CB is changed. None. This log is for
information only.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

User data control block altered. VRID = $p1% User Data CB = $p2% Action = $p3% Post
action ref count = $p4%

Message Parameters

Name Type
Pl sInt32
p2 Ptr
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BGP.VPNMgr.RtMgrMstrJoinRstrtAbnd

Name Type
p3 String
p4 ulnt32

BGP.VPNMgr.RtMgrMstrJoinRstrtAbnd

Description

BVMs master join to an RTM has failed and restart processing has been abandoned.
There will be a pause in send/receive processing until the join is restarted to a new slave
instance.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text

BVMs master join to an RTM has failed and restart processing has been abandoned.
VRID = $p1% RTM entity index = $p2%

Message Parameters

Name Type
o] slnt32
p2 slnt32

BGP.VPNMgr.BGPMstrJoinFalil

Description

BVMs slave join to BGP has failed and restart processing has been abandoned. There
will be a pause in send/receive processing until the join is restarted to a new master

instance.

Remedy

This is an internal condition needing technical assistance. Contact technical support

with the output of "show tech".
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Severity

Error

Message Text

BVMs master join to BGP has failed and restart processing has been abandoned. VRID =
$pl% BGP Process ID = $p2%

Message Parameters

Name Type
pl slnt32
p2 ulnt32

BGP.VPNMgr.RtMgrRstrtMstrJoinTmout

Description

BVMs master join to an RTM has not restarted within the configured timeout period.
This VRF instance will move to OperStatus ActFailed.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text

BVMs master join to an RTM has not restarted within the configured timeout period.
VRID = %p1% RTM entity index = $p2%

Message Parameters

Name Type
pl sInt32
p2 sInt32
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BGP.VPNMgr.BPGRstrtMstrJoinTmout

Description

BVMs slave join to BGP has not restarted within the configured timeout period. The
product will move to OperStatus ActFailed.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity

Error

Message Text

BVMs master join to BGP has not restarted within the configured timeout period. VRID
= %pl% BGP Process ID = $p2%

Message Parameters

Name Type
Pl sint32
p2 ulnt32

BCP.VPNMgr.BGPInitAdt

Description

BGP has initiated auditing. Any stale routes will be removed.

Remedy

No action required - Informational message only.

Severity

Info

Message Text
BGP has initiated auditing. VRID = $p1% BGP Process ID = $p2%
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Message Parameters

Name Type
Pl sint32
p2 ulnt32

BGP.VPNMgr.RecvOKRegRspnsVRFRtMQgr

Description

A successful registration response was received from a VRF RTM instance. Nothing

Remedy

No action required - Informational message only.

Severity

Info

Message Text

BVM has received a successful registration response from a VRF RTM instance. VRID =
$pl% VRF name = $p2%

Message Parameters

Name Type
s xInt32
p2 CharByteArray

BGP.VPNMgr.RcvryProcTmoutBefRtRecv

Description

Recovery of BVM has timed out before all routes were received from RTM instances and
from BGP. Some routes may flap.

Remedy

Increase the length of the BVM recovery timer.
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Severity
Warning

Message Text

BVM has timed out recovery processing before all routes have been received from the
VRF RTM instances and from BGP VRID = $p1%

Message Parameters

Name Type
pl slnt32

BGP.VPNMgr.SetTimerGtrRcvryTimer

Description

A MIB TEST/SET was attempted which would cause the length of at least one of the
VRF/BGP restart timers to be greater than the BVM recover timer. Rejection of MIB IPS.

Remedy

Ensure length of BVM recovery timer is greater than that of all the join restart timers.

Severity

Error

Message Text

Attempt has been made to set a recovery/restart timer such that the length of one of
the VRF/BGP restart timers is greater than the BVM recovery timer. MIB Family ID =
$pl% MIB Family Name = $p2% MIB Field ID = $p3% MIB Field Name = $p4% MIB Field
Value = $p5%

Message Parameters

Name Type

Pl xINt32
p2 String
pP3 xINt32
p4 String
P5 ulnt32
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BGP.VPNMgr.RecvRtDuUpRtTrgt

Description

A route has been received with duplicate RTs attached. One of the duplicate RTs will be
deleted.

Remedy

This is an internal condition needing technical assistance. Contact technical support
with the output of "show tech".

Severity
Warning

Message Text

BVM has received a route with duplicate RTs attached. VRID = $p1% Route Target value
=3p2%

Message Parameters

Name Type
pl slnt32
p2 HexByteArray

BGP.VPNMgr.AllocMemASPathCBFail

Description

Failed to get memory for QVB_AS_PATH_CB. The operation causing this allocation will
fail, and may back up input to BVM.

Remedy

Free resources.

Severity

Debug-Summary
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Message Text

Failed to get memory for QVB_AS_PATH_CB. VRID = ¢p1% Route entry ID = $p2% AS
path Length = $p3%

Message Parameters

Name Type
pl slnt32
p2 ulnt32
pP3 ulnt32
BGP.VPNMgr.ChgASPathCB
Description

AS path CB altered. This log occurs when a QVB_AS_PATH_CB is created or destroyed
and when the reference count in the CB is changed. None. This log is for information
only.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

AS path control block altered. VRID = $p1% AS path CB = $p2% Action = $p3% Post action
ref count = $p4%

Message Parameters

Name Type
pl slnt32
P2 Ptr

p3 String
p4 ulnt32
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BCP.VPNMgr.RecvRtEntMultiNH

Description

Protocol has received a route entry from Protocol containing more than one next hop.
It is possible that this is due to Protocol's ECMP feature being mis-configured. Protocol
will ignore all but the first of the next hops in the route entry.

Remedy

Check configuration of Protocol's ECMP feature.

Severity

Error

Message Text

Multiple next hops received on a route entry from Protocol VRID = $p1% Number of next
hops received = $p2%

Message Parameters

Name Type
pl xINt32
p2 ulnt32

BGP.VPNMgr.CfgNoRtMgrAddrSuprtTyp

Description

An attempt was made to set a configuration without an RTM configured to handle
addresses of a supported type. The MIB TEST will be rejected.

Remedy
Disable the VPN route address type.

Severity

Error
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Message Text

An attempt was made to set a configuration without an RTM configured to handle
addresses of a supported type. VRID = $p1% VPN |IPv4 Address family enabled? = $p2%
RTM entity index for IPv4 = $p3% VPN IPv6 address family enabled? = $p4% RTM entity
index for IPv6 = $p5%

Message Parameters

Name Type
o} xInt32
p2 sint
pP3 XINnt32
P4 sint
p5 xInt32

BGP.VPNMgr. AddVRFRtMgrRsrcFail

Description
Protocol has been unable to add a VRF RTM join due to resource failure. The MIB TEST
will fail.

Remedy

Free resources and retry.

Severity

Debug-Summary

Message Text

Protocol has been unable to add a VRF RTM join due to resource failure. VRID = $p1%
VRF name = %$p2% RTM address type = $p3%

Message Parameters

Name Type

pl xInt32

p2 CharByteArray
pP3 ulnt32
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BGP.VPNMgr.AllocMemNtfnBufPoolFail

Description

Failed to get memory for Notification Buffer Pool for an RTM join. The operation
causing this allocation will fail. The MIB TEST which resulted in the allocation attempt
will fail.

Remedy

Free resources.

Severity

Debug-Summary

Message Text

Failed to get memory for a notification buffer pool for an RTM join. VRID = $p1% VRF
name = $p2% RTM address type = $p3%

Message Parameters

Name Type

pl xINt32

p2 CharByteArray
P3 ulnt32

BGP.VPNMgr.PrtnrAddrTypeUnsuprt

Description

A partner has attempted to join to BVM over the Routing Protocol Interface, but its
address type is not supported by this instance of BVM. Only a BGP instance using VPN
routes will be accepted.

Remedy

Check the configuration of each master entity.

Severity

Error
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Message Text

A partner has attempted to join to BVM over the Routing Protocol Interface, but its
address type is not supported by this instance of BVM VRID = $p1% BVM supports

IPv4 VPN routes? = $p2% BVM supports IPv6 VPN routes? = $p3% Address type = $p4%
Address subtype = $p5%

Message Parameters

Name Type
pl sint32
p2 sint
pP3 sint
p4 ulnt8
p5 ulnt8

BGP.VPNMgr. AllocMemLblICBFail

Description

Memory could not be allocated for a label control block. A newly learnt route has not
been processed.

Remedy

Free resources, the route processing will be attempted again after a short delay.

Severity

Debug-Summary

Message Text

Memory could not be allocated for a label control block. VRID = $p1%

Message Parameters

Name Type
pl XInt32
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BGP.VPNMgr.RecvRmMtRtWthdr

Description

A remote route has been received which is currently in the process of being withdrawn.
The remote route will be queued and processed when the resource timer pops.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

A remote route has been received which is currently in the process of being withdrawn.
VRID = $p1% Route destination address = $p2% Route next hop address = $p3%

Message Parameters

Name Type

pl xInt32

P2 VarFmtByteArray
pP3 VarFmtByteArray
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BOOTP Messages

BOOTP.RxRegPkt on page 433
BOOTP.RxRegPktDump on page 434
BOOTP.ChkLpbklIfFail on page 434
BOOTP.RxPktL3VPN on page 435
BOOTP.RxPktL3VPNDump on page 436

BOOTP.RxReqgPkt

Description

When enabled this message will be logged for every packet received by the bootprelay
or dhcp-server service.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity
Debug-Verbose

Message Text

Received sbytes% bytes BOOTP/DHCP packet on VLAN %vlan%, port $port$, from
$fip% sent to $tip% for client with MAC address $ciaddrs.

Message Parameters

Name Type

bytes ulnt

vlan VLAN

fip srcSockAddr
tip dstSockAddr
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BOOTP.RxRegPktDump

BOOTP Messages

Name Type
port ingressSlotPort
ciaddr MAC

BOOTP.RxRegPktDump

Description

When enabled this message will be logged for every packet received by the bootprelay

or dhcp-server service.

Remedy

This message exists for debug operations. Only enable this message on request of

Extreme Networks Technical Support.

Severity
Debug-Data

Message Text

Received sbytes% bytes BOOTP/DHCP packet on VLAN %vlan%, port $port$, from
$fip% sent to stip% for client with MAC address $ciaddrs.

Message Parameters

Name Type

bytes ulnt

vlan VLAN

fip srcSockAddr

tip dstSockAddr

port ingressSlotPort

ciaddr MAC

buffer Buf-ptr

bufferLen Buf-len
BOOTP.ChkLpbklfFail

Description

This message will be logged when check to see if interface is loopback fails.
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BOOTP Messages

Remedy

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

Loopback interface check failed. VRID $vrid$, IfiIndex $ifindex%, Errno $ErrorNo%

Message Parameters

Name Type
vrid sint
ifindex sint
ErrorNo sint

BOOTP.RxPktL3VPN

Description

When enabled this mesage will be logged when Bootp relay packets are received on
MPLS Network Interface.

Remedy

No action required. Informational message only.

Severity
Debug-Verbose

Message Text

Received ¢bytes$ bytes BOOTP/DHCP packet on MPLS Network Interface, port $ports,
from $fip% sentto $tip% in VRF $vr£s for client with MAC address $ciaddr%.

Message Parameters

Name Type
bytes ulnt
fip srcSockAddr
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BOOTP.RxPktL3VPNDump BOOTP Messages

Name Type

tip dstSockAddr
port ingressSlotPort
ciaddr MAC

vrf VRF

BOOTP.RxPktL3VPNDump

Description

When enabled this message will be logged for every packet received on MPLS network
interface.

Remedy

No action required. Informational message only.

Severity
Debug-Data

Message Text

Received sbytes$ bytes BOOTP/DHCP packet on MPLS Network Interface, port $ports,
from $fip% sentto $tip% in VRF $vrfs for client with MAC address $ciaddrs.

Message Parameters

Name Type

bytes ulnt

fip srcSockAddr
tip dstSockAddr
port ingressSlotPort
ciaddr MAC

vrf VRF

buffer Buf-ptr
bufferLen Buf-len
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BOOTP.Client Messages

BOOTP.Client.RxEventVLANINv on page 437
BOOTP.Client.RxEvent on page 438
BOOTP.Client.AllocNetRsrcFail on page 439
BOOTP.Client.RxReply on page 439
BOOTP.Client.RxReplyDump on page 440
BOOTP.Client. RxBOOTPAddrIinv on page 441
BOOTP.Client.RxAddrinuse on page 441
BOOTP.Client.AssgnVLANIPAddr on page 442
BOOTP.Client.RemVLANIPAddr on page 443
BOOTP.Client.SendCkptData on page 443
BOOTP.Client.RecvCkptData on page 444
BOOTP.Client. AutoPrvsnEnbl on page 444
BOOTP.Client.AutoPrvsnDone on page 444
BOOTP.Client. AutoPrvsnTFTPUnrch on page 445
BOOTP.Client.AutoPrvsnFileNamelnv on page 445
BOOTP.Client.AutoPrvsnReadNVRAMFail on page 446
BOOTP.Client. AutoPrvsn WritNVRAMFail on page 446
BOOTP.Client.AutoPrvsnOpenFileFail on page 447
BOOTP.Client.AutoPrvsnDHCPUnrch on page 447
BOOTP.Client.AutoPrvsnDHCPOpt43Inv on page 448
BOOTP.Client.AutoPrvsnFileNotExist on page 448
BOOTP.Client. AutoPrvsnVLANIPAIrdyCfg on page 449

BOOTP.Client.RxEventVLANINnv

Description

An event for a vlan instance occured, but the VLAN instance does not longer exist.

Remedy

This message is there for debug purposes, and should only be enabled and monitored
on request of Extreme Networks Technical Support.
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Severity BOOTP.Client Messages

Severity

Debug-Summary

Message Text

Event number $event% occured on deleted VLAN interface instance
$vlanIfInstance$ with state $status%

Message Parameters

Name Type
vlanlfinstance ulnt32
event ulnt
status ulnt

BOOTP.Client.RxEvent

Description

This message will show all events processed by the Dhcp Client module.

Remedy

This is for debug purposes and should only be enabled on request of Extreme Networks
technical support.

Severity

Debug-Summary

Message Text

Received event 2event% on VLAN %vlan$, old statusis $oldStatus$%, new status is
$newStatus$

Message Parameters

Name Type
vlan VLAN
event ulnt
oldStatus ulnt
newsStatus ulnt
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BOOTP.Client Messages BOOTP.Client.AllocNetRsrcFail

BOOTP.Client.AllocNetRsrcFail

Description

Remedy

Severity

Can't allocate network resources to received and send DHCP/BOOTP client related
packets.

If this happens try to disable and enable the vlan that reports this error. If the problem
is consistent try restarting netTools and get in touch with Extreme Networks Technical
Support.

Error

Message Text

DHCP/BOOTP Client failed to allocate network resources for vlan $vlan%; $reason$%

Message Parameters

Name Type
vlan VLAN
reason String

BOOTP.Client.RxReply

Description

Remedy

Severity

This message can be used to trace all incomming BOOTP/DHCP packets for the DHCP
Client module.

This is for debug purposes and should only be enabled on request of Extreme Networks
technical support.

Debug-Summary
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Message Text

Message Text

Received DHCP/BOOTP reply on vilan instance $vlan$, from $srvIP$, type $opcodes,

length $1en%.

Message Parameters

Name Type
vlan ulnt32
opcode ulnt
len ulnt
srvIP P

BOOTP.Client.RxReplyDump

Description

This message can be used to trace all incomming BOOTP/DHCP packets for the DHCP

Client module.

Remedy

This is for debug purposes and should only be enabled on request of Extreme Networks

technical support.

Severity
Debug-Data

Message Text

Received DHCP/BOOTP reply on vian instance $vlan$, from $srvIP%, type Sopcodes,

length $1en%.

Message Parameters

Name Type
vlan ulnt32
opcode ulnt
len ulnt
srviP P

buff Buf-ptr
bufflen Buf-len

440 ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5

BOOTP.Client Messages




BOOTP.Client Messages BOOTP.Client.RxBOOTPAddrInv

BOOTP.Client.RxBOOTPAddrInv

Description
The specified BOOTP server supplied an invalid IP address to the mentioned VLAN.

Remedy

Check your bootp server to make sure a valid IP address is assigned to the switch.

Severity

Error

Message Text

Received invalid IP address $ip% for VLAN %vlan% from BOOTP server $srcIP%

Message Parameters

Name Type
vlan VLAN
ip IP

srclP srclp

BOOTP.Client.RxAddrInuse

Description

The specified BOOTP/DHCP server supplied an IP address that's already in use on the
network.

Remedy
Check your BOOTP server to make sure the IP address supplied is not used by any
other network device. Check the switch it's ARP table to find the current user of the IP
address.

Severity
Error
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Message Text

Message Text

Received IP address $ip% for VLAN $vlan% from BOOTP/DHCP server $srvIPs that's

already in use by $mac%

Message Parameters

Name Type
vlan VLAN
ip P
srviP P
mac MAC

BOOTP.Client.AssgnVLANIPAddr

Description

The IP address learned from a BOOTP/DHCP server was assigned to the specified VLAN.

Remedy

This is an informational message.

Severity

Info

Message Text

Learned IP Address %$ip% $mask% configured on VLAN %vlan%. Default gateway learned

SgWS

Message Parameters

Name Type

vlan VLAN

ip IP

mask IPmaskval
agw 1P
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BOOTP.Client Messages BOOTP.Client.RemVLANIPAddr

BOOTP.Client.RemVLANIPAddr

Description
The IP address learned from a DHCP/BOOTP server was removed from the specified
VLAN.

Remedy
This happens when the BOOTP/DHCP client gets disabled, or the DHCP lease has
expired.

Severity
Info

Message Text

Learned IP Address $ip% removed from VLAN $vlan%

Message Parameters

Name Type
vlan VLAN
ip P

BOOTP.Client.SendCkptData

Description

DHCP Client Checkpointing Data was sent from master to backup node

Remedy
NA

Severity

Debug-Summary

Message Text

DHCP Client Checkpointing Data was sent from master to backup node
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BOOTP.Client.RecvCkptData BOOTP.Client Messages

BOOTP.Client.RecvCkptData

Description

DHCP Client Checkpointing Data was received on backup from master node

Remedy

No remedy is available.

Severity

Debug-Summary

Message Text

DHCP Client Checkpointing Data was received on backup from master node

BOOTP.Client.AutoPrvsnEnbl

Description

Auto-Provision is enabled on the switch and will start in 15 seconds. Kindly do not
perform any manual configuration.

Remedy

No action required - Notification message only

Severity

Notice

Message Text

Auto-Provision is enabled on the switch.

BOOTP.Client.AutoPrvsnDone

Description

Auto-Provision completed successfully. The switch will reboot in one minute.

Remedy

No action required - Notification message only
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BOOTP.Client Messages Severity

Severity

Info

Message Text

Auto-Provision has completed successfully.

BOOTP.Client.AutoPrvsnTFTPUnrch

Description

Auto-Provision failed due to TFTP server unreachable. The switch will retry after few
seconds, Kindly check the DHCP server configuration.

Remedy
Configure DHCP server with correct TFTP IP address.

Severity

Error

Message Text

The TFTP server $tftpip% is unreachable.

Message Parameters

Name Type

tftpip String

BOOTP.Client.AutoPrvsnFileNamelnv

Description

Auto-Provision failed due to invalid file extension. The switch will retry after few
seconds, Kindly check the DHCP server configuration.

Remedy

Configure the DHCP server with correct file name.

Severity

Error
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Message Text BOOTP.Client Messages

Message Text

An Invalid file name ($file%) was received from TFTP server ($tftpip%).

Message Parameters

Name Type
file String
tftpip String

BOOTP.Client.AutoPrvsnReadNVRAMFail

Description

Error while reading Auto-Provision status from NVRAM.

Remedy
This might be becuase of some hardware/system error try reboot and check if this error
persists.

Severity
Critical

Message Text

Failed to read the Auto-Provision configuration information from the NVRAM.

BOOTP.Client. AutoPrvsnWritNVRAMFail

Description

Error while writing Auto-Provision status to NVRAM.

Remedy
This might be becuase of some hardware/system error try reboot and check if this error
persists.

Severity
Critical
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BOOTP.Client Messages Message Text

Message Text

Failed to write the Auto-Provision configuration information to the NVRAM.

BOOTP.Client. AutoPrvsnOpenFileFail

Description

Auto-Provision suspended due to fatal error. Unable to open the file.

Remedy

Reboot the system and try to do the Auto-Provision again.

Severity

Critical

Message Text
Failed to open the file ($file%).

Message Parameters

Name Type

file String

BOOTP.Client.AutoPrvsnDHCPUnrch

Description

The DHCP server is not reachable through the virtual router "VR-Default" or "VR-Mgmt".

Remedy

Check the network connectivity.

Severity
Warning

Message Text

The DHCP Server is unreachable through VR $vrName%.
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Message Parameters BOOTP.Client Messages

Message Parameters

Name Type

vrName String

BOOTP.Client. AutoPrvsnDHCPOpt43Inv

Description

Auto-Provision failed due to invalid option 43 parameters [TFTP Server IP, Config file]
received from the DHCP server. The switch will retry after few seconds, Kindly check the
DHCP server configuration.

Remedy

Configure the correct option 43 parameters in the DHCP Server.

Severity

Error

Message Text

The DHCP Option 43 parameters received are invalid.

BOOTP.Client.AutoPrvsnFileNotExist

Description

Auto-Provision Failed. Config file does not exist in the TFTP server. The switch will retry
after few seconds, Kindly check the DHCP server configuration.

Remedy
Configure the DHCP Server with valid config file.

Severity
Warning

Message Text

The configuration file ($file%) does not exist on the TFTP server (%t ftpip%).
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BOOTP.Client Messages Message Parameters

Message Parameters

Name Type
file String
tftpip String

BOOTP.Client.AutoPrvsnVLANIPAIrdyCfg

Description

Auto Provision is enabled on the "Mgmt"/"Default" VLAN only if no IP address is
configured on this VLAN.

Remedy

Unconfigure the IP address on this VLAN, and the switch will try to enable Auto
Provision on this VLAN during the next retry.

Severity
Warning

Message Text

Auto Provision is not enabled on VLAN %vlan% because the VLAN IP address is already
configured.

Message Parameters

Name Type
vlian VLAN
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BOOTP.Relay Messages

BOOTP.Relay.RxPktOpcodelnv on page 451
BOOTP.Relay.RxPktSizInv on page 451
BOOTP.Relay.FwdRegFailCfglnv on page 452
BOOTP.Relay.FwdFaillPInv on page 452
BOOTP.Relay.FwdFailVLANLpbk on page 453
BOOTP.Relay.FwdReqOK on page 454
BOOTP.Relay.FwdReqgTxIPFail on page 454
BOOTP.Relay.FwdReqgTxVLANFail on page 455
BOOTP.Relay.FwdReplyTxOK on page 456
BOOTP.Relay.FwdReplyTxFail on page 456
BOOTP.Relay.LkuplfIndxFail on page 457
BOOTP.Relay.FndIfFail on page 458
BOOTP.Relay.FwdReplyFailCfginv on page 458
BOOTP.Relay.|PFwdOffRxVLAN on page 459
BOOTP.Relay.IPFwdOffTxVLAN on page 459
BOOTP.Relay.FwdFailRtInv on page 460
BOOTP.Relay.PktRegAct on page 461
BOOTP.Relay.PktReplyChkFail on page 461
BOOTP.Relay.FwdRegDump on page 462
BOOTP.Relay.FwdReplyDump on page 462
BOOTP.Relay.UDPFwdVLAN on page 463
BOOTP.Relay.UDPFwdHost on page 464
BOOTP.Relay.SendCkptData on page 464
BOOTP.Relay.RecvCkptData on page 465
BOOTP.Relay.FwdRegFailDsblVLAN on page 465
BOOTP.Relay.FwdReplyFailDsblVLAN on page 466
BOOTP.Relay.RxReqDsbIVLAN on page 466
BOOTP.Relay.RxReplyDsblVLAN on page 467
BOOTP.Relay.GiaddrMaxAtmpt on page 468
BOOTP.Relay.Giaddr on page 468
BOOTP.Relay.lPveAddrNotCfg on page 469
BOOTP.Relay.RxRelayPktinvPort on page 470
BOOTP.Relay.FwdReplyRxL3VPNOK on page 470
BOOTP.Relay.FwdReplyRxL3VPNFail on page 471
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BOOTP.Relay Messages BOOTP.Relay.RxPktOpcodelnv

BOOTP.Relay.FwdReplyRxL3VPNDump on page 472
BOOTP.Relay.FwdReplyRxL3VPNINnvCfg on page 472
BOOTP.Relay.FwdReplyRxL3VPNVLANDsbI| on page 473

BOOTP.Relay.RxPktOpcodelnv

Description

When enabled this message will be logged for every packet with an invalid BOOTP
opcode.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text
Received BOOTP/DHCP packet with invalid opcode (%0p%)

Message Parameters

Name Type

op uint8

BOOTP.Relay.RxPktSizInv

Description

When enabled this message will be logged for every packet received that is to small to
contain a BOOTP/DHCP packet header.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary
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Message Text BOOTP.Relay Messages

Message Text
Received BOOTP/DHCP packet is to small to contain a valid header ($size?)

Message Parameters

Name Type

size ulnt32

BOOTP.Relay.FwdReqgFailCfglnv

Description

When enabled this message will be logged for every packet received when no valid
bootprelay configuration exists.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text

Cannot foward BOOTP/DHCP REQUEST received from $£fip% on VLAN %vlan$, as no
configuration exists for it

Message Parameters

Name Type
fip srcSockAddr
vlan VLAN

BOOTP.Relay.FwdFaillPInv

Description

When enabled this message will be logged for every packet received on a VLAN with
no |P address assigned.
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BOOTP.Relay Messages Remedy

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text

Cannot foward BOOTP/DHCP REQUEST received on VLAN %vlan$, as the VLAN has no
IP address assigned.

Message Parameters

Name Type
vlan VLAN

BOOTP.Relay.FwdFailVLANLpbk

Description

When enabled this message will be logged for every packet received on a VLAN where
the mentioned relay agent resides on.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text

Did not forward BOOTP/DHCP REQUEST to relay agent $tip%, as it was on the same
VLAN as the sender

Message Parameters

Name Type
tip dstSockAddr
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BOOTP.Relay.FwdReqOK BOOTP.Relay Messages

BOOTP.Relay.FwdReqOK

Description

When enabled this message will be logged for every BOOTREQUEST packet
successfully forwarded.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text
Forwarded BOOTP/DHCP REQUEST received on VLAN $vlan$ from $sip$ to $dip%

Message Parameters

Name Type

vlan VLAN

sip srcSockAddr
dip dstSockAddr

BOOTP.Relay.FwdReqTxIPFail

Description

When enabled this message will be logged for every packet that failed being forwarded
to the specified bootprelay agent.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

454  ExtremeXOS and Switch Engine 32.5 EMS Messages Catalog for version 32.5



BOOTP.Relay Messages Message Text

Message Text
Could not forward BOOTP/DHCP REQUEST received on VLAN $vlan% from $sip$ to

%dip%; errno serror%

Message Parameters

Name Type

vlan VLAN

sip srcSockAddr
dip dstSockAddr
error sint

BOOTP.Relay.FwdReqTxVLANFail

Description

When enabled this message will be logged for every packet that failed being forwarded
onto the specified VLAN.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text

Could not forward BOOTP/DHCP REQUEST received on VLAN %vlan% from %$sip$ to
VLAN %dvlan%; errno $error%

Message Parameters

Name Type

vlan VLAN

sip srcSockAddr
dvlan VLAN

error sint
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BOOTP.Relay.FwdReplyTxOK BOOTP.Relay Messages

BOOTP.Relay.FwdReplyTxOK

Description

When enabled this message will be logged for every BOOTPREPLY packet successfully
forwarded.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text

Forwarded BOOTP/DHCP REPLY received on VLAN %$vlang from $sip$ to $dip% on
VLAN %dvlan%

Message Parameters

Name Type

vian VLAN

sip srcSockAddr
dip dstSockAddr
dvlan VLAN

BOOTP.Relay.FwdReplyTxFail

Description

When enabled this message will be logged for every packet that failed being forwarded
to the specified bootprelay agent.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary
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BOOTP.Relay Messages Message Text

Message Text

Could not forward BOOTP/DHCP REPLY received on VLAN %vlan$% from $sip% to $dip%
on VLAN %dvlan%; errno $error%

Message Parameters

Name Type

vlan VLAN

sip srcSockAddr
dip dstSockAddr
dvlan VLAN

error sint

BOOTP.Relay.LkuplfiIndxFail

Description

When enabled this message will be logged when a BOOTP/DHCP packet is received
but the coresponding VLAN cannot be found.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text

Cannot locate VLAN based on VRID %$vrid% and ifindex $ifindex%

Message Parameters

Name Type
vrid sint
ifindex sint
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BOOTP.Relay.FndIfFail BOOTP.Relay Messages

BOOTP.Relay.FndIfFail

Description

When enabled this message will be logged when a BOOTP/DHCP packet is received
but giaddr is not set to be one of our interfaces IP address.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text

Cannot process BOOTP/DHCP REPLY as giaddr $ip$ is not configured on one of our
local interfaces

Message Parameters

Name Type
ip P

BOOTP.Relay.FwdReplyFailCfginv

Description

When enabled this message will be logged for every packet received when no valid
bootprelay configuration exists.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary
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BOOTP.Relay Messages Message Text

Message Text

Cannot forward BOOTP/DHCP REPLY from VLAN %svlan% to VLAN %dvlan%, as no
configuration exists for it.

Message Parameters

Name Type
svlan VLAN
dvlan VLAN

BOOTP.Relay.IPFwWdOffRxXVLAN

Description

This message will be logged when a BOOTP/DHCP packet arrives on a VLAN that does
not have ipforwarding enabled.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity
Debug-Verbose

Message Text

Cannot forward BOOTP/DHCP packet received on VLAN %vlan% as ipforwarding is
disabled.

Message Parameters

Name Type
vlan VLAN

BOOTP.Relay.IPFwdOffTxVLAN

Description

This message will be logged when a BOOTP/DHCP packet arrives for a destination
VLAN that does not have ipforwarding enabled.
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Remedy BOOTP.Relay Messages

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity
Debug-Verbose

Message Text

Cannot forward BOOTP/DHCP packet as destination VLAN %$vlan$ has ipforwarding
disabled.

Message Parameters

Name Type
vlan VLAN

BOOTP.Relay.FwdFailRtInv

Description

When enabled this message will be logged for every packet that needs forwarding to a
relay agent that is not reachable trough an ipforwarding enabled VLAN.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text

Did not forward BOOTP/DHCP REQUEST to relay agent $tip%, as ipforwarding is not
enabled on VLAN towards destination

Message Parameters

Name Type
tip dstSockAddr
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BOOTP.Relay Messages BOOTP.Relay.PktRegAct

BOOTP.Relay.PktRegAct

Description

When enabled this message will be logged for every DHCP option 82 packet that was
dropped/kept/replaced.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text
The DHCP Request packet with DHCP option 82 is $action%.

Message Parameters

Name Type

action String

BOOTP.Relay.PktReplyChkFail

Description

The DHCP Reply packet with option 82 failed while checking. The reason is epecified in
the error message.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text
The DHCP Reply packet with option 82 does not pass checking. Error: $error$%
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Message Parameters BOOTP.Relay Messages

Message Parameters

Name Type

error String

BOOTP.Relay.FwdRegDump

Description

When enabled, this message will be logged for every BOOTP/DHCP Request received
for forwarding.

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity
Debug-Data

Message Text

Forward $size% bytes BOOTP/DHCP REQUEST received on VLAN %vlan$ from $sip$ to
%dip%.

Message Parameters

Name Type

size ulnt

vlan VLAN

sip srcSockAddr
dip dstSockAddr
buffer Buf-ptr
bufferLen Buf-len

BOOTP.Relay.FwdReplyDump

Description

When enabled, this message will be logged for every BOOTP/DHCP Reply received for

relaying back to the client.
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BOOTP.Relay Messages Remedy

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity
Debug-Data

Message Text

Forward $size% bytes BOOTP/DHCP REPLY received on VLAN $vlan% from $sip$ to
$dip% on VLAN $dvlan%.

Message Parameters

Name Type

size ulnt

vlan VLAN

sip srcSockAddr
dip dstSockAddr
dvlan VLAN

buffer Buf-ptr
bufferLen Buf-len

BOOTP.Relay.UDPFwdVLAN

Description

UDP forwarding is flooding the UDP datagram to a VLAN, as specified in the associated
UDP forwarding policy

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary
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Message Text BOOTP.Relay Messages

Message Text
UDP-Fwding: BOOTP/DHCP request packet dport $dest port% flooded to VLAN

$vlan%

Message Parameters

Name Type
dest_port ulnt
vlan String

BOOTP.Relay.UDPFwdHost

Description

Broadcast UDP datagram is being forwarded to an Host, as specified in the associated
UDP forwarding profile

Remedy

This message exists for debug operations. Only enable this message on request of
Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text
UDP-Fwding: BOOTP/DHCP request packet dport $dest port$ fwded to $addr$

Message Parameters

Name Type
dest_port ulnt
addr P

BOOTP.Relay.SendCkptData

Description

DHCP Server Checkpointing Data was sent from master to backup node
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BOOTP.Relay Messages Remedy

Remedy
NA

Severity

Debug-Summary

Message Text

DHCP Server Checkpointing Data was sent from master to backup node

BOOTP.Relay.RecvCkptData

Description

DHCP Server Checkpointing Data was received on backup from master node

Remedy

No remedy is available.

Severity

Debug-Summary

Message Text

DHCP Server Checkpointing Data was received on backup from master node

BOOTP.Relay.FwdReqgFailDsblVLAN

Description

BOOTP Relay disabled on this VLAN so, Cannot forward BOOTP/DHCP REQUEST
Packets to the Relay Agent.

Remedy
Enable BOOTP Relay on this VLAN.

Severity

Debug-Summary
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Message Text BOOTP.Relay Messages

Message Text

Cannot forward BOOTP/DHCP REQUEST from VLAN %$svlan% to VLAN %dvlang, as
BOOTP Relay is disabled for VLAN %dvlan%

Message Parameters

Name Type
svlan String
dvlan String

BOOTP.Relay.FwdReplyFailDsblVLAN

Description

BOOTP Relay disabled on this VLAN so, Cannot forward BOOTP/DHCP REPLY Packets
to the client.

Remedy
Enable BOOTP Relay on this VLAN.

Severity

Debug-Summary

Message Text

Cannot forward BOOTP/DHCP REPLY from VLAN %svlan% to VLAN %dvlan$, as BOOTP
Relay is disabled for VLAN %dvlan%

Message Parameters

Name Type
svlan String
dvlan String

BOOTP.Relay.RxRegDsbIVLAN

Description

BOOTP Relay is disabled on received VLAN hence, dropping the BOOTP/DHCP
REQUEST packets.
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BOOTP.Relay Messages Remedy

Remedy
Enable BOOTP Relay on this VLAN.

Severity

Debug-Summary

Message Text
Received BOOTP/DHCP REQUEST on BOOTP Relay disabled VLAN %svlang

Message Parameters

svlan String

BOOTP.Relay.RxReplyDsbIVLAN

Description

BOOTP Relay is disabled on received VLAN hence, dropping the BOOTP/DHCP REPLY
packets.

Remedy
Enable BOOTP Relay on this VLAN.

Severity

Debug-Summary

Message Text
Received BOOTP/DHCP REPLY on BOOTP Relay disabled VLAN $svlan%

Message Parameters

svlan String
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BOOTP.Relay.GiaddrMaxAtmpt BOOTP.Relay Messages

BOOTP.Relay.GiaddrMaxAtmpt

Description

Remedy

Severity

Sequential Include Secondary mode was enabled for BOOTPRELAY and the DHCP
Client did not get a response after multiple attempts with the specified |IP address as
the gateway address.

BOOTPRELAY will automactically move on to the next IP address of the client facing
VLAN and use it as the gateway address.

Notice

Message Text

DHCP Client with MAC $mac% has already made $numAttempts$% attempts with
%giaddr% as gateway address.

Message Parameters

Name Type
mac MAC
giaddr P

numMAttempts ulnt8

BOOTP.Relay.Giaddr

Description

Remedy

Severity

When enabled, this message is logged for every BOOTP/DHCP request that is to be
relayed to the server. This message gives information about the gateway address that is
being used.

This message exists for debug operations. Enable this message only on request of
Extreme Networks Technical Support.

Debug-Summary
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Message Text

BOOTP/DHCP request received on VLAN ¢vlan% from Client with MAC 2mac$ will be
forwarded to Server $dip% with $giaddr$% as the gateway address.

Message Parameters

Name Type

vlan VLAN

mac MAC

dip dstSockAddr
giaddr IP

BOOTP.Relay.IPveAddrNotCfg

Description

This event occurs when a VLAN has no IPv6 address configured either statically or
dynamically through DHCPvG.

Remedy

Check if the VLAN configured as DHCPvVG client has a valid static IPv6 address and
DHCPvVG client state has entered "Bound" state using the commmand "show dhcp-client
ipv6 state". If not, configure a static ipv6 address using the commmand "configure

vlan &lt;vlanName&gt; ipaddress &lt;ipv6 address/ prefix length&gt;". Also, it is not
recommended to enable DHCPvV6 client on a bootp relay enabled VLAN. If the event
still occurs, contact technical support after gathering relevant information using "show
tech-support" CLI command and uploading the debug data out of the switch using
"upload debug &lt;ipaddress&gt; vr vi-mgmt" CLI command.

Severity
Warning

Message Text

No IPv6 address configured on VLAN %vlan%

Message Parameters

Name Type
vlan VLAN
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BOOTP.Relay.RxRelayPktInvPort BOOTP.Relay Messages

BOOTP.Relay.RxRelayPktInvPort

Description

Remedy

Severity

This event occurs when a DHCPVG relay packet is received on a non existing port
number after unconfiguring the static ipv6 address of the same VLAN.

Check if the VLAN configured as DHCPvVG client has a valid static IPv6 address and
DHCPv6 client state has entered "Bound" state using the command "show dhcp-client
ipv6 state". If not, configure a static ipv6 address using the command "configure

vlan &lt;vlanName&gt; ipaddress &lt;ipv6 address/ prefix length&gt;". Also, it is not
recommended to enable DHCPVG client on a bootp relay enabled VLAN. If the event
still occurs, contact technical support after gathering relevant information using "show
tech-support" CLI command and uploading the debug data out of the switch using
"upload debug &lt;ipaddress&gt; vr v,i-mgmt" CLI commmand.

Warning

Message Text

DHCPv6 Relay packet for VLAN %v1an% received on invalid port $port%.

Message Parameters

Name Type
vlan VLAN
port ingressPort

BOOTP.Relay.FwdReplyRxL 3VPNOK

Description

Remedy

When enabled this message will be logged for every BOOTPREPLY packet received
MPLS Network interface successfully forwarded.

No action requred - Information message only.
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BOOTP.Relay Messages Severity

Severity

Debug-Summary

Message Text

Forwarded BOOTP/DHCP REPLY received on MPLS Network Interface from ¢sip$ to
%dip% on VLAN %dvlan%

Message Parameters

Name Type

sip srcSockAddr
dip dstSockAddr
dvlan VLAN

BOOTP.Relay.FwdReplyRxL3VPNFall

Description

When enabled this message will be logged for every packet received on MPLS Network
Interface that failed being forwarded to the specified bootprelay agent.

Remedy

No action required - Information message only.

Severity

Debug-Summary

Message Text

Could not forward BOOTP/DHCP REPLY received on MPLS Network Interface from
%$sip% to $dip% on VLAN %dvlan%; errno $error$%

Message Parameters

Name Type

sip srcSockAddr
dip dstSockAddr
dvlan VLAN

error sint
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BOOTP.Relay.FwdReplyRxL3VPNDump

BOOTP.Relay Messages

BOOTP.Relay.FwdReplyRxL3VPNDump

Description

When enabled, this message will be logged for every BOOTP/DHCP Reply received on
MPLS Network Interface for relaying back to the client.

Remedy

No action required - Informational message only.

Severity
Debug-Data

Message Text

Forward $size% bytes BOOTP/DHCP REPLY received on MPLS Network Interface from

%$sip% to $dip% on VLAN %dvlan%.

Message Parameters

Name Type

size ulnt

sip srcSockAddr
dip dstSockAddr
dvlan VLAN

buffer Buf-ptr
bufferLen Buf-len

BOOTP.Relay.FwdReplyRxL3VPNINvCfg

Description

When enabled this message will be logged for every packet received on MPLS Network
Interface when no valid bootprelay configuration exists.

Remedy

No action required - Informational message only.

Severity

Debug-Summary
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BOOTP.Relay Messages Message Text

Message Text

Cannot forward BOOTP/DHCP REPLY from MPLS Network Interface to VLAN $dvlans$,
as no configuration exists for it.

Message Parameters

Name Type
dvlan VLAN

BOOTP.Relay.FwdReplyRxL3VPNVLANDsDbI

Description

BOOTP Relay disabled on this VLAN so, Cannot forward BOOTP/DHCP REPLY Packets
to the client.

Remedy
No action required - Information message only. Enable BOOTP Relay on this VLAN.

Severity

Debug-Summary

Message Text

Cannot forward BOOTP/DHCP REPLY received from MPLS Network Interdace to VLAN
%dvlan%, as BOOTP Relay is disabled for VLAN %dvlan%

Message Parameters

Name Type
dvlan VLAN
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BOOTP.Server Messages

BOOTP.Server.AllocSockFail on page 474
BOOTP.Server.RxPktPortinv on page 475
BOOTP.Server.RxPktlnv on page 476
BOOTP.Server.RxPktOpcodelnv on page 476
BOOTP.Server.RxPktSizInv on page 477
BOOTP.Server.RxPktMsgTypelnv on page 478
BOOTP.Server.RxPktCwIPAddrinv on page 478
BOOTP.Server.IPAddrNotAvail on page 479
BOOTP.Server.CfgAddrRangelnv on page 479
BOOTP.ServerVLANIPNotCfg on page 480
BOOTP.Server.TxDHCPPkt on page 481
BOOTP.Server.TxDHCPPktDump on page 481
BOOTP.Server.RxPktMsgTypeDscvr on page 482
BOOTP.Server.RxPktMsgTypeReq on page 483
BOOTP.Server.RxPktMsgTypeRel on page 484
BOOTP.Server.RxPktMsgTypeDcln on page 484
BOOTP.Server.RxPktMsgTypelnfm on page 485
BOOTP.Server.IPAddrinUse on page 486
BOOTP.Server.SendCkptData on page 486
BOOTP.Server.RecvCkptData on page 487

BOOTP.Server.AllocSockFail

Description

This message is logged when the DHCP Server was unable to allocate network
resources needed.

Remedy

Try to replicate this issue and report it to the Extreme Networks technical support
center.
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BOOTP.Server Messages Severity

Severity

Error

Message Text

Failed allocating a socket for the DHCP Server on VLAN %vlan%

Message Parameters

Name Type
vlian VLAN

BOOTP.Server.RxPktPortlnv

Description

This message gets generated when a BOOTP request packet is received for the
specified VLAN, but the receiving ports does not have DHCP server functionality
enabled.

Remedy

If the specific port needs to support DHCP server functionality, enable it to do so. The
command is enable DHCP ports portlist VLAN vlan_name.

Severity

Debug-Summary

Message Text

Received DHCP Request packet for VLAN %vlan% on port $port%, but port not DHCP
enabled

Message Parameters

Name Type
vlan VLAN
port ingressSlotPort
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BOOTP.Server.RxPktinv BOOTP.Server Messages

BOOTP.Server.RxPktlinv

Description

Remedy

Severity

When enabled this message will be logged for every packet received that could not be
processed by the server. Possible reasons are; htype and hlen fields are not set correctly
(1,6), options portion of the packet is not valid, packet does not contain DHCP magic
cookie, or DHCP_MSG_TYPE options does not exist.

This message exists for DHCP Server debug operations. Only enable this message on
request of Extreme Networks Technical Support.

Debug-Summary

Message Text

DHCP packet for VLAN %vlan% from $port% does not seem valid for processing

Message Parameters

Name Type
vlan VLAN
port ingressSlotPort

BOOTP.Server.RxPktOpcodelnv

Description

Remedy

Severity

When enabled this message will be logged for every packet with an invalid BOOTP
opcode. The DHCP Server ony supports the BOOTPREQUEST opcode.

This message exists for DHCP Server debug operations. Only enable this message on
request of Extreme Networks Technical Support.

Debug-Summary
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BOOTP.Server Messages Message Text

Message Text
Received DHCP packet with invalid opcode ($op%) on port $port% for VLAN %vlan%

Message Parameters

Name Type

vlan VLAN

port ingressSlotPort
op ulnt

BOOTP.Server.RxPktSizInv

Description

When enabled this message will be logged for every packet received that is to small to
contain a DHCP packet header.

Remedy

This message exists for DHCP Server debug operations. Only enable this message on
request of Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text

Received DHCP packet on port $port% for VLAN %vlan% that is to small to contain a
valid header (%size%)

Message Parameters

Name Type

vlan VLAN

port ingressSlotPort
size ulnt
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BOOTP.Server.RxPktMsgTypelnv BOOTP.Server Messages

BOOTP.Server.RxPktMsgTypelnv

Description

When enabled this message will be logged for every packet with an invalid DHCP
Message Type option. The DHCP Server ony accepts DISCOVER, REQUEST, DECLINE,
RELEASE and INFORM messages.

Remedy

This message exists for DHCP Server debug operations. Only enable this message on
request of Extreme Networks Technical Support.

Severity

Debug-Summary

Message Text

Received DHCP packet with invalid message type (3type%) on port $port% for VLAN
$vlan%

Message Parameters

Name Type

vlan VLAN

port ingressSlotPort
type ulnt

BOOTP.Server.RxPktGwIPAddrInv

Description

When enabled this message will be logged for every packet which has the gateway IP
address filed in. XOS currently only supports leasing for directly connected networks, so
not via a BOOTP/DHCP relay agent.

Remedy

This message exists for DHCP Server debug operations. Only enable this message on
request of Extreme Networks Technical Support.

Severity

Debug-Summary
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BOOTP.Server Messages Message Text

Message Text

Received DHCP packet with a gateway |P address value of $giaddr% on port $port$% for
VLAN %vlan%

Message Parameters

Name Type

vlan VLAN

port ingressSlotPort
giaddr P

BOOTP.Server.IPAddrNotAvail

Description

There are no free IP addresses in the address pool for this VLAN. The DHCP server will
ignore the DHCP DISCOVER message.

Remedy

Check the IP address pool usage, and if needed increase the pool's address range.

Severity

Info

Message Text

There are no free IP addresses in the DHCP address pool for VLAN %vlan$%

Message Parameters

Name Type
vlian VLAN

BOOTP.Server.CfgAddrRangelnv

Description

The DHCP address range configured for the mentioned VLAN does not match the
configured subnet.
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Remedy BOOTP.Server Messages

Remedy

Make sure the the range configured is on the same network as the VLAN's primary |IP
address. You can do this with the configure VLAN dhcp-address-range command.

Severity

Error

Message Text
Configured DHCP address range for VLAN %vl1an% does not belong to it's subnet

Message Parameters

Name Type
vlan VLAN

BOOTP.ServerVLANIPNotCfg

Description
There is no primary IP address configured on the DHCP Server enabled VLAN.

Remedy
The DHCP server functionality requeres that a primary |P address is assigned to
the VLAN it's configured for. To do this use the configure VLAN ipaddress x.x.x.x/x
command.

Severity
Error

Message Text

VLAN 3%vlan% does not have a primary IP address configured

Message Parameters

Name Type
vlan VLAN
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BOOTP.Server Messages BOOTP.ServerTxDHCPPkt

BOOTP.Server.TxDHCPPkt

Description

This message gets logged for every message the DHCP server sends out (when
enabled).

Remedy

This message exists for DHCP Server debug operations. Only enable this message on
request of Extreme Networks Technical Support.

Severity
Debug-Verbose

Message Text

Transmitted a $bytes% bytes DHCP message(%msg%) to $dip% on VLAN %vlan$, error
code $error%

Message Parameters

Name Type
bytes ulnt
vian VLAN
dip P
error sint
msg ulnt

BOOTP.ServerTXxDHCPPktDump

Description

This message gets logged for every message the DHCP server sends out (when
enabled).

Remedy

This message exists for DHCP Server debug operations. Only enable this message on
request of Extreme Networks Technical Support.
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Severity BOOTP.Server Messages

Severity
Debug-Data

Message Text

Transmitted a $bytes% bytes DHCP message(%msg%) to $dip% on VLAN %vlan%, error
code $error%

Message Parameters

Name Type
bytes ulnt
vian VLAN
dip P
error sint
msg ulnt
buffer Buf-ptr
bufLen Buf-len

BOOTP.Server.RxPktMsgTypeDscvr

Description

When enabled this message will be logged for every DHCP packet of message type

DISCOVER.

Remedy
This message exists for DHCP Server debug operations. Only enable this message on
request of Extreme Networks Technical Support.

Severity

Debug-Verbose

Message Text

Rx DISCOVER[%v1an%], clid=%c1id% [LEN=%clidLen%], reqlP=%reqIP%,
offeredIP=%offeredIP%
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BOOTP.Server Messages Message Parameters

Message Parameters

Name Type
vlan VLAN
clid MAC
clidLen ulntle
reqlP 1P
offeredIP P

BOOTP.Server.RxPktMsgTypeReq

Description
When enabled this message will be logged for every DHCP packet of message type
REQUEST.

Remedy
This message exists for DHCP Server debug operations. Only enable this message on
request of Extreme Networks Technical Support.

Severity

Debug-Verbose

Message Text

Rx REQUEST[%v1an%], clid=%c1id% [LEN=%clidLen%], reqlP=%reqIP%,
offeredIP=%0fferedIP%, serverlD=%serverIP%, ciaddr=%ciaddr%

Message Parameters

Name Type
vilan VLAN
clid MAC
clidLen ulntie
reqlP 1P
offeredIP P
serverlP IP
ciaddr P
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BOOTP.Server.RxPktMsgTypeRel BOOTP.Server Messages

BOOTP.Server.RxPktMsgTypeRel

Description
When enabled this message will be logged for every DHCP packet of message type
RELEASE.

Remedy
This message exists for DHCP Server debug operations. Only enable this message on
request of Extreme Networks Technical Support.

Severity

Debug-Verbose

Message Text

Rx RELEASE[%v1an%], clid=%c1id% [LEN=%clidLen%], offered|P=%0cfferedIP%,
server|D=%serverIP%, ciaddr=%ciaddr%

Message Parameters

Name Type
vian VLAN
clid MAC
clidLen ulntie
offeredIP P
serverlP P
ciaddr P

BOOTP.Server.RxPktMsgTypeDcln

Description

When enabled this message will be logged for every DHCP packet of message type
DECLINE.

Remedy

This message exists for DHCP Server debug operations. Only enable this message on
request of Extreme Networks Technical Support.
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BOOTP.Server Messages Severity

Severity
Debug-Verbose

Message Text

Rx DECLINE[%v1an%], clid=%c1id% [LEN=%clidLen%], offered|P=%cfferedIP%,
server|D=%$serverIP%, ciaddr=%ciaddr%

Message Parameters

Name Type
vlan VLAN
clid MAC
clidLen ulntle
offeredIP P
serverlP P
ciaddr P

BOOTP.Server.RxPktMsgTypelnfm

Description
When enabled this message will be logged for every DHCP packet of message type
INFORM.

Remedy
This message exists for DHCP Server debug operations. Only enable this message on
request of Extreme Networks Technical Support.

Severity

Debug-Verbose

Message Text

Rx INFORM[%vlan%], clid=%clid% [LEN=%clidLen%], ciaddr=%ciaddr%
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Message Parameters BOOTP.Server Messages

Message Parameters

Name Type
vlan VLAN
clid MAC
clidLen ulntle
ciaddr P

BOOTP.Server.IPAddrinUse

Description

This message gets logged when a client detects that the IP address assigned by the
DHCP server is already in use.

Remedy
This could happen when the DHCP server is restarted and has no state information
about the previous assigned |IP addresses or when other devices on the network are
using the same IP address, for example when they are configured manually.
Severity

Warning

Message Text
DHCP Client with chaddr $mac% on VLAN %vlan$% declined IP address $1pP%

Message Parameters

Name Type
vlan VLAN
mac MAC
1P 1P

BOOTP.Server.SendCkptData

Description

DHCP Server Checkpointing Data was sent from master to backup node
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BOOTP.Server Messages Remedy

Remedy
NA

Severity

Debug-Summary

Message Text

DHCP Server Checkpointing Data was sent from master to backup node

BOOTP.Server.RecvCkptData

Description

DHCP Server Checkpointing Data was received on backup from master node

Remedy

No remedy is available.

Severity

Debug-Summary

Message Text

DHCP Server Checkpointing Data was received on backup from master node
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bwMgr Messages

bwMgr.Critical on page 488
bwMgr.Error on page 489
bwMgr.Warning on page 489
bwMgr.Notice on page 490
bwMgr.Info on page 490
bwMgr.DebugSummary on page 491
bwMgr.DebugVerbose on page 492
bwMgr.DebugData on page 492

bwMgr.Critical

Description

A serious problem has been detected which is compromising the operation of the
system. The system can not function as expected unless it is remedied. The problem
may be related to hardware failure or software data corruption.

Remedy

The exact remedy is dependant on the particular situation; but the problem may not be
resolved without intervention of some sort.

Severity

Critical

Message Text

$format$

Message Parameters

Name Type

format Printf
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bwMgr Messages bwMgr.Error

bwMgr.Error

Description

Remedy

Severity

A problem has been detected which is interfering with the normal operation of the
system. The system is not functioning as expected. The problem may be related to the
failure to allocate an internal system resource.

The exact remedy is dependant on the particular situation; but the problem may be
resolved by retrying the operation when the resource becomes available.

Error

Message Text

$format$s

Message Parameters

Name Type

format Printf

bwMgr.Warning

Description

Remedy

Severity

An abnormal condition has been detected which, although it is not interfering with
the normal operation of the system, may signal that the system or the network in
general may not be functioning as expected. The condition may have been caused by
an unusual or unexpect circumstance related to some external stimulus.

The exact remedy is dependant on the particular situation; but the problem may have
been resolved by by rejecting the request or performing some default action.

Warning
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Message Text

bwMgr Messages

Message Text

$format$%

Message Parameters

Name Type
format Printf
bwMgr.Notice

Description

A normal but significant condition has been detected, which signals that the system
is functioning as expected. The condition is somewhat uncommon, but it is not

necessarily unusual or unexpected.

Remedy

There is no remedy because there is no problem to be resolved.

Severity

Notice

Message Text

$format%

Message Parameters

Name Type
format Printf
bwMgr.Info
Description

A normal but potentially interesting condition has been detected, which signals
that the system is functioning as expected and simply provides potentially detailed
information or confirmation in that regard. The circumstance is common and not

unusual or unexpected in any way.
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bwMgr Messages Remedy

Remedy

There is no remedy because there is no problem to be resolved.

Severity

Info

Message Text

Sformat%

Message Parameters

Name Type
format Printf
bwMgr.DebugSummary
Description

A condition has been detected that may interest a developer determining the reason
underlying some system behavior. The circumstances may be either very common or
completely unexpected, but the information provided in the associated message is
such that the internal workings of the system are exposed.

Remedy

There is no remedy because there is no problem to be resolved.

Severity

Debug-Summary

Message Text

$formats

Message Parameters

Name Type

format Printf
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bwMgr.DebugVerbose bwMgr Messages

bwMgr.DebugVerbose

Description

A condition has been detected that may interest a developer analyzing some system
behavior at a more verbose level than provided by the debug summary information.

Remedy

There is no remedy because there is no problem to be resolved.

Severity

Debug-Verbose

Message Text

Sformat%

Message Parameters

Name Type
format Printf
bwMgr.DebugData
Description

A condition has been detected that may interest a developer inspecting the data
underlying system behavior

Remedy

There is no remedy because there is no problem to be resolved.

Severity
Debug-Data

Message Text

Sformat%
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bwMgr Messages Message Parameters

Message Parameters

format Printf
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Card Messages

Card.Info on page 494

Card.Info

Description

A normal but potentially interesting condition has been detected on the card, which
signals that the system is functioning as expected and simply provides potentially
detailed information or confirmation in that regard. The circumstance is common and

not unusual or unexpected in any way.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

Q Q

$Msg%

Message Parameters

Name

Type

msg

Printf
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Card.IPv4Adj Messages

Card.IPv4Ad].Error on page 496
Card.IPv4Adj.Warning on page 496
Card.IPv4Adj.Notice on page 497
Card.IPv4Adj.Info on page 497
Card.IPv4Ad).DebugSummary on page 498
Card.IPv4Adj.AllocAdjEntFail on page 499
Card.IPv4Ad].AdJENtNull on page 499
Card.IPv4Ad).NHTbIFuUllEnt on page 500
Card.IPv4Ad).NHDebugSummary on page 501
Card.IPv4Adj.AddRetryFail on page 501
Card.IPv4Ad].DelAdjLPMAgeFail on page 502
Card.IPv4Adj.DelAdjNHFull on page 503
Card.IPv4Adj.HostAddFail on page 503
Card.IPv4Adj.HostDelFail on page 504
Card.IPv4Ad].KickCollAddFail on page 505
Card.IPv4Adj.KickCollFail on page 506
Card.IPv4Ad].KickHashAdjNull on page 506
Card.IPv4Adj.KickHashDelAdjFail on page 507
Card.IPv4Adj.KickHashDelRemHostFail on page 508
Card.IPv4Adj.KickHashRemHostNull on page 509
Card.IPv4Ad].KickLPMAdjFail on page 509
Card.IPv4Adj.KickLPMRemHostFail on page 510
Card.IPv4Adj.DelAdjNHReplFail on page 511
Card.IPv4Ad).NHTbIFull on page 512
Card.IPv4Ad].L3TblFull on page 512
Card.IPv4Ad].L3TblFuUllEnt on page 513
Card.IPv4Ad).RmtHostL3TblFull on page 514
Card.IPv4Adj.RmtHostL3TbIFullEnt on page 514
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Card.IPv4Adj.Error Card.IPv4Adj Messages

Card.IPv4Ad].Error

Description

A problem has been detected which is interfering with the normal operation of the
system. The system is not functioning as expected. The problem may be related to the
failure to allocate an internal system resource on the card.

Remedy

The exact remedy is dependent on the particular situation; but the problem may be
resolved by retrying the operation when the resource becomes available.

Severity

Error

Message Text

adj $ipAddr%: $msg%

Message Parameters

Name Type
ipAddr P
msg Printf

Card.IPv4Adj.Warning

Description

An abnormal condition has been detected on the card which, although it is not
interfering with the normal operation of the system, may signal that the system or the
network in general may not be functioning as expected. The condition may have been
caused by an unusual or unexpect circumstance related to some external stimulus.

Remedy

The exact remedy is dependent on the particular situation; but the problem may have
been resolved by rejecting the request or performing some default action.

Severity
Warning
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Card.IPv4Adj Messages

Message Text

Message Text

adj $ipAddr%: $msg%

Message Parameters

Name Type
ipAddr P
msg Printf

Card.IPv4Adj.Notice

Description

A normal but significant condition has been detected on the card, which signals that
the system is functioning as expected. The condition is somewhat uncommon, but it is

not necessarily unusual or unexpected.

Remedy

No action required - Notification message only.

Severity

Notice

Message Text

vrld $vrId% adj $ipAddr%: $msg%

Message Parameters

Name Type
vrid VRID
ipAddr IP
msg Printf

Card.IPv4Adj.Info

Description

A normal but potentially interesting condition has been detected on the card, which
signals that the system is functioning as expected and simply provides potentially
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Remedy

Card.IPv4Adj Messages

detailed information or confirmation in that regard. The circumstance is commmon and

not unusual or unexpected in any way.

Remedy

No action required - Informational message only.

Severity

Info

Message Text

vrld $vrId% adj $ipAddr$: $msg$%

Message Parameters

Name Type
vrid VRID
ipAddr IP

msg Printf

Card.IPv4Adj.DebugSummary

Description

A condition has been detected on the card that may interest a developer determining
the reason underlying some system behavior. The circumstances may be either very
common or completely unexpected, but the information provided in the associated
message is such that the internal workings of the system are exposed.

Remedy

No action required - Informational message only.

Severity

Debug-Summary

Message Text

vrld $vrId% adj $ipAddr%: $msg%
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Card.IPv4Adj Messages Message Parameters

Message Parameters

Name Type
vrid VRID
ipAddr P
msg Printf

Card.IPv4Adj.AllocAdjEntFall

Description

The allocation of adjacency entry failed. A problem has been detected which is
interfering with the normal operation of the system. The system is not functioning as
expected. The problem is due to the failure to allocate an internal system resource.

Remedy

Indicates that the system is running low on memory. Please contact Customer Service
to report this error.

Severity

Error

Message Text
vrld $vrId% adj $ipAddr%: No memory for IP Adjacency VLAN ID $vlianid% MAC %$mac%.

Message Parameters

Name Type

vrid VRID
ipAddr P

vlanld VLAN-tag
mac MAC

Card.IPv4Ad).AdJEntNull

Description

A NULL new adjacency was passed to a call to update adjacency information. The
system or the network in general may not be functioning as expected.
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Remedy Card.IPv4Adj Messages

Remedy
Indicates an unexpected error in the code. Please contact Customer Service to report
this error.

Severity
Warning

Message Text

vrld $vrId% adj $ipAddr$: adj entry is NULL

Message Parameters

Name Type
vrid VRID
ipAddr P

Card.IPv4Ad).NHTbIFUllEnt

Description

The hardware Next Hop Table full, and an IPv4 unicast entry could not be added. The
Next Hop table is shared by IPv4 and IPv6 unicast host entries. IPv4 unicast packets to
the specified address will be slowpa