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Preface

This section discusses the conventions used in this guide, ways to provide feedback, additional help, and
other Extreme Networks publications.

Conventions

This section discusses the conventions used in this guide.

Text Conventions

The following tables list text conventions that are used throughout this guide.

Table 1: Notice Icons

Icon Notice Type Alerts you to...
o General Notice  Helpful tips and notices for using the product.
‘ Note Important features or instructions.
b
Caution Risk of personal injury, system damage, or loss of data.

AN
i Warning Risk of severe personal injury.
New!

New Content Displayed next to new content. This is searchable text within the PDF.

Table 2: Text Conventions

Convention Description

Screen di spl ays This typeface indicates command syntax, or represents information as it appears on the
screen.

The words enter and When you see the word “enter” in this guide, you must type something, and then press

type the Return or Enter key. Do not press the Return or Enter key when an instruction

simply says “type.”

[Key] names Key names are written with brackets, such as [Return] or [Esc]. If you must press two
or more keys simultaneously, the key names are linked with a plus sign (+). Example:
Press [Ctri]+[Alt]+[Del]

Words in italicized type | Italics emphasize a point or denote new terms at the place where they are defined in
the text. Italics are also used when referring to publication titles.
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Preface

Terminology

When features, functionality, or operation is specific to a switch family, such as ExtremeSwitching™ or
Summit®, the family name is used. Explanations about features and operations that are the same across
all product families simply refer to the product as the switch.

Providing Feedback to Us

We are always striving to improve our documentation and help you work better, so we want to hear
from you! We welcome all feedback but especially want to know about:

e Content errors or confusing or conflicting information.
e |deas for improvements to our documentation so you can find the information you need faster.
e Broken links or usability issues.

If you would like to provide feedback to the Extreme Networks Information Development team about
this document, please contact us using our short online feedback form. You can also email us directly at
internalinfodev@extremenetworks.com.

Getting Help

If you require assistance, contact Extreme Networks using one of the following methods:

*  GTAC (Global Technical Assistance Center) for Immediate Support

* Phone: 1-800-998-2408 (toll-free in U.S. and Canada) or +1 408-579-2826. For the support
phone number in your country, visit: www.extremenetworks.com/support/contact

o Email: support@extremenetworks.com. To expedite your message, enter the product name or
model number in the subject line.

e [Extreme Portal — Search the GTAC knowledge base, manage support cases and service contracts,
download software, and obtain product licensing, training, and certifications.

e The Hub — A forum for Extreme customers to connect with one another, answer questions, and
share ideas and feedback. This community is monitored by Extreme Networks employees, but is not
intended to replace specific guidance from GTAC.

Before contacting Extreme Networks for technical support, have the following information ready:

¢ Your Extreme Networks service contract number and/or serial numbers for all involved Extreme
Networks products

e A description of the failure

e A description of any action(s) already taken to resolve the problem

e A description of your network environment (such as layout, cable type, other relevant environmental
information)

e Network load at the time of trouble (if known)

e The device history (for example, if you have returned the device before, or if this is a recurring
problem)

e Any related RMA (Return Material Authorization) numbers

Extreme Networks Documentation

To find Extreme Networks product guides, visit our documentation pages at:
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Current Product Documentation www.extremenetworks.com/documentation/

Archived Documentation (for earlier www.extremenetworks.com/support/documentation-archives/
versions and legacy products)

Release Notes www.extremenetworks.com/support/release-notes

Open Source Declarations

Some software files have been licensed under certain open source licenses. More information is
available at: www.extremenetworks.com/support/policies/software-licensing.

Extremelocation Quick Start Guide for version 1.2.0 / 6


http://www.extremenetworks.com/documentation/
http://www.extremenetworks.com/support/documentation-archives/
http://www.extremenetworks.com/support/release-notes/
http://www.extremenetworks.com/support/policies/software-licensing

1 Product Overview

Extremelocation is a massively scalable, enterprise grade, resilient, cloud-based location and analytics
solutions from Extreme Networks. With real-time location and analytics, you can engage with your
customers providing personalized experience for guests and visitors. Extremel.ocation can also be used
to monitor your work flows and assets to improve your overall operation and efficiency.

Extremelocation provides enterprises powerful location services which can scale to thousands of
branch sites and 100,000 access points.

Extremelocation offers granular location services to address your deployment scenarios and includes:
e real-time and historical location analysis

* new and repeat visitor tracking

* engagement time monitoring

e site or zone specific intelligence

e 3ssets and associate tracking

This product:

¢ |senterprise grade, resilient and cloud based.

e |s massively scalable supporting thousands of sites and a large number of access points.

e |s quick to deploy and easy to manage.

e Provides enterprise quality location and analytics.

¢ Provides unlimited number of customizable dashboards for data analysis and site monitoring.
e Lets you drill down to floor level at a site to monitor assets, visitors and associates.

¢ Provides reports to help you proactively plan or troubleshoot issues.

Some of its main features are:

* Presence

e Zone Tracking

e Position Tracking

¢ Device and Associate Classification and Tracking

¢ Crowding Event Notification and Analytics

e |mport Location Data from AirDefense Service Platform
e Import WiNG Site Hierarchy

e Scheduling Reports

e Admin and Guest Account Management

e Category Configuration
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2 ExtremelLocation Quick Setup

Before You Start

Step 1: Create the ExtremeLocation Account
Step 2: Activate the ExtremeLocation Account
Step 3: Generate and Apply the License

Step 4: Configure the Access Points

Step 5: Configure the ExtremeLocation Service
Step 6: Configure the ExtremeLocation Dashboard
Step 7 (Optional): Device Classification

Introduction

Extremelocation can be deployed as a stand alone installation or in a mixed environment alongside
AirDefense Service Platform.

Extremelocation can use both ExtremeWireless WING access points as well as ExtremeWireless access
points to provide locationing services. The configuration of these access points are different and are
described in detail in the sections Configuring ExtremeWireless WING Access Points on page 48 and
Configuring ExtremeWireless Access Points on page 83.

Please note that when deployed as a stand alone installation, the access point's channel scan
configuration (when deployed as a dedicated sensor) is provided by the wireless controller it is adopted
to.

However, when deployed in a mixed environment with AirDefense Service Platform, the access point's
channel scan configuration (when deployed as a dedicated sensor) is applied from ADSP. The channel
scan configuration received from the wireless controller is overridden by the configuration received
from ADSP.

This section helps you to set up the Extremelocation account, add licenses to it and start using the
locationing services.

If you are a new customer, activate your Extremelocation account by following these steps:

1 Create an account with Extremelocation on its portal.
2 Create alicense key from Extreme Networks License Portal - New Accounts.
3 Apply the license to your account.

If you are an existing customer with a active or inactive account, do the following:

1 Create a license key from Extreme Networks License Portal - New Accounts.
2 Apply the license to your account.

Once you have applied the license to your Extremelocation account, do the following:

1 Configure the Access Points.
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2 Configure the Extreme Location Service and its Dashboard.

Before You Start

If you are a new customer, you should have the following information with you before you can create a
license and start using Extremelocation:

¢ The welcome letter with the Voucher ID that you received from Extreme Networks when you
purchased an Extremelocation subscription.

e Access to the email ID that will be used to register your Extremelocation account. Ensure that you
do not lose access to this email ID as it will be required to retrieve or reset passwords and for any
communication from Extreme Networks.

If you have an active or inactive Extremelocation account, you should have the following information

with you:

e The welcome letter with the Voucher ID that you received from Extreme Networks when you
renewed/purchased a subscription to Extremel.ocation.

e The account number of your active or inactive ExtremelLocation account.

e Access to your Extremelocation account's registered email ID.

Step 1: Create the ExtremeLocation Account

To create your Extremelocation account, navigate to its website at:

* ©ttps.//manage.extremelocation.com

Sign Up for Extremelocation

Extremelocation is a subscription service. You require a valid user account with Extremelocation to use
it.

To sign up for Extremel.ocation service:
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1 Click on the Sign up link below the Login button.
The Sign Up window appears.

Name Organization name

Email aaa@company.com

Address

| have read and agree to the Terms and Conditiol

I'm not a robot

©® 2004-2018 Extreme Networks, Inc. All rights reserved.ﬂ Contact Us

Figure 1: Sign Up Window

Enter a valid name for this account in the Name field. This is a mandatory field.

3 Enter a valid email id in the Email ID field. This email ID will serve as the log in user name for this
account with Extremelocation. This is a mandatory field.

Note
Q Ensure that you have access to this email ID at all times as this email ID will be used by us
to communicate with you regarding your Extremel.ocation account.

4 Optional: Enter a valid phone number in the Phone field.
5 Optional: Enter a valid address for communication in the Address field.

6 Select Terms and Conditions link to open the terms of service for Extremelocation. This is a PDF file
that opens in a separate tab or window of your browser.

l,,'j:_ Important
Please read and understand the Terms and Conditions for the ExtremelLocation service.
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7 Select | have read and agree to the Terms and Conditions option to indicate your consent to the
Terms and Conditions.

Important
You cannot use the Extremelocation service or create your Extremelocation account
without accepting the Terms and Conditions.

8 Select the I'm not a robot option and follow the instructions displayed. User registration cannot
proceed without passing this check.
The Sign Up button is enabled once you have completed this step successfully.

9 Select the Sign Up button to complete the process.
Your account is set up with Extremelocation and the system sends emails to the ID specified in the
Email ID field. These e-emails contain the following information:
* Your Extremelocation Account Number
e Alink to activate the newly created account.
* An auto-generated password for use when logging in to Extremelocation for the first time. You

will be forced to change this password during your first log in.

10 Should you need to exit without registering for an account, select Back button anytime during the
registration process.
You are taken back to the ExtremelLocation Login screen.

On successful registration with Extremelocation, use the account activation link (sent to your registered
email ID) to activate your account. Try to log in into your account from the Extremelocation log in
screen using the registered email ID and the password sent to you by email. For further information, see
Log In for the First Time on page 11.

Step 2: Activate the ExtremeLocation Account

Extremelocation accounts are user activated. When you sign up with Extremelocation, multiple emails
are sent to the registered email ID for the account. One of these mails contains an activation link for this
account. From that email, select the activation link. You are directed to ExtremelLocation's log in page.
You cannot use your account without activating it through the link sent to your registered email ID.

Use the registered email ID and the system generated password for your new account (sent to you by
email to your registered email ID) to log in to Extremelocation.

The Extremelocation Server URL is:

* https.//manage.extremelocation.com

Log In for the First Time

You should have the user account and password to successfully log in to your Extremelocation account.

When logging to ExtremelLocation for the first time, ensure that you have the following information for
reference:

e Your Username and Password
¢ Your Extremelocation Account Number
e A valid License Key for this account

This information is required for logging in, changing the default password, and adding the licenses.

Extremelocation Quick Start Guide for version 1.2.0 / 1
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If you do not have any of the above information, please check the email account used to register for the
account with Extremelocation. At the time of registration, you would have received emails from
Extremelocation containing your account number, activation link and a temporary password for
logging on for the first time. Please retain these mails for reference.

For help with account log in or other issues, please contact Extreme Support. For more information, see
Getting Help on page 5.

Use the Extremelocation log in screen to log in to your account. This screen is also used to sign up for a
new account as well as to retrieve or reset missing/forgotten credentials such as user name and
password.

Q, Password

Invalid User name

© 2004-2018 Extreme Networks, Inc. All rights I'ESENECI.H Contact Us

Figure 2: ExtremeLocation Log In Screen

To successfully log in, you should have valid credentials that were sent to you at the time you signed up
with Extremelocation. Your User Id will be the email ID that you registered with.

To log in to Extremelocation:

1 Provide the user name in the User Id field (typically the email ID that you registered with).
2 Provide the password for the user name in the Password field.
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3 Select the Login button to login to the Extremelocation user interface.
Since this is the first log in, you will be forced to change your log in password.
The Change Password dialog appears.

Confirm Password

Change Password

© 2004-2018 Extreme Networks, Inc. All rights reserved_ﬂ Contact Us

4 Enter the old password into the Old Password field.
5 Enter the new password into the New Password field.
6 Enter the new password into the Confirm Password field to confirm it.

An error message is displayed if the passwords entered into the New Password and Confirm
Password fields are not the same.

7 Select Change Password to save your changed password. Select Back at any time to exit without
changing your password.

The ExtremelLocation Dashboard appears. You have successfully logged in to your account.

Since this is the first log in, no licenses are available for this account. The following message appears
indicating the same.

A valid License not available. Please enter a valid License.

Figure 3: No License Message

For more information on adding licenses, see Add or Apply License to the Account on page 19.

Step 3: Generate and Apply the License

Extremelocation is a subscription-based service and requires a valid and in-force license to use the
services. The license sets the following parameters of your Extremelocation account:

e The maximum number of access points that can be deployed by this account.
¢ The validity duration of the subscription.

You can also use the license to extend the validity of your existing subscription.

Extremelocation License is generated from Extreme Networks License Portal. You must log in to this
portal and manually generate the license.

Extremelocation Quick Start Guide for version 1.2.0 / 13
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Before You Begin

Before you can generate the license, you must have the following information ready:
e The account number of your ExtremelLocation account.
e The Voucher ID received from Extreme Networks sent at the time of purchase of the subscription.

You must also have the following credentials:
e The user name and password for the ExtremelLocation website.
¢ The user name and password for the Extreme Networks License Portal account.

If you do not have your ExtremelLocation account, you must create it first. For more information on how
to sign up for the Extremel.ocation service, see Sign Up for Extremel.ocation on page 9.

If you do not have your Extreme Networks License Portal account, you must create it. You can create
your Extreme Networks License Portal account at Extreme Networks License Portal - New Accounts.
Navigate to the portal and follow the instructions to create your License Portal account.

Generate License

You should have the credentials to log in to the Extreme Networks License Portal. If you do not have the
credentials, please use the Extreme Networks License Portal - New Accounts link to create your
credentials for the License Portal.

You should also have the following information at hand to create the license:
e The account number of your ExtremelLocation account.
e The Voucher ID received from Extreme Networks sent at the time of purchase of the subscription.

To create your license:

Extremelocation Quick Start Guide for version 1.2.0 / 14
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1 Navigate to Extreme Networks License Portal using the link provided in the welcome mail.

The following screen appears.

I= Extreme

Connect Beyond the Network

Email
Password

Remember me

Reset Password / Forgot Create an Account
Password

Extreme Networks, Inc. employee? Log In

@ 2017 Extreme Metworks, Inc. All rights reserved.

Figure 4: License Portal Login Screen

2 Provide the credentials for logging in to the License Portal.

Email Provide the email ID registered for use with this License Portal account.

Password Provide the password for this License Portal account.
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3 Select Log In to enter the License Portal.

If the correct credentials are provided, the following screen appears.

Licenses Home

Generate License Upgrade License Evaluation Voucher
Artivate your Voucher for use on an Upgrade your Extremsa Management We proside hassle-free evaluations of
install system Center{NetSight) or ExtremeiWireless our software products.

license

Generate License Uhpgrade Request
wi Licenses (for example by Serial Mumbern Refine

Filter results by Voucher Product EI Custamer 3 Show Active & Available |; showi Evaluations EI Clear hil Filters
Woucher 1D & Wouchesr Product & Product Code & it b HW Sarial Kumber & Fedemption Date » Arthered Tags &
[ eval-nogsa7 WENZH0-10ROW 0214 Extveme Partal w027 Tat e
[Z] Evat-o00431 NETSIGHT Evaluation WETSKGHTEVAL Extreme Portal SNHT 1af 1 | v |

Figure 5: License Portal Welcome Screen

An error message is displayed if wrong credentials are provided. To retrieve a forgotten password or
to reset it, select the Reset Password/Forgot Password link at the bottom of the log in screen.

4 Select Generate License.
The following dialog appears.

Generate License

This voucher will be activated for use on an install system to be identified by HW
Serial Number, Admin MAC Address / Locking 1D, or Company Name.

Voucher ID

* -ABCD-2222-3333-ABCD

Enter the full ID including any h Ll The iD s c itive,

Cancel

Figure 6: Generate License Dialog

5 Enter the Voucher ID from your welcome mail into the Voucher ID field.

Note
! When entering the Voucher ID, include the hyphen ( - ) symbol that is a part of the
Voucher ID.
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6 Select Next.

The following screen appears.

Generate License

This voucher will be activated for use on an install system to be identified by HW
Serial Number.

W==-1AP-1YR Subscrip 1 AP_1 yr - Adoption/Subscription License

Voucher ID
8 2 2 280 — 280 280 280 280 — 29 2 2 o — o o e ok -k

Enter the full ID including any hyphens ~. The ID is case-sensitive.

Additional Voucher 1Ds

Enter one ID per fine including any hyphens *. The IDs are case-sensitive.

HW Serial Number

Enter the full ID including any hyphens ~. The ID is case-sensitive.

You must check this box to acknowledge you agree to the Terms & Conditions

Cancel

Figure 7: Activate Voucher Screen

7 Enter the ExtremelLocation account number in the HW Serial Number text box.
8 Select the You must check this box... check box to agree to the terms and conditions of the service.

We recommend that you select the Terms & Conditions link to read the service's Terms and
Conditions before creating your license.

9 Select Submit to create the license.

Once a license is created, it is added to the list of available licenses and is displayed in the main
screen.
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10 To view the license string, select the appropriate Voucher ID in the table at the bottom of the main
screen.

You can use the filter controls to limit the number of rows displayed in this table.

Licenses Home

Generate License Upgrade License Evaluation Voucher
Artivate your Voucher for use on an Upgrade your Extremsa Management e prosdde hassle-free evaluations of
install system. CentedMetSight) or ExtremeiWinsiess our software products,

licenze

Filter results by ioucher Product |L| Customer j Show AcCtive & Available |L Showy Evaluations :I Clear Al Filters
Woucher ID & Wouchesr Product & Produc Code & Lt HW Sarial Kumber & Redemption Dame Arhyered Tags &
|;’ EuvalD00%17 WSAZTI 00RO =14 ExEiied POrLa Himzm T Tali @
[ Eval-noous1 NETSIGHT Evaluacian METSIGHTEVAL Extreme Ports ST 1aft

Figure 8: License Portal Welcome Screen

The screen refreshes to display detailed information about the selected Voucher ID.

11 Use the Copy link to copy the License Key to the PCs clipboard.
We recommend that you to save this license key temporarily in a text editor for use when activating
your Extremel.ocation account.

12 Once you have created all your license keys, select the Log Out link to the top right of the screen to
log out of Extreme Networks License Portal.

Log In to Extremelocation

Use the Extremelocation Log In screen to log in to your account. If you do not have an account, use this
screen to sign up for a new account. You can also use this screen to retrieve or reset missing/forgotten
credentials such as user name and password.

Access to Extremelocation is only available on subscription to the service. On subscribing to the
service, you must also create the user credentials for logging into Extremelocation dashboard using an
account. To sign up, select the Sign Up link on the Log In screen. For more information see Sign Up for
Extremel.ocation on page 9.
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@, Password

© 2004-2018 Extreme Networks, Inc. All rights resewed.ﬂ Contact Us

Figure 9: ExtremeLocation Login Screen
To log in into Extremelocation:

1 Provide the user name in the User Id field (typically the email ID that you registered with).
2 Provide the password for the user name in the Password field.
Select the Login button to login to the Extremelocation user interface.

Should you need to contact Extreme Networks customer support, select the Contact Us link located
at the bottom of the login screen. For more information on how to contact the Extreme Networks
customer support, see Getting Help on page 5.

Add or Apply License to the Account

To add or apply license:

1 Select Settings from the main menu.
2 Select License from the sub menu.

The License Details pane opens.

License Details

Total 10

Used: 6

Expiry Date: 08-18-3113
License Key No. of Device Import Date Expiry Date Add/Extend
aalaafccad751abefcdbd1708e94e2d071f5h1844df5cfhb6635008d 10 03-13-2018 08-18-3113 Add

This dialog displays the following information:

Total Displays the total number of available licenses for this account. For a new account - without any
licenses - this value is zero.
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Used Displays the number of licenses in use out of those available as shown in the Total field. For a
new account, this value is zero.

Expiry Date Displays the date on which the license expires. For accounts with multiple licenses, this date is the
date on which the last license expires. For a new account this field displays Nl A
3
Select ° )

The Add/Extend License dialog appears. Use this dialog to add or to extend licenses for this
Extremelocation account.

Add/Extend License

@ add () Extend

Cancel Apply

Complete the following information:

Add Select this option to add a new license to this account.

Extend Select this option to extend the validity of the combination of the current licenses and the new
licenses that are being added in. The validity of the license is extended by the number of days
requested when the license was generated.

Enter License Paste the license key in this space. Ensure that you do not inadvertently paste any non-
Key printable characters in this space.

4 Select Apply to apply the license key.

If the license is valid for this account, the license is added to the list of licenses available for this
account. If the license is an Extend license, then the validity date of the license extended by the
number of days that is calculated by the Extremelocation system.

The table displays a list of all licenses (valid and expired) for this account.

License Key Displays the complete license key as provided by Extremelocation support.

No. of Devices Displays the number of device that can be used using this license.

Import Date Displays the date on which the license was added to this account.
Expiry Date Displays the date that the license will expire.
Add/Extend Displays the type of license.

If the license is valid, it is added to this table.
5 Optional: At any point, select the Cancel button to exit without adding licenses.
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Step 4: Configure the Access Points

ExtremeWireless WiNG Access Points

The following ExtremeWireless WiNG access points are supported by Extremelocation.
e AP7522
e AP7532
e AP7562
e AP8432
e AP8533

For more information on using ExtremeWireless WiNG access points at your ExtremelLocation site, see
Configuring ExtremeWireless WING Access Points on page 48.

ExtremeWireless Access Points

The following ExtremeWireless access points are supported by Extremelocation.
e ExtremeWireless AP3912
e ExtremeWireless AP3915
e ExtremeWireless AP3916
e ExtremeWireless AP3917
e ExtremeWireless AP3935
e ExtremeWireless AP3965

For more information on using ExtremeWireless access points at your Extremelocation site, see
Configuring ExtremeWireless Access Points on page 83

Step 5: Configure the ExtremeLocation Service

The Extremelocation Service configuration activities such as creating and managing sites, creating and
managing categories and others are performed through the Maps screen. The following activities can
be performed:
* C(Create a Site.

» Allocate licenses to the site.

» Allocate access points to the site.
e Place an access point on a floor map in the site.
¢ Create Regions/Category/Zones for the site.

Add a Site

Sites are locations that are monitored using the ExtremelLocation system. A site is a physical area such
as a store, hotel or a hospital or a venue such as a shopping mall or airport for which you capture
locationing data. A typical site is made up of one or more floors which are further devided into logical
areas or zones. Zones or categories are used to logically separate the floor for ease of locationing and
visitor tracking.
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For each floor in a site, you must upload a floor map if you want to use the zone or position tracking
feature. You need not upload a floor map if you want to use the presence feature only. Use the floor
map to accurately mark the locations of the access points installed on the floor. The access points
gather the location data for all visitors to the floor and this information is used along with the mapped
zones or categories to accurately track visits and visitors to the floor and to each zone on the floor.

To create a new Site:

1 Select Maps from the main menu.

The Maps screen appears.
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Figure 10: Maps Screen

Use o located to the right side of the screen to add a new site to this Extremelocation account.

The following dialog displays.
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Site/Site Group x

Site  Site Group

Name*:

Description:

Location™

Time Zone*:

Map to Site groups:

Cancel

Figure 11: New Site Dialog

3
Use the blinking @ site placement icon located at the center of the Maps screen to accurately
place the site on the displayed map.

Drag the site placement icon to a location nearest to the actual location on the map. Use the map's
zoom control and drag feature to place the icon at the site's exact geo-location on the map.

The exact location coordinates (latitude and longitude) and the time zone for the location are
populated in the dialog.

4 Provide the following information for creating the new site.

Name Provide a name for this site. The site's name should be descriptive such that identifying the
site among similar sites becomes easier. This is @ mandatory field.

Description Provide a brief description about the site. The information in this field should describe the
site in more detail than the name.

Location - lat Displays the exact latitude of the location of the blue site placement icon. You can also
enter a latitude value in this field to move the site placement icon to the specified location.

Location - lon Displays the exact longitude of the location of the blue site placement icon. You can also
enter a longitude value in this field to move the site placement icon to the specified
location.
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Time Zone Use this field to set the time zone for the location. When a site is located using the site
placement icon, this field is automatically populated with the correct time zone for the
location. You can also use the drop-down list to select the correct time zone for this
location. This is @ mandatory field.

Map to Site Use the drop-down list and select the Site Group to assign this to this site. Site groups are a
Group logical grouping of sites that share some similar characteristics. Assigning a Site Group is
not mandatory. For more information on Site Group, see Add a Site Group.

5 Select the License label to expand it. Use the Allocated on Site spinner control to set the number of
licenses allocated for use at this site.

The Allocated on Site control sets the number of licenses allocated and available for use at this site.

License

Allocated on Site:

0

TS

Number of APs:

Available in Pool: 10 out of 10

Figure 12: Assign License

The area displays the following information:

Allocated on Site Use the spinner control to set the number of access point licenses to be assigned to this site.

Note
e You cannot assign more licenses than those available for use. The number of
available licenses is displayed in the Available in Pool field.

Number of APs  Displays the number of access points assigned to this site.

Available in Pool Displays the number of licenses available for assignment. It also displays the total number of
licenses available for this Extremel.ocation account.

The total number of Used and Available licenses are also displayed alongside the Allocated field.

When a license is assigned to the site, it reduces the total number of licenses available for use for
this Extremelocation account. The number of licenses that can be allocated to this site cannot
exceed the total number of licenses available with this ExtremelLocation account.

Each access point added to the site consumes one license and is reflected in the Used field.
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6 Select the AP Placement label to expand it.

The AP Placement control assigns access points to the site using their MAC addresses.

Note
When adding MAC addresses of ExtremeWireless access points with two LAN ports, add
the MAC address of the LAN port marked as ‘Lan 1. The following ExtremeWireless access

E e points have two LAN ports.
1 J o AP3917

e AP3935

o AP3965

Use the Upload CSV File type control to upload a list of Access Points to be assigned to this site.
The list of assigned access points must be placed in a Comma Separated Value (CSV) file before
uploading to the site.

Selecting the Click here for Sample CSV downloads a . csv file that can be used as a template for
the file containing the list of access point MAC Addresses to be assigned to this site. Use the Browse
button to navigate to the . csv file on the local PC.

AP Placement

Browse

Click here for Sample C5V

Figure 13: AP Placement

To assign a single access point to a site, use the . csv file as a template to enter the MAC address of
the access point and upload the . csv file.

7 Select the Save button to save and create the new site.
At any point of time, select the Cancel button to exit without creating the site.

The new site is created with the information provided in this dialog. The site becomes available for
use immediately.
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8 Use the Maps view to locate your new site and select it.

The site's information is displayed as a pop-up dialog.
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Figure 14: Site Information Pop-up

Dashboard

The next step is to add a floor to the site. To add a new floor, see Add a Floor on page 26.

Add a Floor

A Floor is a physical division on the site. A site must have one floor and can have multiple floors.
Optionally, you can assign each floor on the site a floor map. Floor map is not required if you only
require presence information. Floor map is required for zone and position tracking. This information is
then used by Extremelocation to provide locationing and other services.

1 Select the Floors link on the pop-up.

The Maps screen displays any floor that is already configured for this site.

o Site : atlanta-wps-01

mainconf;

Floor atl-01-f-01 v o+ Clﬁnl

= * @ )
AP Heaimap  Crowding Region ‘ Opacity m

Device Preferences

@ Current O Historical

JOEHOCXHIOKXEXXK

& Assets(3) 2 Assoriates(2) 4B Visitors(37)

Figure 15: Floor Map
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If no floors are configured, the Maps screen displays the following.

Figure 16: No Floors Configured

0 Site * atanta-wps-01 *

Region

o

Cpacity (1l

There are no floors present for the selected site.Please add a floor.

2
When the site has floors, use the * icon located to the left of the Floors drop-down list to add a
new floor.
e Site : raleigh-wm-01 Floor: Block-3B-Floor-2-\ +

Figure 17: Add Floors Button

If the site has no floors, use the * icon to add a floor or you can use the big green circle on the

screen to add the new floor.
The Add Floor dialog appears.

Extremelocation Quick Start Guide for version 1.2.0




Extremelocation Quick Setup

Add Floor x

Name *:

Select Floor Map™*

Cancel

Figure 18: Add Floor Dialog

3 Use the Name field to provide a name for this floor. The floor’'s name should be descriptive such that
identifying the floor among other floors in the site becomes easier. This is a mandatory field.

4 Select the Select Floor Map label to add a floor map to be associated with this floor. You cannot add
a floor without adding its floor map. This is a mandatory action.

The Operating System's File Open dialog appears. Use this dialog to navigate to the image file
containing the floor's map and add it. A thumbnail of the floor map is added to the dialog.

Add Floor X
Name* ‘ atl-01-F-01|
3 = = ol = = 0
|"-| %_T :_;_—[ ;g_l-ll.l—é )
:
| e o oo ooy
f lell ol el el "ol o3
-
_ o fie
E %* o] Qj“\’;i =
Cancel Upload

Figure 19: Floor Map Loaded

You can use the small 'x' located next to the thumbnail image to remove the floor map image from
this dialog.
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5 Select the Upload button to upload the floor map and create the new floor.
At any point of time, select the Cancel button to exit without creating the floor.

The new floor is created with the information provided in this dialog. The floor reloads and the
following screen appears.

I Extreme

3 site aantaups ol Floor k01101 - o+ 5 fegian Cpacity m

- Scale Floor
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frishen

Deaw Boundry Clear Boundry

S%ep ZPlease ok on the Scae bution
andl I & drinw v o e AG4F ap
and enfer the accurate distance batwesn
seeried ponts

Figure 20: Scale Image Screen

6 Inthe Scale Floor dialog, select Draw Boundary. (The area within the boundary is used to determine
device location.) To anchor the beginning of the boundary line, click a corner of the outside
boundary. Click each corner to anchor the line. The drawing line zigzags across the image as you
anchor each corner. When you reach the last corner (which is also your starting point), double-click
the last corner to disable the pen tool.

The entire outside boundary is drawn and the Scale button is enabled.

E Note
0 If you make a mistake, select Clear Boundary to remove the entire boundary and start
over.

7 Select Scale. Choose two points on the floor map for which you know the actual physical distance.
Click on the first point and drag your pointer to the other point.

F Note
0 Proper scaling is fundamental to the accuracy of the location data for this site. Verify that
the scaling information is as accurate as possible.

A line is drawn on the map between the two points.
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8 Enter the physical distance value in the Scale Floor dialog.

Scale Floor

Step 1:Click 'Draw Boundry' button fo
begin drawing the external boundary for
your floor. Double-click when you're
finished.

o
o
m

o

Clear Boundry

Step 2:Please click on the Scale button
and then a draw line on the floor map

and enter the accurate distance between
selected points

Scale esooco0  P*

<
equals Meters =

[#]
o
1E

Figure 21: Add Scaling

9 Select the Save button.

The dialog briefly displays the scaling factor. The scaling factor is also displayed at the bottom left of

the Floors screen.

O Historical

(| 2 Aoy [u Asssts(0) | Asse:ialesiﬂlhl = visiors(0) ||

Clear
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= = —r= = = =- = = Device Preferences 4
- ' - = = - {l
2] ) i, " -
T = s 1} in 2 Device Locate
= = » 5 EE b - ‘ *
@ Current

Figure 22: New Floor

Add an Access Point

Access points provide the infrastructure for ExtremelLocation service. ExtremelLocation uses the access
point's radio’s sensor capability to provide the locationing and tracking services within its service area.
Access points must be added to a site's floor for viewing the visits and heat map for the floor.
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To add an access point to the floor:

1 =
Select from the

The following screen appears.

& = L3
Client AP Heatmap  Crowding

toolbar.

& = < .
o Site - atlanta-wps-01 Floor atl-01-f-01 - + Client AP Hea%map Crowding Region ‘ QOpacity m c
Floor Preferences »
Access Poinfs ———————————————— ==
KR ICXCHHKXX
S 3 MAC
mainconf/
® 746779 144d x
® 74677921150 x
® 842484167204 x
Mac: T4 67T 9a144d
Category: hd
Zone Threshold: ~ -60 Clear
Reset Save
Regions —————— &»
Category ————————————— &

Figure 23: Maps Screen - Add Access Point

By default, the Floor Preferences area displays the Access Points assigned to this site.
2 From the list of access points, select an unplaced access point and drag it to its location on the floor
map.

L ]
An unplaced access point can be identified by the © icon and will also have a Trash icon alongside
it. Use the Trash icon to remove this access point from the list. Trashed access points will be available
for re-deployment across all the sites for this Extremel.ocation account.

vl!.
An access point placed on the floor map is identified by the icon and will have a small 'x" icon
alongside it. Use the 'x" icon to remove the access point. This access point can then be re-deployed
to an another floor of this site.

Caution
When re-deploying an access point, please note that all previous analytics data will be lost
— and cannot be recovered.

You can also select and drag an access point to a re-locate it to a different location on the floor.

Note
E -~ When an access point is placed on a floor map and is unable to contact the

Extremelocation server, its icon changes to l . For more information on the various
states that an access point can be in, see Access Point Status lcons in Map View
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3 Set the Category to which this access point belongs. Use the drop-down list to select the
appropriate category. Multiple categories cannot be selected.

Any data sent by this access point is tagged with this category.

You can create a new category by selecting the o button next to the Category list.

Create Category

Category Name

Threshold - Visitors per Associate

10 < -1

Cancel Save

Figure 24: Create Category Dialog

Provide a name for the new category in the text box.
4 Set the Threshold - Visitors per Associate value for triggering the crowding feature.
This value is the threshold of number of visitors to the number of associates above which a

Crowding event is triggered. In this example, if the ratio of 10 visitors per associate is exceeded, a
Crowding event is triggered.

For more information, see Crowding View
5 Select Save to apply the changes made to the Category and Zone Threshold fields and apply these
values to the access point.

At any point, use Reset to reset the values in the Category and Zone Threshold fields to their
previous values.

Add a Region

Regions are locations on map that identify an area on a floor. For example, in a shop, the cosmetics aisle
can be marked with the region 'Cosmetics'. Similarly, in an office, the area where the Accounts team is
located can be marked with the region 'Accounts’. This segregation of the floor into logical regions
enable you to get an idea of the visits in that particular region of the floor.

To create a region:

a il [ &

Select the % | button from the |_S_ #7  Felmn Gominafph)hhar.

The following screen appears.
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) = [ <@
@ site: atlanta-wps-01 Floor atl-01-£.01 v o+ S M et EmEm
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Figure 25: Maps Screen - Access Point Screen

Regions

Category

By default the Floor Preferences dialog displays the access points assigned to this site.
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2 Select the Regions label to expand it.

Floor Preferences »
Access Points s
Regions -
Region
@® by
finance i
@  mainconf 1=
®  workstns |
. execrooms il =

New Region

Category: Common v

Reset Save

Category L o

Figure 26: Regions Pane

The Regions pane displays a list of configured regions for this floor map. Select a region in the list to
identify it on the floor map. The selected region is highlighted on the floor map with a thick border

around it.
3 Select the New Region button to add a new region.

The Region Name text box is enabled.
4 Enter a valid Region name.
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5 Use the Color control to select a unique color for this region.
Selecting an unique color enables you to quickly identify a region in a floor with multiple regions.

The following dialog appears.
k I (=g ml [ ot - e

OK

100 100 100 Cancel

i (R (e
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Figure 27: Region Color Picker

Set the HEX, RGB, or the HSVA parameters to define your color. In this dialog, setting any value
changes the values in the other fields to reflect the same color in their respective notations.

_.*'_"-.,. Attention

;= % The"ALPHA" channelis not used when defining a region's color.

Select OK to set the selected color as the region's color. At any time, select Cancel to exit without
setting the color.
The selected color is set as the region's color.

6 Select the region's Category using the drop-down list. When set, this category value has precedence
over the category set on the access points that are placed in this region.

Use the o button to add a new category if it does not exist.
7 Draw a rectangular area on the floor map to mark the region.
A region is created and placed on the floor map.
8 Select Save to save the new region.
At any time select Reset to exit without creating a new region.

Step 6: Configure the ExtremelLocation Dashboard

Use the fully customizable Extremelocation Dashboard to display data for the sites managed by your
Extremelocation account. Extremelocation provides a large number of widgets for you to use in the
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dashboard to filter to the data that is of interest for your site and your requirement. You can create any
number of custom Dashboards to meet your requirements.

You can filter the data displayed on the dashboard by location or site group and further on the time
duration of interest. These options, location and time, can be applied independent of each other. You
can filter the data displayed on the dashboard based on the location or time or both.

Create a Dashboard

To create a new Extremelocation dashboard:

1

Select Dashboard from the main menu.
The dashboard marked as favorite automatically loads.

I= Extreme

® @ Dashboard  default - Q Location east-coast - @ Duration TODAY v &_R ‘ | &2
o
E Inside Engagement Trend (Hour of day) S e % Visits - Outside vs Inside (Hour of day) S % Inside Engagement Trend (Day of week) %
400 1000 800
=
= 350 00
300 800 600
& 700 £
£ 250 w o
2200 3 e
> 150 £ 500 200
100 H H u > 400
50 00 0
0 HHHHH ! UHHHHH 200 3 %
2 2 % % % % 5 %+ 5 B B 0D 100 I ! H HH ! I ' ' 5 %
0 -
2 2 % % % > % B B VD 9
W<5mins W520mins M 20-60 mins M 16 hrs W<5mins W520mins M 2060 mins 16 hrs
= > 6 hours T outside M inside Bounced M Inside Engaged 7> 6 hours
Inside Engagement Trend S Inside Engagement Trend (%) - Unique Visitors (Outside vs Inside) Pl
400 56 900
350 217

800

300 313 T 700
250 || 0 4 N
3 1! y L 600
o= Wi y - |
-1 COVRN Amad [ 2 400 L -

Figure 28: The Dashboard Screen

If no dashboard exists, the following is displayed on the dashboard screen.

& Dashboard - ¢ Location  east-coast - 0Duratl0n| TODAY v| Boo &S E o

Please add a Dashboard

Figure 29: The Dashboard Screen When No Dashboard is Available
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2 When no dashboard exist, click the big green circle in the middle of the screen to create a new
dashboard.

0

‘ = tool bar.

If dashboards are available for this account, button from

The button expands to display a drop-down list.

== Create Dashboard
[# Edit Dashboard

11 Delete Dashboard

Figure 30: Manage Dashboard Options

4 Select Create Dashboard from the drop-down list.
The following New Dashboard screen appears.

test.org.01@mailinator.com

% e
= E:T_:r’_e_r‘n_,_ (7166349
& New dashboard Bac Save | Cancel
SiteAnalyliess  Category Analytics Q
o 1
Distribution of visit lengths of Inside visits(Bounced &

Distribution of visit lengths of Inside visits(Bounced &
Engaged) aggregaled by hour of the day over selected

Engaged) aggregated by hour of the day over selected
lime period. Available buckets are <5 mins., 5-20 mins.,
20-60 mins., 1-6 hours, >6 hours.

Distribution of visits (Inside & outside) visits aggregated
by hour of the day over the selected lime period.

time period. Avallable buckels are <5 mins.. 5-20 mins.,
20-60 mins., 1-6 hours, >6 hours.

Distribution of visit lengtns of Inside visits(Bounced &
Engaged) over lime. Available buckels are <5 mins.,
5-20 mins., 20-60 mins.. 1-6 hours, »6 hours.

Distribution of visit duration of Inside visits(Bounced &
Engaged) aggregated over the selected ime period.
Available buckets are <5 mins., 5-20 mins., 20-60 mins.,
1-6 hours, >6 hours.

Unique Visilors by Inside Engaged, Inside bounced,
Outside over time.

Figure 31: New Dashboard Screen
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5 Select one of the two available widget categories.

Widgets on the New Dashboard screen are classified into:

¢ Site Analytics - Use the widgets in this category to display site analytics data.

* Category Analytics - Use the widgets in this category to display category/zonal analytics data.

Site Analytics Category Analytics

Q

Figure 32: Widget Categories

Use the Search text box to drill down to the widgets of interest.

6 Click the widget to select it. You can select multiple widgets to add to the dashboard at a time.

A green check mark appears on the top right of the selected widget.

Detrizgtion of wad kergthe of = veraDanced &

Eriginyin] aggrigiki by Bour o P Sy toir SeRcled CbTEuion of Vil Jroik & sulik] walls Egiigakes

R [T AraRRIDK: DRt I Mk, 5.1 DR, £ vt o [Tk Oy e o SET I 1oee prioad
S50 mEs . 146 hoars, w5 nos

Figure 33: A Selected and an Unselected Widget

7 Select Next located to the top right, above the New Dashboard screen.

The following screen appears:

Distribution of visit lengths of Inside visits(Bounced & 1
Engaged) aggregated by hour of the day over selected 1 Distribution of visits {Inside & oulside) visits aggregated
time period. Available buckets are <5 mins., 5-20 mins., : by hour of the day over the selected time period.
20-50 mins., 1-6 houwrs. >6 hours. :

Back Meot Save Cancal

Figure 34: New Dashboard screen - Widget Placement and Sizing

To remove a widget already placed on the dashboard, use the red X located to the top of that

widget. This immediately removes the widget from the dashboard.
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at buttons to rearrange or re-size the selected widgets on the new dashboard.

Select a widget and drag it to the desired location on the dashboard. The other widgets on the
dashboard are automatically rearranged to accommodate the moved or re-sized widget. To re-size a
widget, select Resize. A small triangle appears in the bottom right of each widget. Click and drag
this triangle to re-size the widget.

9 Select Save to save the final dashboard layout.

At any time use Back to navigate to the previous screen. Similarly, use Cancel to exit without
creating the dashboard.

A small window appears.

Dashboard name = MNew dashboard Save

Figure 35: Name the New Dashboard

10 Provide a name for this dashboard and select Save.

The dashboard is saved and displays the configured data.

Load the Dashboard

To display the Extremelocation dashboard:

1 Select Dashboard from the main menu.

The dashboard marked as default automatically loads.

I= Extreme

& @ Dashboard  default - @ Location  east-coast - @ Duration TODAY v ®R ‘ =
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Figure 36: The Dashboard Screen

2 To select a different dashboard, use the Dashboard drop-down list.

The selected dashboard opens and displays the configured data.
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3 c ICHENE
To manually refresh the data on the screen, select the button from tool
bar.

4 ‘ B oL o
Select the button from tool bar.

The button expands to display a drop-down list.

&
PDF
[ csv

Figure 37: Dashboard Download Options

5 Select the PDF button to save the current state of the dashboard as a Portable Document Format
(PDF) file. Select the CSV button to save the current state of the dashboard as a Comma Separated
Value (CSV) file.

6 Use the Location drop-down list to select a site and to display the data for the selected site when
multiple sites are available under this Extremelocation account.

Location:| SanDisgo - +
All = S
& Central America
Category |
& East Coast 1
224 -
. @West Coast
Fatly B
1
164
/¥ Los Angles
. 144
fa
30012_ ﬂSanjose
X104
mo Portland
0 o m ortlan
6 4 [\ New York 1l
4 4 "4 A
2 -

Figure 38: Location Drop-Down List

The dashboard refreshes to display data for the selected site or a group of sites.
7 Use the Duration drop-down list to select a time duration to display data for.

The drop-down provides a set of pre-configured durations for filtering data. The available pre-
configured durations are:

¢ Today - Displays the data for the current date. Excludes data for all other dates.

* Yesterday - Displays the data for the day before the current date. Excludes data for all other
dates including data for the current date.
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e |ast 7 Days - Displays the data for the last 7 days prior to the current date. Includes data for the
current date. Excludes data for all other dates.

e Last 30 Days - Displays the data for the last 30 days prior to the current date. Includes data for
the current date. Excludes data for all other dates.

e Custom Range - Displays the data for a user selected date range.

@ Duration TODAY -

LD March 2018 ~ March 2018 ~

YESTERDAY

LAST 7 DAYS
1 2 3 1 2 3

LAST 30 DAYS
CUSTOM RANGE 4 5 6 7 8 9 10 4 5 6 7 8 9 10
EVENT 11 12 13 14 15 16 17 11 12 13 14 15 16 17

Cancel Apply

Select the start date and end date for the range from the displayed calendar and select Apply.

e Event - Displays the data for user created "Event” such as a sale or a conference. An Event is a
user created date range that is identified with an unique name.

TODAY v

TODAY
YESTERDAY
LAST 7 DAYS EVENT. v|*
LAST 30 DAYS

CUSTOM RANGE

Cancel Appl
EVENT ey

Use the drop-down to select the event of interest and select Apply. See Create an Event to know
about creating an event.
& o e |2 & o
Periodically select the button from
displayed on the current dashboard.

tool bar to refresh the data

Dashboard Widgets

Widgets are used to display the data of interest from a site's locationing data on the dashboard .
Widgets on the New Dashboard screen are classified into:

¢ Site Analytics - These set of widgets display site analytics data.

e Category Analytics - These set of widgets display category analytics data.
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Site Analytics Category Analytics Q

Figure 39: The Widget Categories

Use the Search text box to drill down to the widgets of interest.

Site Analytics Widgets

Use the Site Analytics widgets to display various site analytics data on to the dashboard. The following

widgets are available

Widget

Description

Visit Type

This widget displays the device visit types distribution classified as Outside,
Inside Bounced or Inside Engaged on a bar chart.

Inside Engagement Trend

This widget displays the distribution of devices classified as /nside a site
further classified as Bounced or Engaged visitors. Data is displayed for
each of these visit types for these time ranges:

e <5 minutes (devices in site less than 5 minutes)
e 5-20 minutes

® 20-60 minutes

e 1-6 hours

e >6hours

Inside Engagement Duration

This widget displays the average engagement duration for /nside Engaged
visitors. Engagement duration is the time the user is engaged (stays) inside
the site.

Loyalty - First vs Repeat

This widget displays the distribution of total visits classified into first time
visits and repeat visits.

Visit Opportunity

This widget displays the total number of Outside and Inside visits identified
by Extremel.ocation based on the devices identified by it. Each observation
of the same device is counted as a separate visit.

Visit - Outside vs Inside

This widget displays the distribution of visits based on visit types. Visit
types can be one of Outside, Inside Bounced or Inside Engaged.

Inside Engagement Trend

This widget displays the aggregated distribution of /nside visitors on visit

(aggregated) duration. Inside visitors are further classified as Inside Bounced and Inside
Engaged depending on the time duration the visitor spends in the site.
Data is displayed for each of these visit types for these time ranges:
e <5 minutes (devices in site less than 5 minutes)
e 5-20 minutes
e 20-60 minutes
e -6 hours
* >6hours
Top 5 Sites (Visit) This widget displays the top five sites sorted by the total number of inside

visits observed across all of the sites. This is a good metric for venue
owners to identify top-performing venues that get more footfalls compared
to all other sites.
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Widget

Description

Bottom 5 Sites (Visit)

This widget displays the bottom five sites sorted by the total number of
inside visits observed across all of the sites. This is a good metric for venue
owners to identify poorly performing venues which have low footfalls
compared to all other sites.

Top 5 Sites (Visit Duration)

This widget displays the top five sites sorted by the time the visitor is
engaged (spends) in the site. This is a good metric for venue owners to
identify top-performing venues that get visitors to spend more time there
when compared with all other sites.

Bottom 5 Sites (Visit Duration)

This widget displays the bottom five sites sorted by the time the visitor is
engaged (spends) in the site. This is a good metric for venue owners to
identify poorly performing venues that visitors do not spend time in when
compared with all other sites.

Visits - Outside vs Inside (Day of
Week)

This widget displays a chart of the total of all visits to all the sites managed
by this Extremelocation account classified into Outside, Inside Bounced,
and /nside Engaged visits. This data is then displayed for each day of the
week.

Visits - Outside vs Inside (Hour of
Day)

This widget displays a chart of the total of all visits to all the sites managed
by this Extremelocation account classified into Outside, Inside Bounced,
and /nside Engaged visits. This data is then displayed for each hour of the
day.

Inside Engagement Trend (Hour of
Day)

This widget displays a chart of the total of all visits lengths of all visitors
classified as /nside consisting of /nside Bounced and /nside Engaged visitors
for all the sites. This data is then displayed for each hour of the day
classified by visit duration. Data is displayed for these time ranges:

e <5 minutes (devices in site less than 5 minutes)
® 5-20 minutes

® 20-60 minutes

e 1-6 hours

e >6hours

Inside Engagement Trend (Day of
Week)

This widget displays a chart of the total of all visits lengths of all visitors
classified as /nside consisting of /nside Bounced and /nside Engaged visitors
for all the sites managed by this Extremelocation account. This data is then
displayed for day of the week classified by visit duration.

Unique Visitors (Outside vs Inside)

This widget displays a chart of the total unique visits to the site further
classified into /nside Bounced, Inside Engaged, and Outside visit types by
time duration. Select the labels at the bottom of this widget to hide/view
the data of interest.

Unique - Inside Engaged vs
Associates vs Assets

This widget displays a chart of the unique visits to the site by /nside
Engaged visitors, Associates, and Assets by time duration. Select the labels
at the bottom of this widget to hide/view the data of interest.

Visits - Inside Engaged vs Associates

vs Assets

This widget displays a chart of the total visits to the site classified by /nside
Engaged visitors, Associates, and Assets by time duration. Select the labels
at the bottom of this widget to hide/view the data of interest.

Visits - Inside Engaged vs Associates

vs Assets - Totals

This widget displays a chart of the all visits to a site classified by /nside
Engaged visitors, Associates, and Asset S.
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Category Analysis Widgets

Use the Category Analytics Widgets to display various category analysis data on to the dashboard.
Category analytics are generated based on the category values assigned to regions or access points on
the floor plan for a given site. For example, when ExtremelLocation is deployed in a retail environment,
you could set your categories as Electronics, Cosmetics, Baby Care, etc.

The following widgets are available

Widget

Description

Category Visits - Inside Visitors vs
Associates vs Assets D

This widget displays summary of visitors to a user selected category. The
visits are classified as Inside Visitors, Associates and Assets and displayed
for the duration specified in the Duration drop-down.

Category Visits (Visitors)

This widget displays the distribution of category visits by visitors over time.
Select a category (legend) below the graph to show or hide the graph for
the selected category.

Top 5 Categories (by Visits)

This widget displays the top five categories by number of visits to the
category area.

Category Visits (Associates)

This widget displays the distribution of category visits by associates over
time. Select a category (legend) below the graph to show or hide the graph
for the selected category.

Bottom 5 Categories (by Visits)

This widget displays the bottom five categories by number of visits to the
category area.

Category Visits (Assets)

This widget displays the distribution of category visits by tracked assets
over time. Select a category (legend) below the graph to show or hide the
graph for the selected category.

Top 5 Categories (by Visit Duration)

This widget displays the top five categories by visit duration to the
category area.

Category (Visit Duration - Visitors)

This widget displays the distribution of category visits by visitors and the
time duration (in minutes) spent by these visitors in that category. Select a
category (legend) below the graph to show or hide the graph for the
selected category.

Bottom 5 Categories (by Visit
Duration)

This widget displays the bottom five categories by length of visits (in
minutes) to the category area.

Category - Unique Visitors

This widget displays the distribution of unique visitors to a category/zone
over time. Select a category (legend) below the graph to show or hide the
graph for the selected category. Does not track repeat visitors to the
category.

Category (Visit Duration - Asset)

This widget displays a graph of visit durations by assets over time.

Category (Visit Duration -
Associates)

This widget displays a graph of visit durations by associates over time.

Category - Unique Assets

This widget displays a graph of the number of unique assets in each
category arranged in descending order over time.

Category - Unique Associates

This widget displays a graph of the number of unique associates in each
category arranged in descending order over time.

Category Visit Duration - Inside
Visitors vs Associates vs Assets

This widget displays a graph of the distribution of visit durations for /nside
Visitors, Associates, and Assets. Use the category drop-down to select a
category to display data for.
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Widget Description

Category Crowding This widget displays a graph of the distribution of crowding events over
time. It shows where crowding has occurred and which categories have had
more events in comparison to other categories.Use the historical data to
determine where more associates should be deployed.

Category Path Analysis This widget displays a multi-dimentional view representing the movement
of visitors from one category to another. The following data is displayed:

e comparison of visitor flow across categories
® absolute number of visitor movements across categories
e direction of visitor flow across categories

Step 7 (Optional): Device Classification

Devices are classified into one of the following types:

* Assets

¢ Associates

e Visitors

e Associate Personal Devices

Devices are classified as Vi si t or when they are identified for the first time at the Extremelocation
site. This is the default behavior.

Once a device has been classified as Vi si t or, the device is monitored for further classification. Some
of the parameters used for device re-classification are the SSID to which the device associates and the
time duration the device is seen at a site. Both these parameters are user configurable and are used to
fine tune device classification.

Extremelocation also classifies personal devices of Associates as a separate category. Use this
classification to ignore any data for these personal devices from any analysis and from being displayed
in Client View on the floor map.

Device Classification Types

e Assets: Devices such as access points, POS, that are considered as an organization's Assets are
classified under this device classification.

¢ Associates: Devices such bar-code scanners, RFID readers, Mobile Phones that an associate carries
on person and uses to perform specific task or tasks related to the Associate's job function are
classified as Associates.

e Visitor: This is the default classification applied to any device that is seen at the site for the first time.
Generally, this classification applies to any device that is carried by any customer or vendor visiting
the site. Depending on other conditions, a device is re-classified to one of the other types from this
classification.

¢ Associate Personal Device: This is a special classification reserved for those device that an Associate
carries for personal use and which are different from those devices that is used for carrying out
official tasks. You can choose to ignore devices that are classified in this type from being included in
any analytics.
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Configuring Device Classification
Device Classification can be performed automatically or manually. To configure device classification:

1 Select the Settings > System Settings > Device Classifications menu item
The Device Classification and Management screen displays.

pani@gmail.com

I= ©Maps @Dashboard ©wDevices  # Settings (34396328) 2 (2]
£+ Settings
User Management Device Classification and Management

System Settings -
__| Classify and Ignore Associate Personal Devices @
Device Classification

Thresholds Associate -
Subscriber Settings Automatic
License SSID: (® SSID B .
Categary Visit Duration: O = hrs. mins.
Manual
Browse
Click here for Sample CSV
Reset Save

2 Select the Classify and Ignore Associate Personal Devices option to ignore any device not
classified as either "Associate” or "Asset" and that have spent more than four (4) hours in the site.
Use this option to ignore any personal devices such as mobile phones that an "Associate” might
carry on person for personal use. When this option is disabled, a message displays warning that
currently classified and ignored devices will be treated as "Visitor" devices.

3 Set the Automatic classification configuration options to classify the identified devices automatically
based on set rules. Use the drop-down to select one of the pre-existing classifications.

Devices can be classified either as Asset or Associate. This classification is based on one of the
following rules:

e SSID - Devices are classified based on the SSID that the device associates itself to at the site.
¢ Visit Duration - Devices are classified based on the duration the device remains at the site.

Note
Device Classification can be done automatically or manually.

When classifying devices automatically using SSIDs, you must manually provide the SSID that is

used for the classification. Use the o button to add SSIDs manually. The following field appears
when you select the button.
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Add

Figure 40: Add SSID Dialog

Enter a valid SSID into the SSID field and select Add to add the entered SSID to the list. Then, select
the appropriate SSID from the SSID drop-down list to create your classification rule.

4  Select Save to save the changes made to the Device Classification parameters.

At any time, select the Reset button to revert the changes made to the device classification
parameters.

Device Classification Rules

Extremelocation allows classification of the devices seen by it into the following categories:

* Assets

* Associates

e Visitors

e Associate Personal Devices

The classification happens according to the following rules:

1 Any device classified manually using imported csv file is classified as such immediately.

2 Any devices with Extreme, Symbol, or Motorola OUIs are marked as Assets first. These devices are
subject to reclassification when other rules are run later.

3 Associate Personal Devices are disabled by default. When Associate Personal Device support is
enabled, any device classified as Associate Personal Devices has a priority lower than devices
classified as Assets or Associates. Moreover, any device already classified as either Asset or
Associate is not classified again as Associate Personal Devices.

4 Classification rules are run when a device enters a site or exits it. When a device visits a site for the
first time, it is always classified as a Vi si t or device. When the device exits the site, it is reclassified
based on the following rules which set the priority of the device as:
¢ When Associate Personal Devices is enabled, the priority is as follows, Associate > Asset >

Associate Personal Devices > Visitor.
e When Associate Personal Devices is disabled, the priority is as follows, Associate > Asset >
Visitor.
5 The rules for classification as Associate Personal Devices are:
e The device is seen in the environment (site) for more than 4 hours
¢ On site exit, the device is not classified as an Asset or Associate either through manual
classification or through configured rules.
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3 Configuring ExtremeW.ireless
WING Access Points

Basic Access Point Configuration

RF Domain Configuration

Sensor Policy Configuration

RF Domain - Sensor Policy Configuration

Extreme Location and WING Integration
Linking ExtremeLocation Tenant Account Number with WiNG
Linking ExtremeLocation Tenant Account Number with WiNG Controller

An ExtremeWireless WiNG access point can be used with Extremelocation in two (2) modes. In the
"Radio Share" mode, the access point acts as a sensor when off channel scan is done.

In the "Dedicated Sensor” mode, the access point radios are configured to be dedicated sensors. The
radios do not support providing services to wireless clients and are dedicated to the purpose of
gathering information about wireless clients and their activities.

To Deploy ExtremeWireless WiNG access points in Radio
Share Mode

The following configurations must be performed to deploy ExtremeWireless Access Points in the Radio
Share mode.

1 Enable the access point radios to work in the radio share mode. See Radio Share Configuration on
page 49.

2 Configure the RF Domain Policy to point to the Extremelocation server. See RF Domain
Configuration on page 56

To Deploy ExtremeWireless WING access points in Dedicated
Sensor Mode

The following configurations must be performed to deploy ExtremeWireless Access Points in the
Dedicated Sensor mode.

1 Enable the access point radios to become dedicated sensors. See Standalone Sensor Configuration
on page 52.

2 Configure the RF Domain Policy to point to the Extremelocation server. See RF Domain
Configuration on page 56

3 Configure the Sensor Policy to select the channels for scanning and other parameters. See Sensor
Policy Configuration on page 61.

4 Link the Sensor Policy to the RF Domain for the configuration to be assigned to all access points in
that domain. See RF Domain - Sensor Policy Configuration on page 63
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Basic Access Point Configuration

If you have existing ExtremeWireless WiNG access points, you can either configure them to share their
radios or configure them as dedicated sensors.

To deploy ExtremeWireless WING access points with shared radio usage, see Radio Share Configuration
on page 49.

To deploy ExtremeWireless WING access points as standalone sensors, see Standalone Sensor
Configuration on page 52.

ExtremeWireless WING access points can also be deployed in an environment where Extremelocation
co-exists with AirDefense Service Platform. In such deployments, (where the WING access point acts as
a dedicated sensor or in the radio share mode) the access point's configuration information is pushed to
it from AirDefense Service Platform and not from any WiNG controller the access point is adopted to. To
deploy ExtremeWireless WiNG access points in a mixed Extremelocation and ADSP deployment, see
Mixed Extremelocation and ADSP Installation on page 55.

Radio Share Configuration

When set to the "Radio Share" mode, the access point radio acts as a sensor when off channel scan is
done. To configure the access point radio in the "Radio Share" mode:

1 Select Configuration > Profiles > <your AP's profile>

WiNG v5'S (1)

Dashboab (ool Diagnost...  Operations  Statistics

Devices Wireless Network Profile.” RF Domains =~ Security Services Management %] Revert  |%, Commit  [] Commit and Save
LT)Manage Profiles Profile default-ap7532 Type AP7532 (7]
General Location
Power Area o
Adoption Al
oor
» Interface B
Floor Mumber 1 1 to 4,094}
» Network o Ij
) Statistics
» Security
NoC Update Interval @ o (0,5-3600 seconds)

VRRP
Network Time Protocol (NTP)

Critical Resources
Map: (Device | v . Server IP Key Key Preferred Autokey Version Minimum Maximum
Senices " h
. Number Polling Polling Im)
pdefault—ﬁph- | » Management Interval Interval

default-ap7532
i - Mesh Point Li]
D) defaul-ap7sa2
» Advanced
[ 3 default—ﬁp31xx

D) defaul-apasaz
1) default-apas33
) defaul-ex3s24
L7 defaul-sx3548

[,
Type to search
B @ E
OK Reset E
Ca
Event Summary nn’—|n [~11 Find Functional Area  Type to search

Your access point type's profile loads.
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2 Select Interface > Radios > <the radio to configure> and then select the Edit button.

A 4D Dashboard [efyil[I[#8 Diagnost.. Operations Statistics
Devices Wireless Network Profiles RF Domains Security Services Management %7 Revert [ Commit [ Commit and Save
Profile default-ap7532 Type AP7532 (2]
General Name @ | Type Description Admin Status RF Mode Channel Tranzmit Power
Power radiol Radio radio « Enabled 2.4 GHz WLAN smart smart
Adoption radio2 Radio radio2 «" Enabled 5 GHz WLAN smart smart

v Interface <=
Ethernet Ports
Virtual Interfaces
Fort Channels
Radios @
FPFPoE

| » Network

» Security
YRRF
Critical Resources
Senices

» Management

Mesh Point
» Advanced
(8)
Type to search in tables ' Row Count. 2
| (e ][ est ] [Crosmee | [ ew ]
[
Event Summary nn’—|n (=1} | ‘ Find Functional Area W

The selected radio's configuration window loads.

Name radio1 (2]

WLAHN Mapping / Mesh Mapping  Legacy Mesh  Client Bridge Settings  Advanced Settings

P i i
roperties WLAN Properties
Diescription 0 radiol Beacon Interval 0@|100 ¥ | (miliseconds)
DTIM Interval BSSID 4 2
Admin Status @D Disabled @) Enabled
RTS Threshold @ 65536 ‘ﬂ (0 to 65,536 bytes)
Radio Q08 Poicy | defaut | 2@
Short Preamble o]
Association ACL 0|<nune> v | 9 &

Guard Interval O Any -
Radio Settings Frobe Response Rate | follow-probe-request | =

RF Mod -
ode 0|2.4GHZ wian A | Probe Response Retry @[]

Lock RF Mode e[

Channel i@ smart L4
DFS3 Revert Home 0V Feed WLAN Packets to Sensor | off -

Radio Share

DFS Duration 0@ 90 ‘ﬂ (30 to 3,600 minutes)
Transmit Power ®) smart
0@ (1to3
Antenna Gain @ 00
Antenna Mode O |Defaut
Fnahle &nt: Diwversite w1 =

| OK Reset E
3 Select Radio Settings if not selected.
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4  From the Radio Share > Feed WLAN Packets to Sensor control, select the Pr omi scuous option.

Radio Share
Feed WLAN Packets to Sensor o_
Off
Inline
Promiscuous

Note

GHz.)

Radio Share mode has to be enabled individually for each radio band (2.4 GHz and 5.0

5 By default, a radio in the Radio Share mode acts as sensor during off channel scans. To enable off-
channel scan, select the Advanced Settings tab.

Name radio1 [7]

Radio WLAN

I Mesh

Aggregate MAC Protocol Data Unit (A-MPDU)

| Transmit and Receive v

Winimum Gap Between Frames g/ auto » | (microzeconds)

A-MPDU Modes

Received Frame Size Limit | defautt ¥ | (bytes)

Transmit Frame Size Limit #2000

‘ﬂ (2,000 to 65,535 bytes)
Aggregate MAC Service Data Unit (A-MSDU)

A-MSDU Modes @ Transmit and Receive v
Airtime Fairness

oM

Prefer High Throughput Clients QD 1 = Mto10)

Enable Fair Access

Miscellaneous

RIFS Mode @ [Receive Only -

Aeroscout Properties

Forwarding Host i ]

Hon-Unicast Traffic
Broadcast/Multicast Transmit Rate

Broadcast/Multicast Forwarding

Sniffer Redirect (Packet Capture)

Host for Redirected Packets

Channel to Capture Packets

Channel Scanning

Enable Off Channel Scan

Off Channel Scan list for 5 GHz

Off Channel Scan list for 2.4GHz

Max Mutticast

Int, L

Legacy Mesh  Client Bridge Settings

Advanced Settings

lad
-

highest-basic,highest-basic, highest-bas [ Select - J

@ | Follow DTIM v

o1 -

o[]
| P
o» =
H L]

v| o
o’ L |
3 -]
04 ‘ﬂ(utnwm

[a)

—_——

6 Optional: From the Channel Scanning control, select the Enable Off Channel Scan option.

Channel Scanning

Enable Off Channel Scan o]
Off Chamnel Scan st for SGHz |35 |
o e |
i [-]
Off Channel Scan fist for 2.4GHz - |
i) ;
3 [+]
Wax Mutticast 94_5 (0 1o 100)
Scan Interval ﬂzn_‘ﬂ (2 tn 100 dtims}
Sniffer Redirect °

7 Review the other parameters for this configuration and modify them if required.

8 Select the OK button and then select the Exit button to save changes made to the radio
configuration.
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9 From the top right corner of the screen select the Commit and Save button to commit and save
changes to the profile.

"}J Revert L*h Commit H Commit and Save

Standalone Sensor Configuration

When set to the "Sensor” mode, the access point radio is dedicated to the task of gathering locationing
information for the area in which it is deployed. While in the Sensor mode, the access point does not
transmit or receive data traffic.

Note
A tri-radio access point such as the AP8533 does not need further configuration changes as one of the
three radios is configured as a full-time dedicated sensor radio.

Profile default-ap8533 Type AP8533 e
General Hame @ | Type Description Admin Status | RF Mode Channel Transmit Power
Power radio1 Radio radiol «# Enabled 2.4 GHz WLAN smart smart
Adoption radio2 Radio radio2 " Enabled 5 GHz WLAN smart smart
0 VWired 202 1x% radio3 Radio radio3 «* Enabled Sensor smart smart
v Interface
Ethernet Ports

Yirtual Interfaces

Port Channels

Radios

PPPOE

Bluetooth Type to search in tables. Row Count: 3
» Network Add || eat || Repace | [ Ext
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1 Select Configuration > Profiles > <your AP's profile>

WiNGv5.9 [P Configur.. - RER S 8

Operations  Statistics

Dashboao
Devices Wireless Metwork Profile

RF Domains Security Services Management %] Revert % Commit  [] Commit and Save
i) Manage Profiles Profile default-ap7532 Type AP7532 (7]
General Location
Power Area a
Adoption
Floor i ]
» Interface e —
Floor Humber i R 2 [1to 4,094)
» MNetwork tj
. Statistics
» Security
MNoC Update Interval 0 (0,5-3600 seconds)
YRRP °
,,,,,,,,, @ Critical Resources Network Time Protocol (NTP)
Map: |Device A Senices Server IP Key Key Preferred Autokey Version Minimum Maximum
: Humber Palling Palling ]
pdefaull—aph-zz | » Management Interval Interval
default-ap7532
il = Mesh Point L]
) defaut-ap7sez
» Advanced
> defaull—ap51xx
default—ﬁp&Zxx 4 AddRow
) defaut-apasiz
D) defaul-apasa3
1) default-ex3524
3 defaul-ex3s4a
N e
Type to zearch
B B ECE
"
Event Summary nn n [ | ‘ Find Functional Area  Type to search

Your access point type's profile loads.

WiNGwh9

Select Interface > Radios > <the radio to configure> and then select the Edit button.

(BECHGLETGE  Configur.

Diagnost... Operations Statistics

Devices Wireless Metwork Prefiles RF Domains Security Services Management

7 Revert ¥ Commit ] Commit and Save

Profile defauli-ap7532 Type AP7532

o

General Hame @ | Type Description Admin Status

Fower radiol Radio radio1 +«# Enabled

Adoption radio2 Radio radio2 " Enabled

v Interface <= @

Ethernet Ports

Virtual Interfaces

(2]

Port Channels
Radios
PPPoE
| » Metwork
- » Security
VYRRP
Critical Resources
Senices
» Management
Mesh Point
» Advanced

Type to search in tables

RF Mode Channel Transmit Power

2.4 GHz WLAN smart smart

5 GHz WLAN smart smart

(a)

Row Count. 2

[ ada ][ Edt ][ Repace |[ Ext

eventsurmery | T | IO =« |

‘ Find Functional Area  Type to search
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The selected radio's configuration window loads.

Name radio1 (2]

Hmﬂmfﬂmﬂm Legacy Mesh  Client Bridge Settings  Advanced Settings

_ it
Properties WLAN Properties —
Description radiol Beacon Interval 0@|100 » | (milizeconds)
DTM Interval BSSID 4 2 | select = |
Admin Status @@ Disabled @ Enabled -
RTS Threshold @ 55535 ‘j (0 to 85,535 bytes)
Radio 008 Poicy | defaul x| B2 &
Short Preamble o]
Association ACL ﬂ|<nnne> - | 3 &
Guard Interval O Any v
Radio Settings Probe Response Rate | follow-probe-request -
RF Mod 2
ode °|2-4GH7- wian = | Probe Response Retry @[]
Lock RF Mode o]
Radio Share
Channel 0 smart hd
DFS Revert Home Li} Feed WLAN Packets to Sensor g| Off -
DFS Duration o 90 ‘ﬂ (30 to 3,600 minutes)
Transmit Power @ smart
%@
Antenna Gain @ 00
Antenna Mode O |Defaut | »
Fnahle Antenna Divarsit s 1 >

3 Select Radio Settings if not selected.

4 From the Radio Settings > RF Mode control, select the sensor option.

Radio Settings
Lock RF Mode @ 24GHz-wlan
Channel sensor
Note

‘ On certain APs such as AP7522, AP7532, and AP7562 RF Mode has to be set to sensor
| onboth theradio band (2.4 GHz and 5.0 GHz.) for the access point to work as a dedicated

sensor.

Note

On AP8432, only the first radio can be set as a sensor.

5 Select the OK button and then select the Exit button to save changes made to the radio

configuration.

6 From the top right corner of the screen select the Commit and Save button to commit and save

changes to the profile.

% Revert | ¥ Commit || Commitand Save
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Mixed ExtremelLocation and ADSP Installation

For deployments where ExtremelLocation is to be installed alongside an existing AirDefense Service
Platform (ADSP) installation, additional configurations must be performed for those access points that
are intended to act as ADSP Sensors.

The configuration for the access points that act as ADSP sensors is pushed directly from ADSP.
Configuration changes received from the controller to which the access point is adopted to is
overridden by the configuration changes pushed by ADSP.

ADSP Server Configuration on WiNG Controllers

The configuration settings required to enable access points to send sensor data to a remote ADSP
server is set in the WING controller's RF Domain Policy. Use the Sensor page in the RF Domain
configuration on the Wireless Controller.

To know more about configuring the RF Domain, see the following documents:

¢ The latest ExtremeWireless WiNG Wireless Controller and Service Platform System Reference Guide
located at http://documentation.extremenetworks.com.

¢ The latest AirDefense Service Platform User Guide located at http://
documentation.extremenetworks.com.

Configuring ADSP Sensor Operation

These configuration steps are performed on your ADSP server.

Use the Sensor Operation screen to configure the settings that ADSP sends to the sensors registered
with it. Some of the parameters that can be configured are Scan Settings, Scan Modes, Scan Weight,
and other parameters.

1 Loginin to the AirDefense Server from its login screen.

usErNAME

Provide a valid login user name its password to access the ADSP user interface.
2 Select the Configuration menu from the toolbar on the top of the screen.
3 Select the Operational Management item from the menu on the left of the screen to expand it.
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4  Select the Sensor Operation item from the Operational Management sub menu.
The Sensor Operation screen displays.

Menu Dashboard Network Alarms [RefyitsmEIqen] AirDefense Services Platform

Search ! | Sensor Operation
Appliance Platform

-] @PADSP ~ : B i
v |Z| Enable configuration ‘ Copy settings to all appliances
Security & Compliance =) [ testing =
Network Assurance FdFloor 1 =
Infrastruct M t Ty Unplaced Devices = : :
nfrastructure Managemen | Scan Settings ” ASA In-Line Settings
Operational Management
Alarm Action Manager
|| Enable Background SA Scan
Alarm Configuration
Client Types || Enable WEP Cloak
Device Action Manager [] Enable Adaptive Scan

Device Age Out

Job Status
[¥] Enable Location Tracking RSSI Scan
Location Based Services
Refresh Rate: 1 2 Second(s).

Location Subscriber Profiles
Fending State Audit

Sensaor Only Settings Scan Mede: | pefaylt Scan -

Sensor Operation

Channel Channel Width Scan Weight
Ch 1(2.412 GHz) 40MHz Upper 1
Appliance Management Ch 2(2.417 GHz) 40MHz Upper 1
Account Management Ch 3(2.422 GHz) 40MHz Upper 1
Ch 4(2.427 GHz) 40MHz Upper 1
Ch 5(2.432 GHz) 40MHz Upper i
Ch 6(2.437 GHz) 40MHz Lower 1
Ch 7(2.442 GHz) 40MHz Lower i
Ch 8(2.447 GHz) 40MHz Lower 1
Ch 9{2.452 GHz) 40MHz Lower i
Ch 10(2.457 GHz) 40MHz Lower 1
Ch 11(2.462 GHz) 40MHz Lower i

5 From the Sensor Operation screen, select the ADSP item if it is not selected by default.
The Sensor Operation screen changes to display the configuration parameters for the ADSP system.
6 Select one of the following Scan Mode options.

Default Scan | Select this option to use the default values. When selected, all the 2.4 GHz and 5.0 GHz
channels are scanned.

Custom Scan | Select this option to get fine grained control on the channels to be scanned in the 2.4 GHz and
5.0 GHz spectrum.

Channel Lock | Select this option to lock the channel scan to a single channel in either the 2.4 GHz or 5.0 GHz
spectrum.

7 Select Save to save changes made to the ADSP Sensor Operations parameters.

RF Domain Configuration

For Extremelocation to work, the RF Domain policy's sensor configuration must point to an existing
Sensor policy or to a newly created Sensor Policy.

To set the RF Domain’'s Sensor configuration:
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1 Select Configuration > RF Domains > <The correct RF Domain>.

RS Dashboard e [@8e Diagnost...  Operations  Stalistics >
Devices Wireless MNetwork Profiles RF DDmaAins Security  Services Management 5] Revert | % Commit  [] Commitand Save
£ i . L
Manage RF Domain | RF Domain @ 0
RF Domain (&) | Location Contact Time Zone Country
default Etc/UTC India-in
TechPubs Etc/UTC

Map: |MNong L @
v -] RF Domain _
[ TechPubs

ga|:Iefaul|

Type to zearch

B B O

Type to search in tables Row Count: 2

Add l Edit H Delete ]l Copy H Rename H Replace

The RF Domain screen displays.

RF Domain default

Basic
Sensor
Client Name
Overrides

» Metwork

2]
et

Basic Configuration

Location i

Contact o

Time Zone 0|(GMT}EtchTC v |

Country o||ndia_in v |

Latitude Coordinate @ o.0000 (-90.0000 - 90.0000)

Longitude Coordinate @/ 0.0000 (-120.0000 - 120.0000)

WLAN for Control Traffic ,D (1 -4094)

Controller Managed o]
SMART RF

SMART RF Policy 0| - | 9 &

Override Channel List 2.4 GHz g Select |

Override Channel List 5 GHz g

&
!

Smart Scan
Enable Dynamic Channel o]
2.4 GHz Channels 0 1234, Select v
5 GHz Channels O 21,2534 35,... Select

Wireless IP5S
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2 Select Sensor from the menu on the left.

The Sensor screen displays.

RF Domain default

Basic

Sensor Policy
Sensor ) -
Sensor Policy 0| ExtReme-Sensor-Poicy | v | 9 &
Client Name
Cverrides Note: If the sensor is being used by ADSP for WIPS, any palicy selected here will
be discarded by the sensor. Please use ADSP channel settings instead to configure
» Network the sensor

ExtremeLocation Appliance Configuration

Server Id IP Address/Hostname Port '@

W

4+ Add Row

Extreme Location Tenant Account

Tenant Account o

Sensor Appliance Configuration
Server Id IP Address/Hostname | Port '@‘

3 Select + Add Row from within the Location Tracking System list.

This adds a new row in the Location Tracking System table. Only one row can be configured for this
table.

Provide the following information:

Server Id Use the spinner control to assign a numeric ID for the ExtremelLocation server. The default ID
valueis 1.

IP Address/ Provide the host name of the ExtremelLocation server. Host name cannot exceed 64

Hostname characters or contain an underscore.

The URL to be configured is:
o httpy//feedsl.extremelocation.com

—
Note

‘ ‘ This field must not contain the IP address of the above server. Due to load

——— balancing, the IP address might change periodically.

Port Use the spinner control to specify the port of the ExtremelLocation server. The default port is
443,
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RF Domain default (2]
) il
Basic Sensor Policy ]
Sensor . o,
Sensor Policy 0| ExtReme-Sensor-Policy v | ] [ ]
Client Name
Owerrides Note: If the =ensor is being used by ADSP for WIPS, any policy selected here will
be discarded by the sensor. Pleass use ADSP channgl settings instead to configurs
» Network the sensor

Extreme Location Appliance Configuration

Serverd IP Address/Hostname Port '@‘

1 https:/ifeeds! extremelo cation. com/ 443 '@‘

4 Add Row

ExtremeLocation Tenant Account

Tenant Account i ]
Sensar Appliance Configuration
Server Id IP Addregs/Hostname | Port ﬁ‘
i

[

Cr{ r_‘:ese- E

In Extremelocation locate your tenant account number. This number is located next to the at
the top right of your screen.

test.org.01(@ test.org.com e

(7166344032)
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5 Specify your ExtremelLocation Tenant Account Number in the Tenant Account field .

F@

RF Domain default
Basic Sensor Policy
Sensor ) - o
Sensor Folicy 0| ExtReme-Sensor-Policy v | B
Client Name
Overrides Note: If the sensor is being used by ADSP for WIPS, any policy selected here will
be discarded by the sensor. Please use ADSP channel settings instead to configure
» Network the sensor
Extreme Location Appliance Configuration
ServerId IP Address/Hostname Port '@‘
1 https:/ffeeds! extremelo cation. com/ 443 ‘@
i)
ExtremeLocation Tenant Account
Tenant Account O 7166344032
Sensor Appliance Configuration
Server Id IP Address/Hostname | Port ﬁ
Li ]

6 Select OK to save the changes to the RF Domain Sensor configuration, or select Reset to revert to
the last saved configuration.
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7 Select Basic from the RF Domain menu on the left.
The RF Domain basic configuration screen appears.

Basic Configuration i.
Locshon “
Contact 0
Time Zong “I"m Etc/UTC x|
Coundry ulmm X
WVLAM for Conatrod Traffic ﬂM i I : 1 (1o & 004)
Controler Managed [
SMART RF
SMART AF Pobcy © snalytics Sman-rfpokcy  w | ¥ {5
Override Chanmel List 24 GHz @ | select
Override ChanneiListSGHz @ | | select |+
Smart Scan
Enabie Dynamic Channel o]
2 4 GHz Channels 01234 .. | Setect |-
5 GHz Channels 0 21253436 | Select v
Wirsless IPS
WIPS Palicy “Im - i L] .M_?'}
Statistics
Update interval @0 (05300 seconds)
License i
Licenses | WEBF . ——
a [ ]
. -

Figure 41: RF Domain Basic Configuration Screen

8 Select the Country drop-down to expand it and select the country of operation for this access point.

9 Select OK to save the changes to the RF Domain Basic configuration, or select Reset to revert to the
last saved configuration.

10 Select Exit to exit the RF Domain configuration screen.

11 From the top right corner of the screen select the Commit and Save button to commit and save
changes to the RF Domain.

%] Revert | ¥, Commit [5] Commitand Save

Sensor Policy Configuration

The access point radio can function as a sensor and upload information to a dedicated Extremelocation
server (external to the access point). When an access point radio functions as a sensor, it is, in the
sensor mode, able to scan across all legal channels within the 2.4 and 5.0 GHz bands. The access point
works in conjunction with the Extremelocation server to provide locationing service.
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1

Select Configuration > Wireless > Sensor Policy from the access point user interface.
The sensor policy screen appears.

Sensor Policy

Q

Name

Sensor_Policy_Default-Scan_01

Type to search in tables Row Count: 1

L_Add ||

Figure 42: Wireless Sensor Policy Screen

Edit

Jl Delete Jl Copy Jl Rename

2 Select Add to define a new sensor policy.
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The following screen appears.

Name .

Channel Scan Weight

Exit

Figure 43: Add new Sensor Policy Screen




Configuring ExtremeWireless WIiNG Access Points

3 Provide a name in the Name field.

Sensor policy name cannot exceed 32 characters and cannot contain space.

4 Select Continue to create the Sensor policy.

5 Select Exit to exit this screen without creating a new sensor policy.
The Sensor Policy addition screen displays with the Scan Mode set to Def aul t - Scan. The user
configurable parameters on this screen differ with the selected Scan Mode.

6 Set the RSSI Scan Interval value in the range of 1to 60 seconds. The default value is set to 10
seconds.
It is recommended that the RSSI Scan Interval be set to these following values depending on your
deployment requirements.
e For Presence Detection - Set this value to 60 seconds or 1 minute
e For Zone Tracking - Set this value to 10 seconds
e For Positioning & Sensor Calibration - Set this value to 1 second

For dedicated sensors, set the Channel Dwell Times to the following (recommended) values:
e For Presence Detection - Set this value to 60 seconds or 1 minute
e For Zone Tracking - Set this value to 250 milliseconds

7 Select the Scan Mode setting appropriate to your requirement.

Note
. Scan Mode should be set to determine the channel list for dedicated sensors. It is
L‘ recommended that the Channel List should be limited to the operating channels of the
J deployment. For the 5.0GHz band, it is recommended that the DFS channels not be
included in Channel Scan list. Client devices are prohibited from actively probing on these
DFS channels.

8 Select OK to save the changes to the Sensor Policy configuration, or select Reset to revert to the last
saved configuration.

9 From the top right corner of the screen select the Commit and Save button to commit and save
changes to the Sensor Policy.

% Revert | ¥ Commit || Commitand Save

RF Domain - Sensor Policy Configuration

For Extremelocation to work, the RF Domain policy must have a Sensor Policy applied to it. See Sensor
Policy Configuration on page 61 for more information on creating a Sensor policy.

To set the RF Domain's Sensor Policy configuration:
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1 Select Configuration > RF Domains > <The correct RF Domain>.

RS Dashboard e [@8e Diagnost...  Operations  Stalistics >
Devices Wireless MNetwork Profiles RF DDmaAins Security  Services Management 5] Revert | % Commit  [] Commitand Save
£ i . L
Manage RF Domain | RF Domain @ 0
RF Domain (&) | Location Contact Time Zone Country
default Etc/UTC India-in
TechPubs Etc/UTC

Map: |MNong L @
v -] RF Domain _
[ TechPubs

ga|:Iefaul|

Type to zearch

B B O

Type to search in tables Row Count: 2

Add l Edit H Delete ]l Copy H Rename H Replace

The RF Domain screen displays.

RF Domain default

Basic
Sensor
Client Name
Overrides

» Metwork

2]
et

Basic Configuration

Location i

Contact o

Time Zone 0|(GMT}EtchTC v |

Country o||ndia_in v |

Latitude Coordinate @ o.0000 (-90.0000 - 90.0000)

Longitude Coordinate @/ 0.0000 (-120.0000 - 120.0000)

WLAN for Control Traffic ,D (1 -4094)

Controller Managed o]
SMART RF

SMART RF Policy 0| - | 9 &

Override Channel List 2.4 GHz g Select |

Override Channel List 5 GHz g

&
!

Smart Scan
Enable Dynamic Channel o]
2.4 GHz Channels 0 1234, Select v
5 GHz Channels O 21,2534 35,... Select

Wireless IP5S
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2 Select Sensor from the menu on the left.
The Sensor screen displays.

RF Domain default

Basic
Sensor
Client Name
Overrides

» Metwork

Sensor Policy

Sensor Policy 0| ExtReme-Sensor-poicy | v | 79 4

Note: If the sensor is being used by ADSP for WIPS, any policy selected here will
be discarded by the sensor. Please use ADSP channel settings instead to configure
the sensor

ExtremeLocation Appliance Configuration

Server ld IP AddressiHostname Port |‘@
Li ]
Extreme Location Tenant Account
Tenant Account o| |
Senzor Appliance Configuration
Server Id | 1P Address/Hostname | Port W
o

=]
E

3 From the Sensor Policy field, select the appropriate sensor policy.

RF Domain default

Basic
Sensor
Client Name
Overrides

» Metwork

Sensor Policy @

Sensor Foiicy O|ExtReme-Sensor-Policy | v | £9 i

Note: If the sensor is being used by ADSP for WIPS, any policy selected here will
be discarded by the sensor. Please use ADSP channel settings instead to configure
the sensor

ExtremeLocation Appliance Configuration

Serverld IP Address/Hostname Port |‘@

1 https:#ifeeds]extremelocation. com/ 443 ‘@'

W

Extreme Location Tenant ID

Tenant |d 0| |
Sensor Appliance Configuration
server Id | IP Address/Hostname | Port | T
i ]

@
O

K
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4 Select OK to save the changes to the RF Domain Sensor configuration, or select Reset to revert to
the last saved configuration.

Select Exit to exit the RF Domain configuration screen.

From the top right corner of the screen select the Commit and Save button to commit and save
changes to the RF Domain.

] Revert | ¥ Commit [] Commitand Save

Extreme Location and WiNG Integration

WING ExtremelLocation Integration

With this release of Extremelocation, you can seamlessly integrate WING with ExtremelLocation. Once
integrated, you can view all WiNG sites and WiNG adopted devices in real time from within the
Extremelocation user interface. Changes made to a site or site settings, geo-location information for a
site is immediately propagated to Extremelocation. For adopted access points, changes to the radio
mode and hostname will be reflected in Extremelocation.

This enables WING customers, who want to use ExtremelLocation to provide enhanced locationing
services, an easy pathway to synchronize their WiNG site hierarchy directly into Extremelocation
without any manual intervention. Here Extremelocation acts as a down-stream location service to
WING. Any changes made to WING is automatically propagated to Extremelocation, however, changes
made to Extremel.ocation is not updated back to WING.

Once the WING site hierarchy is synchronized with Extremel.ocation, you can configure
Extremelocation as the location service provider for all the sites (RF Domains) managed by WiNG.

The latest WiING software version provides specific CLI only commands that enable you to quickly
integrate WiNG and Extremelocation. On executing these commands on your WING controller RF
Domain context, WING site hierarchy is synchronized with Extremelocation.

ExtremelLocation Tenant Account Number Linking in WING

It is now possible to configure the Extremelocation Tenant Account Number in your WiNG RF Domain
policy and your WiNG controller. When an access point comes online, it is placed in the common pool of
access points by default. This access point is now available for any Tenant to claim and use by uploading
the access point's MAC address using the . csv import method. When the Tenant Account Number is
provided, access points are assigned to the tenant with the Tenant Account Number and can only be
used across any of the sites managed by this tenant. This ensures that your assets cannot inadvertently
be deployed on sites that belong to other Extremelocation accounts.

When the Tenant Account Number is provided in the WING controller configuration, it links the
controller with the tenant. Any modification made to WiNG sites managed by this wireless controller,
such as adding new access points or sites, is tagged by the Tenant Account Number automatically.

WING Integration with ExtremelLocation

To view all WING's sites and WiNG adopted devices from within ExtremelLocation:
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1 Login to the CLI interface on your WiNG Controller using the adm n credentials. Then navigate to its
configuration context using en command followed by the conf t er mcommand.

10.234.160.5 - PuTTY o S

W

2 Createanew Locati on Pol i cy and provide it a valid name using the | ocat i on-pol i cy
<pol i cy- nanme> command.
A new | ocati on-pol i cy is created and you are taken into its context.

p
10.234.160.5 - PuTTY ol
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3 From within the | ocat i on- pol i cy context, configure the Extremel ocation server using the
following command:

server-host 1 ip feedsl. extrenel ocati on.com port 443

4 Configure the Locat i on Key using the following command. Here, Location Key is the AP/ Key
available from within the Extremelocation user interface.

| ocati on-key <APlI Key>

API Key for your ExtremelLocation account can be retrieved from within your ExtremelLocation
account.

Navigate to the Settings > System Settings > API Keys to display the APl Key Generation screen.

Copy the API Key in the gray text box and paste it into this command.

67926a267ed8d25acdbadaefredc2fe10c8ocf2cad8to07bdcid97es717caedia @ Regenerate Key

Generated on 04-04-2018 02:07:08

5 Enable this| ocati on- pol i cy using the following command:
enabl e

The location-policy is now ready for use. You cannot use the | ocat i on- pol i cy without enabling
it.
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6 Verify the location-policy configuration with the following command:

show cont ext

The current configuration for the | ocat i on- pol i cy is displayed.

p
10.234.160.5 - PuTTY

If required, make appropriate changes to this configuration.
7 Commit the changes made to this | ocat i on- pol i cy by using the following command:

commt wite menory
Thel ocati on- pol i cy is saved.
8 Exitoutofthel ocati on- pol i cy context by using exi t command.
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9 Navigate to the WING controller's configuration context using the sel f command.

The context changes to the WiNG Controller's configuration context.

10.234.160.5 - PuTTY

L5

10 Tousethel ocati on-poli cy, it has to be applied to this WING Controller. To do so, use the

command:

use location-policy <your |ocation-policy nane>

11 Commit the changes made to this WING Controller context by using the following command:

commit wite menory

Thel ocat i on-pol i cy is applied to the WING Controller and is now available for use.

The WING Controller will now be able to communicate with the Extremelocation server and update
its site and site hierarchy to the Extremelocation server. It uses the provided APl Key to identify the
correct Extremelocation account and updates the site and site hierarchy to the linked account.

Linking ExtremeLocation Tenant Account Number with WiNG

ExtremelLocation Tenant Account Number Linking in WING

It is now possible to configure the Extremelocation Tenant Account Number in your WiNG RF Domain
policy and your WiNG controller. When an access point comes online, it is placed in the common pool of
access points by default. This access point is now available for any Tenant to claim and use by uploading
the access point's MAC address using the . csv import method. When the Tenant Account Number is
provided, access points are assigned to the tenant with the Tenant Account Number and can only be
used across any of the sites managed by this tenant. This ensures that your assets cannot inadvertently

be deployed on sites that belong to other Extremelocation accounts.
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When the Tenant Account Number is provided in the WING controller configuration, it links the
controller with the tenant. Any modification made to WiNG sites managed by this wireless controller,
such as adding new access points or sites, is tagged by the Tenant Account Number automatically.

Linking your Extremelocation Tenant Account Number with WING can be done from both the WING
CLI'and the WING User Interface. Extreme Networks recommends that you link your Extremelocation
Tenant Account Number with WIiNG for ease of use and increased security of your deployments.

ExtremelLocation Tenant Account Number Integration
To link your tenant account number to WiNG using the WiNG CLI:

1 Login to the CLI interface on your WiNG Controller using the adm n credentials. Then navigate to its
configuration context using en command followed by the conf t er mcommand.

10.234.160.5 - PuTTY =e=n X"
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2 Enter the RF Domain context using the command r f - donmai n <your

You are taken to the RF Domain's context.

RF Domai n>.

£ 10.234.160.5 - PuTTY

L5

the top right of your screen.

test.org.01(@ test.org.com
(7166344032)

In Extremelocation locate your tenant account number. This number is located next to the at

4 From within ther f - domai n context, execute the following command and pass the tenant account

number as a parameter to this command.

| ocation-tenantid <your tenant account nunber>
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5 Verify the location-tenantid configuration with the following command:

show cont ext

The current configuration for the r f - domai n is displayed.

p
10.234.160.5 - PuTTY

If required, make appropriate changes to this configuration.
6 Commit the changes made to this r f - domai n by using the following command:

commt wite menory
Ther f - domai nis saved.

ExtremelLocation Tenant Account Number Integration Using WiNG GUI
To link your tenant account number to WING using the WiNG GUI:
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1 Login to your WiNG Controller.

On successful login, the Dashboard screen appears.

WING V5.9

Dashboa...

Summary Network View

= (&) System -
 [F default (=
3] a. TechPubs (=)

Search

.
vt surrey [N I I = |
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Configur...

Diagnost... Operatio... Statistics -

System (2]
.
N v
Devices Offline Devices System Security
RF Domain Devices Offline (5] Threat Level (= | RF Domain
default U] @ 1(Low) default
Online (5]
B Oniine [l Offline
Device Types RF Quality
Device Typea) | Online Offline Worst 5 @ | RF Domain
Gy APTS2 (1 0 Z) 100 (A) gefsul
gy APBIXX |1 0
& Nxoooo |1 0
& RFSE000 |2 b]

Find Functional Area | Type to search
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2 Select Configuration > RF Domains.

The RF Domains screen appears.

WING WSS

Dashboa... eGI[I[#M Diagnost.. Operatio... Statistics
Devices Wireless Network Profiles

RF Domains Security Services Management 5] Revert [® Commit [ Commitand Save
" Manage RF Domain: | RF Domain e
RF Domain &) | Location Contact Time Zone Country
default Etc/UTC India-in
TechPubs Etc/UTC
Map: | MNone -
v ] RF Domain _
[ TechPubs 1
B default
Type to zearch
E Type to search in tables Row Count: 2
i Add H Edt | [ peete |[ copy ][ Rename || Replace |
e

| e surer | O | = |

‘ Find Functional Area | Type to search |
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3 From the RF Domain list, select the RF Domain to edit and then select the Edit button.

The selected RF Domain policy is loaded and the following screen appears.

LSS Y Dashboa. . [MeLis[i# Diagnost . Operatio . Stafistics
Devices Wireless Network Profiles RFDomains Security Services Management 5] Revert [® Commit [ Commitand Save
[ Manage RF Domain: | RF Domain TechPubs (7]
Basic Location i) =
Sensor Contact Li] T
Client Name Time Zone 0| (GMT) EtciUTC v ‘
Overrides Country 0| |
» Network Latiude Coordinate @/ 0.0000 {-50.0000 - 50.0000)
Longitude Coordinate @/ 0.0000 (-180.0000 - 180.0DDD)
WLAN for Control Traffic ,D (1 - 4004)
e Centroller Managed OD
Map: |None v SMART RE
V@ RF Domain - SMART RF Policy 0| <none> v | L] @
"Tec:hPuhs 1 Owverride Channel List 2.4 GHz 07 Select |
B default ) -
Override ChannelList 5 GHz @ Select [v|
Smart Scan
Enable Dynamic Channel o]
2.4 GHz Channels or Select |«
S GHz Channels OW Select [v|
Wireless IP5
WIPS Folicy 0| v | 8
Type to search Stafistics
B B T | Update Interval an (05300 ds ) z
— T S - R = -
e
| Event Summary nn n [ | Find Functional Area | Type to search | |
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4 From the navigation menu on the left, select Sensor menu item.
The Sensor screen appears.

RF Domain default (7]
Basic Sensor Policy li'
Sensor ) -

Sensor Folicy 0| ExtReme-Sensor-Policy v 9 &
Client Name
Overrides Note: If the sensor is being used by ADSP for WIPS. any policy selected hers will
be discarded by the sensor. Please use ADSP channel settings instead to configure
» Network the sensor
ExtremeLocation Appliance Configuration
Server Id IP Address/Hostname Port '@
1 https:/ifeedsi extremelocation. com/ 443 ‘@‘
Li ]
4 Add Row
ExtremeLocation Tenant Account
Tenant Account i ]
Sensor Appliance Configuration
Server Id IP Address/Hostname | Port @
||
[i]

=

In Extremelocation locate your tenant account number. This number is located next to the at
the top right of your screen.

test.org.01@ test.org.com e
(7166344032)

6 Inthe WING GUI paste the Tenant Account Nunber value into the ExtremeLocation Tenant
Account field's Tenant Account field.

7 From the top right, select the Commit and Save button to save changes made to this RF Domain
Policy.

Linking ExtremeLocation Tenant Account Number with WiNG
Controller

ExtremelLocation Tenant Account Number Linking in WING

It is now possible to configure the ExtremelLocation Tenant Account Number in your WiNG RF Domain
policy and your WiNG controller. When an access point comes online, it is placed in the common pool of
access points by default. This access point is now available for any Tenant to claim and use by uploading
the access point's MAC address using the . csv import method. When the Tenant Account Number is
provided, access points are assigned to the tenant with the Tenant Account Number and can only be
used across any of the sites managed by this tenant. This ensures that your assets cannot inadvertently
be deployed on sites that belong to other Extremelocation accounts.
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When the Tenant Account Number is provided in the WING controller configuration, it links the
controller with the tenant. Any modification made to WiNG sites managed by this wireless controller,
such as adding new access points or sites, is tagged by the Tenant Account Number automatically.

Linking your Extremelocation Tenant Account Number with WING controller can be done from the
WING CLI only. Extreme Networks recommends that you link your ExtremelLocation Tenant Account
Number with WiNG Controller for ease of use and increased security of your deployments.

ExtremelLocation Tenant Account Number Integration With WING Controllers

To link your tenant account number to a WING controller using the WiNG CLI:

1 Login to the CLI interface on your WiNG controller using the adni n credentials. Then navigate to its
configuration context using en command followed by the conf t er mcommand.

10.234.160.5 - PuTTY =e=n X"
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2 Enter the WIiNG controller's context using the sel f command.

You are taken to the WiNG controller's context.

10.234.160.5 - PuTTY | e

L5

3 From within the sel f context, execute the following command:

| ocation-tenantid <your tenant id>
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4 Verify the location-tenantid configuration with the following command:

show cont ext

The current configuration for the WING controller is displayed.

£ 10.234.160.5 - PuTTY

If required, make appropriate changes to this configuration.
5 Commit the changes made to this WiNG controller by using the following command:

comit wite nmenory
The configuration changes made to this WING controller is saved.

ExtremelLocation Tenant Account Number Integration With WING Controllers -
Removing Tenant Account Number

To remove the linked tenant account number to your WiNG controller using the WiNG CLI:
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1

Login to the CLI interface on your WING controller using the adm n credentials. Then navigate to its
configuration context using en command followed by the conf t er mcommand.

10.234.160.5 - PuTTY =

L5

2 Enter the WIiNG controller's context using the sel f command.
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3 From within the sel f context, execute the following command:

renove-override location-tenantid
4 Verify the location-tenantid configuration has been removed from the WING controller with the
following command:

show cont ext

The current configuration for the WiNG controller is displayed.

B2 10.234.160.5 - PuTTY

If required, make appropriate changes to this configuration.
5 Commit the changes made to this WING controller by using the following command:

commit wite menory
The configuration changes made to this WiNG controller is saved.
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4 Configuring ExtremeW.ireless
Access Points

ExtremeWireless access points are a range of 802.11ac Wave 2 and 802.11abgn indoor and outdoor
access points that deliver enterprise-grade performance and security for areas ranging from small
service areas such as residence halls, patient rooms, or conference rooms to large and very large areas
such as warehouses, manufacturing plants, parks, or stadiumes.

The following ExtremeWireless access point models are supported:
e ExtremeWireless AP3912
e ExtremeWireless AP3915
e ExtremeWireless AP3916
e ExtremeWireless AP3917
e ExtremeWireless AP3935
e ExtremeWireless AP3965

c | Note

Both indoor and outdoor access point models are supported.

-~

Note
For the following ExtremeWireless access points that have 2 LAN ports, use the port labeled

"LAN 1" to connect to the controller.
l e o AP3917

* AP3935
* AP3965

This chapter describes these steps to configure access points for use with ExtremelLocation:

¢ Enabling support for Extremelocation on ExtremeWireless Controllers. See Enabling support for
Extremel.ocation on ExtremeWireless Controllers on page 83.

e Enabling support for ExtremeWireless access points in a mixed ExtremeLocation and AirDefense
Service Platform deployment. See Configuring AirDefense Sensor Support on page 87.

Enabling support for ExtremeLocation on ExtremeWireless
Controllers

To enable support for ExtremelLocation on ExtremeWireless controllers:
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1 Navigate to the login page of the ExtremeWireless Controller and login using your credentials.

ExtremeWireless

3 . & | admin

© Copyright 2006-2017 Extreme Networks All Rights Reserved

Figure 44: ExtremeWireless Controller Login Screen

2 From the menu on the top, select the WIPS menu item.

The WIPS Configuration screen appears.

E ‘ Home Logs Reports Controller AP VNS

Logout

Configuration . . .
Security Analysis Engine

Engine Settings

AirDefense Profiles
Radar Profiles

Radar Maintenance

Location Engine

[ EwC | v2110 Medium | 12 days, 05:51 ] User: admin
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3 Select the option Location Engine > ExtremeLocation

The following screen displays.

E Home Logs Reports Controller AP VNS

; Configuration | Report to Extremelocation™
: AirDefense Profiles |
; Radar Profiles

: Radar Maintenance

Location Engine

| Location Engine Settings
Location Batch Reporting
Extremelocation™

Save \

Software: 10.41.02.0014 | Admin Users: 2
© 2006-2017 Extreme Networks. All Rights Reserved.

[ EWC | V2110 Medium | 00 days, 23:46 1 User: admin i)
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4 Select the Report to ExtremelLocation option to enable configuring the parameters for sending
location data to the remote Extremelocation servers.

The following screen displays:

E Home Logs Reports Controller AP VNS

Logout

p
Configuration 24 Report to Extremelocation™

AirDefense Profiles

Server Address feeds-us.extremeloca
Radar Profiles

Minimum RSS reporting: |-85 dBm
Radar Maintenance
Report every |1 second(s)
Location Engine
Location Engine Settings ~APs
Location Batch Reporting :
ExtremeLocation™ iSearch for AP name |

@ res
¥ 1617Y-1127500000 =
¥  1646Y-1396700000
¥ 1701Y-1208900000
1701Y-1211400000
1701Y-1222000000
1710Y-1580500000
1727D10040510000

A 8RS

1720¥-1015100000

1651¥-136%300000

| Save

Extremel ocation™ configuration saved successfully : Software: 10.41.02.0014 | Admin Users: 2

[ EWC | V2110 Medium | 00 days, 23:46 ] User: admin () {} £ © 2006-2017 Exitreme Networks. All Rights Reserved.

5 Set the Server Address of the Extremelocation server.
The following is the URL for the Extremelocation server.

e Sensor Server for US Customers

6 Set the Minimum RSS Reporting value. This is the RSS value below which location information is not
sent to the Extremelocation server.

7 Set the Report every controller to the reporting interval in seconds. This is the time period (in
seconds) after which the location data is sent to the remote ExtremelLocation server.

8 from the AP field, select the access points to which the ExtremelLocation configuration will be
pushed when this configuration is saved.

9 Select Save to save the changes to the Wireless Controller configuration.

For further configuration of ExtremeWireless access points to enable them to work with
ExtremeLocation, refer to the latest ExtremeWireless Users Guide located at http://
documentation.extremenetworks.com.
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Configuring AirDefense Sensor Support

Use the configuration described in this section to configure ExtremeWireless access points to act as
AirDefense Sensors when using AirDefense Service Platform alongside Extremelocation in a mixed
deployment.

ADSP assigns individual licenses to sensors that are allowed to send data to ADSP for analysis.
ExtremeWireless access points managed by ExtremeWireless Controllers must be configured so that
they are visible to an ADSP server to push configurations to these access points.

The following configurations must be performed:

¢ Configure the ExtremeWireless Controller by creating an ADSP profile and assign the access points
that will act as sensors for ADSP.

e Configure the ADSP server to push ADSP configuration to these access points.

Creating ADSP Profile on an Extreme Networks Controller

For an access point that is managed by an ExtremeWireless controller to act as a sensor for ADSP, it
must be made visible to the ADSP server for it (the ADSP server) to push configuration to the access
points. This is done by creating an ADSP profile and assigning access points to it. These access points
will then receive configuration updates from ADSP and also act as ADSP sensors.

To learn how to create an ADSP profile, refer to the latest ExtremeWireless Users Guide located at
http://documentation.extremenetworks.com.

Configuring ADSP Sensor Operation

These configuration steps are performed on your ADSP server.

Use the Sensor Operation screen to configure the settings that ADSP sends to the sensors registered
with it. Some of the parameters that can be configured are Scan Settings, Scan Modes, Scan Weight,
and other parameters.

1 Loginin to the AirDefense Server from its login screen.

usErNAME

Provide a valid login user name its password to access the ADSP user interface.
2 Select the Configuration menu from the toolbar on the top of the screen.
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3 Select the Operational Management item from the menu on the left of the screen to expand it.

4 Select the Sensor Operation item from the Operational Management sub menu.

The Sensor Operation screen displays.

Menu Dashboard Network Alarms [eeyitsIE\Ten! AirDefense Services Platform

Search 1|| sensor Operation
Appliance Platform = @ADSP - ) : !

[¥] Enable configuration ‘ Copy settings to all appliances
Security & Compliance =] I':j'tasting =
Network Assurance [fdFloor 1 =

G Unplaced Devices (=

Infrastructure Management ¥ | Scan Settings H ASA In-Line Settings
Operational Management
Alarm Action Manager

|:| Enable Background SA Scan
Alarm Configuration
Client Types [] Enable WEP Cloak
Device Action Manager [] Enable Adaptive Scan

Device Age Out

Job Status

X X [v] Enable Location Tracking RSSI Scan

Location Based Services
Refresh Rate: |1 2 Second(s).

Location Subscriber Profiles
Pending State Audit

Sensor Only Settings Scan Mode: | pefaylt Scan -

Sensor Operation

Channel Channel Width
Ch 1{2.412 GHz) 40MHz Upper
Appliance Management Ch 2{2.417 GHz) 40MHz Upper
Account Management Ch 3(2.422 GHz) 40MHz Upper
Ch 4(2.427 GHz) 40MHz Upper
Ch 5(2.432 GHz) 40MHz Upper
Ch 6(2.457 GHz) 40MHz Lower
Ch 7(2.442 GHz) 40MHz Lower
Ch &(2.447 GHz) 40MHz Lower
Ch 9(2.452 GHz) 40MHz Lower
Ch 10{2.457 GHz) 40MHz Lower

Ch 11(2.462 GHz) 40MHz Lower

Scan Weight

1
1
1
1
1
1
1
1
1
1
1

5 From the Sensor Operation screen, select the ADSP item if it is not selected by default.

The Sensor Operation screen changes to display the configuration parameters for the ADSP system.

6 Select one of the following Scan Mode options.

Default Scan | Select this option to use the default values. When selected, all the 2.4 GHz and 5.0 GHz
channels are scanned.

5.0 GHz spectrum.

Custom Scan | Select this option to get fine grained control on the channels to be scanned in the 2.4 GHz and

spectrum.

Channel Lock | Select this option to lock the channel scan to a single channel in either the 2.4 GHz or 5.0 GHz

7 Select Save to save changes made to the ADSP Sensor Operations parameters.
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5 Migration Path to ExtremeLocation

for Clients Having ADSP or WING
Deployments

There are various ways that you can migrate your existing ADSP location based services or WiNG sites
and site hierarchy to ExtremeLocation

The four most common migration scenarios are:

Customers having WING and ExtremelLocation deployment
Customers having WING and ADSP Location Based Services deployment

Customers having WING only and are planning to migrate Location Based Services to
Extremelocation

Customers having WING and ADSP and are not using Location Based Services

Suggested Migration Path - WiNG Customers Planning To Deploy
ExtremelLocation

These steps are for existing WING customers, who want to use Extremelocation for locationing.

Upgrade WING to version 5.9.2

Configure Tenant Account Number for all new RF Domains that do not already have an equivalent
site in Extremel.ocation

You can (optionally) configure the REST APl end points (by configuring a location policy and
applying it) for those RF Domains that need to be created as sites in Extremel.ocation post
migration

Continue to use WING to configure Sensors.

Suggested Migration Path - WiING Sites and Site Hierarchy to
ExtremelLocation

These steps are for existing WING customers who have both WiNG and Extremel.ocation deployed,
specifically older WING releases (pre version 5.9.2). The following steps must be completed to
successfully migrate WiNG sites and site hierarchy to ExtremelLocation.

Upgrade WING to version 5.9.2

Configure Tenant Account Number for all new RF Domains that do not already have an equivalent
site in Extremel.ocation
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You can (optionally) configure the REST API end points (using server URL and API key) for those RF
Domains that do not have an equivalent site in ExtremelLocation post migration. Do not configure
APl end points (using the server URL and API key) for those RF Domains that have an equivalent site
in Extremelocation.

Continue to use WING to configure Sensors.

Suggested Migration Path - WING and ADSP to ExtremeLocation

These steps are for existing AirDefense Service Platform customers who have both WING and ADSP
deployed, specifically older WiNG releases (pre version 5.9.2). The following steps must be completed
to successfully migrate ADSP Location Based Services to ExtremelLocation.

Upgrade WING to version 5.9.2
Upgrade ADSP to version 9.5 to enable it to work with WiNG version 5.9.2.
Deploy the migration patch to ADSP

Migrate data from ADSP to Extremelocation as defined in this document. Do not configure APl end
points (using the server URL and API key) for those RF Domains that have an equivalent site in
either ExtremelLocation or ADSP

Once migration from ADSP is successful, you can (optionally) configure the REST API end points
(using server URL and API key) for those RF Domains that do not have an equivalent site in
Extremel.ocation post migration

Configure Extremelocation Tenant Account Number for all those RF Domains that do not have an
equivalent site in Extremelocation post migration

Continue to use ADSP to configure Sensors. You will be able to configure Sensors on ADSP without
the ADSP Proximity License.

Suggested Migration Path - WiNG and ADSP (nhon LBS) to
ExtremelLocation

These steps are for existing AirDefense Service Platform customers who have both WING and ADSP
(without Location Based Services) deployed, specifically older WiNG releases (pre version 5.9.2). The
following steps must be completed to successfully configure ADSP Location Based Services on
Extremelocation.

Upgrade WING to version 5.9.2

Configure Tenant Account Number for all new RF Domains that do not already have an equivalent
site in Extremel.ocation

You can (optionally) configure the REST API end points (using server URL and API key) for those RF
Domains that do not have an equivalent site in ExtremelLocation post migration. Do not configure
APl end points (using the server URL and API key) for those RF Domains that have an equivalent site
in Extremelocation.

Export sites and site hierarchy from WING to Extremelocation. Do not migrate tree setup from
ADSP.

Deploy the migration patch to ADSP

Migrate data from ADSP to Extremelocation as defined in this document. Do not configure APl end
points (using the server URL and API key) for those RF Domains that have an equivalent site in
either ExtremelLocation or ADSP
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e Once migration from ADSP is successful, you can (optionally) configure the REST API end points
(using server URL and API key) for those RF Domains that do not have an equivalent site in
Extremelocation post migration

e Configure Extremelocation Tenant Account Number for all those RF Domains that do not have an
equivalent site in ExtremelLocation post migration

e Continue to use ADSP to configure Sensors. You will be able to configure Sensors on ADSP without
the ADSP Proximity License.
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