(1]

XMC 8.5 Workshop
Workflow Manager & Python Scripting

Markus Nikulski

Sr. Corporate System Engineer

October 2020

F= Extreme



Agenda

—

Python basics
XMC Python implementation<

N

LAB -1 create a SPB Fabric & SMLT

first day

3. XMC Workflow Manager
< LAB-2 | EXOS switch onboarding

create L2VSN across the Fabric

4. using GitHUB <
LAB -3

LAB -4 learning unknown MAC

5. XMC Northbound Interface <

Alarm trigger collect tech support

XMC Advanced coding < —

second day
(@)

/. USing Python IDEs < LAB - 6 using NBI from external
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Extreme Networks Automation offer

Cross Domain

Automation
Northbound Northbound
RESTful API RESTful API
IP-Fabric : [~]
rovisionin Felle ; Sianaigeluis
P 9 Automation Center
Southbound SNMP
Device API CLI
Network
£33
3 sxle2] [£3]]e2] (£33

Device Management
Monitoring
Scripting / Workflows
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Automation considerations

Address tasks which have a high repetition rate.

Address 80% of your issues with 20% automation effort.
Don't try to be perfect.

Don’t invent the wheel again.
Use as much as possible what already available.
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Use cases




Fabric Connect = create L2VSN

. N -

Wireless Access WLAN AP FA Clients ! DMZ/ Internet

Wiring Closet :
. Campus !
| Aggregation 3
5' Branch
| SPB extended
' ' over WAN i
' (Fabric Extend)
ata Centre
: Distribution
Server Access (TOR)
Hypervisors
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NAC MAC learning
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ERS NAC enforce
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ERS NAC enforce

E Dashboard Devices Discovered
Y Sites v =
Tree View
L ~ 4 World
fal - et
v & Reading
I & Aps
= (32 Campus
iy » < Core
~ ~ 4 DataCenter
¥ ESX-Server
il ~ € FabricConnect
- DC-map
= > ) IP-Fabric
,'.-1, = Security
» & VDX Fabiic
= @Fabr\:Cnnnett—endQend
L3 Legacy
v € 008
» €% Sandbox
© Salem
© San Jose
> @ Singapur
» G Cloud
b G PoC
wurld—map
¥ & Topology Definitions
B Fe-Poc
I Reading CTC
& sandbox

v Senice Definitions
» FC-Campus
» FC-DataCenter
» 8l Feroc
8] sady

Firmware

Devices

Archives  Configuration Templates  Reports

Campus Site Summary Endp

© AddDevice.. € Check for Firmware Updates... B ExporttoCSV =

Status
»

D ® ® & ® & & & 45000 00 00
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Name T Site

20.0.209.21 MVarld/CTC/Reading/Campus

ERS3510 M orld/CTC/Reading/Campus

ERs4p002 = Device View sading/Campus

ERS4800-3 > Terminal 2ading/Campus

ERS48004 @  webview sading/Gampus

ERS4300-8 2ading/Campus
FlexView

ERS4900-F 2ading/Campus
More Views »

ERS4900-5 zading/Campus

ERS5900-F %+ Configure. .. sading/Campus

ERS5900-5 (@ compass Search... eading/Campus

Vel 2 /i
Test X440-C o Rediscover 2ading/Campus
VSP4k-WA zading/Campus
Z Clear Alarms___
VSPAk-WA 2ading/Campus

h
X44062-12p == Upgrade Firmmare. . 2ading/Campus

x460622 @  Addto Device Group... sading/Campus
X460G2-STI More Actions. » zading/Campus

X465-STK zading/Campus
Archives »
Lo

X670G2-3 =
& »

XCAT Maps > Example
Network 4 Identity and Access
Policy » Macro
Provisioning
System
VLAN

VW-EFA-automation

7 CLI Commands.

»

»

Run Script: ERS NAC Enforce

1. Device Selection 2. Port Selection 3. Device Settings
These parameters (if any) will be passed to the script during execution. If no parameters are shown, just skip to the next step.
Overview Description
1P Address Switch EAP port configuration
20.0.209.2 .
T EAP port config mode. If simply disabling NAC on selected MHMA: Muttiple Host Multiple Authentication -
b ports can skip all other inputs below:
20.0.2041
TGS, EAP port authentication: Both: EAPoL 802.1X and/or MAC/NEAP -
2002068 If enabling NAC, automatically filter out from port selection A: Uplink and MLT ports -
20.0.209.1 these ports:
20.0.209.4 .
Re-authentication timer. Default of 3600secs is best for most
20.0-2091 cases but value can be increased for scaled environments. 3600
20.0.209.5 Configurable range is 60-604800secs:
20.0.2091
20.0.209.2
Switch Global EAP options
108435
10.8.4.33 RADIUS encapsulation for MAC based authentication. Must
match what configured on XMC_ Only pap is supported on -
10.8.14.26 ERS3600 and ERS3500:
20.0.2041
RADIUS reachability: -
20.0.209.1
2002098 RADIUS reachability dummy username. Only if use-radius
209004 reachability specified above:
= Ccount
RADIUS reachability dummy password. Only if use-radius
<> Create reachability specified above:
<[> Create
</> Delete « Pravious - Cancel
<> Delete LZVSN
<> ERS NAC Enforce

=

=

MLAG with VOSS Cluster

Remove VPEX Bridge Port Extender from EXOS




NAC Printer sleep mode issue

MAC FDB timeout
EAPoL timeout
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EXOS Stack onboarding

Fabric
Attach
~ Fabric
Feghnpetds
= Stack of
3 units
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Enable LACP on the edge uplinks

Untagged, VLAN tagging,
no link aggregation link aggregation

/ X MLAG + LACP

- ) MLAG + LACP
/ \ MLAG + LACP

Juniper EX4200

MLXe

MCT cluster

About 1000 edge switches have to be changed
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Enable LACP on the edge uplinks (Workflow)

Discover

Rollback
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Successful change

Network interruption for end user, less than 30 sec.

status left

status EIS i —
start <”Jun|per <-*-/ “Uatus result - O - @
lsiatus right Block Change
f @

Start Change I

@ > —> e Lock —>{ End

Juniper change failed

config Ml_x

’—) Wy left
config
.< 5 — check MLX
Juniper ‘ @ : / < g ‘&)nflg result
<pDI’|f\Q MLX

Juniper Change OK ML¥ chapge failed

_
fommit change
f—
ﬂ Juniper ’

Com, ﬂJ
rny —
@)

Juniper change
sUCCESS

(@)

fevert left
Ly
MLX

%-<+> bl 0@

Juniper commit failed MLX revert failed

revert right
&M _

MLY revert success
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Change already app“ed No network interruption for end user.

B |
status left

L
T T

Start status eee—m
™ juniper » *| “hatus result >

tatus right Block Change
& MLX l ‘

Start Change
—
r@ (> —> vee Lock —> Eng
Juniper change failed
config MLX
Wy left
config
o £ 3 — —_ check MLX
Juniper @ @ @ @ “rﬁnnfig result - O .
Juniper Change OK gonfig MLX MLX chahge failed
W right

ommit change
_ —
& Juniper @

Commit Change

(@)

Juniper change
sUCCESS

6 ®

@& o —»<T@>—*®—

ML¥ revert failed

evert right
Lt ®7

ML¥ revert success

Juniper commit failed
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Change failed & rollback

Jstatus left
“mx

tat
Start 3 ¢y TS —rzc;
Juniper

tatus right
@ Mug

j—»z j ;H “atus r‘esult — fof

Network interruption for end user, less than 60 sec.

Block Change

®
Start Change

L. ‘2+;—> Eree Lock — | End

config MLX
Fbu) =
o a
| [ —_— |
| onfig |
1, con %—_’_ g heck MLX A
| “duniper ] @ @ + <-*> "’{.( fig result
[ "1
Juniper Change gonfig ML
1 4% right

Measure round trip delay

between XMC and

Commit Change

Juniper edge switch over
30 seconds

= g SO (@) —

l ML revert failed

@7

ML revert

_J
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Next Presentation

Use the following link to advance to the next presentation in the Workflow
education.
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https://documentation.extremenetworks.com/netsight/8.5/supplemental_resources/1_XMC-Python-basics.pdf
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