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: : | may be
Disclaimer crazy...

But crazy

is better o
than G
stupid!!

Only for experts who know what they are doing!

Everything shown in this slide deck is not officially supported!
Opening a GTAC case is not an option!

An XMC upgrade can may remove, overwrite or unregister modifications!
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Device CLI prompt handling
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CLI prompt handling (the challenge)

enable
show vlan

Ox0000 Yes IVL

Port Members: 1/1-30
Total VLANs: 1

A [1 group of possible characters
[ \r‘\n>#]+(>|#)$ +  quantifier

\ Y S Y } \r  carriage return (0x0D)
not or \n line feed (Ox0A)
| | () group
| | ‘or’ expression of character(s)

one or more times $ datastream end
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CLI prompt handling Is still in beta

Some devices response with an unexpected prompt. For such devices you can create
appdata/scripting/myCLIRules.xml (no reboot is required).
The myCLIRules.xml "Rule name" must match the Vendor Profiles -> CLI Rules File

Name variable.
Vendor Profiles are inherited; you can configure the variable for an entire device-family.

Profiles Users  Server Information Certificates Options Backup/Restore Diagnostics Vendor Profiles

comware x Q

Vendor Profiles 1 Edit Vendor Profile: Comware
» \Vendors
= HP

~ H3C Name T Value

© Add.. [3 Edit. @ Delete..

+ Comwarg CL! Rules File Name comware
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CLI prompt handling R —

myCLIRules.xml

(?i)~(password):

command=".*"

Press|to continue or|to quit:
y

$ERROR
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CLI prompt handling

name="comware"

CLI output ending with (?1)login:

Using regular expressions match
[>\]]1% >$ o ]9
(?i)login: login or Login
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reset Vendor profile manipulations

Profiles Users Server Information Certificates Options MAC OUI Vendors BackuprestureVendurPrufiIes Client API Ac

Level: Diagnostic + Diagnostic Ac Vendor Profile Cache

Inventory Device Types Clear Cache Refresh Restore to Defaults

License Diagnostics

LoggerUtils Diagnostics [Capabilities]

User:mnikulski

Domain:

MNetwark Manitor Cache Vendor Profile Admin Access:true
Vendor Profile Read Access:true

Map Server Details

x » » 3 il

MNetwork Task Engine Details

.,})

Port Mame Cache [Elements By Type]
Vendors: 37
Companies: 70
Scheduler Status Families: 139
Subfamilies: 104
Scripting Engine Status Devices: 1,782
Search Details APs: 223
BPEs: 4
Search Log vSensors: 2

Site Details

SBI Engine Server Diagnostics

Q]

[Caches]
SNMP Details Profiles:42

- - Vendor by Names:39
SNMP Diagnostics Companies-72
Syslog Log Elements:2377
OID Name By OlDs:2346
Model Name To OID:1940
Trap Log Family by Names:145
Vendor Profile Cache Company To Vendor:71

Trap Details

Web Terminal [Diagnostics]
T v JSON files: 42 Success: 77

[ NetSight Administrator/mnikulski | Last Updated: 2019/11/07 18:26:38 Uptime: 2 Days 19:48:55 Operations" \3
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Python Package Manager

for experts only




activate PIP on XMC

cd /usr/local/Extreme_Networks/NetSight/jython/bin
export JAVA_HOME=/usr/local/Extreme_Networks/NetSight/java

sudo chmod a+x jython
sudo chmod a+x pip

./pip install ipaddress

Not all Python packages will work under Jython!

If modules used they should reported back to Extreme so we can consider adding them by default.
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activate PIP on XMC

root@xmc.reading.ctc.local:~$ cd /usr/local/Extreme_Networks/NetSight/jython/bin
root@xmc.reading.ctc.local:/usr/local/Extreme_Networks/NetSight/jython/bin$ export JAVA_HOME=/usr/local/Extreme_Networks/NetSight/java
root@xmc.reading.ctc.local:/usr/local/Extreme_Networks/NetSight/jython/bin$ sudo chmod a+x pip
root@xmc.reading.ctc.local:/usr/local/Extreme_Networks/NetSight/jython/bin$ ./pip install ipaddress
Collecting ipaddress

Downloading https://files.pythonhosted.org/packages/c2/f8/49697181b1651d8347d24c095ce46c7346c37335ddc7d255833e7cde674d/ipaddress-
1.0.23-py2.py3-none-any.whl
Installing collected packages: ipaddress
Successfully installed ipaddress-1.0.23

root@xmc.reading.ctc.local:/usr/local/Extreme_Networks/NetSight/jython/bin$

do not upgrade PIP!
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Using PIP
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d

pip
pip
pip
pip
pip
pip
pip

pip
pip

pip

--version

help

list

list --outdated

show <package-name>

show --files <package-name>

search <package-name>

install <package-name>
install --upgrade <package-name>

uninstall <package-name>




using your own XMC Python class
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Jython class path

Own Python classes should go under appdata/scripting/extensions

root@xmc.reading.ctc.local:~$ mkdir -p /usr/local/Extreme_Networks/NetSight/appdata/scripting/extensions
root@xmc.reading.ctc.local:~$ echo "
class MyFirstClass:
def __init__ (self, name):
self.data = 'my name is ' + name

def getText(self):
return self.data
> /usr/local/Extreme_Networks/NetSight/appdata/scripting/extensions/MyClass.py
root@xmc.reading.ctc.local:/usr/local/Extreme Networks/NetSight/appdata/scripting/system/extensions$

NOTE: Class files are not part of the XMC backup!
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own class execution

Edit Script: Test

-«

Overview Content Description Runtime Setti

_ 4

B L

- import MyClass 1
test = MyClass.MyFirstClass("Max")

print test.getText () ‘

. i, . “. af‘

MyClass.py

MyFirstClass:
__init__(self, name):
.data”= 'my name is ' + name

getText(self):
return .data

Run Script: Test

Script Information

Task Infarmation: Run Now
Script Name: Test

Overall Status

COMPLETED
Devices
Name IP Address
+  10.128.0.0/20 10.253.0.16
Results

Script Name: Test

Date and Time: 2020-02-24T09:10:42.512
¥MC User: mnikulski

HMC User Domain:

Ip: 10.253.0.16

my name is Max

1. Device Selection 2. Device Settings 3. Runtime Settings 4. Verify Run Script 5. Results

Script Task Name: MN/A
Timeout (sec): 60

Start TimefTotal Run Time

2/24/2020 10:10:42 AM/(D sec)

« Previous “ Close

root@xmc.reading.ctc.local:~$ 1s -1 /usr/local/Extreme_Networks/NetSight/appdata/scripting/extensions

total 8

-rw-r--r-- 1 root root 142 Feb 24 09:10 MyClass.py

-rw-r--r-- 1 root root 3686 Feb 24 10:08 'MyClass$py.class’
root@xmc.reading.ctc.local:~$
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own class execution

Edit Script: Test Edit Python Script: Test

Overview Content Description Run

=
i=

import MyClass

from MyClass import MyFirstClass

Ly B

test = MyClass.MyFirstClass ("Max") test = MyFirstClass('Max')

print test.gecText () 4

[s Y 5 BY SN 'L T O B P

print test.gecTexc ()

5 PR T TY -

avoid name collision
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XMC Python using SNMP
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using SNMP-GET

from xmclib.snmplib import SnmpRequest
from xmclib.snmplib import SnmpVarbind

snmp_request = SnmpRequest( emc_vars["deviceIP"] )

varbinds = [
SnmpVarbind(
oid = "rcSysLastRunTimeConfigSave.®

)

response = snmp_request.snmp _get( varbinds, timeout = 15 )

if response.ok:

"last configuration save: ", response.vars[@].val
else:

"ERROR: SNMP-GET fails"
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using SNMP-SET

from xmclib.snmplib import SnmpRequest
from xmclib.snmplib import SnmpVarbind
from xmclib.snmplib import ASN_INTEGER

snmp_request = SnmpRequest( emc_vars["deviceIP"] )

varbinds =
SnmpVarbind(
oid "rc2kBootConfigEnableSpbmConfigMode.1",
asn_type ASN_INTEGER,
value = "1"

response = snmp_request.snmp_set( varbinds, timeout = 15 )

if response.ok:

"Enable SPBM boot config flag : success"
else:

"Enable SPBM boot config flag : failed"
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from xmclib.snmplib import SnmpRequest

US|ng SNMP_SET from xmclib.snmplib import SnmpVarbind

from xmclib.snmplib import ASN_INTEGER

ifAdminStatusDown(ipAddress, portIndex):
snmp_request = SnmpRequest( ipAddress )

try:

varbinds [SnmpVarbind(
oid = "1.3.6.1.2.1.2.2.1.7." + str( portIndex ),
asn_type = ASN_INTEGER,
value "2"

)]

response = snmp_request.snmp_set(varbinds, timeout = 5 )

if response response.ok:
"Port set to down %s %s" % (ipAddress, portIndex)
return
else:
raise Exception("Unable to set port down %s %s" % (ipAddress, portIndex))
response.dump()
return

except Exception e:
"ERROR" + e.message
return
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write messages to the internal LOG facility

not recommended




iInternal logging

[E Diagnostics - Administration - X s

c @ © & 25 hitps//192.168.162.50:8443/OneView/view/administration B - v + In @0 H ® O =
EExtreme Profiles Users ServerInformation Certificates Options MAC OUlVendors Backup/Restore Diagnostics Client APl Access

Network Level: Basic »

» Access Control
Alarms & Events -~ .

» Application Analytics
Control » Flows

» Historical Statistic Collector

X P e

Analytics - Server

Governance Log

.,))

MNir
Ui MNetSight Appliance Configuration

Server CPU/Memory

Q]

Governance
Server Diagnostics
Reports Server Licenses
Server Log

TEHE Server Performance

Server Utilities

Administration

» Support

Connect b System
»  Wireless

' r
14 15:00:07 Uptime: 0 Days 06:10:50 Operations ] AP E

[ NetSight Administratorroot | Last Updated: 2019011

iIs not recommended

% Refresh Select Log: server.log

FiberlinkMaaS360 c g
AN ~om xmclib import logger

[LocationBasedSe

fameeeee 1 0gger.debug("this my debug message")

e  1ocger.info ("this is my info message")

2019-11-14 08:50:2 n . . n
it | 0gger.warn (“this my warning message")
42019-11-14 08:50:2 n . 0 n
e [ ogger.error(“this my pain error message")

8019-11-14 08:50:208 _ g _
2019-TaQ8:50:20, 9?5 INFO [com enterasys fusmn modules CheckF'othandler] Stamng Connect Module [CheckPolntHandIer]
2019-11-14 08:5U" %874 INFO [com.enterasys.fusion.modules LightSpeedHandler] Starting Connect Module [LightSpeedHandler]
2019-11-14 08:50:20,959 [N™Safgom.enterasys fusion.modules.AzureHandler] Starting Connect Module [AzureHandler]
2019-11-14 08:50:20,951 INFO [com @Magasys . fusion.modules.PaloAltoHandler] Starting Connect Module [PaloAltoHandler]
2019-11-14 08:50:20,945 INFO [com.enterasys_Twiag modules AwsHandler] Starting Connect Module [AwsHandler]

2019-11-14 08:50:20,993 INFO [com.enterasys fusion. mot®es OpenStac

?

2019-11-14 08:50:21,001 INFO [com.enterasys.fusion.modules. Nutziy

2019-11-14 08:50:21,149 INFO [com.enterasys.fusion.modules. VMWaref th I n k abo Ut XM C LOG |eve|
2019-11-14 08:50:21,573 INFO [com.enterasys.fusion.modules XenMobil€rereres Ry =TT = =T = =T T ey =T T =T

2019-11-14 08:50:21,759 INFO [org.jboss.as_server] WFLYSRV0010: Deployed "Connect. ear (runtime- name "Connect.ear’ }
2019-11-14 09:36:09,660 ERROR [com.enterasys.tesMb.scanagent.info.AssessmentWebsernicelUtil3_2_2] Error get assessment
info from Assessment Server at IP: 192.165.162.51, port: 8445 with error: No route to host (Host unreachable)

019-11-14 14:59:53,005 ERROR [com.extreme_scripting. python.internal _logging] this is my pain error message v
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Debugging better to write your own log file

import os
import time
import logging

loggFileName = emc_vars['deviceIP'].replace('.','_") + '-' + time.strftime("%Y%m¥%d-%H%M%S") + '.txt'
loggDirectory = str( os.path.abspath( os.path.join( emc_vars['jboss.server.log.dir'] + /"' )))

logging.basicConfig(level = logging.DEBUG, > executed LOG level

format '%(asctime)s,%(msecs)-3d %(levelname)-8s [%(filename)s:%(lineno)d] %(message)s’,

c0ONO VT WN R

filename loggDirectory + loggFileName, :
filemode = 'w') ™ overwrite the file
will append

logging.debug('This message should go to the log file')
logging.info('So it should be')

logging.warning('And this, too")

logging.error('this is not good')
logging.critical('even worse')

10-0-8-11_20191112-134855.1xt

2019-11-13:12:16:53,470 DEBUG [test.py:13] This message should go to the log file
2019-11-13:12:16:53,470 INFO [test.py:14] So it should be
2019-11-13:12:16:53,470 WARNING [test.py:15] And this, too

2019-11-13:12:16:53,471 ERROR [test.py:16] this is not good
2019-11-13:12:16:53,471 CRITICAL [test.py:17] even worse
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using the internal API ( WildFly )

not recommended




using the internal API

from xmclib import cli
from device import api

message = emc_vars["banner"]
if api.enable() api.config():
cli.check_send("banner custom")

cli.check send("banner \"" + message + "\"")

cli_result = api.save_config()

cli result = api.reboot()

if cli _result cli result.isSuccess():
restartStarted =
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using the internal API

from xmclib import cli
from re import match

if api.enable():
cli output = cli.send("show ip ssh | include Administrative")

if cli output.isSuccess():
isEnabled = cli.check output_expr_list(cli output, ["(?i)enabled?"])
if isEnabled :
"SSH is enabled"

else:
"SSH is disenabled"”
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using the internal API

cli_result = api.download_config(transferProtocol = emc_vars["transferProtocol"],
serverAddress emc_vars|

serverPort emc_vars|

isAnonymousLogin emc_vars|

[

[

[

serverAddress"],
serverPort"],
isAnonymousLogin"],
serverUsername"],

serverUsername emc_vars
serverPassword emc_vars["serverPassword"],
rootDirectory emc_vars["rootDirectory"],
serverFilePath download_path,
downloadTimeout emc_vars["downloadTimeout"])

cli.process result( cli result, emc_results )
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using the internal API

"transferProtocol”],
"serverAddress"],
serverPort"],
rootDirectory"],
‘firmwareDirectory"],
"isAnonymousLogin"],
serverUsername"],
serverPassword"],
‘firmwareName"],
"downloadTimeout"]);

cli result = api.download firmware(transferProtocol emc_vars
serverAddress emc_vars
serverPort emc_vars
rootDirectory emc_vars
firmwareDirectory emc_vars
isAnonymousLogin emc_vars
serverUsername = emc_vars
serverPassword = emc_vars
firmwareName emc_vars
downloadTimeout emc_vars

| Y s T s B sy Y sy T s B s Y sy I s B ey |

cli.process _result( cli result, emc_results )
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