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VSP Edge Deployment with Automation

Prerequisites

e An existing Fabric Connect core switch running VOSS 8.3 or later
e ExtremeCloud IQ - Site Engine (XIQ-SE) and Extreme Control version 22.3 or later
e DHCP/DNS server reachable on the existing Fabric Connect network

e An active Extreme Cloud 1Q account for XIQ-SE, used for onboarding and changing switch
persona from EXOS to VOSS/Fabric Engine

Overview

Objectives

This document describes the procedure to automate the deployment of a VSP switch using
a combination VSP Fabric Connect automation features and XIQ-SE/Extreme Control
automation features. In particular, the guide describes the following tasks.

e XIQ-SE preparation for a successful VSP switch automated, zero-touch deployment
e VSP ZTP+ provisioning automation

e UniversalHardware switch OS conversion from EXOS/Switch Engine to VOSS/Fabric
Engine via XIQ or XIQ-SE

e V/SP Zero-Touch-Fabric and port auto-sense functionality

As of VOSS 8.6, the OS running on Universal Hardware switches has been re-branded to
Fabric Engine and the switch is no longer referred to as a VSP switch, but as a Fabric Engine
switch. This change only applies to Universal Hardware and Non-Universal Hardware
running VOSS (VSP4900) will still be referred to as VSP switches.

Likewise, Universal Hardware running EXOS 31.6 or later has been rebranded to Switch
Engine in place EXOS.

Throughout this guide the name VSP Edge and Fabric Engine Edge can be used
interchangeably.

© 2022 Extreme Networks, Inc. All rights reserved. / 4
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Network Diagram

This guide uses the following network setup as an example of a typical VSP edge customer
deployment. In particular it consists of the following devices:

e Two VSP core/distribution switches running VOSS 8.3 or later code. These switches
represent an existing customer fabric connect deployment.

e Two Universal Edge 5520 VSP switches. In reality, any VSP switch will work as an
edge switch as long as it supports VOSS 8.3 or later.

e One IP phone; Mitel 6920 model
e One Extreme Wireless AP; model AP505i
e Oneclient VM acting as a wired client connected to the IP phone

e One XIQ-SE instance running 21.11 or later software, and one Extreme Control NAC
appliance running the same version

e One Extreme Campus Controller (XCC) VM appliance

e ExtremeCloud IQ (XIQ) user account for onboarding the Universal Edge switches
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It is assumed in this guide that the two VSP core switches have already been deployed
and are part of an existing fabric network and reachable by XIQ-SE. This guide focuses
on describing the additional configuration necessary to successfully onboard the VSP
edge switches from a “factory default” condition where each edge switch does not have
an existing configuration file present on the internal flash. The edge switches will use
XIQ-SE ZTP+ and the VOSS Zero Touch Fabric functionality to achieve a typical VSP
Edge deployment with the following characterisitics:

e No SMLT Clustering (MLAG) of the core nodes

e Use of DVR Controller on the core nodes and DVR Leaf on the VSP edge

© 2022 Extreme Networks, Inc. All rights reserved. / 5
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e Use of Zero Touch Fabric as an alternative to edge switch stacking

e Complete automation of VSP Edge deployment

The VSP edge switches have no Out of Band (OOB) management connection. All
management of the edge switches will be via an inband IP address which is typical in
campus VSP edge switch deployments.

At the end of the deployment, all connected endpoints (IP phone, AP, client) will be
operational without any manual configuration on the VSP Edge switches including the
access ports.

Some initial fabric “seed” configuration will be required on the VSP core, and this guide
covers that configuration in detail. But the real gains of Zero Touch Fabric are reaped
when deploying the large quantities of edge access switches in any fabric design.

The network diagram above shows both the physical fabric topology as well as the
logical fabric topology. The logical topology consists of five L2VSNs and each is
allocated a corresponding I-SID and IP subnet.

The onboarding [-SID 15999999 is a special I-SID and should be unique across the fabric
network. The onboarding I-SID is the default I-SID that a newly unboxed VSP (with no
configuration file) will always use when onboarding itself once it has joined the existing
fabric.

All these L2VSNs will be IP routed in the base GRT (VRF-0) of the core VSPs and edge
DVR-Leaf nodes. Use of VRFs and L3VSNs is of course possible but will not be covered
in this guide because the deployment procedure is similar to the GRT scenario.

© 2022 Extreme Networks, Inc. All rights reserved. / 6



VSP Edge Deployment with Automation

Preexisting Configuration Review

XIQ-SE Preexisting Configuration Review

The objective of this guide is to focus on the Fabric VSP Edge deployment and the steps
required to achieve that. Therefore, it is assumed that any unrelated XIQ-SE configuration
has already been done and this section simply explains what the customer will need to pre-
configure on XIQ-SE.

As an example, the Buildingl and Building?2 sites have already been configured:

ExtremeCloud |Q Site Engine

=)

‘ Alarms & Events

Dashboard Devices Discovered Firmware Archives Configuration Templates Reports

Sites v = Devices World  Site Summary  Endpoint Locations  FlexReports
& Control
Name © Add Device... B Exportto CSV =
|7 Analytics v & World
Device
3 Status = Name Site IP Address
2= Wwireless v € Building1 Status T
|sal Reports Building1 ° L. Fabric World 10.9.203.7
= v < Building2 ° - NAC /World 10.9.203.6
= Tasks
Building2 ° - vsp-corel world 10.9.193.131
&% Administration =
» & Topology Definitions ° o VSP-core2 /World 10.9.193.132
—h o
= Connect @ service Definitions

A map of the same name is already defined for each site and the corresponding map has
already been set under the site Actions “add to Map” option.

The VSP core switches will initially be found under the World Site.

Under Administration, the admin profile “Fabric Edge” has been defined to manage the
switches, as shown here:

A Alarms & Events

© Add S Edi © Delere  Default Profile: | public_vi_Profile ¥ | Default Access Control Engine Profile: | snmp_v3_profile ¥
& control
Name SNMPVersion  Read Credential Write Credential | Max Access Credential Read Security Level Write Security Level Max Access Security Level CLI Credential
o2 Analytics public_v2_Profile SNMPV2 public_v2 public.v2 public_v2 Default
Ay
= Wireless EXTR_v2_Profile SNMPv2 public_v2 private_v2 private_v2 Default
M Reports snmp_v3_profile SNMPV3 default_snmp_v3 default_snmp_v3 default_snmp_v3 AuthPriv AuthPriv AuthPriv Default
ks VOSS_v1_Profile SNMPV1 public_v1 private_v1 private_v1 Default RWA
. 80S5_ESM_vi_Profile SNMPV1 public_v1 private_v1 private_vi Default BOSS ESM
8% Administration
BOSS_4800_v1_Profile SNMPV1 public vt private_vi private_vi Default BOSS 48...
&= Connect
BOSS_v1_Profile SNMPV1 public_v1 private_v1 private_vi Default BOSS
VOss_v2_Profile SNMPV2 publicv2 private v2 private_v2 Default RWA
80S5_ESM_v2_Profile SNMPV2 publicv2 private_v2 private_v2 Default BOSS ESM
80S5_4800_v2_Profile SNMPV2 public v2 private v2 private_v2 Default BOSS 48...
8055_v2_Profile SNMPV2 public v2 private_v2 private_v2 Default BOSS
san_security_profile SNMPV1 publicvi public_vi public_vi SAN Security
Servers SNMPV3 default snmp_v3  default snmp_v3  default_snmp_v3 AuthPriv AuthPriv AuthPriv Server

Fabric Edge 3 | snwe fabric_edge fabric_edge <No Access > AuthPriv AuthPriv NoAuthNoPriv FabricEdge

This admin profile uses the following SNMP credentials:
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Edit SNMP Credential: fabric_edge x

. User Name: admin
Authentication Type: SHA =
Authentication snmpauthcred @
Password:
Privacy Type: AES -
Privacy Password: snmpprivcred @
Cancel

This admin profile uses the following CLI credentials:

Edit CLI Credential: FabricEdge x

]

| Description: ‘ FabricEdgd]

| User Name: admin

1
Type: S5H -
Login Password: password @®
Enable Password: password @
Configuration Password: | password @

Cancel

These are non-default credentials, so ZTP+ will configure these credentials on the VSP edge

switch when it is onboarded for the first time.

Under XIQ-SE Network, Topology definitions, the following Fabric Connect Topology
settings are configured:

© 2022 Extreme Networks, Inc. All rights reserved.
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Dashboard Devices Disc irm e Archives Configuration Templates rts
A Aarms & Events _
Sites bd = Fabric Connect Fabric Topology Summary
& control B
l Name Fabric Infrastructure Settings
|#” Analytics v & world
1S-IS Manual Area: 49.0000
= wireless » € Building1
o Primary BVLAN: 4051
m Reports » € Building2
- Secondary BVLAN: 4052
— ¥ &l Topology Definitions
= Tasks
=
&l Fabric Connect | 2 DvR Domain Settings
* Administration pie
@l Service Definitions
= Connect © Add {3 Edic @ Delete A8
Name Domain ID
4 [Domalm 1 ]
Features

@ Multicast
¥ IP Shortcuts

() 1Pv6 Shortcuts

And the settings are assigned to both the Buildingl and Building?2 sites.

B )

Da oard Devices Discon
‘ Alarms & Events

Sites v
G Control

Name
|## Analytics - & world
= Wireless » €3 Building1 2

» €» Building2

|shl Reports

=
- ¥ &l Topology Definitions
= Tasks &

i Fabric Connect

* Administration

Bl service Definitions

= Connect

Archives

Devices | Building? ] Site Summary  Endpoir

Configuration Templates

Nt tions
4
Discover Actions VRF/VLAN Topologies Service:
Fabric
Topology Definition: ~ Fabric Connect -
DvR Domain ID: Domain1 v

As mentioned, this guide assumes that both VSP core nodes are already configured for
Fabric Connect. When onboarding the VSP edge switches, the “Onboard VSP” workflow will
automatically convert the VSP edge switches to DVR Leaf nodes. However, for this to
happen, the workflow must be able to read the DVR Domain ID from the site.

On the XIQ-SE Control, Access Control tab, in the Configuration section, the following rules
will be used for authenticating the PC client and onboarding the Wireless AP:
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oo Network

A Alarms & Events

g s Add. © Delete

|## Analytics
Enabled  RuleName Conditions Actions
= Wireless
v Blacklist End-System is in Blacklist Profile: Quarantine NAC Profile, Accept Policy: Quar
L i s AA: Defaull
L Report o pafout e ¥ Warning End-sy isin A ent War... Profile: Notification NAC Profile, Accept Policy: Notification

— Portal: Defauit I 5
= Tasks ] L4 Access Point Authentication is MAC and Profile: Access
> A User is in FA Client AP Accept Policy:
& Administration
b Profiles
onle Server End-System i in Servers Profile: Accept Policy: Server
= Connect & .
b Captive Portals
o 4] Printer End-system is in Printers Accept Policy: Printer
» Notfications
Volp Phone End-System is in VoIP Phones Profile: Voi? e, Accept Policy: VoIP Phone
» Vendor RADIUS Attributes 1
o Administrator User is in Administrators profile: Ad ¢ NAC Profile, Accept Policy: Enterprise User (Adminis
b Global & Engine Settings
-] v Enterprise User Authentication is MAC and Profile: Allow
End-System is in Enterprise User .. Accept Policy:
v Default Catchall catcheall rule Profile: Defe ile, Reject Authentication Requests

The Access Point rule will be used to MAC authenticate the WLAN APs using inbound
RADIUS FA attributes.

Note that in this guide, MAC authentication is used for the Windows PC client. In reality, the
Enterprise User rule would typically be an 802.1X authentication rule.

Under the Group Editor section, the user group “FA Client APs” has been defined:

2

&k Network

Policy Access Control

‘ Alarms & Events
Configuration + User Groups

Control 1
|#” Analytics Group Editor 3 - © Add.. T Refresh Import...

Name 1 Category Type Used By
S wireless v AllGroups
ot » Device Type Groups Administrators User Group LDAP User Group Default
o eports
» End-System Groups Enterprise User User Group Username
—
== Tasks » Location Groups [ FA Client APs User Group RADIUS User Group  Default ]

& Administration > Time Groups

= o - 4
Administrators
Enterprise User

FA Client APs

This user group has the following RADIUS attribute defined :

ata Network

L i s Configuration + Edit Group: FA Client APs

& control 1
8 Description: Optionally add a description |
|2 Analytics Group Editor 3 -

All G

" Wireless M roups
» Device Type Groups

‘Lll Reports P up Mode: ® Match Any O Match All
» End-System Groups

== Tasks © Add...

» Location Groups

&F Administration » Time Groups Attribute Name Attribute Value Description

= Connect - 4 FA-Client-Type 6 wap-typet

Administrators

Enterprise User

FA Client APs
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This user group will allow easier and more secure authentication of the AP based on its FA
Client inbound RADIUS attributes (instead of having to base the authentication solely on the
AP’s MAC address).

The Access Point and Enterprise User rules contain the policy mappings shown below. The
mappings can found under the Configuration section, Profiles, Policy Mappings sub-folder:

2
‘2‘ bl Dashboard  Policy End-Systems  Reports
‘ Alarms & Events
Configuration —~  Default

| & control 1 QusannNE AL FIuie .
© Add.. @ Delete

Switch to Advanced < Refresh
: Analytics Registration Denied Access NAC Pro
P Secure Guest Access NAC Profile Name 1 Policy Role Eocation
= Wireless )
Server NAC Profile Access Point Access Point Any
m iepnis Unregistered NAC Profile Administrator Administrator Any
= Tasks
= las VoIP Phone NAC Profile Assessing Assessing Any
* Administration v Policy Mappings |4 Deny Access Deny Access Any
: Connect Default Enterprise Access Enterprise Access Any
» Assessment { Enterprise User Enterprise User Any
» Captive Portals Enterprise User (Administrator) Enterprise User Any
» Notifications Enterprise User (Read-Only Manag...  Enterprise User Any
» Vendor RADIUS Attributes Failsafe Failsafe Any
» Global & Engine Settings ~  Guest Access Guest Access Any

< »

These policy mappings can be used to directly set the returned RADIUS attributes such as
vlan/i-sid bindings, but the best practice is to use the Policy configuration tab to define the
returned RADIUS attributes. Because Policy will be used in this guide, the above entries are
simply mapping the Access Control rules to Policy roles configured within the XIQ-SE Policy
framework.

The Policy framework is configured on the Policy tab. Two Policy domains are created:
Building! and Building2, as shown below.

@l ExtremeCloud |1Q Site Engine

2
‘-:} Network Dashboard Access Contro End-Systems Reports

‘ Alarms & Events

[_45 Open/Manage Domain(s) » ] [@ Global Domain Settings v @ Tools »
G gl 1 [ ~J Open Domain 4 ]' & Buildingt
|+ Analytics & | Lock Domain Building2
d . eColumns | »
2= Wireless £  save Domain Default Policy Domain
ExtremeControl ule
[shl Reports ©  enforce Domain <
—- Enforce Preview... ® Access Point
== Tasks
B | \orifs NAmain ® Administrator

These Policy definitions, are cloned from the “Default Policy Domain” using the
“Import/Export, Import from Domain” wizard.

© 2022 Extreme Networks, Inc. All rights reserved. / N
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@‘ ExtremeCloud 1Q Site Engine

a2 Network

Dashboard Policy Access Contro End-Systems Reports
‘ Alarms & Events
[ Open/Manage Domain(s) = [@ Global Domain Settings
| a Control Open Domain »
lo2 Analytics 8  Lock Domain
ot = & Show Editable
= Wireless £  save Domain

m Repolts ® | enforce Domain Role / Service / Ruli
— Enforce Preview... ® Access Point
== Tasks o
@ | verify Domain ® Administrat
Administration i
* Assign Device(s) to Domain... > . Assessing
= Connect » @ Deny Access
Create Domain...
» ® Enterprise A
Delete Domain(s)...
» ® Enterprise U
Rename Domain... 1
[ Import/Export ]D [ Import From Doma‘m...]
Database » Import From File...
|
Export To File...
VLANs .

» @ Printer

All settings are imported from the “Default Policy Domain.”

Import From Domain x

p
{ Domain: ‘[ Default Policy Domain 1 ] =

Data Elements to Import

¥ Roles ¥ Class of Service (¥ Port Level Role Mapping Status
¥ services & Rules (Local) ¥ Adv Cos Config ¥ GVRP Status

@ service Groups (¥ Rate Limits (¥ Do Not Use Global Rules Status
(¥ Devices (W VLANS (W ACL Mode Status

@ Port Groups (User-Defined) (W Network Resources (¥ HTTP Redirect Config

Select All Deselect All

WARNING: Importing Class of Service can affect the rate limits associated to existing CoS even if only appending the imported data. Before
enforcing, inspect the Classes of Service for accurate/expected Rate Limits to confirm QoS that will be enforced to your network devices.

Application of Imported Data Elements - Overwrite existing elements v,

3

- =

As shown below, the following changes are made to the Buildingl and Building2 policy
domains.

For the Access Point policy role, only the I-SID value is changed, and the VLAN-id is the
same for both locations. Also, the “AP Aware” parameter is left at the default value of
“Enabled.” This setting will enable Extreme Control to send the necessary outbound

attribute to enable MHSA (Multiple Host Single Authentication) on the switch access port

where the AP is authenticated.

© 2022 Extreme Networks, Inc. All rights reserved.
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‘:3 Network Dashboard Policy Er Report:
‘ Alarms & Events . .

[@ Open/Manage Domain(s) v  [i@ Global Domain Settings v  [@ Tools v
E Control

( Domain: Building )

|## Analytics
— Roles/Services = Role: Access Point
= Wireless o

v & Roles
hil Reports General  VLAN
sl Rep [ @ Access Point ] . .
E Tasks @ Administrator Name: @ Access Point
* Administration @ Assessing Description: The Access Point role is useful for B@AP topology. When this role
= Connect ® Deny Access TCI Overwrite: | Disabled v

® enterprise Access

@ Enterprise User Default Actions

4
@ railsafe Access Control: [COntam to VLAN ] g
@ Cuoct arrace Z
VLAN: 8 194[aP-Mgmt] v
Class of Service +
Service ID: [ 2100194 ]
VLANs 3 mm——————mee——————————=— :
AP Aware: IEnabled LY
Network Resources +

a2 Network

Reports

ss Contro

Policy Ac

‘ Alarms & Events ‘ :
[@ Open/Manage Domain(s) v  [@ Global Domain Settings v [ Tools v

ﬂ Control
[Domaln: Building2 ]
l## Analytics
— Roles/Services = Role: Access Point
= Wireless .
v @ Roles
hil Reports General VLA
il Rep [ @® Access Point ] . .
E Tasks @ Administrator Name: ® Access Point
* Administration @ Assessing Description: The Access Point role is useful for B@AP topology. When this rol
w— Connect ® Deny Access TCl Overwrite: | Disabled v

@ Enterprise Access

@ Enterprise User Default Actions

@ railsafe Access Control: Ejon(ain to VLAN ] v
@ Cuact brrace b
VLAN: 194[AP-Mgmt] B
Class of Service +
Service ID: [22001 94 ]
VLANs + T
AP Aware: kna bled
Netwanrk Re<niirces +

For the Enterprise User policy role, again note that only the I-SID value is changed, and the
VLAN-id is the same for both locations.

o5 Network

ard  Policy

‘ Alarms & Events . N 5 1
[@ Open/Manage Domain(s) v [ Global Domain Settings v [ Tools w

a Control
( Domain: Building1 )
|## Analytics
— Roles/Services = Role: Enterprise User
= Wireless
v @ Roles
Reports General VLA Mappir Port Default
P @ Access Point -
Tasks @ Administrator Name: .Enterpnse User
Administration @ Assessing Description: The Enterprise User role is essentially equivalent to the Enterpris:
Connect @ Deny Access TCI Overwrite: | Disabled v
@ Enterprise Access
[ @t U ] Default Actions
1
@ Frailsafe Access Control: [contamto VLAN ] b4
@ b
= VLAN: [Dws[oata] ] -
Class of Service +
Service ID: [ 2100196 ]
VLANs +
Class of Service: &3 Network Control (Priority: 4) b4
Netwark Recniirces +
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Dashboard

s5a Network
‘ Alarms & Events

| & control

Policy

[@ Open/Manage Domain(s) v

Access Contro End-Systems Reports

[@ Global Domain Settings v  [@ Tools

( Domain: Building2 )

|7 Analytics
Roles/Services
= Wireless

v & Roles

|shsl Reports
= Tasks
* Administration @ Assessing

== Connect

® Access Point

® Administrator

@ Deny Access

Role: Enterprise User

. Enterprise Access

[ @ Enterprise User

General VLAN Egress pp! Port Def Usage
Name: .Enterprise User
Description: The Enterprise User role is essentially equivalent to the Enterpris
TCl Overwrite: Disabled v
] Default Actions

@ railsafe

Class of Service

@ Ciact brrace

Access Control: [CQntam to VLAN

VLAN: [ﬁ 196[Data] ] -
+
Service ID: [ 2200196 ]
+
Class of Service: | & Network Control (Priority: 4) b

s

As of XIQ-SE 21.11 it is no longer necessary to configure a custom RADIUS attribute template.
Default templates have been added for Policy and non-Policy NAC scenarios. As mentioned
before, the best practice is to use Policy to configure Radius outbound attributes. In the
default templates shown below, for Policy scenarios use the “Extreme VOSS-Per User ACL”

template and for non-Policy scenarios use the “Extreme VOSS-Fabric Attach” template.
Because this guide uses Policy, the “Extreme VOSS-Per User ACL” is used.

Manage RADIUS Attribute Configurations

| E Add..

Name |

Extreme Netlogin - VLAN ID
Extreme NetLogin - VLAN Name
Extreme Policy

Extreme Policy - Fabric Attach
Extreme VOSS

Extreme VOSS - Fabric Attach

Extreme VOSS - Fabric Attach - EPT

~

= Refresh Preview With Policy :

Attributes

-

Extreme-Netlogin-Extended-Vlan=49VLAN_EGRESS%%VLAN_|D%,Extreme-Security-Profile=3PORT_P...
Extreme-Netlogin-Extended-Vlan=96VLAN_EGRESS%%VLAN_NAME%,Extreme-Security-Profile=3%POR...
Filter-ld=Enterasys:version=1:%MANAGEMENT%policy=3%POLICY_NAME%.Service-Type=%MGMT_SE...
Filter-ld=Enterasys:version=1:%MANAGEMENT%policy=36POLICY_NAME%,FA-VLAN-ISID=96VLAN_ID...
Tunnel-Private-Group-ld=%VLAN_ID%:%VLAN_TUNNEL_TAG%,Tunnel-Type=13:%VLAN_TUNNEL_TA...
FA-VLAN-ISID=0:36CUSTOM19,Passport-Access-Priority=%MGMT_SERV_TYPE%

FA-VLAN-ISID=36VLAN_ID%:0,FA-VLAN-ISID=9%VLAN_ID%:96CUSTOM19%,Passport-Access-Priority=%M...

[ Extreme VOSS - Per-User ACL

Filter-ld=%POLICY_NAME%,Passport-Access-Priority=¢MGMT_SERV_TYPE%,%PER_USER_ACL_VOS55% ]

Extreme VOSS Per-User ACL

Extreme XNV - VLAN ID

9%PER_USER_ACL_VOSS%

Extreme-VM-VLAN-ID=%VLAN_ID%,Extreme-VM-VPP-Name=%PORT_PROFILE%,Extreme-VM-VR-Nam...

-

Close

Al iR PUA$alE DATIAT NAmnain

These RADIUS templates can be viewed (or created) when a switch is added or edited under
the Access Control tab, Engines section, Switches sub-tab.

If no switches exist, simply click Add as if to add a first switch. Then use the “RADIUS
Attributes to Send” drop-down and select the “Manage...” option.

© 2022 Extreme Networks, Inc
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Add Switches to Access Control Engine Group: Default x
Alarms & Events
A ConTaraton +  Engine-NAC/1092036 4 5
© Add Device Q  switch Typer Layer 2 Out-0f-8and -
& cowol -
Y - etwork (4 devices i ine: -
|2 Analytics Group Editor + 5 u] y ( ) primary Engine: None
: : || O @ Aibevices e devces)
(e ) 3 D @ coummsayissenen
IP Address T Nickname Auth. Access Type: v
v Engine Groups » [0 Extended Bridzes (0 devices) W P Hétworkaccess
v Default » O Wireless Controllers (0 devices) Virtual Router Name:
=¥ NAC/10.9.203.6
RADIUS Attributes to Send: Extreme Policy 6|
»  AllEngines =
RADIUS Accounting: e
[Manage... 7 ]
Management RADIUS Server 1:
‘ None
Cisco Per-User ACL
Network RADIUS Server: Cisco Wired Dynamic ACL @
Cisco Wired RFC 3580 and Dynamic ACL &

Cisco Wireless Dynamic ACL
Cisco Wireless RFC 3580 and Dynamic ACL

Policy Domain: Extreme BOSS &

X1Q-SE: Script and Workflow Review

This deployment guide makes use of following scripts and workflows which do not ship with
XIQ-SE but are provided on GitHub.

NEINE Type GitHub URL
https://qithub.com/extremenetworks/ExtremeScripti
ng/tree/master/XMC_XIQ-SE/oneview_ CLI scripts

Move to CLIP Mgmt IP Script

https://aithub.com/extremenetworks/ExtremeScripti
ng/tree/master/XMC_XIQ-SE/oneview_workflows

Change the persona to EXOS  \Workflow

https://aithub.com/extremenetworks/ExtremeScripti
ng/tree/master/XMC_XIQ-SE/oneview_workflows

Change the persona to VOSS  \Workflow

https://aithub.com/extremenetworks/ExtremeScripti

Onboard VSP Workflow g /tree/master/XMC_XIQ-SE/oneview workflows

The following examples show how to download and install these scripts and workflows into
XIQ-SE.

Download the script you want, for example “Move to CLIP Mgmt IP,” using right-click and
then “Save link as...”

Then import the script into XIQ-SE using Tasks > Scripts > Import ...
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https://github.com/extremenetworks/ExtremeScripting/tree/master/XMC_XIQ-SE/oneview_workflows
https://github.com/extremenetworks/ExtremeScripting/tree/master/XMC_XIQ-SE/oneview_workflows
https://github.com/extremenetworks/ExtremeScripting/tree/master/XMC_XIQ-SE/oneview_workflows
https://github.com/extremenetworks/ExtremeScripting/tree/master/XMC_XIQ-SE/oneview_workflows
https://github.com/extremenetworks/ExtremeScripting/tree/master/XMC_XIQ-SE/oneview_workflows
https://github.com/extremenetworks/ExtremeScripting/tree/master/XMC_XIQ-SE/oneview_workflows
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f:‘ Network Workflow Dashboard Scheduled Tasks Saved Tasks ‘.':0‘«"1:;.:
‘ Alarms & Events - - 3
O Add v 2 Refresh
G Control
Saved
Script Type Name Category Task Wor... = Modified By Comments
|#7 Analytics 2%
cu Im i
2 Wireless port Script x
Python Import a new script.
|l Reports
Python Select File...
= Tasks 1
Python ([ overwrite existing scripts
* Administration Python
Remo... File Name Override Script Name (optional) Size Status Information
= Connect Python
Python
Python
Python
Python
Python o »
Python Close
Then select the XML file downloaded from GitHub, click the Import button, then Close.
Import Script x

Import a new script.

Select File...

() Overwrite existing scripts

Remo... File Name T Override Script Name (optional)

@ Move_to_CLIP_Mgmt_IP.xmI

Size Status Information

347 KB

@ Clase

Similarly, you can download the workflow named “ZTP+ Change the persona to VOSS” and

then import it under XIQ-SE > Tasks > Workflows.

&5 Network

‘ Alarms & Events
User Workflows -

& control
v Workflows

|#? Analytics

= Wireless

@  Create Group...

© Create Workflow...

|l Reports

No data to display

Workflow Dashboard Scheduled Tasks Saved Tasks Scripts Workflows | 2

The file just downloaded is selected, followed by Import and then Close.
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Import Workflow x

Import a new workflow.

Select File...

[ overwrite existing workflow

3 Override Workflow Name i -
Remo... File Name T = Size Status Information
(optional)

@ Change_persona_to_VOSS-8... 7.6 KB

S

Similar steps are used to import the workflow “Change persona to EXOS.”

Finally, you can download the workflow “Onboard VSP” and then import it under XIQ-SE >
Tasks > Workflows.

s5a Network

Workflow Dashboard Scheduled Tasks Saved Tasks Scripts Workflows 2

A Alarms & Events )
N ispl
User Workflows - o CEn o disply

& control

* Workflows
|#” Analytics @ | Create Group...

= Wireless @ Create Workflow...

|shsl Reports

|§Tasks 1 I

Select the downloaded file, click Import, and then click Close.

Import Workflow x

Import a new workflow.

([0 overwrite existing workflow

: Override Workflow Name .
Remo... File Name | (optional) Size Status Information

@ Onboard VSP-8.5.4.23v55.xwf 31 K8

m =
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Prepare VSP Core Switches for Automated VSP
Edge

Site Selection for VSP Core Switches

Even though we show two sites in XIQ-SE (Buildingl and Building2), this guide illustrates
how to deploy the core and edge switches in Buildingl only. Building?2 is shown as an
example of a typical customer deployment where multiple sites exist.

Navigate to the Network, Devices tab, World site. Select both VSP core switches, right-click,
and select Configure.

A Alarms &Events - 4
& control
Name © Add Device. @ Exportto CSV =
|+ Analytics (o wora | 3
t: N s P A Poll stat Poll Detail T Famil F
2 Wireless » & sulding! Status | Name T Site ddress oll Status oll Details Device Type -amily irmware
sl Reports » € Building2 ®  rabric World 109.203.7 Available: 1. Up:4Dow..  FABRICMGR FabricMan..  21.9.104
= ek ~ & Topology Definitions ¥ @ NAC 5 World 10.9.203.6 Available: 1. Up:1Dow.. Virtual AccessCont.. ExtremeC..  21.9.10.4
== Tasks
B Fabric Connect ® [ vspcoret World 109.193.131 Available: 1.  Up:1Dow..  VSP-4450GSX-PWR+  VSPSeries 8.4.0.0
& Administration _
@l service Definitions e VSP-core2 ey 10.9.193.132 Available: 1...  Up:1Dow..  VSP-4450GSX-PWR+  VSP Series 8.4.0.0
332 FlexView

== Connect

More Views »

< 6

@  Compass Search...

Assign both switches to the Building]l site.

Configure Device S %
Device ID System Name Device Nickname Device Type Poll Type Site Precedence Site
10.9.193.132 VSP-core2 VSP-core2 VSP-4450GSX-PW... SNMP /World
10.9.193.131 VSP-core1 VSP-core1 VSP-4450GSX-PW... SNMP /World

4 »

1
Device Annotation  VRF Definitions VLAN Definitions CLIP Addresses  Topology services LAGs orts
Default Site: /World b ‘l 2

/World

o)

Contact: http://www.extremenety Poll Group: v
/World/Building1
Location: Poll Type: v
/World/Building2
. . A
Administration Fabric Edge = SNMP Timeout: 5 st
Profile:
‘ SNMP Retries: 3 —
Replacement Serial
Number:
Topology Layer: L2 Access 4
Remove from Service: [
Collection Mode: Historical i
Use Default WebvView (¥
URLS Collection Interval i5 -

(minutes):

SyncfromSite @ Enforce Preview... | m Cancel

In the confirmation pop-up, select Yes.
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Import Site Configuration

9 Do you want to import the site configuration?

WARNING: The existing VLAN Definition, Perts. and ZTP+ Device Settings
configuration will be overwritten.

Then select Save to commit.

Na

Now navigate to the Buildingl site that was selected and make sure both VSP cores have

been added.

Dashboard Devices Discovered

Sites h
Name
- & world
» < Building!
» € Building2

~ k& Topology Definitions

Devices

© Add Device...

Status

Building1

Name 1

VSP-corel

VSP-core2

Site

Configuration Templates  Reports

Summary  Endpoint Locations  FlexReports

@ Exportto CSV =

w | Site

fWorld/Building1

/World/Building1

IP Address Poll Status Poll Details
10.9.193.131 Available: 1. Up: 2 Dow...
10.9.193.132 Available: 1. Up: 2 Dow...

Device Type

VSP-4450G5X-PWR+

VSP-4450GSX-PWR+

Next, right-click on both VSP cores again and select Maps > Add to Map...

Dashboard Devices Discovered
Sites v

Name
v < World
» € Building1
» € Building2
v [ Topology Definitions
&) Fabric Connect

8 service Definitions

Devices Building1
© Add Device.. B
Status  Name 1
] VSP-corel
(] VSP-core2

Expo

Ok XQ O B

rtto CSV =

Site
ANArlARildinat
Flexview
More Views
Configure...
Compass Search...
Rediscover
Clear Alarms...

Upgrade Firmware...

Add to Device Group...

More Actions
Archives
Tasks

Maps
Network

Policy

»

»

»

>

ons exR t
IP Address Poll Status Poll Details
10.9.193.131 Available: 1...  Up: 2 Dow...
10.9.193.132 Available: 1...  Up: 2 Dow...

Create Map...

Create Map for Locations...

Then enter the Building site that was chosen and select OK.

Add to Map

Map: /World/Building1/Building1

“ Ca nce'

The VSP cores have now been added to the map.

Add to Map
| The devices were successfully added to /World/Building1/Building1
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Device Type

VSP-4450GSX-PWR+

VSP-4450GSX-PWR+

Family

V5P Series

V5P Series

Family

VSP Series

VSP Series

Firmware

8.4.0.0

8.4.00

Firmware

8.4.0.0

8.4.0.0
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Apply DVR Controller, VLAN, and IP Config

The VSP cores will need to route IP traffic across a number of VLAN/L2VSNs. These VLANs
do not exist on the VSP cores and need to be created.

Because the VSP edge switches will be onboarded as DVR Leaf nodes, the VSP cores will
also need to be configured as DVR Controllers and a DVR-GW IP will be configured on the
Voice and Data VLANs. VRRP will be used on the Switch-Mgmt and AP-Mgmt VLANS.

The above configuration will be performed using SSH CLI.

Open an SSH session to both VSP cores and paste the following commands.
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Building 1

VSP-Corel

VSP-Core?

enable
config term
dvr controller 1

vlan create 193 name "Switch-Mgmt" type port-mstprstp 0
vlan i-sid 193 2100193
i-sid name 2100193 "Buildingl-Switch-Mgmt"
interface Vlan 193
ip address 10.9.193.2/25
ip vrrp version 3
ip vrrp address 193 10.9.193.1
ip vrrp 193 enable
exit
slpp vid 193

vlan create 194 name "AP-Mgmt" type port-mstprstp 0
vlan i-sid 194 2100194
i-sid name 2100194 "Buildingl-AP-Mgmt"
interface Vlan 194
ip address 10.9.194.2/24
ip vrrp version 3
ip vrrp address 194 10.9.194.1
ip vrrp 194 enable
ip dhcp-relay

ip dhcp-relay fwd-path 10.9.255.130

ip dhcp-relay fwd-path 10.9.255.130 enable
ip dhcp-relay fwd-path 10.9.255.131

ip dhcp-relay fwd-path 10.9.255.131 enable
ip dhcp-relay fwd-path 10.9.203.6

ip dhcp-relay fwd-path 10.9.203.6 enable

exit
slpp vid 194

vlan create 195 name "Voice" type port-mstprstp 0
vlan i-sid 195 2100195
i-sid name 2100195 "Buildingl-Voice"
interface Vlan 195
dvr gw-ipv4 10.9.195.1
dvr enable
ip address 10.9.195.2/24
ip dhcp-relay

ip dhcp-relay fwd-path 10.9.255.130

ip dhcp-relay fwd-path 10.9.255.130 enable
ip dhcp-relay fwd-path 10.9.255.131

ip dhcp-relay fwd-path 10.9.255.131 enable
ip dhcp-relay fwd-path 10.9.203.6

ip dhcp-relay fwd-path 10.9.203.6 enable

exit
slpp vid 195

vlan create 196 name "Data" type port-mstprstp 0
vlan i-sid 196 2100196
i-sid name 2100196 "Buildingl-Data"
interface Vlan 196
dvr gw-ipv4 10.9.196.1
dvr enable
ip address 10.9.196.2/24
ip dhcp-relay

ip dhcp-relay fwd-path 10.9.255.130

ip dhcp-relay fwd-path 10.9.255.130 enable
ip dhcp-relay fwd-path 10.9.255.131

ip dhcp-relay fwd-path 10.9.255.131 enable
ip dhcp-relay fwd-path 10.9.203.6

ip dhcp-relay fwd-path 10.9.203.6 enable

exit
slpp vid 196
slpp enable
end

enable
config term
dvr controller 1

vlan create 193 name "Switch-Mgmt" type port-mstprstp 0
vlan i-sid 193 2100193

i-sid name 2100193
interface Vlan 193
ip address 10.9
ip vrrp version
ip vrrp address

"Buildingl-Switch-Mgmt"

.193.3/25
3
193 10.9.193.1

ip vrrp 193 enable

exit
slpp vid 193

vlan create 194 name "AP-Mgmt" type port-mstprstp 0
vlan i-sid 194 2100194
i-sid name 2100194 "Buildingl-AP-Mgmt"
interface Vlan 194
ip address 10.9.194.3/24
ip vrrp version 3
ip vrrp address 194 10.9.194.1
ip vrrp 194 enable
ip dhcp-relay

ip dhcp-relay fwd-path 10.9.255.130

ip dhcp-relay fwd-path 10.9.255.130 enable
ip dhcp-relay fwd-path 10.9.255.131

ip dhcp-relay fwd-path 10.9.255.131 enable
ip dhcp-relay fwd-path 10.9.203.6

ip dhcp-relay fwd-path 10.9.203.6 enable

exit
slpp vid 194

vlan create 195 name "Voice" type port-mstprstp 0
vlan i-sid 195 2100195
i-sid name 2100195 "Buildingl-Voice"
interface Vlan 195
dvr gw-ipv4 10.9.195.1
dvr enable
ip address 10.9.195.3/24
ip dhcp-relay

ip dhcp-relay fwd-path 10.9.255.130

ip dhcp-relay fwd-path 10.9.255.130 enable
ip dhcp-relay fwd-path 10.9.255.131

ip dhcp-relay fwd-path 10.9.255.131 enable
ip dhcp-relay fwd-path 10.9.203.6

ip dhcp-relay fwd-path 10.9.203.6 enable

exit
slpp vid 195

vlan create 196 name "Data" type port-mstprstp 0
vlan i-sid 196 2100196
i-sid name 2100196 "Buildingl-Data"
interface Vlan 196
dvr gw-ipv4 10.9.196.1
dvr enable
ip address 10.9.196.3/24
ip dhcp-relay

ip dhcp-relay fwd-path 10.9.255.130

ip dhcp-relay fwd-path 10.9.255.130 enable
ip dhcp-relay fwd-path 10.9.255.131

ip dhcp-relay fwd-path 10.9.255.131 enable
ip dhcp-relay fwd-path 10.9.203.6

ip dhcp-relay fwd-path 10.9.203.6 enable

exit
slpp vid 196
slpp enable
end

Open XIQ-SE Device View against both core VSPs, and verify that the VLANs and L2VSNs

have been configured.
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x
DeviceView - VSP-corel

ports  His on VLAN IS4S VRF  IPinterfaces  FabricAttach  LSID-2VSN P8 rtual ST Alarms
[ VLAN Table
wt"‘dd'ess Instance System Name  VLAN 1D VLAN Name Status VLAN Status :'{';NJE:S‘"JE x‘:ﬁ:éD VLAN Type \éjuN \R’:J:Zr VLAN Pol
1081931 1 vsp-corel 1 Default o active active 1 0 byport o 0 256259
1091931 193 vsp-corel 193 Switch-Mgmt o active active 1 2100103 byport 0 0
VSP-corel 10.9.193.131 1091931 194 vsp-corel 194 AP-Mgt o active active 1 2100194 byport o 0
| 1081031.. 195 vsp-core1 195 Voica o active active 1 2100185 byPort 0 0
1091931 196 VSP-coret 196 Data o active active 1 2100125 byPort o 0
w510 109.193.1... 4051 VSP-coret 2051 BVLAN-1 o active active &3 0 spom-bulan O 0 203
1091931 4052 Vsp-coret 052 BVLAN2 o active active 63 0 spom-bulan O 0 203
x
= Po FabricAttach I SID-L2VSN  SPE rtualIST  Alarms
e e 151D L2veN
IPaddress T 15D 1-SID Name ServiceType | Row Status serviee Service MaxMaC Limit | onrce MACUTIE 1 service origin Service Action
Status Enable
10.9.193.131 2100193 Building1-Sw...  12vsn active o active - - confg  none
10.0.193.131 2100194 Building1-AP..  [2vsn ative o active - - config none
10.8.192.131 2100195 Building1-Ve..  12vsn active o active - - config none
VSP-corel 10.9.193.131
10.0.193.131 210019 Building1-Data  [2vsn ative o active - - config none
! 109193131 16777001 FAN-SID elan active o active - - config none

Apply Seed Config for Zero Touch Fabric

In order for the VSP edge switches to automatically join the fabric when they are connected
to the VSP core nodes, the VSP core nodes need the following items configured.

1.

Nickname server: Assigns Shortest Path Bridging (SPB) nicknames to VSP edge
switches as they join the fabric. An SPB node needs a nickname to create multicast I-
SID trees, which are used to transmit BUM (Broadcast/Unknown-unicast/Multicast)
traffic in fabric VSNs. Without a nickname, a VSP edge switch cannot transmit a
DHCP Discovery on the onboarding I-SID to get an IP address.

The VSP cores (or any pair of core/distribution VSPs) need to be set up as nickname
servers. It is sufficient to have two nickname servers per fabric (as of VOSS 8.4, with
multi-area support, a pair of nickname servers will be required per ISIS area). Both
nickname servers can be set up to assign nicknames in the same prefix range or
different ranges. The mechanism used by the nickname server to assign nicknames is
essentially identical to how a DHCP server works with the exception that nicknames
are assigned instead of IP addresses.

To enable nickname server functionality on a VSP, the VSP needs to be already
configured with a static nickname (the VSP core switches were already pre-
configured with a static nickname).

The onboarding I-SID 15999999 must be set up on the core VSPs so that it can
service DHCP requests, from the edge switches and from other onboarding devices.
There are two options for configuring the onboarding I-SID:

a. One of the core VSPs is configured to simply bridge the onboarding I-SID
onto an existing segment where DHCP is available.

© 2022 Extreme Networks, Inc. All rights reserved. /22



VSP Edge Deployment with Automation

However, this can be done only on one core VSP or else a loop is created.
This approach will be unlikely in a typical customer deployment

b. The onboarding I-SID is created into a new dedicated IP subnet for which
both fabric cores will act as default gateways and DHCP-relay agent. This is
the approach that will be used in the sandbox, because it is a better design
approach. If the fabric cores were originally built from VOSS 8.2 or later, the
default onboarding Private-VLAN 4048 will already be present.

If the fabric cores were originally built from VOSS 8.3 or later, the default
onboarding Private-VLAN 4048 will also already be assigned to the
onboarding I-SID 15999999 and the same I-SID will also already be defined as
the auto-sense onboarding I-SID.

It will therefore be sufficient to simply add an IP address and DHCP relay
config to the existing onboarding Private-VLAN 4048.

3. If the VSP core was not originally built from VOSS 8.3 defaults (for example. it was
upgraded from a pre-VOSS 8.3 release) it will also need to have auto-sense enabled
on the interfaces connecting to the VSP edge.

In this guide, it is assumed the VSP core configs were built from pre-VOSS 8.2 defaults -
and therefore, no onboarding I-SID is defined, all unused ports are disabled, autosense is
disabled on all ports, and no nickname server is configured. Thus, these configuration
items need to be configured on both VSP core nodes.

Apply the following config on both VSP core nodes:

VSP-corel VSP-core2

enable enable

config term config term

interface gigabitEthernet 1/10 interface gigabitEthernet 1/11
auto-sense enable auto-sense enable
no shutdown no shutdown

exit exit

vlan create 4048 name "onboarding-vlan" type pvlan-mstprstp O secondary 4049 vlan create 4048 name "onboarding-vlan" type pvlan-mstprstp O secondary 4049
vlan i-sid 4048 15999999 vlan i-sid 4048 15999999
i-sid name 15999999 "Onboarding I-SID" i-sid name 15999999 "Onboarding I-SID"
aut: ing i-sid 1. aut: ing i-sid 1.
interface Vlan 4048 interface Vlan 4048
ip address 10.9.192.2/24 ip address 10.9.192.3/24
ip vrrp version 3 ip vrrp version 3
ip vrrp address 1 10.9.192.1 ip vrrp address 1 10.9.192.1
ip vrrp 1 enable ip vrrp 1 enable
ip dhcp-relay ip dhcp-relay
ip dhcp-relay fwd-path 10.9.255.130 ip dhcp-relay fwd-path 10.9.255.130
ip dhcp-relay fwd-path 10.9.255.130 mode dhcp ip dhcp-relay fwd-path 10.9.255.130 mode dhcp
ip dhcp-relay fwd-path 10.9.255.130 enable ip dhcp-relay fwd-path 10.9.255.130 enable
ip dhcp-relay fwd-path 10.9.255.131 ip dhcp-relay fwd-path 10.9.255.131
ip dhcp-relay fwd-path 10.9.255.131 mode dhcp ip dhcp-relay fwd-path 10.9.255.131 mode dhcp
ip dhcp-relay fwd-path 10.9.255.131 enable ip dhcp-relay fwd-path 10.9.255.131 enable

exit exit

spbm nick-name server prefix a.10.00 spbm nick-name server prefix a.10.00
spbm nick-name server spbm nick-name server

end end

Note that SLPP must not be enabled for the onboarding VLAN 4048, because this could
result in the fabric edge switches cutting themselves off after they have SLPP-Guard
enabled on their auto-sense ports in some scenarios.
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Prepare XIQ-SE for VSP Edge Deployment

ZTP+ Configuration

In a previous section, the two fabric core switches were manually added to the Buildingl
XIQ-SE site. However, the Universal Edge switches will be automatically assigned to the
Buildingl site during the onboarding process.

To automate the site assignment, locate XIQ-SE’s global ZTP+ configuration located under
the World site, and click the ZTP+ Device Defaults tab.

Locate the Site Assignment Precedence drop-down and set to “LLDP Only.” Note that this
drop-down is configurable only from the World site. With this setting, XIQ-SE will use the
LLDP neighbor table of the VSP core switches to determine the correct site assignment for
the Universal Edge switches. Because the VSP core switches are in Buildingl, the edge
switches will be assigned to this site. Save the change.

Devices

stes = ' ' ' '
Nam 3
Name t v t t ZTP+ Device Defaults
| & woria |1

Basic Management
» € Buildingt

» & Building2 Use Discovered: Disabled ¥ Domain Name: System Contact:
v & Topology Definitions Subnet Address: DNS Server: System Location:

& Fabric Connect »
Starting IP Address: DNS Server 2: Admin Profile: public_v2_Profile
@ service Definitions

Ending IP Address: DNS Server 3: Poll Group: Defauit i

Gateway Address: DNS Search Suffix: Poll Type: SNMP v
Management Interface: | Default v NTPServer: Site Assignment
Precedence:
NTP Server 2: 4

Confirm that the ZTP+ config for the Buildingl site is correct before onboarding the Universal
Hardware edge switch into the site. Go to the selected Buildingl site and click the ZTP+
Device Defaults tab.

Under Basic Management, set options as follows:

e Use Discovered: IP and Management Interface
e Admin Profile: Fabric Edge

e Poll Type: SNMP

e NTP Server: 10.9.255.155
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1
Devices Building1 Site Summary En nt Location FlexRe| t
2
Discover Actions VRF/VLAN  Topologies  Services Port Templates | ZTP+ Device Defaults | En

Basic Management

Use Discovered: IP and Managemen ¥ System Contact:

Subnet Address: System Location:
Admin Profile: Fabric Edge v ]
Poll Group: Default v

Poll Type: SNMP v
NTP Server: 10.9.255.155

NTP Server 2:

With the “Use Discovered” parameter set at “IP and Management,” ZTP+ will use the same IP
address and Management interface used during the onboarding process. Later in the guide,
there will be steps to move the Management interface to a VLAN interface or CLIP interface.

Under Configuration/Upgrade, leave Configuration Updates set to Always (this setting does
not apply in SNMP Poll Type). Set Firmware Upgrades to Never. Because this guide is using
the Universal Hardware edge, the conversion from EXOS to VOSS will require download of a
VOSS software image. By using this process, it will ensure that the VSP edge is upgraded to
the desired software version.

Configuration/Upgrade

Configuration Updates: Always v Firmware Upgrades: [ Never i ]

In the “Device Protocols” section, deselect (uncheck) MVRP. The rest can be left as is, and
MSTP must remain enabled. Note that the Telnet, HTTP, and HTTPS protocol options only
work as of VOSS 8.4. All protocol options work with EXOS and will apply when the Universal
Edge switch is initially onboarded as EXOS.

Device Protocols

Telnet: (¥ Enabled HTTP: (¥ Enabled LACP: [ Enabled MSTP: (¥ Enabled

SSH: ¥ Enabled HTTPS: [ Enabled LLDP: [ Enabled POE:  [¥ Enabled

SNMP: (¥ Enabled FTP: ¥ Enabled MVRP: [ Enabled VXLAN: () Enabled

Select Save to commit changes to the site.
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Ensure that MVRP is deselected, because ZTP+ will try to apply the default port templates
during switch onboarding. These default port templates are listed under the Port Template tab
as shown below.

7|z lz| z (B3
-

ZTP+ will apply the default port templates based on the LLDP discovery process. If LLDP
discovers an AP connected to the switch port, ZTP+ will apply the AP port template. Likewise, if
LLDP discovers a switch/bridge neighbor then ZTP+ will apply the Interswitch port template to
the switch port.

The problem is that some of the default parameters in the port templates can cause issues with
a VSP edge deployment, in particular Span Guard and MVRP.

The MVRP setting will apply only when the Universal Hardware is onboarded in EXOS mode. In
some topologies, this can cause a MAC learning issue because the EXOS switches generate
MVRP PDUs with the switch’s MAC out of Spanning Tree Blocked ports, causing the VSP cores
to learn those MACs on the wrong ports, and resulting in intermittent connectivity to the EXOS
DHCP IP address. By disabling the MVRP Protocol, we make sure that MVRP will not get
activated by any port templates.

Span Guard is also a problem because it will result in BPDU-Guard getting enabled on VOSS
auto-sense ports when the Universal Hardware is onboarded in VOSS mode. If those ports are
then used to interconnect VSPs together, BPDU-Guard will conflict with some auto-sense states
that generate self-generated BPDUs to prevent loops, resulting in auto-sense ports going
offline. To avoid these issues, XIQ-SE 21.9 introduced a new Global “AutoSense” port template
which is automatically applied to VOSS Universal Hardware devices via a ZTP+ Automated
Template entry:
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Devices D

Sites v Building1
Name Port Templates
v & world
» & Building! Port Templates -
» < 8uilding2 © Add Local Only
~ B Topology Definitions
Configuration i
. Source oVID Default Role Authentication VLAN Trunk Tagged Untagged Fabric Enable
& Fabric Connect t 1
Bl SeqiceBetinitions Morld Access Default [1) None None Default (1) None
[G\oba! AutoSense o None None Auto Sense 1
s .
ZTP+ Automated Templates -
Device Mappings Port Mappings
© Ad  [FEd @ Delere | A © Add |
Priority Name Enabled Family Devices IP Range Priority Template Ports
1 AutoSense VOSS v Universal Platform VOSS Any Universal platform VOSS [ Autosense * ]
2 AutoSense Fabric Engine v Universal Platform Fabric Engine Any Universal Platform Fabr...

The Auto-Sense ZTP+ Template entry will override the automatic application of the default port
templates described above.

Note that the Auto-Sense ZTP+ Template entry will exist only for new sites created in XIQ-SE
219 or later. If an older version of XIQ-SE or XMC was used to create the site, the template entry
will not exist and will need to be created manually (or the site deleted and re-created).

Also note that default template entries exist for VOSS and Fabric Engine Universal Hardware
switches. If you are onboarding a VSP4900 or other VSP switch model, then create a similar
entry and set the family to “VSP Series.”

To continue with the Buildingl site configuration, navigate to the Actions tab, and verify that all
these site actions are set:

Automatically Add Devices

Add Trap Receiver

Add Syslog Receiver

Add to Archive

Add to Map (and that the correct Buildingl map is selected)

1
Devices Building1 Site Summary

Actions VRF/VLAN Topologies Services Port Templates ZTP+ Device Defaults
—
7/ Rutomatically Add Devices Collection Mode: Historical -
(¥ hdd Trap Receiver Collection Interval 15 -
(minutes):
V' hdd Syslog Receiver )
Map Name: /World/Building1/Building1 -
(¥ hdd to Archive
(@ hdd to Map
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Farther down on the same page, there are additional parameters. Enable “Add Device to Policy
Domain” and select “Buildingl” from the drop-down.

Policy

dd Device to Policy Domain

Policy Domain: [ Building1 v ] mport VLANS

Access Control
Add Device to Access Control Engine Group
Enable Authentication Using Port Template

Application Analytics

Add Application Telemetry to Home Engine Using Management IP

Leave the other parameters disabled, and select Save to save the changes.

X1Q-SE Workflow Configuration for VSP Onboarding

The following configurations need to be performed on XIQ-SE to fully automate the
onboarding of the VSP edge switches:

1. Add the VSP to the NAC Engine group, using the correct RADIUS attributes
template.

2. Add the switch to the correct Policy Domain.
3. Configure the RADIUS server and EAPoL on the VSP edge switch.
4. Configure the VSP edge switch auto-sense parameters, such as:
a. Voicel-SID
b. Datal-SID
c. ISIS Hello authentication (Optional)
d. FA Message authentication (Optional)
5. Convert the VSP edge switch into a DVR Leaf.

As of release 22.3, XIQ-SE cannot natively support some of the functions outlined above.
Therefore, to fully automate the VSP edge onboarding process, the XIQ-SE workflow named
“Onboard VSP” will be used. This workflow is available on GitHub and has already been
imported into XIQ-SE in a previous section.

The workflow needs to be configured for use. Go to XIQ-SE Tasks. On the Workflows tab,
select the “Onboard VSP” workflow. Under the workflow details, view the Inputs tab.
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Workflow Dashboard ~ Scheduled Tasks ~ Saved Tasks  Scripts 1 [Workflows Q 7
H3orkons Actit Q a M % P Rut General VariablesS[lputs] Outputs Menus Network OS
=z Change persona to EXOS & Manage inputs.
T Change persona to VOSS
— > i
4 [< omoaaver Start Read Site Inputs Timeout Properties
Gustom npus
—> —>  Enable NAC
E on VSP
>
Add VSP to eal
NAC Engine
disable -
l » Network Access Control - NAC:
‘Auto-se
| Gateways ——> and ClIscript ) disable -
@ 1 NAC Notes:
l & Inputs below are required if NAC is enabled. Location Group name is optional
<_|> — 3> MakeVSP
DVR Leaf NAC Engine Group name:
Boundary | Default
RADIUS Attributes Template name:
Events
RADIUS Shared Secret:
’
O Location Group name:
System Workflows +

Provide the following inputs:

e DVR Leaf: enable
e Network Access Control (NAC): enable
e NAC Engine Group name: Default
e RADIUS Attributes Template name: Extreme VOSS - Per-User ACL
e RADIUS Shared Secret: <choose the RADIUS secret to use; this workflow
configures the shared secret for this switch, and on XIQ-SE Control engine>
e Location Group name: <leave empty, Building1/2 will use different Policy domains
rather than different Access Control Location Groups>
e Auto-sense Voice I-SID: ${voicelsid}
e Auto-sense Voice VLAN-id only if tagged: 195
e Auto-sense Data I-SID: <leave empty, will be using NAC for the client>
e Auto-sense ISIS Authentication key: <either leave empty, or set a key for ISIS auth>
e Auto-sense FA Authentication key: <leave empty or set an FA auth key>
e Additional CLI commands:
o auto-sense eapol voice lldp-auth
o clock time-zone US Eastern

Note: NAC will not be used for the IP phone. Instead, EAP Voice LLDP detection bypass will
be used.

Note: The ${voicelsid} variable is case-sensitive.
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Palette
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Start
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© 2022 Extreme Networks, Inc. All rights reserved.

» Run

» Run

Details

General

£ Manage Inputs.

DVR Leaf:

enable

Network Access Control - NAC:

enable

NAC Notes:

Variables  Inputs

Oury

Menus

vork OS

Inputs below are required if NAC is enabled. Location Group name is optional. To configure a given Engine, of
the NAC Engine Group, as primary RADIUS server on the switch, add “primary” to any of userData1-4 for that
Engine under its Device Annotation.

NAC Engine Group name:
)

Default

RADIUS Attributes Template name:

Extreme VOSS - Per-User ACL

RADIUS Shared Secret:

On switch create RADIUS server for:

eapol

Location Group name:

Details

General Variabl

& Manage Inputs.

Auto-sense Voice I-SID:

${voicelsid)

es  Inputs

Outp

Auto-sense Voice VLAN-id only if tagged:

195

Auto-sense Data I-SID:

Auto-sense Data platform VLAN-id:

)
Auto-sense WAP-Type1 I-SID:

Auto-sense WAP-Type1 platform VLAN-id:

Auto-sense ISIS Authentication key:

Auto-sense FA Authentication key:

Auto-sense Wait Interval:

45

Details

General

£ Manage Inpus...

Auto-sense FA Authentication key:

Auto-sense Wait Interval:

45

Additional CLI commands:

Variables  Inputs

auto-sense eapol voice lidp-auth

clock time-zone US Eastern

sanity and Debug Notes:

Sanity: enable if you do not trust this workflow and wish to first see what it does. In sanity mode

Outputs

Menus

Network OS

Network 05

®

configuration changes are not actually made. Debug: enable if you need to report  problem to the

script author,

sanity:

Debug:
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Save the modified workflow and click OK.

Workflow was saved successfully.

OK

Note that for the Voice I-SID, the absolute value is not provided but is referenced as a
variable in the format ${<variable-name>}. This is because these inputs are site-specific and
will vary based on the site where the edge switches are onboarded.

In this guide, the VSP edge switches are onboarded into the Buildingl site, but a typical
customer deployment will have multiple sites as shown below with different “voicelsid”

values for each site.

Site voicelsid

Buildingl 2100195
Building? 2200195
Go to the XIQ-SE Site for Buildingl, Custom Variables tab, and add the “voicelsid” variable as
shown below.
Das Devices Discovered Firmware Archives Configurati T
2
Sites o = Devices uilding1 Site Summary FlexReports
3
v € World 4
, 1 © Add @ Edt @ Delete
» & Building2 Scope Variable
v & Topology Definitions Category Site Type Name 1 Type Value
& Fabric Connect [Swte '] [Nvorld/BuwIdmg1 v ] [vorce\md '] [Strmg v ] [2100195 ]‘

@l service Definitions

5 Update | Cance

Note: The variable names are case-sensitive. Make sure to enter them correctly.

Note: The variables must be created as Category = Site and from the local site (not Global)
and as Type = String. When completed, the variable settings should look as shown below:

Dashboard ~ Devices Discovered  Firmware  Archives  Configuration Templates  Reports
Sites - = Devices  Buildingl  Site Summary  Endpoint Locations  FlexReports
Name .
Discover Actions VRF/VLAN Topologies Services Port Templates
~ % world
@ Add @ Edt @ Delete
» €:} Building1
» £ Building2 Seope
~ & Topology Definitions Category Site Type Name T
B Fabric Connect Site /World/Building1 voicelsid

&l Service Definitions

Select Save to save the variables.
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ZTP+ Device Defaults

Endpoint Locations Analytics  Custom Variables

Variable
Type Value

5tring 2100195
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When you are done, the table will refresh to show both variables as well as a Global version
holding the same value that was configured. This is normal, so that XIQ-SE can ensure that a
fallback Global variable exists if a site-specific one was specified. Ignore the Global version of
the same variable (or set it to an empty value). In any case, the “Onboard VSP” workflow will

only look for the site-specific variable if it exists.

Dashboard Devices Discovered Archives Configuration Templates Reports
Sites - = Devices  Buildingl  Site Summary ion: FlexReports
Name 3 - B TP+ D
Discover Actions R Topologi ervice: Port Templates ZTP+ Device Defaults n ns An, i Custom Variables
- €:} World
@ Add
p Building1
y & Building2 Scope Variable
- & Topology Definitions Category Site Type MName | Type Value
&) Fabric Connect Site Global voicelsid String 2100195
Site Morld/Building1 voicelsid String 2100195

&l service Definitions

In a typical customer multi-site deployment, repeat the above steps for each site. The steps

for the Building2 site are shown below.

Go to XIQ-SE Site for Building2, Custom Variables tab.

Devices ware Archive
- 2
3
v € world
© Add
» € Building1
» f Building2 |1 Scope Variable
v & Topology Definitions Category Site Type Name T Type Value
Site Global voicelsid String 2100195

&) Fabric Connect

8 service Definitions

The Global version of the defined variable for Buildingl is already visible. Add the Building2
site-specific variable as shown below. Note that the variable name is already proposed in the

Dashbeard Devices Discovered irmwart e Archives nfiguration Templat: Report:
Sites - = Devices  Building2 e summary po ation: FlexReports
Name . . —_— . - e . . .
Discover Actions VRF/VLAN Topologies Services Port Template: ZTP+ Device Defaults wcation: Analytics Custom Variables
~ £ world
© Add [ Edt @ Delee
» € Building?
- Building2 Scope Variable
~ [ Topology Definitions Category Site Type Name | Type value
I Fabric Connect Site /World/Building2 voicelsid String 2200195
Site Global voicelsid string 2100195

&l service Definitions

Select Save to save the variables for Building2.
Go to the XIQ-SE Buildingl site. In the Actions tab, under Custom Configuration, add an
additional entry with the following:

e Vendor: Extreme
e Family: Universal Platform Fabric Engine

/ 32
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e Topology: Any
e Task: Provisioning/Onboard VSP

If the Provisioning/Onboard VSP workflow is not listed, cancel out and refresh the XIQ-SE
page.

Note: In earlier versions of XIQ-SE, the “Family” value for Universal Hardware switches was
“Unified Switching VOSS” but this has changed to “Universal Platform VOSS.” If you are
running a pre-8.6 version of VOSS, set the “Family” value to “Universal Platform VOSS.” If
you are running VOSS 8.6 or later (also known as Fabric Engine) set the “Family” value to
“Universal Platform Fabric Engine.” Make sure the entry points to the correct workflow
“Onboard VSP” as shown below

Note: If you are using non-Universal Hardware VSP models, such as VSP4900 or VSP7400,
an additional entry will need to be created with the “Family” set to : “VSP Series” and
pointing to the workflow “Onboard VSP.”

1
vices | Buildingt
2
,

/ Automatically Add Devices Collection Mode: Historical v
(¥ Add Trap Receiver Collection Interval 15 -
(minutes):
¥ Add Syslog Receiver
Map Name:  /World/Building1/Building1 v
W Add to Archive

v/ Add to Map

Custom Configuration

© Add [ Edit @ Delete

Enabled  Vendor Family 4 Topology Task

o1 [smeme 3 ][UmversalDlatfovaabncEngwne ]Any [Provls\onmg/OnooardVSP ]5

4 Extreme Universal Platform Switch Engine  Any Provisioning/Change persona to VOSS

v Extreme Universal Platform EXOS Anv Provisioning/Chanee persona to VOSS

Select Save to commit changes.
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Universal Edge Switch OS Conversion Using XIQ

Because we are deploying a fabric with VSP fabric edge, the Universal Edge switches need to be
converted to VOSS/Fabric Engine. (They are initially booted into EXOS/Switch Engine when
powered up.) If you are using VSP switches and not Universal Edge switches, then they will boot
directly into VOSS and the OS conversion is not needed. This guide assumes the use of
Universal Edge switches and will use X1Q to perform the OS conversion.

Performing OS conversion via XIQ and ZTP+ onboarding will require the switch to restart two
times after intial bootup:

1. Initial boot as EXOS:
a. The switch onboards to XIQ.
b. In XIQ, the switch serial number is associated with the Fabric Engine OS.
c. XIQ converts the switch to the latest GA version of Fabric Engine.

2. The switch boots with latest Fabric Engine GA version in a factory ship state:
a. The switch has no configuration file and onboards to XIQ-SE via ZTP+.
b. The switch is added to the XIQ-SE Buildingl site but in a read-only state.

=>» Manual action is required:

e On XIQ: delete the device from XIQ
e On XIQ-SE: re-add the device to XIQ via XIQ-SE
c. The Onboard VSP workflow is triggered.

d. The XIQ-SE workflow sets the DVR Leaf config and reboots the switch a final
time.

3. The switch boots as DVR Leaf with final configuration.

Currently, with XIQ-SE, the above step 2c¢ (and 2d) will not happen automatically if the
switch is already added to XIQ, because XIQ-SE is designed not to manage or configure a
device that is already added to XIQ. Manual action is required to first delete the switch from
X1Q and then force XIQ-SE to re-add the same switch to XIQ (details will follow). Then the
above steps 2c¢ (and 2d) will resume automatically.
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Prepare OS Conversion Using XIQ

Log in to XIQ, and add the new Universal Edge switch using the switch’s serial number.
Under Manage, Devices, click the + button, and then select Quick Add Devices.

| __JExtremeCloud IQ Pilot Q v O nA e ::::zggg; =

B3 COMMCTION STaTus I3 TOTAL APPS © CLIENTS 3 USERS 0 ALARMS 110 | ... -
v Default View Showing 5 of § | O Selected | Select: Al Pages, None
Q m g
Pes  CUENTS  mAc UPDATED LOCATION  SERIAL # FEATURE LICENSE  MODEL NTPSTATE  Os
2035 00505680CC: XIQSE-CEDIAAIO783246BCBB036B6EEIDOSDED XiQSE N/A XIQsE
1037 00505680451 VMware-4200f46592181318-e627cd18742713a2 FABRICMGR  N/A FABRIC

o NAC SamEm 1092036 0050568045 o0sosee04sSE A ExTREME

Set the Entry Type to “Manual,” input the Universal Edge switch serial number in the box
provided, set the Device OS to “Fabric Engine,” and click “Add Devices” as shown below.

. _JExtremeCloud 1Q Pilot Qa # 0o n‘ e t::r?:igggse |

FH{CONECTION STATUS 3 TOTAL APPS O CLIENTS § USERS 0 ALARMS 110 | SECIRITY

S Oniine / 0 Rogue APs | O Rogue Clien
o Defauit View Showing 8 of 8 O Selected | Select: All Pages, None
+ L/ 0 a P
ENTRY TYPE SERIAL NUMBER DEVICE OS
© o O scgen ( esomes |
O cxmen

For this deployment guide, two sample 5520 Universal Hardware models will be used for
onboarding.

Switch Hardware Model Serial Number
VSP-edgel 5520-12MW-36W  SB012050G-00079
VSP-edge?2 5520-24W SB032050G-00102

Note: The desired OS for the Universal Edge switch is set to Fabric Engine. As a result, XIQ
will convert the switch OS to Fabric Engine after it is initially onboarded
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Zero Touch Onboarding of VSP Edge Switches

Switch Installation and Power Up

In the previous sections, XIQ-SE and XIQ were provisioned for the automated onboarding of
the VSP edge switches. To kick off the Zero Touch Onboarding, install each of the edge
switches, apply power, and connect at least one of the edge switches to an existing Fabric
Connect core. As mentioned previously, each edge switch will be in a “factory ship” state,
meaning it does not have an existing configuration file and will boot up into EXOS/Switch
Engine. When the switch is booted, the ZTP+ process starts and the edge switch connects
to XIQ where the OS conversion to VOSS/Fabric Engine will start.

The final stages of the VSP edge deployment are zero-touch, and there is no need for the
technician to connect to the switch console port or pre-stage the switches.

OS Conversion Using XIQ

In XIQ, to monitor the OS conversion to Fabric Engine, there is an activity bar located in the
“Updated” column as shown below.

|__JExtremeCloud 1Q Pilot

ssssss

sssssss

10.9.203.5 d 3h 32 092035 00505680CC:

Fabric Dd3h33m 10920 00505680451

()

ssssssss Assign Policy N/A 09192104 O FOB426ABE4C
-
FOB426AABO( g

NAC 0d 3h 30m 092036 00505680458

VSP-corel 0d 6h 20m 0919313 F81547E4230C

© © 6 00 © O
S}
E
>

VSP-core2 )d6h20m  10.919313 14612FEE7BOC

Observe Progress Using the VSP Edge Console

As the edge switches boot into VOSS/Fabric Engine, if possible, connect to the switches’
serial consoles and observe the log messages as the switches go through the various phases
of Zero-Touch-Fabric and ZTP+. Most VSP edge deployments will not have direct console
access to the switches, but here we just show what the console output looks like.

In addition, monitor the XIQ-SE Discovery tab and set the Auto-Refresh rate to 30 seconds.
This will provide a view of the ZTP+ progress from both XIQ-SE and the switch.
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scover
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Q ? =

Dashboard Devices Discovered Firmware Archives Configuration Templates Reports

@ Clear All Devices | @ PreRegister Device. o @ Refresh 30 secs ¥
IP Address Connected IP Address Family Type Serial Number Base MAC Site Path Profile Status Details Firmware System Description
Discovered ID: SB012050G-00079

NA 10.9.192.102 Unified Switc...  5620-12MW-36...  SB012050G-00079 10:64:26:a8:¢4:00 Morld public_v2_Profile ZTP+ Pending E 8300 5620-12MW-36W-VOSS (8.3.0.0)

Fabric Sandbox - o X

= Reset Displaying 1 rows

As the Fabric Engine switch boots, the order of onboarding events will occur based on two
deployment scenarios.

Scenario 1: No ISIS Hello Authentication configured on the VSP cores’ NNI links:

1. ISIS adjacency forms with neighboring VSP core switches.

2. A nickname is dynamically assigned by Nickname servers on VSP core switches.

I

DHCP obtains the IP address on onboarding I-SID 15999999.
DHCP provides default gateway, DNS servers, and Domain Name.

5. The switch performs a DNS lookup for extremecontrol.<domain-name> and
discovers the XIQ-SE IP address.

6. The switch connects to XIQ-SE and appears in the Discovered tab.

7. 1f XIQ-SE can allocate the switch to a Site, then the site ZTP+ config is pushed; else
the switch remains in the Discovered tab until an administrator manually configures
or adds the switch to a Site.

8. When the switch is allocated to an XIQ-SE Site, the Site’s actions are performed; and
the “Onboard VSP” workflow is executed.

9. The “Onboard VSP” workflow applies NAC, Auto-sense, and DVR-Leaf configuration.

Scenario 2: ISIS Hello Authentication configured on the VSP cores NNI links:

1. ISIS adjacency does not form with neighboring VSP core switches because there is
no ISIS authentication key on the booting edge switches.

2. The onboarding switch issues a DHCP request on the onboarding VLAN 4048 on the
V'SP cores.
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3. The switch obtains IP address, default gateway, and DNS domain name.

4. The switch performs a DNS lookup for extremecontrol.<domain-name> and
discovers the XIQ-SE IP address

5. The switch connects to XIQ-SE and appears in the Discovered tab.

6. If XIQ-SE can allocate the switch to a Site, then the site ZTP+ config is pushed; else
the switch remains in the Discovered tab until an administrator manually configures
or adds the switch to a site.

7. When the switch is allocated to an XIQ-SE Site, the Site’s Actions are performed, and
the “Onboard VSP” workflow is executed.

8. The “Onboard VSP” workflow applies the final NAC config, Auto-sense config, and
DVR-Leaf config. In addition, the VSP edge switch is configured with the Auto-sense
ISIS authentication key.

9. ISIS adjacency can now form with neighboring VSP core switches.
10. A nickname is dynamically assigned by Nickname servers on the VSP core switches.

1. There is a brief period of time where the onboarding switch is unreachable while its
connectivity into the onboarding I-SID 15999999 transitions from a UNI connection to
a fabric NNI connection.

When the onboarding process completes, the VSP edge switches are placed into the correct
site (Buildingl) and topology map.

Devices Building1 Site Summary Endpoint Locations FlexReports

© Add Device... @ Exportto CSV =
Status | Name T Site IP Address Poll Status Poll Details Device Type Family Firmware
5520-12MW-36W-VO55 /world/Building? 10.9.192.104 Available: 1. Up: 182 Do... 5520-12MW-36W-V... Unified Swi... 8.4.0.0
5520-24W-VOSS J/world/Building1 10.9.192.103 Available: 1...  Up: 2 Dow... 5520-24W-VOSS Unified Swi...  8.4.0.0
VSP-corel /world/Building? 10.9.193.131 Available: 1. Up: 183 Do..  VSP-4450G5X-PWR+ VSP Series 8.4.0.0
VSP-core2 JWorld/Building1 10.9.193.132 Available: 1.  Up: 193 Do...  VSP-4450GSX-PWR+ V5P Series 8.4.0.0

If you were to observe the edge switch console, you would see a number of SSH connections
coming into the newly onboarded switch. Some of these will be XIQ-SE performing the site
actions, such as adding XIQ-SE as Trap and Syslog receiver on the switch, and some will be
the “Onboard VSP” workflow performing the switch configuration.

Manual Steps Required if OS Conversion Was Done Using XIQ

In a previous section, this guide described the steps to onboard the Universal Edge switch
into XIQ and set the desired OS type to Fabric Engine. However, this creates issues when
ZTP+ is onboarding the universal switch into XIQ-SE. During the onboarding process, XIQ-
SE detects that the universal switch is already managed by XIQ and adds the switch to the
site in read-only mode. Once the switch is in this mode, the onboarding workflow will not
execute and the onboarding process will not complete.

© 2022 Extreme Networks, Inc. All rights reserved. /39



VSP Edge Deployment with Automation

This can be verified by inspecting the X1Q “Onboarded” column, in XIQ-SE. If the check mark
is missing, then the switch is onboarded to XIQ and is currently in a read-only state.

Devices B Site Summary S FlexReport:
© Add Device... @ ExporttoCSV =
. . XIQ
Status  Name | Site IP Address Poll Status Poll Details Device Type Family Firmware Reference Connector
Onboarded
v [ 5520-12MW-36...  /World/Building1 10.9.192.101 Available: 1...  Up: 18 Do... 5520-12MW-36W-V... Unified Swi...  8.4.0.0

L] 5520-24W-VOSS /World/Building1 10.9.192.103 Available: 1...  Up: 1 Dow... 5520-24W-VOSS Unified Swi...  8.4.0.0

e VSP-corel /World/Building1 10.9.193.131 Available: 1...  Up: 52 Do... VSP-4450GSX-PWR+ VSP Series 8.4.0.0 v

L] VSP-core2 /World/Building1 10.9.193.132 Available: 1...  Up: 52 Do... VSP-4450GSX-PWR+ VSP Series 8.4.0.0 v

To allow XIQ-SE to fully manage these devices, two manual actions are required.

First, delete the devices from XIQ by selecting the device(s) in XIQ and clicking the Delete
button.

ExtremeCloud 1Q Pilot Q v O EA @ Fabric Edge |

Fabric Edge
{3 CONNECTION STATUS o CURITY
e 3 TOTAL APPS O CLIENTS 7 USERS O ALARMS 210 | G5 AP |0 Rt Cleala
b Default View

Showing 7 of 7 | 2 Selected | Select: All Pages, None

+ 4 @ Q ACTIONS UPDATE DEVICES mo

[ SAUs  HOSTNAME . poucY  UPTIME werp CLENTS  MAC UPDATED LOCATION  SERIAL # FEATURE LICENSE  MODEL NTPSTATE  OS VERSION IGAGENT fie e

ADDRESS CHANNEL  POWER
(=] 10.9.2035 Od4nism 1092035 00505680CC: A Ato78324 Not Supported  XIQSE N/A 2191050  NA  NA N/A
o0 S OvaaW- AssignPolicy 0dTh30m 109192101 3 FO6426ABEAC ooy or 2 Assign Loci 50070 None b oo A 8400 0413 NA N/A

Q|00 S Assign Policy Od Oh30m 109192103 3 FOG426AAB0( 2021-08-24 10:3310 Assign Loci oo 52 0°00  None S N 8400 0413 NA N/A

Confirm the deletion by clicking Yes.

Are you sure you want to delete 2 devices?

Second, XIQ-SE needs to re-synch its device database with XIQ. To re-synch the database, in
XIQ-SE, navigate to Administration > Diagnostics, select Level Advanced, and then select the
“ExtremeCloud 1Q Device Message Details” folder under the System main folder.

(@4)] ExtremeCloud IQ Site Engine Q o éB O

s5a Network ca o Jpes Bz 2 ent A
A Aarms & Events Level: Advanced w ExtremeCloud IQ Device Message Details 5
& control » Beta Features - & Refresh | @ Reser Auto Onboard ExtremeCloud IQ - Site Engine Send Statistics to ExtremeCloud IQ Show ExtremeClout
|47 Analytics » Client
Onboard all devices to ExtremeCloud IQ. This will also send all alarms.
2 Wireless »  Experimental Features
[shd Reports » Historical Statistic Collector 1P Address | Type Serial Number Quality Total Success | Failed Onboard  Onboard Status License Stat
— > Server 10.9.203.7 FABRICMGR VMware-4200f4659... 100 3 3 0 true DEVICE_ALREADY_R..  XIQ_PILOT
= » Support 10.9.203.6 Virtual Access Cont...  00505680455E 100 3 3 0 true DEVICE_ALREADY_R..  XIQ_PILOT
v System 10.9.203.5 XIQ_SE XIQSE-CED1AA1978.. 100 2 2 0 true SUCCESS XIQ_PILOT
= Connect Add Device Thread 10.9.193.132 VSP-4450GSX-PWR+  17JP0230ES8) 100 3 3 [ true DEVICE_ALREADY_R..  XIQ_PILOT
Alarm/Event Details 10.9.193.131 VSP-4450GSX-PWR+ 14JP335E5081 100 3 3 ] true DEVICE_ALREADY_R... XIQ_PILOT
Device Status Details | 10.9.192.103 5520-12MW-36W-V...  $B012050G-00079 50 2 1 1 true SUCCESS XIQ_PILOT
Endpoint Cache 10.9.192.101 5520-24W-VOSS 5B032050G-00102 50 2 1 1 true SUCCESS XIQ_PILOT

4 [ ExtremeCloud IQ Device Message De(]

Click the “Force Onboard to ExtremeCloud 1Q,” button and select OK in the confirmation
POP-Up.
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| Force Onboarding of devices x

This request will force onbeard all the devices and their alarms to ExtremeCloud 1Q.
Are you sure you want to continue?

It might take a few seconds for XIQ-SE to re-sync all devices with XIQ. Verify that all devices
are now onboarded to XIQ and have a check mark in the “XIQ Onboarded” column.

Devices  Buildingl  Site Summary  Endpoint Locations
© Add Device.. @ ExportroCsV =
3 . N z X XIQ
Status  Name | Site IP Address Poll Status Poll Details Device Type Family Firmware Reference Connector
Onboarded
L] 5520-12MW-36... /World/Building1 10.9.192.101 Available: 1...  Up: 22 Do... 5520-12MW-36W-V... Unified Swi... 8.4.0.0 v
L.} 5520-24W-VOSS /World/Building1 10.9.192.103 Available: 1...  Up: 4 Dow... 5520-24W-VOSS Unified Swi...  8.4.0.0 v
VSP-corel /World/Building1 10.9.193.131 Available: 1...  Up: 56 Do... VSP-4450GSX-PWR+ VSP Series 8.4.0.0 v
VSP-core2 /World/Building1 10.9.193.132 Available: 1...  Up: 56 Do... VSP-4450GSX-PWR+ VSP Series 8.4.0.0 v
_ JExtremeCloud IQ Pilot QU v O A O i

{3 CONNECTION STATUS & SECURITY
Serad ©3 TOTAL APPS 0 CLIENTS 4 USERS 0 ALARMS 010 | e s
Y Default View Showing 7 of 7 | O Selected | Select: All Pages, None
tis 0 Q m 3
MeTIP wiFio wiFio
sTATUS HOSTNAME &  POLICY UPTIME el CLENTS  MAC UPDATED LOCATION  SERIAL # FEATURELICENSE  MODEL NTPSTATE  OSVERSION IGAGENT Wi pario
o 1092035 o dividin: 1092035 00505680CC; - WA 7005 WA  NA WA
5520-12MW- : 09192101 v A a
[¢] 3eevoSS 0dih54m 10919210 FOB426ABE4C N/A 8400 NA  NA N/A
5520-24W- - o . p . n
QO s N/A 109192103 FO6426AA8B0( N/A 8400 NA  NA N/A
0 Fabric 0d4h43m 1092037 00505680451 NA 2191050 N/A  N/A N/A
(7] NAC 0d4n4sm 1092036 00505680455 00505680455E Not Supported N/A 2191050 NA  N/A N/A
o VSP-corel 0d 5h Om 109193131 F81547E4230( 14JP335E5081  Not Supported N/A 8400 N/A  N/A NA
[¢] VsP-core2 0dShOm 109193132 14612FEE7BOC 7JPO230E58)  Not Supported NA 8400 NA NA N/A

When the VSP edge switches have been onboarded to XIQ-SE and XIQ, the XIQ-SE site
actions will execute and the “Onboard VSP” workflow will start automatically to finish the
switch onboarding process.

Monitor XIQ-SE Onboarding Workflow Execution

To monitor workflow execution, go to XIQ-SE Tasks, Workflow Dashboard tab. Click the
Active pie chart, and double click any “Onboarding VSP” workflow that is running.
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Summary
Status Start Date/Time MName Version  Source #Devices  Started By End Date/Time Message
¢ 8/24/2021 1:07:05 ... Onboard VSP 79 Workflow Designer... 1 root

Graph view  Table View

a Q [j | | Stop Workflow
—
B =i
| @ | =
Start § Read Site Inputs .—¢ ti.‘o

— --— a O
&
— —>{ Enable NAC
on VSP
&
Add VSPto T

NAC Engine

+

<o
Auto-sense
* andcLl seript
Qo

4+
L7
ey
+ —>{(End )|

If no active workflows are running, set the drop-down to “Historical” and locate the most
recently run “Onboard VSP” workflow. Double click on the workflow to view the execution

Workflow Dashboard ~ Scheduled Tasks  Saved Tasks  Seripts  Workflows  Onboard WSP (3)
summary
Status | Start Date/Time Name Version | Source #Devices  Started By End Date/Time Message Path
v 8/24/2021 11:30:15...  Onboard VSP 79 Site Discover Action... 1 NetSight Server 2/24/2021 11:20:46...  VSP 10.9.192.101 applied auto-sense config...  /Workflows/Onboard VsP

Graph View  Table View Devices Grid
a a @
Status Device IP OutputPath | Start Date/Time
g2 Mo Data Av...

Start ———————————>| Read Site Inputs _l

L |
— ——>|  Enable NAC
anwsP
[ )
Add V5P to
NAG Engine

Note that the last activity of the “Onboard VSP” workflow converts the VSP switch to a DVR
Leaf and reboots the switch one last time.

When the VSP edge switches finish booting, the onboard process is complete and the final
configuration is saved to the switch flash memory. The switches are now deployed as VSP
edge switches

Navigate to the XIQ-SE Control tab and verify that the VSP edge switches have been added
to Extreme Control.
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2
e

A Alarms & Events

Configuration + Engine Group - Default

& control 1 4
- Switches
|2 Analytics Group Editor ¢
© Add C Refresh
= wireless Engines 3 -
Primary Secondary .

|shil Reports ~ Engine Groups P Address 1 Nickname Status System Name Engine Engine Policy/VLAN Policy Domain
= Tasks v Default 10.9.192.102 abricEngine Contact Est. 5520-24W-Fab. 10.9.203.6 Extreme VOSS - Per-User ACL Building1
& Administration ¥ NAC/10.9.203.6 10.9.192.103 5520-12MW-36W-FabricEngine  ContactEst..  5520-12MW-3..  10.9.203.6 Extreme VOSS - Per-User ACL  Building1

Verify that the VSP switches have been added to the Buildingl Policy domain.

2
e
‘AIanns&Events L - - . - -
@ Open/Manage Domain(s) ¥ @ Global Domain Settings v 3 Tools v

Domain Building1

|42 Analytics

Roles/Services + Devices
2= Wireless
Class of Service +
sl Reports
== Tasks VLANs + Stat.. Name Family Device Type Firmware
=
' Administration Network Resources + 5520-12MW-36W-Fa...  Universal Platform Fabric Engine  5520-12MW-36W-FabricEngine | 8.6.1.0
5520-24W-FabricEn... Universal Platform Fabric Engine  5520-24W-FabricEngine 8.6.1.0
= Connect [Devnces/Port Groups 30~ ]
Devices (
by IP -

P (2 devices)
v 10.9.192.x (2 devices) 4

5520-12MW-36W-FabricEngine

5520-24W-FabricEngine

SSH into the VSP edge switches and use the CLI command show dwvr and verify that the
DVR Role is shown as “Leaf.”

Virtmal Ist
irtmal Ist p

Migrate VSP Edge to Dedicated Switch Management CLIP

The VSP edge switches were onboarded using their DHCP-assigned IP addresses, which
were converted to static addresses by ZTP+. However, these management IP addresses are
configured on the onboarding VLAN/I-SID (4048/15999999). It is a best-practice to move
the switch management IP address from the default onboarding VLAN/I-SID to a CLIP
management IP address. The XIQ-SE script “Move to CLIP Mgmt” (available on GitHub) will
be used to configure a CLIP management address.
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To run the script, select both VSP edge switches, right-click, and select Tasks > Provisioning
> Move to CLIP Mgmt IP.

Devices  Building1 Site Summary Endpoint Locations FlexReports
© Add Device... Export to CSV =
Status  Name | Site IP Address Poll Status Poll Details Device Type Family Firmware
] 5520-12MW-36W-VOSS | /World/Building1 10.9.192.101 Available: 1...  Up: 2 Dow... 5520-12MW-36W-V... Unified Swi...  8.4.0.0
- 5520-24W-VOSS B Flexview 1.192.103 Available:1... Up:1Dow..  5520-24W-VOSS Unified Swi...  8.4.0.0
- VSP-corel More Views * 1193131 Available: 1... Up:92Do..  VSP-4450GSX-PWR+  VSP Series 8.4.0.0
- VSP-core2 £ Configure... 1.193.132 Available:1.. Up:92Do..  VSP-4450GSX-PWR+  VSP Series 8.4.0.0
0] Compass Search...
& Rediscover
JZ  Clear Alarms...
A Upgrade Firmware...
© | Add to Device Group...
More Actions »
Archives »
2 Tasks I? Config »

Maps »| 3 Provisioning [ » | "©  Change persona to EXOS
Network » | >_ | cucommands... | </ |Move to CLIP Mgmt IP 4

‘ Policy » | T | Onboard VSP

In the script input window, provide the CLIP IP address for each VSP-edge switch. Use the
following CLIP addresses.

e VSP-edgel 10.9.193.133
e VSP-edge? 10.9.193.134

Leave the associated VRF as GlobalRouter (this is the only VRF supported for mgmt CLIP on
a DVR Leaf), and set the drop-down to delete the preexisting mgmt VLAN IP. Configure the
new Mgmt CLIP IP for each VSP edge switch. Enter only the IP address and not the mask.
Finally, because the script will remove and rediscover the switches back into XIQ-SE, set the
deisred System Name of the switches as shown below.
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Run Script: Move to CLIP Mgmt IP Pl

1. Device Selection 2. Device 5ettings

These parameters (if any) will be passed to the script during execution. If no parameters are shown. just skip to the next step.
|

Qverview Description

New switch mgmt circuitless IP (mask will be 32bits)

Associated VRF name (default is GRT): GlobalRouter 5
Existing mgmt VLAN IP: Delete - [
E
7 i o Device IP Mgmt CLIP System
ompiete ame Address P Name
r r r
v 5520-12M... 10.9.192.101 10.9.193.133  VSP-edgel
r r r
v 5520-24W-... 10.9.192.103 10.9.193.134  VSP-edge2

Sanity / Debug

Sanity: enable if you do not trust this script and wish to

first see what it does. In sanity mode config commands -
are not executed:
Debug: enable if you need to report a problem to the -
script author: -
| «Previous Concel
Click Next, then click Run.
Run Script: Move to CLIP Mgmt IP Pl |
1. Device Selection 2. Device Settings 3. Verify Run Script 4. Results
h
| Script Information
| Task Information: Run Now Script Task Name: N/A
Script Name: Move to CLIP Mgmt IP Timeout (sec): 60
Overall Status
COMPLETED
Devices |
i
Mame IP Address Start Time/Total Run Time
. 5520-12MW-36W-VOSS 10.9.192.101 8/24/2021 2:41:20 PM/(24 sec) i
. 5520-24W-VOSS 10.9.192.103 8/24/2021 2:41:20 PM/(24 sec) o
Results
5 -
- no ip address 1.9.192.1@1
-> exit
-» end
-> save config
Deleted IP °1@.9.192.101° from XMC's database
Added new device IP "1@.9.193.133" to XMC Site '/World/Buildingl' with admin profile 'Fabric Edge’
5
« Previous Run Close

The script creates the new mgmt CLIP, deletes the existing mgmt VLAN IP, deletes the
switch from XIQ-SE, and re-adds it using the new CLIP IP and System Name.

When the script has completed, expand the Results window by clicking the “i” button.
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Run Script: Move to CLIP Mgmt IP PR
Script Results x
-
The following configuration was successfully performed on switch:
-» config term
-» mgmt clip vrf GlobalRouter 1
- ip address 10.9.193.133/32 5
- enable I
-» exit 3
-> boot config flags tftpd 1
-> copy "10.9.2083.5:root.Move_to_CLIP_Mgmt_IP.1® 9 192 1e1" /intflash/.script.src -y
-» source .script.src debug 3
-» snmp-server name WSP-edgel
-» router isis
->  sys-name VW3P-edgel
-» exit
-» no boot config flags tftpd
-» config term
-> mgmt vlan
f -> no ip address 18.9.192.161
-> exit N
| -> end
7 | -> save config
" | Deleted IP '10.2.192.101° from XMC's database
" | Added new device IP '16.9.193.133' to XMC Site '/World/Buildingl® with admin profile 'Fabric Edge’
Di
| -
A
Close
«Previous “ Cloze
Dashboard  Devices  Discovered  Firmware  Archives  Configuration Templates  Reports
Sites - = Devices Building1 Site summary Endpoint Locations FlexReports
Name © AddDevice.. [ ExporttoCSV =
~ & world
e Status | Name site IP Address Poll Status Poll Details Device Type
» 0 Building2 L VSP-corel MWworld/Building? 10.9.193.131 Available: 1...  Up: 95 Do... VSP-4450GSX-PWR+
~ Topology Definitions ® VSP-core2 /World/Building1 10.9.183.132 Available: 1...  Up: 95 Do... VSP-4450GSX-PWR+
& Fabric Connect L V5P-adgel /Wworld/Building1 10.9.193.133 Available: 1...  Up: 1 Dow... 5520-1ZMW-36W-V...
&l service Definitions ® VSP-edge2 world/Building? 10.9.193.134 Available: 1...  Up:1Dow..  5520-24W-VOSS

Family

VSP Series

VSP Series

Unified Swi...

Unified Swi...

Firmware

2.4.0.0

2.4.0.0

2.4.00

2.4.0.0

Note: Running the “Move to CLIP Mgmt IP” script also executes the “Onboard VSP” workflow
one more time. During the worlflow execution, the new management CLIP IP address is

added to XIQ-SE Control.

Verify the workflow execution for the new switch IPs under Tasks > Workflow Dashboard.
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aa Network Workflow Dashboard | * Scheduled Task

A Aarms &Events

& control
|+ Analytics
F Wireless
sl Reports Active Unsuccessful
& Administration
= Connect
Live (Current Page) v Historical v
Status Start Date/Time Name Version Source #Devices  Started By End Date/Time Message Path
v 17472022 11:33:51 ... Onboard VsP 83 Site Discover Action... 1 NetSight Server 1/4/2022 11:34:28 ... Added VSP '10.9.193.133" in NAC Engine Gro... /Workflows/Onboard VSP
v 1/4/2022 11:30:36 ... Onboard VSP 83 Site Discover Action... 1 NetSight Server 1/4/2022 11:31:16 ... Added VSP '10.9.193.134' in NAC Engine Gro... /Workflows/Onboard VSP

In XIQ-SE Control, verify that all switches have been added with the correct IP addresses as
shown below.

‘ Alarms & Events .
Configuration &y Engine Group - Default

& control 1 5

|47 Analytics

= © Add T Refresh
= Wireless Engines 3 -
IP Add 1 Nicks St: S N primary Secondary Policy/VLAN Policy Ds
sl Reports ~ Engine Groups ress ickname atus ystem Name | oo s olicy/ olicy Domain
E Tasks v Default 4 10.9.193.133 VSP-edgel Contact Est..  VSP-edgel 10.9.203.6 Extreme VOSS - Per-User ACL Building1
4 Administration = NAC/10.9.203.6 10.9.193.134 VSP-edge2 ContactEst.. VSP-edge2 10.9.203.6 Extreme VOSS - Per-User ACL  Building1

2
aa Network Dashboard Access Control  End-Systems  Reports

‘ Alarms & Events

[@ Open/Manage Domain(s) v [ Global Domain Settings v [ Tools v
& control 1
Domain{ Building1
|+ Analytics A
= Roles/Services + Devices  User Session RADIUS Authentication ~ RADIUS Accounting
= Wireless -
Class of Service +
|l Reports
E Tasks VLANs g Stat.. Name Family Device Type Firmware
[ VSP-edget Universal Platform Fabric Engine  5520-12MW-36W-FabricEngine 8.6.1.0
48} Administration Network Resources ) 8 8 g
- [ VSP-edge2 Universal Platform Fabric Engine  5520-24W-FabricEngine 8.6.1.0
= Connect [Dewces/Port Groups 3 - ]
Devices Port Groups <
by IP v
v ® IP (2 devices)
v ® 10.9.193.x (2 devices) 4
® vsp-edget
® vsp-edge2

Configure XIQ-SE Control Switch Reauthentication Type

In XIQ-SE Control, configure the reauthentication type for each VSP edge switch so XIQ-SE
can force device reauthentication. Note that as of XIQ-SE version 22.3, VSP switches are
automatically configured with the correct reauthentication profile when added to Control,
however the configuration is shown anyway in case you are using an earlier version than
22.3

To configure the reauthentication type, select XIQ-SE Control > Access Control > Engines >
Default NAC engine. Select each switch entry and click Edit.
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E Control

|#* Analytics

= Wireless

I! rts

' Administration

= Connect

Palicy Access Control

Configuration 1 +
Group Editor +
Engines 0~

* Engine Groups

Y Default

= nacnosz0s | 2

» Al Engines

Report

Engine Group - Default

Switches
Q Add.. G Edn. |@ Delere | T R
IP Address T Nickname
10.9.193.131 VSP-corel
10.9.193.132 V5P-core2
10.9.193.133 V5P-edgel
10.9.193.134 V5P-edged

In the Configure Device window, click Advanced Settings.

Configure Device: 10.9.193.133

Switeh Type:
Primary Engine:
Secondary Englne:
Auth. Access Type:

Virtual Router Name:

RADIUS Attributes to Send:

RADIUS Accounting:

Policy Domain:

© 2022 Extreme Networks, Inc. All rights reserved.

Layer 2 Out-Of-Band
NAC/10.9.203.6
None

Manual RADIUS Configuration

V5P Fabric Attach

Enabled

- Do Mot et -

In the Advanced Switch Settings window, set the Reauthentication Type drop-down to
“None.” This will allow XIQ-Control to set the Reauthentication Type automatically. On the
other hand, if you want to manually set the Reauthentication Type, set it to “RFC 3576 -
Generic CoA Colon Delimited.”

fresh

Status

Contact Established
Contact Established
Contact Established

Contact Established

System Name

VSP-corel
VSP-core2
VsP-edgel

VsP-edge2

Primary Engine

10.9.203.6
10.9.203.6
10.9.203.6

10.9.203.6
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I ’ .
Advanced Switch Settings
1P Subnet for IP Resolution: None -

Override RADIUS Security

If this field is blank, the default RADIUS shared secret from Engine Settings will be
used instead.

Shared Secret: g.

Override Reauthentication Behavior

[ Leave this field set to None to determine the reauthentication type automatically. I

Reauthentication Type: None - I
=<7 N
Enable Port Link Control: | wireless
I RFC 3576 - Extreme Wireless WING r

acel

RFC 3576 - Brocade ICX
RFC 3576 - Juniper Wireless
RFC 3576 - Extreme Identifi Wireless |
RFC 3576 - Extreme Wired

RFC 3576 - Generic CoA Colon Delimited

RFC 3576 - Extreme Data Center

Session Timeout

Click OK. Then Save out of both of the above windows. Then click OK in the Device Save

POP-Up.

Save Successful

Device save complete

Repeat the same steps for all VSP switches added to XIQ-SE Control engine.

When done, click Enforce to enforce changes to the Control Engine.
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it Network

A Aarms & Events

‘ & control
|+ Analytics
< Wireless
|slel Reports
== Tasks
* Administration

= Connect

Configuration
Group Editor

Engines
v Engine Groups
w Default
= NAC/10.9.203.6

» All Engines

© selection...

Access Control

~ o
% Refresh

Then click Enforce All.

Access Control Engine Enforce

() Engine

8 NAC

() Force Reconfiguration for All Switches

IP Address
10.9.203.6

Status

Audit Completed

Audit

Engine Group - Default

Details Switches End-Systems
© Add.
IP Address T Nickname
10.9.193.131 V5P-corel
10.9.193.132 VSP-core2
10.9.193.133 VSP-edgel
10.9.193.134 VSP-edge2
q
4
Result Details
Pass

() Force Reconfiguration for Captive Portal

Enforce - Close

Preview

Status

Contact Established
Contact Established
Contact Established

Contact Established

When the enforce has completed, close the window.

Access Control Engine Enforce

[J Engine
[ NAC

[ Force Reconfiguration for All Switches

IP Address Status

10.9.203.6

Audit

Result Details

Enforce Finished  Success

[] Force Reconfiguration for Captive Portal

Enforce Enforce All

Preview

Close
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Systern Name

VSP-corel
VSP-core2
V5P-edgel

VSP-edge2

Primary Engine

10.9.203.6
10.9.203.6
10.9.203.6

10.9.203.6
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Verify All End Devices Are Operational

Confirm that the fabric network is deployed and the end devices are operational. In this
example, an IP Phone and a PC are connected to port 1/6 on VSP-edgel and an Extreme AP is
connected to port 1/6 on VSP-edge2. Auto-sense is enabled on both ports (it is enabled on all

ports.)

0.8920325:5825 GRT

https//10.9.203.58443 @

https:

XiQ
e —
c— XCC
| ] 25 , —
n 1
10.9.203.0/24 4, 110 123 4$, /6 =
11l
T Jvsp-corel VSP-edgel | FEH a
| A2 w2l /22
(S ons) 4> | v2a | <> | |6 T
‘&= DHCP o)
FH ) vsP-core2 vsP-edge2 | FEHF =
DHCP&DNS:
10.9.255130 —
10.9.255.131
Devices
Sites v =
Name E =
v € world
' .l Status  Name T Site IP Address Poll Status Poll Details Device Type Family Firmware
» O Building2 L2 VSP-corel /World/Building1 10.9.193.131 Available: 1... Up: 263 Down: 0 5520-12MW-36W-FabricEngine Universal P... 8.6.1.0
v &l Topology Definitions ( ] VSP-core2 /World/Building1 10.9.193.132 Available: 1... Up: 263 Down: 0 5520-12MW-36W-FabricEngine Universal P... 8.6.1.0
:l: Fabric Connect - VSP-edgel /World/Building1 10.9.193.133 Available: 1... Up: 124 Down: 0 5520-12MW-36W-FabricEngine Universal P... 8.6.1.0
8] service Definitions (] Vsp-edge2 /World/Building1 10.9.193.134 Available: 1...  Up: 124 Down: 0 5520-24W-FabricEngine Universal P..  8.6.1.0
The Fabric Edge is now deployed.
Go to the topology map and arrange the icons.
Devices vered Firmware Archives Configuration Ter Reports
_ 2
Sites v = 3 Devices Building1 Site Summary Re

Name View w

~ € Building? B Edit 4
Building1 | 1 =

» € Building2

v € World

Properties

o)

. Export Map as SVG
v & Topology Definitions

& Fabric Connect

B service Definitions

it
VSP-corel
10.9.193.131

e —
V5P-core2
10.8.193.132
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i e——
VSP-adzel
10.9.1833133

m—— o=
VEP-edge2
10.9.193.134
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Right click on the Buildingl site and select More Views > Fabric Topology. Note: This step is
optional and assumes you have Fabric Manager installed. If that is not the case, then skip this
step.

@ ExtremeCloud |1Q Site Engine

=zt

‘ Alarms & Events

: 2 -
Dashboard Devices

Sites v

& control

Name
|#? Analytics Y —"
= Wireless v & Building?
|shl Reports 3 Building1
- » € Building2
Tasks g

« [ Topology Definitions

* Administration -
&l Fabric Connect

= Conne o ) ,
o c @l service Definitions

Arrange the map.

i Network

Dashboard ~ Devices  Discovered

‘ e Fabric Connect

E Control

|#" Analytics

Search HAOY
A\ Fabric Connect

F Wireless =
/N, Fabric Globals

Discovered Firmware Archive Configuratiol
= Devices Building1 Site S
File = View w
©  Add Device...
Q@  Wwebview
2 Flexview
£+ | Configure... Interfaces

@ | Compass Search...

~
L3

Rediscover
H | Clear Alarms...

1

Upgrade Firmware...

©  Add to Device Group...

More Actions »
Fabric Topology
Highlight I-SID i) Hide/Show

|shl Reports

= Tasks

* Administration

— Connect

A, Virtualized Networks
/N GRT - IPShortcuts
A L2V8Ns

A 1sid-2100193
A isid-2100194
A isid-2100195
A isid-2100196
AN, isid-15999999 (Etree)
A, L3-VSNs
A, Fabric Multicast Routes
/N, CFM Globals
/N, Fabric Attach

User Sessions

A | Fabric Topology |5

x®
Reports  Fabric - Building1

Ports g Clear Highlights % Save Topology g Clear Topology

# Import/Export Topology

The fabric is up, and the fabric services are listed under L2VSN and can be highlighted on the
map using the drop-down.

To verify that DVR is operational, SSH to one of the VSPs and run the CLI command
show dvr members
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DVR Members displayed
t =

The VSP cores are shown as DVR Controllers and the VSP Edge switches as DVR Leaf nodes.

Inspect the Auto-Sense Ports on the VSP Edge Switches

Connect using SSH to both VSP edge switches. Run the CLI command
show interfaces gigabitEthernet auto-sense

ACLI Terminal Launched Sessions - O X
File Edit View Tabs Help

R-RER SN0 fm  Vmmzad

(@ VSP-edge] E| @ VSP-edge2 | +

Note that VSP-edgel is in the auto-sense Voice state on port 1/6 where the Telephone is
connected, and ports 1/21-1/23 are in the auto-sense NNI-ISIS-UP state. Ports 1/21-1/23 are
the fabric interconnects that were automatically configured.

Similarly, VSP-edge?2 port 1/6 is in the auto-sense FA-WAP state where the Extreme Access
Point is connected, and fabric NNI links 1/21-1/22,1/24 are in the auto-sense
NNI-ISIS-UP state.
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Verify the WLAN AP |s Operational

Connect to Extreme Campus Controller (XCC) and go to Monitor > Devices > Access points.
Make sure the AP is online and green. It should have an IP address on the AP-Mgmt |-SID
2100194 in subnet 10.9.194.0/24.

E Extreme Campus Controller

13 pashboard Y ¢ Filter visible rows

M it ~ -

P Address Site Version Model

Edge-WAP 0.9194100 Fabric Edge Sandbox 7.41.0-016R AP505i-FCC Off

On VSP-edge2, inspect the I-SIDs configured on AP port 1/6 with the CLI command
show interface gigabitEthernet i-sid 1/6

5T switch

Note: There are two bindings on the port where the AP is connected. The first binding was
created by RADIUS authentication when the AP was first onboarded and corresponds to the
AP-Mgmt I-SID. Confirm this by inspecting the MAC authentications on the switch by
running the CLI command show eapol multihost non-eap-mac status
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pol multihost non

Total Number of NEAFP Sessions:

VsP-edgez:14% ||

Note that there is a MAC address authenticated on port 1/6 and the AP-Mgmt I-SID was
assigned to the port using RADIUS.

Go to the XIQ-SE Control > End Systems tab.

Inspect the port’s EAPoL config by running the CLI command show eapol port 1/6

Note that Dynamic MHSA is true. Port 1/6 is now open for all MACs behind the AP.

The second binding on the 1/6 port was discovered using Fabric Attach and is the Data I-SID
binding for which the AP received the config from XCC.

Edit VLAN @ x

Name Data Buildingl

Mode

VLANID 196 Tagged

I-SID

Confirm by inspecting the Fabric Attach assignments on the switch with the CLI command
show fa assignment

As shown, the Data I-SID and VLAN are now configured on port 1/6.

client ISID-2100196
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The AP is fully operational and is ready to service wireless clients in Building].

Verify the IP Phone Is Operational

On VSP-edgel, view the I-SIDs that are configured on the phone port 1/6 using the CLI
command show interface gigabitEthernet i-sid 1/6

ORIGIN

Note that there are three bindings on the phone port. The first binding is the Voice |-SID
2100195, which was assigned by auto-sense when the telephone was detected via LLDP
siganling. This is a tagged binding because it shows VLAN-id 195 in the C-VID column.

Inspect the LLDP neighbor details on the same port using the CLI command
show 11dp neighbor port 1/6

: Network Addre
: MAC Address
: regDN 4052 MINET 6520
: BT / BT
r: LAN port
* : regDN 4052 ,MINET 6920,ver: 01.05.00.075,PxE: 6.5,01/01/1970 10:31:56 +0000

: 0:0:0:0:0:0:0:0

/Enabled)
Other, F= Repeater,
T= Telephone, W= WLAN, r= Rounter

Note the neighbor system capabilities: B = Bridge and T = Telephone. Also note the IP
address the phone obtained and in the Voice I-SID subnet. Ping the phone’s IP address.

VSP-corel:1#% ping 10.9.195.100
Sending ping in context grt with source IP

is alive
VSP-corel:1#% I

Verify Client PC Authentication

Verify the client PC obtained an IP address on Data I-SID 2100196 and IP subnet
10.9.196.0/24. As shown below, the PC has obtained an IP address on the Data subnet.
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 FabricEdge-Client - VMware Remote Consele - o X

VMRC ~ -5 0

Gmail Images

gle

Q, Search Google or type a URL

~ TP

Web Store Add shorteut

1se

by remote VIST switch

The first binding is the phone and will covered in the next section. The second binding is
untagged and is the PC that was RADIUS authenticated by Extreme Control. The third
binding is the default Onboarding I-SID which is assinged to every auto-sense port.

Confirm both the first and second bindings by inspecting the MAC authentications on the

switch, using the CLI command
show eapol sessions neap

The first MAC is the phone. It was authenticated via LLDP. The second MAC is the client PC,
and it was authenticated via RADIUS. Notice that the RADIUS attribute has a null VLAN-id
which results in an untagged binding for the Data I-SID on the port.
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Go to the XIQ-SE Control > End Systems tab.

% Network

A Aarms & Events

& AddToGrovp.. 4l Force Reaherdcation @ Tools v | o Lve v | ] AlEnd Syscem Events % | e
& control 1 o 5
Lastseen | MAC Address S Device Type 1P Address Host Name User Name Authentication Type  Reason profile policy
|2 Analytics Vendor Family
2 wirel 5/19/2022 4:42:27 ... 00:50:56:80:5D:CA VMware, Inc. Windows Windows 8... 10.9.196.100 DESKTOP-4PBNP... MAC (PAP) Rule: "Enterprise User" Allow NAC Pro... Enterprise User
% Wireless
L 5/19/2022 4:41:29 ... BC:F3:10:05:DC:40 Extreme Netw... 10.9.194.101 AH-05dc40.Fabric... MAC (PAP) Rule: "Access Point! Access Point N...  Access Point
il Reports
5/19/20224:40:32 .. DCBB0SC280.79  Extreme Netw.. WirelessAc.. ExtremeWi. 109194100  Edge-WAP MAC (PAP) Rule: “Access Point” Access Point N...  Access Point

= Tasks

In XIQ-SE Control, only the client PC is shown. To see the RADIUS attributes sent to the
switch, right click on the entry and select “Show Details.”

it Network

A Alarms & Events

& control

|#” Analytics
2 Wireless
|shl Reports

== Tasks

E Administration

= Connect

s Control

End-Systems Reports

&8 AddToGroup.. gl Force Reauthentication £ Tools w o Live v | [E AllEnd-System Events

MAC OUI Device .

LastSeen | MAC Address 3 Device Type IP Address Host Name
Vendor Family

5/19/2022 4:42:27 ... 00:50:56:80:5D:CA Mhdaara_loc Windmwe Windows 8... 10.9.196.100 DESKTOP-4PBNP...

5/19/2022 4:41:29 ... BC:F3:10:05:DC:40 10.9.194.101 AH-05dc40.Fabric...

BLCERE Show Details
5/19/2022 4:40:32 ... DC:B8:08:C2:80:79 ixtreme Wi... 109,194,100 Edge-WAP

&3 Edit Custom Information...
& | Lock MAC
## | Force Reauthentication

& | Force ReAuth and Scan

Select the “End Systems” tab.

s5a Network

‘ Alarms & Events

& control

|42 Analytics

2 Wireless

|shil Reports

= Tasks

& Administration

== Connect

Reports  End-System Details: DESKTOP-4PBNP93.FabricEdge.NH.CTC.Local

Health Results

& AddToGroup gl Force Reauthentication gl Force Reauthentication and Scan § Lock MAC § EditRegistration < Refresh End System

End-System Details

End-System: 00:50:56:80:5D:CA, 10.9.196.100, DESKTOP-4PBNP93.FabricEdge.NH.CTC.Local
User Name:
Activity: Last seen 05/19/2022 04:38:03 AM, First seen 05/18/2022 07:33:03 PM

Device Information: Windows (Windows 8/ 8.1/10/ 11/2012)

Location

Location: 10.9.193.133/1/6
Access Control Engine: Default, 10.9.203.6
ELIN:

Authentication Sessions

Session Time: 05/19/2022 04:38:03 AM  State: Accept

Policy: Enterprise User Extended State: MAC to IP Resolution Failed

RFC 3580 VLAN: State Description: Unable to resolve IP address using SNMP, NetBIOS, or DHCP
Profile: Allow NAC Profile Last Scan Result:

Reason: Rule: "Enterprise User"  Authorization: Filter-ld="Enterprise User"

Extreme-Dynamic-ACL="CLIENT Enterprise_User"
Extreme-Dynamic-ACL="acl inPort name Enterprise_User'
Extreme-Dynamic-ACL="acl set default-action permit’
FA-VLAN-ISID="0:2100196"

In Authentication Sessions, note the outbound RADIUS attributes which include a “permit
all” dynamic ACL and the VLAN:ISID for the PC. (VLAN O denotes untagged access.)
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Appendix

XCC Preexisting Configuration Review

Use this XCC configuration to validate the WLAN AP autosense adoption.

LMl Extreme Campus Controller ' et

= D >
AN k >
G Ci

Sites  search (search by site name or country) Q. [0 exectmatch

£ Configure

Statws  Name Country # Roles # Networks # Devices

® 3 |Fabric Edge Sandbox United States 2 1 1

2 onBoara

Name Fabric Edge Sandbox
Country United States
£t configure
Timezone United States: America/New York
9@ Sites.
FLOOR PLANS LOCATION DEVICE GROUPS SWITCHES ADVANCED

= > -
Ateons > =]

Device Groups Search. Q
@ Policy >

O neme AP Platform RF Management Policy # Roles # Networks # Devices =
@ Adoption O oevice Growp AP505 APSH Default Smart RF

The following WLAN Network is defined and assigned to the above Device Group.

Extreme Campus Controller

@ ™onitor

Network Name Fabric Edge Data Buildingl
L Configure 1
SSID Data Buildingl
Q Sites
& Devices >
Auth Type WPAZ-Personal (PSK) v || EDIT PRIVACY

2 > Enable Captive Portal  [_]

@ Policy > MAC-based authentication (MBAY ]

& Adoption Default Auth Role a

ADVANCED SCHEDULING

And the associated VLAN is in Fabric Attach mode with the VLAN & I-SID for Buildingl only.
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Edit VLAN
Name Data Buildingl
VLAN ID 196 Tagged

I-SID 2100126

ADVANCED

CANCEL Save
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Terms & Conditions of Use

Extreme Networks, Inc. reserves all rights to its materials and the content of the materials. No
material provided by Extreme Networks, Inc. to a Partner (or Customer, etc.) may be
reproduced or transmitted in any form or by any means, electronic or mechanical, including
photocopying and recording, or by any information storage or retrieval system, or incorporated
into any other published work, except for internal use by the Partner and except as may be
expressly permitted in writing by Extreme Networks, Inc.

This document and the information contained herein are intended solely for informational use.
Extreme Networks, Inc. makes no representations or warranties of any kind, whether expressed
or implied, with respect to this information and assumes no responsibility for its accuracy or
completeness. Extreme Networks, Inc. hereby disclaims all liability and warranty for any
information contained herein and all the material and information herein exists to be used only
on an "as is" basis. More specific information may be available on request. By your review and/or
use of the information contained herein, you expressly release Extreme from any and all liability
related in any way to this information. A copy of the text of this section is an uncontrolled copy,
and may lack important information or contain factual errors. All information herein is Copyright
OExtreme Networks, Inc. All rights reserved. All information contain in this document is subject
to change without notice.

For additional information refer to: http://www.extremenetworks.com/company/legal/terms
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