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Introduction

This document describes the bugs fixed in BayStack 380-24F 1000 Switch
Software Release 2.1.1.2 and also describes the known issues and limitations in
this release.

Bugs fixed in this release

The BayStack 380-24F 1000 Switch Software Release 2.1.1.2 incorporates the
following bug fixes:

* A data loop no longer occurs when DMLT/MLT links are reseated or if the
switch is rebooted. (Q00578611)

* A trap is now sent when a bad password is used when logging on to the
console or logging in through a telnet session. (Q00599822)

*  When an ARP request broadcast is received on the MLT of the BayStack 380
10/100/1000 Switch, other ports that belong to the other MLT now receive the
ARP requests. (Q00610076)

» Traffic generated by the BayStack 380-24F 1000 Switch other than BPDUs or
SONMP packets (for example ARP request or IP unicast packets) is no longer
transmitted through STP blocked ports. This means that the remote device no
longer updates incorrectly its FDB and sends back the answer on this blocked
port, resulting in traffic loss. (Q00672307)

» The BayStack 380-24F 1000 Switch no longer resets when experiencing high
levels of broadcast traffic. (Q00679379)
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Known issues for BayStack 380-24F Gigabit Switch

The following are know issues for the BayStack 380-24F Gigabit Switch,
Software Version 2.1.x.x:

Interoperability Issues

The BayStack 380-24F Gigabit Switch does not always respond to ping
packets that are greater than 1472. Use packet sizes less than 1472.
(CR Q00616644)

Known Issues

The 10/100 out of band management port and its associated LEDs are not
supported in this release. It will be supported in future releases.

The BayStack 380-24F Gigabit Switch only supports Type 4 (Annex D)
GBICs. (CR Q00594822)

The following message: “Warning: unit=0, hash is full” indicates that an
internal table is full. This rare condition may be seen while changing the port
tagging parameter. The device must be rebooted to clear this condition.

(CR Q00616644)

In Device Manager, the redundant power supply (RPSU) information is not
displayed correctly. There should be two lines displayed. For example:
Chassis 1 Primary Power Supply: normal
Chassis 1 Redundant Power Supply: normal
The second line is missing. (CR Q00575447)
You cannot copy or retrieve a configuration file if the configuration file name
is 30 or more characters in length. (CR Q00601302)
Flow Control is displayed as N/A when the port is up. (CR Q00599626)

The BayStack 380 Image If Newer option is not available in Web-based
management. (CR Q00599634)

The agent does not return the correct MIB value for
sSEnMsTopNmmChassisType for the BayStack 380-24F. (CR Q00614167)

In Telnet, you cannot enter a MLT member containing a single digit, you must
enter a double digit number. For example, 02. (CR Q00598656)
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In the telnet console screens, in the High Speed Flow Control Configuration
screen, you are allowed to move on the read only fields. (CR Q00599632)

For the RADIUS Shared Secret field, you can enter 15 characters using the

console screen and 16 characters using Web-based management.
(CR Q00598639)

In Device Manager, you do not get an error message when you try to copy or
retrieve a configuration file with no IP server set. (CR Q00601305)

In SNMP, the etherStatsFragments object value is not incremented.

(CR Q00616220)

In Device Manager, the Maximum Trap in Log field can be set to an invalid
string. (CR Q00585270)

In Device Manager, the Topology Table does not correctly identify the port on
which the packets are received. (CR Q00582087)

The MAC Address recorded in the MAC Address Table remains present more
than Aging Time. (CR Q00602552)

Known issues for BayStack 380-24T 10/100/1000 Switch

The BayStack 380-24F Gigabit Switch, Software Version 2.1.x.x inherited the
following know issues from the BayStack 380-24T 10/100/1000 Switch, Software
Version 2.0:

SNMP Issues

The MIB variable, s5AgTrpRcvrAgeTime, which controls the aging out of
trap receivers, is not supported in this release. (CR Q00511734)

Autotopology packets are not forward by the device if Autotopology is
disabled. Therefore, we do not recommend that you disable this feature.
(CR Q00512611)

If you are using the web interface and you create an SNMP V3 user with the
same name as an existing user, you will not receive an error message and the
original user's information will be overwritten. (CR Q00526067)

SNMP access to download the diagnostic file is currently not available in this
release of software. (CR Q00464898)

Release Notes for the BayStack 380-24F 1000 Switch Software Release 2.1.1.2



MAC Address Security Issues

Before enabling MAC SA security on a port or trunk, make sure that all
changes to the VLAN port configuration or trunk are implemented. For
example, VLAN membership, PVID, port Tagging and Untagging should all
be changed prior to enabling MAC SA Security. If changes need to be made to
these parameters, then disable MAC SA Security, make the changes, and then
re-enable MAC Security on that port or trunk. (CR Q00512862)

If MAC security is enabled, then the BayStack 380 switch may have problems
using the ping facility built into the device. The BayStack 380 does not lose its
manageability and normal data traffic is not affected. (CR Q00529688)

Device Manager Issues

Device Manager displays the default path cost for all the ports as 10. Check
the Console Interface or Web Interface for proper values. (CR Q00514869)

Device Manager sometimes displays a warning associated with Fan 3. Fan 3
does not exist so you may safely ignore this message. (CR Q00514890)

Before moving the management VLAN from the default VLAN (VLAN #1)
to another VLAN, make sure that the new management VLAN has at least
one port member. Failure to follow this procedure will cause the switch to be
unmanageable by telnet and web applications. (CR Q00517668)

Device Manager does not show the correct status of the redundant power
supply if AC power has been disconnected and the RPSU has taken over.
(CR Q00522857)

You cannot create a Security List using Device Manger. The Console Interface
is available for this operation. (CR Q00526076)

Device Manager does not support the "ImagelfNewer" option.
(CR Q00526079)

Multilink Trunking Issues

The MLT name cannot be displayed correctly in Device Manager. Please
check the console for proper MLT names. (CR Q00518482)

When using MAC SA security, all frames greater than 1518 are counted as
oversized frames. When MAC SA Security is not enabled, all frames greater
than 1518 are counted as "Jumbo" frames. In both cases, all frames between
1024 and 1518 are counted as "1024-Max" bytes. (CR Q00520083)
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A MLT group may only consist of ports 1 to 12, or ports 13 to 24. For
example, a MLT group with ports 1, 3, 8, and 10 is a supported configuration.
Also a MLT port group with ports 13, 18, 19, and 22 would be supported. But
a MLT group with ports 1, 8, 13, and 18 would not be supported. The user
interface allows you to enter an illegal configuration, so you must manually
ensure that your MLT configuration is valid. (CR Q00521177)

The MIB values for the designated root port may not be synchronized across
all ports in a MLT link. The spanning tree protocol will operate correctly as
only the information in the MIB values is incorrect. (CR Q00254455)

Console Interface Issues

If you enter a port number greater than 65535 for the UDP RADIUS port
field, the Console Interface will accept that number as valid. However, the
number that will be stored in the configuration will be equal to the number
entered minus 65536. (CR Q00519117)

It may take up to 10 seconds for the Console Interface to respond to user input
after the CTRL-Y prompt appears. (CR Q00526063)

When logging into a unit where RADIUS authentication is enabled, the
username field is not initialized after a login failure. Trailing characters may
be inherited into the username if the username used on the second attempt is
shorter than the username used on the first attempt. Simply close the session
and reattempt the login to clear this condition. (CR Q00519202)

When you use the user interface to disable spanning tree participation on all
ports, spanning tree participation will change on the MLT trunks as well.
(CR Q00526088)

When you add ports to a VLAN, check the spanning tree state to ensure that
they are configured correctly. (CR Q00526090)

When using the Console Interface, no error message will appear if you enter
invalid characters in the IP address field. (CR Q00505057)
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Web interface issues

* Autotopology is not supported through the Web Interface. Autotopology is
supported on other interfaces. (CR Q00509239)

*  When using the web interface, if you have an MLT link, flow control changes
will only take effect if the changes are made against the lowest numbered port
in the trunk. For example, if you wish to change the flow control of a trunk
that contains ports 21-24, then all commands must target port 21. If any other
port is targeted, then the changes will not take effect. You may make changes
to single ports in an MLT link by using the Console Interface.

(CR Q00494422)

Port issues

¢ Under extreme traffic conditions, the total octect port statistics may not
increment correctly. (CR Q00245871)

e The LED on a disabled port will blink according to the rate of speed and that
is currently configured for that port. Therefore, a port that is configured to
operate at 10 Mbits will blink at a slower rate than a port that is configured to
operate at 1,000 Mbits. (CR Q00247714)

*  When using port mirroring, the monitor port has the ability to send pause
frames to the ports that are being monitored. Therefore, if the monitor port
cannot keep up with the amount of traffic that is being generated by the
mirrored ports, the monitor port will send pause frames to ports that are being
monitored. This will slow down the overall transmission on the monitored
ports. (CR Q00487987)

* The port statistic "Filtered Packets" is unsupported in this release.
(CR Q00505057)

Configuration issues

If there is an error when uploading a configuration file, the error message may
appear in the wrong place on the screen. The error message may overwrite the
TFTP IP address the label on the screen. (CR Q00464781)
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Related publications

For more information about using the BayStack 380-24F, refer to the following
publications:

*  Using the BayStack 380-24F 1000 Switch (part number 214391-A)

Describes how to install and use the BayStack 380-24F 1000 Switch; includes
instructions to use the console interface to configure the switch.

» Installing the BayStack 380-24F 1000 Switch (part number 214390-A)

Provides installation instructions for the switch in English and five other
languages.

*  Reference for the BayStack 380-24F Management Software (part number
214393-A)

Describes how to use Device Manager software to manage the switch.

»  Using Web-Based Management for the BayStack 380-24F 1000 Switch (part
number 214394-A)

Describes how to use the Web-based management interface to configure and
monitor switch operations.

Hard-copy technical manuals

You can print selected technical manuals and release notes free, directly from the
Internet. Go to the www.nortelnetworks.com/documentation URL. Find the
product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe* Acrobat
Reader* to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download a free copy of the Adobe Acrobat Reader.
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How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact one of the following
Nortel Networks Technical Solutions Centers:

Technical Solutions Center Telephone

Europe, Middle East, and Africa (33) (4) 92-966-968

North America (800) 4ANORTEL or (800) 466-7835
Asia Pacific (61) (2) 9927-8800
China (800) 810-5000

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call is routed to a technical support
person who specializes in supporting that product or service. To locate an ERC for
your product or service, go to the www.nortelnetworks.com/erc URL and click
ERC at the bottom of the page.
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