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Abstract

The release notes for ExtremeCloud IQ Site Engine version 26.08.12 provide a comprehensive overview
of features, enhancements, and resolved issues pertinent to the deployment and management of the
software platform. The document details critical upgrade paths and considerations, and requirements
for internet connectivity during OS upgrades. This document highlights the system requirements for
server and client hardware, emphasizing optimal CPU and memory configurations to support various
deployment scales, including ExtremeControl and ExtremeAnalytics features. Addressed vulnerabilities
cover a wide range of CVEs, ensuring the system's robustness against potential exploits. Users are
advised on specific configuration settings for various devices, including Fabric Engine and ERS devices,
to maintain compatibility and performance standards.
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Copyright © 2026 Extreme Networks, Inc. All Rights Reserved.

Legal Notices

Extreme Networks, Inc, on behalf of or through its wholly-owned subsidiary, Enterasys Networks, Inc,,
reserves the right to make changes in specifications and other information contained in this document
and its website without prior notice. The reader should in all cases consult representatives of Extreme
Networks to determine whether any such changes have been made.

The hardware, firmware, software or any specifications described or referred to in this document are
subject to change without notice.

Trademarks

Extreme Networks and the Extreme Networks logo are trademarks or registered trademarks of Extreme
Networks, Inc. in the United States and/or other countries.

All other names (including any product names) mentioned in this document are the property of their
respective owners and may be trademarks or registered trademarks of their respective
companies/owners.

For additional information on Extreme Networks trademarks, please see:
www.extremenetworks.com/company/legal/trademarks/

Contact

If you require assistance, contact Extreme Networks using one of the following methods.

» Global Technical Assistance Center (GTAC) for Inmediate Support

» Phone: 1-800-998-2408 (toll-free in U.S. and Canada) or 1-603-952-5000. For the
Extreme Networks support phone number in your country, visit:
www.extremenetworks.com/support/contact

¢ Email: support@extremenetworks.com. To expedite your message, enter the product
name or model number in the subject line.

¢ GTAC Knowledge — Get on-demand and tested resolutions from the GTAC Knowledgebase,
or create a help case if you need more guidance.

e The Hub — A forum for Extreme customers to connect with one another, get questions
answered, share ideas and feedback, and get problems solved. This community is monitored
by Extreme Networks employees, but is not intended to replace specific guidance from GTAC.

* Support Portal — Manage cases, downloads, service contracts, product licensing, and training
and certifications.
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Features, Enhancements, and Issues

[= Extreme’

Extreme Networks® Software License Agreement

This Extreme Networks Software License Agreement is an agreement ("Agreement”) between You, the
end user, and Extreme Networks, Inc. ("Extreme"), on behalf of itself and its Affiliates (as hereinafter
defined and including its wholly owned subsidiary, Enterasys Networks, Inc. as well as its other
subsidiaries). This Agreement sets forth Your rights and obligations with respect to the Licensed
Software and Licensed Materials. BY INSTALLING THE LICENSE KEY FOR THE SOFTWARE ("License
Key"), COPYING, OR OTHERWISE USING THE LICENSED SOFTWARE, YOU ARE AGREEING TO BE BOUND
BY THE TERMS OF THIS AGREEMENT, WHICH INCLUDES THE LICENSE AND THE LIMITATION OF
WARRANTY AND DISCLAIMER OF LIABILITY. IF YOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT, RETURN THE LICENSE KEY TO EXTREME OR YOUR DEALER, IF ANY, OR DO NOT USE THE
LICENSED SOFTWARE AND CONTACT EXTREME OR YOUR DEALER WITHIN TEN (10) DAYS
FOLLOWING THE DATE OF RECEIPT FOR A REFUND. IF YOU HAVE ANY QUESTIONS ABOUT THIS
AGREEMENT, CONTACT EXTREME, Attn: LegalTeam@extremenetworks.com.

1. DEFINITIONS. "Affiliates" means any person, partnership, corporation, limited liability company,
or other form of enterprise that directly or indirectly through one or more intermediaries,
controls, or is controlled by, or is under common control with the party specified. "Server
Application” shall refer to the License Key for software installed on one or more of Your servers.
"Client Application” shall refer to the application to access the Server Application. "Licensed
Materials" shall collectively refer to the licensed software (including the Server Application and
Client Application), Firmware, media embodying the software, and the documentation.
"Concurrent User” shall refer to any of Your individual employees who You provide access to the
Server Application at any one time. "Firmware" refers to any software program or code
imbedded in chips or other media. "Licensed Software" refers to the Software and Firmware
collectively.

2. TERM. This Agreement is effective from the date on which You install the License Key, use the
Licensed Software, or a Concurrent User accesses the Server Application. You may terminate
the Agreement at any time by destroying the Licensed Materials, together with all copies,
modifications and merged portions in any form. The Agreement and Your license to use the
Licensed Materials will also terminate if You fail to comply with any term of condition herein.

3. GRANT OF SOFTWARE LICENSE. Extreme will grant You a non-transferable, non-exclusive
license to use the machine-readable form of the Licensed Software and the accompanying
documentation if You agree to the terms and conditions of this Agreement. You may install and
use the Licensed Software as permitted by the license type purchased as described below in
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License Types. The license type purchased is specified on the invoice issued to You by Extreme
or Your dealer, if any. YOU MAY NOT USE, COPY, OR MODIFY THE LICENSED MATERIALS, IN
WHOLE OR IN PART, EXCEPT AS EXPRESSLY PROVIDED IN THIS AGREEMENT.

4. LICENSE TYPES.

e Single User, Single Computer. Under the terms of the Single User, Single Computer license,
the license granted to You by Extreme when You install the License Key authorizes You to
use the Licensed Software on any one, single computer only, or any replacement for that
computer, for internal use only. A separate license, under a separate Software License
Agreement, is required for any other computer on which You or another individual or
employee intend to use the Licensed Software. A separate license under a separate
Software License Agreement is also required if You wish to use a Client license (as
described below).

¢ Client. Under the terms of the Client license, the license granted to You by Extreme will
authorize You to install the License Key for the Licensed Software on your server and allow
the specific number of Concurrent Users shown on the relevant invoice issued to You for
each Concurrent User that You order from Extreme or Your dealer, if any, to access the
Server Application. A separate license is required for each additional Concurrent User.

5. AUDIT RIGHTS. You agree that Extreme may audit Your use of the Licensed Materials for
compliance with these terms and Your License Type at any time, upon reasonable notice. In the
event that such audit reveals any use of the Licensed Materials by You other than in full
compliance with the license granted and the terms of this Agreement, You shall reimburse
Extreme for all reasonable expenses related to such audit in addition to any other liabilities You
may incur as a result of such non-compliance, including but not limited to additional fees for
Concurrent Users over and above those specifically granted to You. From time to time, the
Licensed Software will upload information about the Licensed Software and the associated
devices to Extreme. This is to verify the Licensed Software is being used with a valid license. By
using the Licensed Software, you consent to the transmission of this information. Under no
circumstances, however, would Extreme employ any such measure to interfere with your normal
and permitted operation of the Products, even in the event of a contractual dispute.

6. RESTRICTION AGAINST COPYING OR MODIFYING LICENSED MATERIALS. Except as expressly
permitted in this Agreement, You may not copy or otherwise reproduce the Licensed Materials.
In no event does the limited copying or reproduction permitted under this Agreement include
the right to decompile, disassemble, electronically transfer, or reverse engineer the Licensed
Software, or to translate the Licensed Software into another computer language.

The media embodying the Licensed Software may be copied by You, in whole or in part, into
printed or machine readable form, in sufficient numbers only for backup or archival purposes, or
to replace a worn or defective copy. However, You agree not to have more than two (2) copies
of the Licensed Software in whole or in part, including the original media, in your possession for
said purposes without Extreme’s prior written consent, and in no event shall You operate more
copies of the Licensed Software than the specific licenses granted to You. You may not copy or
reproduce the documentation. You agree to maintain appropriate records of the location of the
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original media and all copies of the Licensed Software, in whole or in part, made by You. You may
modify the machine-readable form of the Licensed Software for (1) your own internal use or (2)
to merge the Licensed Software into other program material to form a modular work for your
own use, provided that such work remains modular, but on termination of this Agreement, You
are required to completely remove the Licensed Software from any such modular work. Any
portion of the Licensed Software included in any such modular work shall be used only on a
single computer for internal purposes and shall remain subject to all the terms and conditions of
this Agreement. You agree to include any copyright or other proprietary notice set forth on the
label of the media embodying the Licensed Software on any copy of the Licensed Software in
any form, in whole or in part, or on any modification of the Licensed Software or any such
modular work containing the Licensed Software or any part thereof.

7. TITLE AND PROPRIETARY RIGHTS

a. The Licensed Materials are copyrighted works and are the sole and exclusive property of
Extreme, any company or a division thereof which Extreme controls or is controlled by, or
which may result from the merger or consolidation with Extreme (its "Affiliates"), and/or
their suppliers. This Agreement conveys a limited right to operate the Licensed Materials
and shall not be construed to convey title to the Licensed Materials to You. There are no
implied rights. You shall not sell, lease, transfer, sublicense, dispose of, or otherwise make
available the Licensed Materials or any portion thereof, to any other party.

b. You further acknowledge that in the event of a breach of this Agreement, Extreme shall
suffer severe and irreparable damages for which monetary compensation alone will be
inadequate. You therefore agree that in the event of a breach of this Agreement, Extreme
shall be entitled to monetary damages and its reasonable attorney’s fees and costs in
enforcing this Agreement, as well as injunctive relief to restrain such breach, in addition to
any other remedies available to Extreme.

8. PROTECTION AND SECURITY. In the performance of this Agreement or in contemplation thereof,
You and your employees and agents may have access to private or confidential information
owned or controlled by Extreme relating to the Licensed Materials supplied hereunder including,
but not limited to, product specifications and schematics, and such information may contain
proprietary details and disclosures. All information and data so acquired by You or your
employees or agents under this Agreement or in contemplation hereof shall be and shall remain
Extreme's exclusive property, and You shall use your best efforts (which in any event shall not be
less than the efforts You take to ensure the confidentiality of your own proprietary and other
confidential information) to keep, and have your employees and agents keep, any and all such
information and data confidential, and shall not copy, publish, or disclose it to others, without
Extreme’s prior written approval, and shall return such information and data to Extreme at its
request. Nothing herein shall limit your use or dissemination of information not actually derived
from Extreme or of information which has been or subsequently is made public by Extreme, or a
third party having authority to do so.

You agree not to deliver or otherwise make available the Licensed Materials or any part
thereof, including without limitation the object or source code (if provided) of the Licensed
Software, to any party other than Extreme or its employees, except for purposes specifically
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10.

12.

related to your use of the Licensed Software on a single computer as expressly provided in this
Agreement, without the prior written consent of Extreme. You agree to use your best efforts and
take all reasonable steps to safeguard the Licensed Materials to ensure that no unauthorized
personnel shall have access thereto and that no unauthorized copy, publication, disclosure, or
distribution, in whole or in part, in any form shall be made, and You agree to notify Extreme of any
unauthorized use thereof. You acknowledge that the Licensed Materials contain valuable
confidential information and trade secrets, and that unauthorized use, copying and/or disclosure
thereof are harmful to Extreme or its Affiliates and/or its/their software suppliers.

MAINTENANCE AND UPDATES. Updates and certain maintenance and support services, if any,
shall be provided to You pursuant to the terms of an Extreme Service and Maintenance
Agreement, if Extreme and You enter into such an agreement. Except as specifically set forth in
such agreement, Extreme shall not be under any obligation to provide Software Updates,
modifications, or enhancements, or Software maintenance and support services to You.

DEFAULT AND TERMINATION. In the event that You shall fail to keep, observe, or perform any
obligation under this Agreement, including a failure to pay any sums due to Extreme, or in the
event that you become insolvent or seek protection, voluntarily or involuntarily, under any
bankruptcy law, Extreme may, in addition to any other remedies it may have under law,
terminate the License and any other agreements between Extreme and You.

a. Immediately after any termination of the Agreement or if You have for any reason
discontinued use of Software, You shall return to Extreme the original and any copies of the
Licensed Materials and remove the Licensed Software from any modular works made
pursuant to Section 3, and certify in writing that through your best efforts and to the best
of your knowledge the original and all copies of the terminated or discontinued Licensed
Materials have been returned to Extreme.

b. Sections 1,7, 8,10, 1,12,13, 14 and 15 shall survive termination of this Agreement for any
reason.

EXPORT REQUIREMENTS. You are advised that the Software is of United States origin and
subject to United States Export Administration Regulations; diversion contrary to United States
law and regulation is prohibited. You agree not to directly or indirectly export, import or transmit
the Software to any country, end user or for any Use that is prohibited by applicable United
States regulation or statute (including but not limited to those countries embargoed from time
to time by the United States government); or contrary to the laws or regulations of any other
governmental entity that has jurisdiction over such export, import, transmission or Use.

UNITED STATES GOVERNMENT RESTRICTED RIGHTS. The Licensed Materials (i) were developed
solely at private expense; (ii) contain "restricted computer software" submitted with restricted
rights in accordance with section 52.227-19 (a) through (d) of the Commercial Computer
Software-Restricted Rights Clause and its successors, and (iii) in all respects is proprietary data
belonging to Extreme and/or its suppliers. For Department of Defense units, the Licensed
Materials are considered commercial computer software in accordance with DFARS section
227.7202-3 and its successors, and use, duplication, or disclosure by the U.S. Government is
subject to restrictions set forth herein.
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13.

14.

15.

LIMITED WARRANTY AND LIMITATION OF LIABILITY. The only warranty that Extreme makes to

You in connection with this license of the Licensed Materials is that if the media on which the
Licensed Software is recorded is defective, it will be replaced without charge, if Extreme in good
faith determines that the media and proof of payment of the license fee are returned to Extreme
or the dealer from whom it was obtained within ninety (90) days of the date of payment of the
license fee.

NEITHER EXTREME NOR ITS AFFILIATES MAKE ANY OTHER WARRANTY OR REPRESENTATION,
EXPRESS OR IMPLIED, WITH RESPECT TO THE LICENSED MATERIALS, WHICH ARE LICENSED "AS
IS". THE LIMITED WARRANTY AND REMEDY PROVIDED ABOVE ARE EXCLUSIVE AND IN LIEU OF ALL
OTHER WARRANTIES, INCLUDING IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE, WHICH ARE EXPRESSLY DISCLAIMED, AND STATEMENTS OR
REPRESENTATIONS MADE BY ANY OTHER PERSON OR FIRM ARE VOID. ONLY TO THE EXTENT
SUCH EXCLUSION OF ANY IMPLIED WARRANTY IS NOT PERMITTED BY LAW, THE DURATION OF
SUCH IMPLIED WARRANTY IS LIMITED TO THE DURATION OF THE LIMITED WARRANTY SET FORTH
ABOVE. YOU ASSUME ALL RISK AS TO THE QUALITY, FUNCTION AND PERFORMANCE OF THE
LICENSED MATERIALS. IN NO EVENT WILL EXTREME OR ANY OTHER PARTY WHO HAS BEEN
INVOLVED IN THE CREATION, PRODUCTION OR DELIVERY OF THE LICENSED MATERIALS BE
LIABLE FOR SPECIAL, DIRECT, INDIRECT, RELIANCE, INCIDENTAL OR CONSEQUENTIAL DAMAGES,
INCLUDING LOSS OF DATA OR PROFITS OR FOR INABILITY TO USE THE LICENSED MATERIALS, TO
ANY PARTY EVEN IF EXTREME OR SUCH OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. IN NO EVENT SHALL EXTREME OR SUCH OTHER PARTY'S LIABILITY FOR ANY
DAMAGES OR LOSS TO YOU OR ANY OTHER PARTY EXCEED THE LICENSE FEE YOU PAID FOR THE
LICENSED MATERIALS.

Some states do not allow limitations on how long an implied warranty lasts and some states do
not allow the exclusion or limitation of incidental or consequential damages, so the above
limitation and exclusion may not apply to You. This limited warranty gives You specific legal
rights, and You may also have other rights which vary from state to state.

JURISDICTION. The rights and obligations of the parties to this Agreement shall be governed and

construed in accordance with the laws and in the State and Federal courts of the State of
California, without regard to its rules with respect to choice of law. You waive any objections to
the personal jurisdiction and venue of such courts. None of the 1980 United Nations Convention
on the Limitation Period in the International Sale of Goods, and the Uniform Computer
Information Transactions Act shall apply to this Agreement.

GENERAL.

a. This Agreement is the entire agreement between Extreme and You regarding the Licensed
Materials, and all prior agreements, representations, statements, and undertakings, oral or
written, are hereby expressly superseded and canceled.

b. This Agreement may not be changed or amended except in writing signed by both parties
hereto.

c. Yourepresent that You have full right and/or authorization to enter into this Agreement.
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This Agreement shall not be assignable by You without the express written consent of
Extreme. The rights of Extreme and Your obligations under this Agreement shall inure to the
benefit of Extreme’s assignees, licensors, and licensees.

Section headings are for convenience only and shall not be considered in the interpretation
of this Agreement.

The provisions of the Agreement are severable and if any one or more of the provisions
hereof are judicially determined to be illegal or otherwise unenforceable, in whole or in part,
the remaining provisions of this Agreement shall nevertheless be binding on and
enforceable by and between the parties hereto.

Extreme’s waiver of any right shall not constitute waiver of that right in future. This
Agreement constitutes the entire understanding between the parties with respect to the
subject matter hereof, and all prior agreements, representations, statements and
undertakings, oral or written, are hereby expressly superseded and canceled. No purchase
order shall supersede this Agreement.

Should You have any questions regarding this Agreement, You may contact Extreme at the
address set forth below. Any notice or other communication to be sent to Extreme must be
mailed by certified mail to the following address:

Extreme Networks, Inc.

145 Rio Robles

San Jose, CA 95134 United States
ATTN: General Counsel
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26.08.12 Release Notes

ExtremeCloud IQ Site Engine includes all the features and functionality of Extreme Management Center
as well as issues that have been resolved and configuration changes for this release.

If you are an existing Extreme Management Center customer, contact your representative to have your
Extreme Management Center license migrated to an ExtremeCloud IQ Site Engine license. The
ExtremeCloud IQ Site Engine license also includes licensing for ExtremeAnalytics.

¢ For upgrade and installation requirements, as well as configuration
considerations, see ExtremeCloud IQ Site Engine Configuration and

Requirements.

¢ ExtremeCloud IQ Site Engine version 26.08.12 consumes licenses from
Extreme Platform ONE or ExtremeCloud IQ in a connected deployment mode
or from a license file in air gap deployment mode. ExtremeCloud IQ Site
Engine is a subscription-based -only licensing model. Existing NMS licenses
do not provide access to ExtremeCloud IQ Site Engine. You can view the
IMPORTANT: status of your license by accessing Administration > Licenses after the
installation is complete.

¢ ExtremeCloud IQ Site Engine is not compatible with an ExtremeCloud I1Q
Connect level account. You must use a commercial or trial subscription.

¢ ExtremeCloud IQ Site Engine is not compatible with ExtremeCloud I1Q HIQ.
You must use a standard VIQ or MSP account.

¢ For the information shared between ExtremeCloud IQ Site Engine and
ExtremeCloud IQ, see ExtremeCloud IQ Connection.

For information regarding the features supported by specific devices, see the Firmware Support Matrix.
Version 26.08.12 of ExtremeCloud IQ Site Engine supports the devices listed in the matrix.

Devices that do not have serial numbers or MAC addresses in Extreme Management Center must be
rediscovered after you upgrade to ExtremeCloud IQ Site Engine before they can be onboarded to
ExtremeCloud IQ.

Connected mode only - If your number of devices exceeds your licenses available, ExtremeCloud IQ
Site Engine transitions to a license violation state and your access to ExtremeCloud IQ Site Engine is
locked. To resolve the license shortage you need to access the Extreme Networks portal or
ExtremeCloud IQ to evaluate the quantities of available Pilot and Navigator licenses versus the number
of licenses required by ExtremeCloud IQ Site Engine.

Licensing Changes

The following sections describe licensing changes in ExtremeCloud IQ Site Engine software releases.
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End of Software Maintenance

Version 25.05.10

Starting in ExtremeCloud IQ Site Engine version 25.05.10 the new Extreme Platform ONE subscriptions
are compatible with ExtremeCloud IQ Site Engine in air gap deployments.

Version 25.02.10

Starting in ExtremeCloud IQ Site Engine version 25.02.10 the new Extreme Platform ONE subscriptions
are recognized if ExtremeCloud IQ Site Engine is onboarded to ExtremeCloud IQ or Extreme Platform
ONE.

Version 23.02.10

Starting in ExtremeCloud IQ Site Engine version 23.02.10 each stack member consumes a license in
connected mode. In connected mode, ExtremeCloud IQ Site Engine now reports stack members to
ExtremeCloud IQ. If you use stacks in connected mode, ensure that enough ExtremeCloud IQ Pilot
licenses are in the license pool before upgrading to ExtremeCloud IQ Site Engine 23.02.10 or later.

Version 21.09.10

For users upgrading from Extreme Management Center to ExtremeCloud IQ Site Engine, note that the
XIQ-NAC subscription must be used instead of IA-ES- license. For new users that complete an initial
install of ExtremeCloud IQ Site Engine, Access Control licensing does not include end-system
capabilities.

Version 21.04.10

Starting in ExtremeCloud IQ Site Engine version 21.04.10, your ExtremeAnalytics license is included as
part of your ExtremeCloud IQ Pilot license. Separate licenses are no longer required.

End of Software Maintenance

In ExtremeCloud IQ Site Engine version 24.10.12 and after, the following components and features are
deprecated and removed:

e Microsoft Azure Connect module (for multi-cloud integration)
e Ekahau map import

In ExtremeCloud IQ Site Engine version 24.07.10 and after, the following components and features are
deprecated and removed:
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Onboarding ExtremeCloud IQ Site Engine to ExtremeCloud IQ in Connected Deployment Mode

¢ ExtremeCompliance, also known as Information Governance Engine
¢ Public Cloud Dashboard

The following components and features reached end-of-software-maintenance on 30th September
2023:

» Guest and loT Manager - last version is 23.07.11.6 (not compatible with ExtremeCloud IQ Site
Engine version 24.07.10 and after)

¢ Fabric Manager - last version is 22.09.13.5
» Posture Assessment (both the agent-based and agent-less)

The mobile application "ExtremeManagement ZTP+" was removed from the Google Play store in August
2024.

Onboarding ExtremeCloud IQ Site Engine to ExtremeCloud
IQ in Connected Deployment Mode

After installing or upgrading to ExtremeCloud IQ Site Engine, you need to onboard ExtremeCloud IQ Site
Engine to ExtremeCloud IQ. When the onboarding is complete, you can then access ExtremeCloud IQ
Site Engine.

Entering your ExtremeCloud IQ name and password are required during the first-time login to
ExtremeCloud IQ Site Engine.

If Extreme Management Center is onboarded to ExtremeCloud IQ,
when you upgrade to ExtremeCloud IQ Site Engine, you need to

NOTE: remove Extreme Management Center from ExtremeCloud IQ before
onboarding ExtremeCloud IQ Site Engine.
Enhancements

The following enhancements were made to ExtremeCloud IQ Site Engine in this release. For additional
information about each of the enhancements listed in the release notes, see ExtremeCloud IQ Site
Engine Documentation.

Customer Found Defects and Known Issues

Customer Found Defects Addressed 26.08.12
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Customer Found Defects and Known Issues

ExtremeControl CFDs Addressed ID
Addressed an issue where Access Control notification criteria was inadvertently 03296273
removed during updates to the criteria source. CFD-18035
. . . . . . 0331321
Addressed an issue with logrotate aborting rotation of the radius.log file. CFD-18255
Addressed an issue with the DACL RADIUS attribute/payload calculation triggering 03326832
with an ERROR "Unable to verify tam service started” after an ExtremeCloud IQ Site CFD-18548
Engine upgrade to 26.08.11.
ExtremeManagement CFDs Addressed ID
Addressed an issue where a compass search for IP or MAC address could cause 03225830
ExtremeCloud IQ Site Engine to crash. 03225857
CFD-18521
The license-signaling scalability issue for Universal Series switches reported in this 03292568
CFD was addressed in version 26.08.10. CFD-18614
Customer Found Defects Addressed 26.08.11
ExtremeControl CFDs Addressed ID
Addressed an issue with a Policy Enforce of DACL role not triggering with an over
RADIUS packet size error. Now previewing the RADIUS attribute policy mapping 03181942
correctly displays the estimated attribute value, and error messages are triggered CFD-15959
when the size exceeds thresholds.
Addressed an issue with switch configuration reliability by improving SNMPv3
recovery after switch reboot scenarios. Now unreachable switches are correctly 03189392
marked as failed, allowing switch re-configuration retries when connectivity is CFD-16083
restored.
Addressed an issue where multiple locales were set up for a captive portal and the 03243772
user tries to switch locales from the login form, the locale was not changing in the Ul. CFD-16521
Now the Ul text updates correctly based on the selected locale.
Addressed an i‘ssue with a 7520 switch staf:k failing to be assighed a Tif—:tr D license. 03301414
Now the ZTP+ license checkin supports Switch Engine stacks with multiple CFD-17928
interfaces.
ExtremeManagement CFDs Addressed ID
Addressed an issue with the nsserver process terminating with a Linux Out-Of- 03281489
Memory (OOM) error when ExtremeCloud IQ Site Engine is deployed as a medium CFD-17386
virtual engine on Hyper-V with 32 GB memory.
Addressed an issue where sorting the License Details column in ExtremeCloud IQ 03296750
Site Engine device inventory produced an exception in the server.log. CFD-17797
Addressed an issue with a security vulnerability by upgrading Apache log4j from 03308247
version 2.25.4 to 2.25.5. CFD-18126
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Customer Found Defects and Known Issues

ExtremeManagement CFDs Addressed ID
Addressed an issue with enforce preview for a Switch Engine switch showing an
enforce difference after an ExtremeCloud IQ Site Engine upgrade to 26.08.10.
03312896

Now in 26.08.11, the IP and IP Mask fields will no longer show a configuration difference  cpp-18249
on enforce preview, but after upgrade will require a reload of device or merge of
current values to desired during enforce preview to fully resolve.
Addressed an issue with the documented procedure for data migration to rehost a 03305609
matched version instance of ExtremeCloud IQ Site Engine. Content updated with
. . . . . CFD-18299
link to database backup options and more information about vendor profiles.
Customer Found Defects Addressed 26.08.10
ExtremeControl CFDs Addressed ID
Addressed an issue with parenthesis () characters not being allowed in the filename
URL for Certificate Revocation Lists (CRLs). Now the Use CRLs URL validator in 03260665
"Update AAA Trusted Certificate Authorities - Advanced” accepts parenthesis CFD-17083
characters in the URL path.
Addressed an issue where username criteria using regular expression anchors were 03279671
not recognized as regex patterns during matching. CFD-17838
Addressed an issue where non-ASCIl characters (such as Japanese) in the portal 03292934
login page title (adminDeviceTitle) were displayed as question marks on the CED-17819
/administration, /pre_registration, and other secured portal pages.
ExtremeManagement CFDs Addressed ID
Addressed an issue with custom information strings getting truncated that contain 03251899
commas or semi-colons in Connect Clearpass and other modules. CFD-17053
Addressed an issue with the Collect Controller Statistics option for Wireless

. . - . 03274687
Controller, WLAN, Topology, AP Wired and Wireless Statistics becoming unchecked CED-17572
after an upgrade or restart of ExtremeCloud IQ Site Engine 26.06.x.
Addressed an issue with the WebShell terminal rendering blank if using Firefox 140.11 03281243
ESR (Extended Service Release) browser. CFD-17509
Addressed an issue with an unexpected timestamp format in CSV files exported 03281705
from Alarms & Events > Events. Now the CSV files exported use the time format CFD-17449
from the Administration > Options > Site Engine - General/Date Time Format
Addressed an issue with the Impact Analysis dashboard Device Availability chart
counting the poll type of maintenance devices as down. Now updated Device 03285634
Availability chart total to correct the issue by removing devices not polled or in CFD-17790

maintenance. Also added more information to the tool-tip.
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Addressed Vulnerabilities

ExtremeManagement CFDs Addressed ID

Addressed an issue with the ZTP+ RMA process not completing if the archive config 03291035
has disable web (which disables the JSON RPC interface). CFD-17787
Addressed an issue with the cloud connector script causing a loss of SSH 03297268
management access to Switch Engine devices. CFD-17827

Addressed an issue with iso/ova install script allowing unsupported space in
hostname.

03301501
Now during appliance setup for iso/ova installs if spaces are in the host name field,
. . . . CFD-17921
an error will be displayed and the user is prompted to enter a valid hostname. Also
added a hostname length check, the hostname cannot exceed 63 characters.
Addressed an issue when after an upgrade to 26.06.x the timestamp format in 03303951
syslog was not correct in some situations. CFD-17993

Known Issues Addressed in 26.08.10

ExtremeManagement Issues Addressed

Addressed an issue with the configuration backup failing due to insufficient rights to the SFTP
directory.

Addressed Vulnerabilities

This section presents the vulnerabilities reported by vulnerability scanners in previous versions. The
following components received updates in 26.08 regardless of whether the vulnerability could have
been exploited or not. If you need more information on vulnerability testing, see Security and
Vulnerability Testing.

26.08.12 ExtremeAnalytics, and Application Analytics Traffic Sensor images:

CVE-2024-2236, CVE-2025-5278, CVE-2025-59375, CVE-2025-6141, CVE-2026-13204, CVE-2026-
13757, CVE-2026-14456, CVE-2026-14457, CVE-2026-15308, CVE-2026-15370, CVE-2026-15534,
CVE-2026-15588, CVE-2026-16118, CVE-2026-18798, CVE-2026-18938, CVE-2026-19487, CVE-
2026-19499, CVE-2026-19542, CVE-2026-32776, CVE-2026-32777, CVE-2026-32778, CVE-2026-
3644, CVE-2026-39113, CVE-2026-41080, CVE-2026-4224, CVE-2026-42250, CVE-2026-4360,
CVE-2026-45186, CVE-2026-50219, CVE-2026-53910, CVE-2026-54371, CVE-2026-54874, CVE-
2026-56391, CVE-2026-56403, CVE-2026-56404, CVE-2026-56405, CVE-2026-56408, CVE-
2026-56412, CVE-2026-58010, CVE-2026-58011, CVE-2026-58012, CVE-2026-58013, CVE-2026-
58014, CVE-2026-58015, CVE-2026-58016, CVE-2026-58050, CVE-2026-58051, CVE-2026-59843,
CVE-2026-59844, CVE-2026-59845, CVE-2026-59846, CVE-2026-59847, CVE-2026-59848, CVE-
2026-59849, CVE-2026-59850, CVE-2026-59884, CVE-2026-59885, CVE-2026-59886, CVE-
2026-6019, CVE-2026-63072, CVE-2026-63073, CVE-2026-63074, CVE-2026-63075, CVE-2026-
63076, CVE-2026-63381, CVE-2026-63382, CVE-2026-63383, CVE-2026-63384, CVE-2026-63385,
CVE-2026-6368, CVE-2026-66032, CVE-2026-66034, CVE-2026-6791, CVE-2026-73073, CVE-
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Addressed Vulnerabilities

2026-73281, CVE-2026-73282, CVE-2026-73283, CVE-2026-74860, CVE-2026-75803, CVE-2026-
77117, CVE-2026-80489, CVE-2026-85498, CVE-2026-86140

26.08.12 Access Control images:

CVE-2024-2236, CVE-2025-5278, CVE-2025-59375, CVE-2025-6141, CVE-2026-13204, CVE-2026-
13757, CVE-2026-14456, CVE-2026-14457, CVE-2026-15308, CVE-2026-15370, CVE-2026-15534,
CVE-2026-15588, CVE-2026-16118, CVE-2026-18798, CVE-2026-18938, CVE-2026-19487, CVE-
2026-19499, CVE-2026-19542, CVE-2026-32776, CVE-2026-32777, CVE-2026-32778, CVE-2026-
3644, CVE-2026-39113, CVE-2026-41080, CVE-2026-4224, CVE-2026-42250, CVE-2026-4360,
CVE-2026-45186, CVE-2026-50219, CVE-2026-53910, CVE-2026-54371, CVE-2026-54874, CVE-
2026-56391, CVE-2026-56403, CVE-2026-56404, CVE-2026-56405, CVE-2026-56408, CVE-
2026-56412, CVE-2026-58010, CVE-2026-58011, CVE-2026-58012, CVE-2026-58013, CVE-2026-
58014, CVE-2026-58015, CVE-2026-58016, CVE-2026-58050, CVE-2026-58051, CVE-2026-59843,
CVE-2026-59844, CVE-2026-59845, CVE-2026-59846, CVE-2026-59847, CVE-2026-59848, CVE-
2026-59849, CVE-2026-59850, CVE-2026-59884, CVE-2026-59885, CVE-2026-59886, CVE-
2026-6019, CVE-2026-63072, CVE-2026-63073, CVE-2026-63074, CVE-2026-63075, CVE-2026-
63076, CVE-2026-63381, CVE-2026-63382, CVE-2026-63383, CVE-2026-63384, CVE-2026-63385,
CVE-2026-6368, CVE-2026-66032, CVE-2026-66034, CVE-2026-6791, CVE-2026-73073, CVE-
2026-73281, CVE-2026-73282, CVE-2026-73283, CVE-2026-74860, CVE-2026-75803, CVE-2026-
77117, CVE-2026-80489, CVE-2026-85498, CVE-2026-86140, CVE-2026-7260, CVE-2026-17544,
CVE-2026-17543

26.08.12 ExtremeCloud IQ Site Engine images:

CVE-2024-2236, CVE-2025-5278, CVE-2025-59375, CVE-2025-6141, CVE-2026-13204, CVE-2026-
13757, CVE-2026-14456, CVE-2026-14457, CVE-2026-15308, CVE-2026-15370, CVE-2026-15534,
CVE-2026-15588, CVE-2026-16118, CVE-2026-18798, CVE-2026-18938, CVE-2026-19487, CVE-
2026-19499, CVE-2026-19542, CVE-2026-32776, CVE-2026-32777, CVE-2026-32778, CVE-2026-
3644, CVE-2026-39113, CVE-2026-41080, CVE-2026-4224, CVE-2026-42250, CVE-2026-4360,
CVE-2026-45186, CVE-2026-50219, CVE-2026-53910, CVE-2026-54371, CVE-2026-54874, CVE-
2026-56391, CVE-2026-56403, CVE-2026-56404, CVE-2026-56405, CVE-2026-56408, CVE-
2026-56412, CVE-2026-58010, CVE-2026-58011, CVE-2026-58012, CVE-2026-58013, CVE-2026-
58014, CVE-2026-58015, CVE-2026-58016, CVE-2026-58050, CVE-2026-58051, CVE-2026-59843,
CVE-2026-59844, CVE-2026-59845, CVE-2026-59846, CVE-2026-59847, CVE-2026-59848, CVE-
2026-59849, CVE-2026-59850, CVE-2026-59884, CVE-2026-59885, CVE-2026-59886, CVE-
2026-6019, CVE-2026-63072, CVE-2026-63073, CVE-2026-63074, CVE-2026-63075, CVE-2026-
63076, CVE-2026-63381, CVE-2026-63382, CVE-2026-63383, CVE-2026-63384, CVE-2026-63385,
CVE-2026-6368, CVE-2026-66032, CVE-2026-66034, CVE-2026-6791, CVE-2026-73073, CVE-
2026-73281, CVE-2026-73282, CVE-2026-73283, CVE-2026-74860, CVE-2026-75803, CVE-2026-
77117, CVE-2026-80489, CVE-2026-85498, CVE-2026-86140, CVE-2026-14662, CVE-2026-14663,
CVE-2026-14664, CVE-2026-14666, CVE-2026-14668, CVE-2026-14669, CVE-2026-14670, CVE-
2026-14671, CVE-2026-14672, CVE-2026-14677, CVE-2026-14678, CVE-2026-14679, CVE-2026-
14680, CVE-2026-14681, CVE-2026-15741, CVE-2026-15742, CVE-2026-16239, CVE-2026-1624],
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Addressed Vulnerabilities

CVE-2026-18024, CVE-2026-18408, CVE-2026-19385, CVE-2026-6464, CVE-2026-6469, CVE-
2026-6470, CVE-2026-6471

26.08.11 ExtremeAnalytics, and Application Analytics Traffic Sensor images:

CVE-2016-10087, CVE-2018-14048, CVE-2019-7317, CVE-2024-38428, CVE-2025-27558, CVE-2026-
10723, CVE-2026-10822, CVE-2026-11331, CVE-2026-11386, CVE-2026-11605, CVE-2026-11622, CVE-
2026-11721, CVE-2026-11856, CVE-2026-12391, CVE-2026-12617, CVE-2026-13321, CVE-2026-15059,
CVE-2026-15060, CVE-2026-16742, CVE-2026-28417, CVE-2026-31414, CVE-2026-31448, CVE-
2026-31705, CVE-2026-33416, CVE-2026-33636, CVE-2026-34757, CVE-2026-4046, CVE-2026-
40930, CVE-2026-43198, CVE-2026-43378, CVE-2026-43499, CVE-2026-4437, CVE-2026-4438,
CVE-2026-46266, CVE-2026-46331, CVE-2026-49844, CVE-2026-52924, CVE-2026-52989, CVE-
2026-53086, CVE-2026-53176, CVE-2026-53212, CVE-2026-53215, CVE-2026-53225, CVE-2026-
53228, CVE-2026-53359, CVE-2026-5435, CVE-2026-5450, CVE-2026-58469, CVE-2026-58472,
CVE-2026-5928, CVE-2026-60589, CVE-2026-61308, CVE-2026-6238, CVE-2026-70907, CVE-
2026-73071, CVE-2026-73072, CVE-2026-73074, CVE-2026-73076, CVE-2026-73077, CVE-2026-
73078, CVE-2026-9494, CVE-2026-66299, CVE-2026-59084, CVE-2026-59083

26.08.11 Access Control images:

CVE-2016-10087, CVE-2018-14048, CVE-2019-7317, CVE-2024-38428, CVE-2025-27558, CVE-2026-
10723, CVE-2026-10822, CVE-2026-11331, CVE-2026-11386, CVE-2026-11605, CVE-2026-11622, CVE-
2026-1721, CVE-2026-11856, CVE-2026-12391, CVE-2026-12617, CVE-2026-13321, CVE-2026-15059,
CVE-2026-15060, CVE-2026-16742, CVE-2026-28417, CVE-2026-31414, CVE-2026-31448, CVE-
2026-31705, CVE-2026-33416, CVE-2026-33636, CVE-2026-34757, CVE-2026-4046, CVE-2026-
40930, CVE-2026-43198, CVE-2026-43378, CVE-2026-43499, CVE-2026-4437, CVE-2026-4438,
CVE-2026-46266, CVE-2026-46331, CVE-2026-49844, CVE-2026-52924, CVE-2026-52989, CVE-
2026-53086, CVE-2026-53176, CVE-2026-53212, CVE-2026-53215, CVE-2026-53225, CVE-2026-
53228, CVE-2026-53359, CVE-2026-5435, CVE-2026-5450, CVE-2026-58469, CVE-2026-58472,
CVE-2026-5928, CVE-2026-60589, CVE-2026-61308, CVE-2026-6238, CVE-2026-70907, CVE-
2026-73071, CVE-2026-73072, CVE-2026-73074, CVE-2026-73076, CVE-2026-73077, CVE-2026-
73078, CVE-2026-9494, CVE-2026-66299, CVE-2026-59084, CVE-2026-59083, CVE-2026-58224,
CVE-2026-6949, CVE-2026-58221, CVE-2026-58218, CVE-2026-58222, CVE-2026-58216, CVE-
2026-1577

26.08.11 ExtremeCloud IQ Site Engine images:

CVE-2016-10087, CVE-2018-14048, CVE-2019-7317, CVE-2024-38428, CVE-2025-27558, CVE-2026-
10723, CVE-2026-10822, CVE-2026-11331, CVE-2026-11386, CVE-2026-11605, CVE-2026-11622, CVE-
2026-1721, CVE-2026-11856, CVE-2026-12391, CVE-2026-12617, CVE-2026-13321, CVE-2026-15059,
CVE-2026-15060, CVE-2026-16742, CVE-2026-28417, CVE-2026-31414, CVE-2026-31448, CVE-
2026-31705, CVE-2026-33416, CVE-2026-33636, CVE-2026-34757, CVE-2026-4046, CVE-2026-
40930, CVE-2026-43198, CVE-2026-43378, CVE-2026-43499, CVE-2026-4437, CVE-2026-4438,
CVE-2026-46266, CVE-2026-46331, CVE-2026-49844, CVE-2026-52924, CVE-2026-52989, CVE-
2026-53086, CVE-2026-53176, CVE-2026-53212, CVE-2026-53215, CVE-2026-53225, CVE-2026-
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Addressed Vulnerabilities

53228, CVE-2026-53359, CVE-2026-5435, CVE-2026-5450, CVE-2026-58469, CVE-2026-58472,
CVE-2026-5928, CVE-2026-60589, CVE-2026-61308, CVE-2026-6238, CVE-2026-70907, CVE-
2026-73071, CVE-2026-73072, CVE-2026-73074, CVE-2026-73076, CVE-2026-73077, CVE-2026-
73078, CVE-2026-9494, CVE-2026-58224, CVE-2026-6949, CVE-2026-58221, CVE-2026-58218,
CVE-2026-58222, CVE-2026-58216, CVE-2026-1577, CVE-2025-46295

26.08.10 ExtremeAnalytics, and Application Analytics Traffic Sensor images:

CVE-2026-10037, CVE-2021-4189, CVE-2022-48816, CVE-2022-49803, CVE-2022-49961, CVE-
2022-50073, CVE-2022-50116, CVE-2022-50552, CVE-2023-45896, CVE-2023-52682, CVE-2023-
52737, CVE-2023-53545, CVE-2023-53596, CVE-2023-53629, CVE-2023-53673, CVE-2024-27389,
CVE-2024-35865, CVE-2024-36898, CVE-2024-36922, CVE-2024-38428, CVE-2024-41079, CVE-
2024-46715, CVE-2024-46770, CVE-2024-47809, CVE-2024-50012, CVE-2024-53221, CVE-2024~
56557, CVE-2024-56584, CVE-2024-56657, CVE-2024-56719, CVE-2024-56727, CVE-2025-13462,
CVE-2025-21712, CVE-2025-21739, CVE-2025-21863, CVE-2025-22107, CVE-2025-23141, CVE-2025-
37778, CVE-2025-37786, CVE-2025-37822, CVE-2025-37924, CVE-2025-38006, CVE-2025-38105,
CVE-2025-38192, CVE-2025-38201, CVE-2025-38250, CVE-2025-38562, CVE-2025-38626, CVE-
2025-38659, CVE-2025-38710, CVE-2025-39748, CVE-2025-39764, CVE-2025-40005, CVE-2025-
40016, CVE-2025-40082, CVE-2025-40103, CVE-2025-40323, CVE-2025-45582, CVE-2025-
54505, CVE-2025-54518, CVE-2025-68206, CVE-2025-68214, CVE-2025-68239, CVE-2025-68256,
CVE-2025-68263, CVE-2025-68307, CVE-2025-68358, CVE-2025-69534, CVE-2025-71089, CVE-
2025-71150, CVE-2025-71161, CVE-2025-71220, CVE-2025-71221, CVE-2025-71222, CVE-2025-71224,
CVE-2025-71232, CVE-2025-71233, CVE-2025-71235, CVE-2025-71236, CVE-2025-71237, CVE-
2025-71238, CVE-2025-71239, CVE-2025-71265, CVE-2025-71266, CVE-2025-71267, CVE-2025-
71274, CVE-2025-71287, CVE-2025-71292, CVE-2025-71304, CVE-2026-0672, CVE-2026-11386,
CVE-2026-11822, CVE-2026-11824, CVE-2026-11850, CVE-2026-12318, CVE-2026-12391, CVE-2026-
12725, CVE-2026-12969, CVE-2026-1299, CVE-2026-14164, CVE-2026-1502, CVE-2026-15028, CVE-
2026-15146, CVE-2026-2297, CVE-2026-2303]1, CVE-2026-23066, CVE-2026-23100, CVE-2026-
2313, CVE-2026-23141, CVE-2026-23157, CVE-2026-23169, CVE-2026-23176, CVE-2026-23180,
CVE-2026-23182, CVE-2026-23190, CVE-2026-23193, CVE-2026-23198, CVE-2026-23202, CVE-
2026-23204, CVE-2026-23206, CVE-2026-23216, CVE-2026-23220, CVE-2026-23221, CVE-2026-
23222, CVE-2026-23227, CVE-2026-23228, CVE-2026-23229, CVE-2026-23234, CVE-2026-23235,
CVE-2026-23236, CVE-2026-23237, CVE-2026-23238, CVE-2026-23241, CVE-2026-23242, CVE-
2026-23243, CVE-2026-23253, CVE-2026-23256, CVE-2026-23257, CVE-2026-23258, CVE-2026-
23262, CVE-2026-23266, CVE-2026-23270, CVE-2026-23272, CVE-2026-23277, CVE-2026-23278,
CVE-2026-23279, CVE-2026-23281, CVE-2026-23286, CVE-2026-23289, CVE-2026-23290, CVE-
2026-23291, CVE-2026-23293, CVE-2026-23296, CVE-2026-23298, CVE-2026-23300, CVE-2026-
23303, CVE-2026-23304, CVE-2026-23307, CVE-2026-23312, CVE-2026-23318, CVE-2026-23324,
CVE-2026-23335, CVE-2026-23336, CVE-2026-23339, CVE-2026-23340, CVE-2026-23352, CVE-
2026-23356, CVE-2026-23357, CVE-2026-23359, CVE-2026-23362, CVE-2026-23365, CVE-2026-
23367, CVE-2026-23368, CVE-2026-23370, CVE-2026-23372, CVE-2026-23379, CVE-2026-2338],
CVE-2026-23382, CVE-2026-23388, CVE-2026-23391, CVE-2026-23392, CVE-2026-23395, CVE-
2026-23396, CVE-2026-23397, CVE-2026-23398, CVE-2026-23399, CVE-2026-23401, CVE-2026-
23420, CVE-2026-23428, CVE-2026-23434, CVE-2026-23438, CVE-2026-23439, CVE-2026-23442,
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CVE-2026-23444, CVE-2026-23446, CVE-2026-23450, CVE-2026-23452, CVE-2026-23454, CVE-
2026-23455, CVE-2026-23456, CVE-2026-23457, CVE-2026-23458, CVE-2026-23460, CVE-2026-
23462, CVE-2026-23463, CVE-2026-23474, CVE-2026-31393, CVE-2026-31396, CVE-2026-31399,
CVE-2026-31400, CVE-2026-31402, CVE-2026-31405, CVE-2026-31407, CVE-2026-31408, CVE-
2026-31409, CVE-2026-31411, CVE-2026-31415, CVE-2026-31416, CVE-2026-31417, CVE-2026-31418,
CVE-2026-31421, CVE-2026-31422, CVE-2026-31423, CVE-2026-31424, CVE-2026-31425, CVE-
2026-31427, CVE-2026-31428, CVE-2026-31433, CVE-2026-31446, CVE-2026-31447, CVE-2026-
31450, CVE-2026-31452, CVE-2026-31454, CVE-2026-31455, CVE-2026-31464, CVE-2026-31466,
CVE-2026-31467, CVE-2026-31469, CVE-2026-31473, CVE-2026-31476, CVE-2026-31478, CVE-
2026-31480, CVE-2026-31483, CVE-2026-31485, CVE-2026-31489, CVE-2026-31494, CVE-2026-
31495, CVE-2026-31497, CVE-2026-31498, CVE-2026-31507, CVE-2026-31508, CVE-2026-31509,
CVE-2026-31510, CVE-2026-31512, CVE-2026-31515, CVE-2026-31518, CVE-2026-31521, CVE-2026-
31522, CVE-2026-31523, CVE-2026-31524, CVE-2026-31532, CVE-2026-31540, CVE-2026-31545,
CVE-2026-31546, CVE-2026-31549, CVE-2026-31550, CVE-2026-31551, CVE-2026-31552, CVE-
2026-31555, CVE-2026-31565, CVE-2026-31570, CVE-2026-31576, CVE-2026-31577, CVE-2026-
31578, CVE-2026-31580, CVE-2026-31581, CVE-2026-31583, CVE-2026-31585, CVE-2026-31586,
CVE-2026-31588, CVE-2026-31590, CVE-2026-31594, CVE-2026-31596, CVE-2026-31597, CVE-
2026-31598, CVE-2026-31599, CVE-2026-31602, CVE-2026-31603, CVE-2026-31605, CVE-2026-
31607, CVE-2026-31615, CVE-2026-31616, CVE-2026-31617, CVE-2026-31618, CVE-2026-31619, CVE-
2026-31622, CVE-2026-31623, CVE-2026-31624, CVE-2026-31625, CVE-2026-31626, CVE-2026-
31627, CVE-2026-31628, CVE-2026-31629, CVE-2026-31630, CVE-2026-31634, CVE-2026-31637,
CVE-2026-31642, CVE-2026-31649, CVE-2026-31651, CVE-2026-31656, CVE-2026-31657, CVE-
2026-31658, CVE-2026-31659, CVE-2026-31660, CVE-2026-31661, CVE-2026-31662, CVE-2026-
31664, CVE-2026-31665, CVE-2026-31667, CVE-2026-31668, CVE-2026-31669, CVE-2026-31670,
CVE-2026-31671, CVE-2026-31672, CVE-2026-31673, CVE-2026-31674, CVE-2026-31676, CVE-
2026-31679, CVE-2026-31680, CVE-2026-31681, CVE-2026-31682, CVE-2026-31683, CVE-2026-
31684, CVE-2026-31685, CVE-2026-31686, CVE-2026-31687, CVE-2026-31694, CVE-2026-31695,
CVE-2026-31696, CVE-2026-31697, CVE-2026-31698, CVE-2026-31699, CVE-2026-31701, CVE-
2026-31716, CVE-2026-31720, CVE-2026-31721, CVE-2026-31726, CVE-2026-31728, CVE-2026-
31737, CVE-2026-31738, CVE-2026-31747, CVE-2026-31748, CVE-2026-31749, CVE-2026-3175],
CVE-2026-31752, CVE-2026-31754, CVE-2026-31755, CVE-2026-31756, CVE-2026-31758, CVE-
2026-31759, CVE-2026-31761, CVE-2026-31762, CVE-2026-31763, CVE-2026-31770, CVE-2026-
31773, CVE-2026-31778, CVE-2026-31780, CVE-2026-31781, CVE-2026-31788, CVE-2026-3276, CVE-
2026-35177, CVE-2026-3644, CVE-2026-40355, CVE-2026-40356, CVE-2026-40467, CVE-2026-
40468, CVE-2026-40469, CVE-2026-40553, CVE-2026-41254, CVE-2026-41991, CVE-2026-41992,
CVE-2026-4224, CVE-2026-42616, CVE-2026-42617, CVE-2026-42618, CVE-2026-43011, CVE-
2026-43014, CVE-2026-43015, CVE-2026-43020, CVE-2026-43024, CVE-2026-43026, CVE-2026-
43027, CVE-2026-43028, CVE-2026-43030, CVE-2026-43032, CVE-2026-43035, CVE-2026-
43037, CVE-2026-43038, CVE-2026-43040, CVE-2026-43041, CVE-2026-43043, CVE-2026-
43046, CVE-2026-43047, CVE-2026-43050, CVE-2026-43051, CVE-2026-43052, CVE-2026-
43054, CVE-2026-43058, CVE-2026-43060, CVE-2026-43061, CVE-2026-43062, CVE-2026-
43065, CVE-2026-43066, CVE-2026-43068, CVE-2026-43069, CVE-2026-43071, CVE-2026-
43074, CVE-2026-43075, CVE-2026-43076, CVE-2026-43079, CVE-2026-43080, CVE-2026-
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43085, CVE-2026-43089, CVE-2026-43093, CVE-2026-43098, CVE-2026-43099, CVE-2026-
43103, CVE-2026-43104, CVE-2026-43105, CVE-2026-4310, CVE-2026-43111, CVE-2026-43112,
CVE-2026-43113, CVE-2026-43114, CVE-2026-43117, CVE-2026-43123, CVE-2026-43124, CVE-2026-
43130, CVE-2026-43132, CVE-2026-43133, CVE-2026-43134, CVE-2026-43135, CVE-2026-43136,
CVE-2026-43139, CVE-2026-43140, CVE-2026-43141, CVE-2026-43145, CVE-2026-43147, CVE-
2026-43148, CVE-2026-43149, CVE-2026-43152, CVE-2026-43156, CVE-2026-43158, CVE-2026-
43159, CVE-2026-43163, CVE-2026-43168, CVE-2026-43171, CVE-2026-43180, CVE-2026-43182,
CVE-2026-43183, CVE-2026-43184, CVE-2026-43186, CVE-2026-43187, CVE-2026-43190, CVE-
2026-43194, CVE-2026-43196, CVE-2026-4320, CVE-2026-43200, CVE-2026-43202, CVE-2026-
43203, CVE-2026-43205, CVE-2026-43206, CVE-2026-43207, CVE-2026-43211, CVE-2026-43218,
CVE-2026-43223, CVE-2026-43225, CVE-2026-43226, CVE-2026-43227, CVE-2026-43230, CVE-
2026-43231, CVE-2026-43232, CVE-2026-43233, CVE-2026-43236, CVE-2026-43241, CVE-2026-
43242, CVE-2026-43246, CVE-2026-43251, CVE-2026-43255, CVE-2026-43257, CVE-2026-4326],
CVE-2026-43262, CVE-2026-43264, CVE-2026-43266, CVE-2026-43268, CVE-2026-43269, CVE-
2026-43270, CVE-2026-43273, CVE-2026-43275, CVE-2026-43277, CVE-2026-43279, CVE-2026-
43281, CVE-2026-43283, CVE-2026-43287, CVE-2026-43289, CVE-2026-43291, CVE-2026-43295,
CVE-2026-43296, CVE-2026-43302, CVE-2026-43304, CVE-2026-43312, CVE-2026-43313, CVE-
2026-43314, CVE-2026-43315, CVE-2026-43316, CVE-2026-43324, CVE-2026-43327, CVE-2026-
43328, CVE-2026-43329, CVE-2026-43333, CVE-2026-43334, CVE-2026-43336, CVE-2026-
43339, CVE-2026-43340, CVE-2026-43341, CVE-2026-43342, CVE-2026-43343, CVE-2026-43357,
CVE-2026-43363, CVE-2026-43365, CVE-2026-43370, CVE-2026-43373, CVE-2026-43380, CVE-
2026-43381, CVE-2026-43382, CVE-2026-43383, CVE-2026-43386, CVE-2026-43387, CVE-2026-
43405, CVE-2026-43406, CVE-2026-43407, CVE-2026-43411, CVE-2026-43414, CVE-2026-43420,
CVE-2026-43425, CVE-2026-43426, CVE-2026-43427, CVE-2026-43428, CVE-2026-43429, CVE-
2026-43430, CVE-2026-43432, CVE-2026-43439, CVE-2026-43445, CVE-2026-43449, CVE-2026-
43450, CVE-2026-43451, CVE-2026-43452, CVE-2026-43453, CVE-2026-43458, CVE-2026-43459,
CVE-2026-43466, CVE-2026-43469, CVE-2026-43472, CVE-2026-43473, CVE-2026-43475, CVE-
2026-43476, CVE-2026-43480, CVE-2026-43484, CVE-2026-43493, CVE-2026-43496, CVE-
2026-43497, CVE-2026-43501, CVE-2026-43502, CVE-2026-4367, CVE-2026-4519, CVE-2026-
45409, CVE-2026-45834, CVE-2026-45835, CVE-2026-45836, CVE-2026-45838, CVE-2026-
45839, CVE-2026-45840, CVE-2026-45841, CVE-2026-45842, CVE-2026-45843, CVE-2026-
45844, CVE-2026-45846, CVE-2026-45847, CVE-2026-45848, CVE-2026-45852, CVE-2026-
45856, CVE-2026-45857, CVE-2026-45860, CVE-2026-45862, CVE-2026-45864, CVE-2026-
45866, CVE-2026-45867, CVE-2026-45868, CVE-2026-45869, CVE-2026-45870, CVE-2026-
45871, CVE-2026-45873, CVE-2026-45875, CVE-2026-45879, CVE-2026-45883, CVE-2026-45885,
CVE-2026-45890, CVE-2026-45891, CVE-2026-45899, CVE-2026-45902, CVE-2026-45904, CVE-
2026-4591, CVE-2026-45912, CVE-2026-45915, CVE-2026-45916, CVE-2026-45919, CVE-2026-
45920, CVE-2026-45924, CVE-2026-45935, CVE-2026-45936, CVE-2026-45941, CVE-2026-
45946, CVE-2026-45948, CVE-2026-45954, CVE-2026-45956, CVE-2026-45958, CVE-2026-
45960, CVE-2026-45964, CVE-2026-45965, CVE-2026-45968, CVE-2026-45969, CVE-2026-
45970, CVE-2026-45974, CVE-2026-45978, CVE-2026-45983, CVE-2026-45984, CVE-2026-
45985, CVE-2026-45986, CVE-2026-45987, CVE-2026-45988, CVE-2026-45994, CVE-2026-
46002, CVE-2026-46004, CVE-2026-46006, CVE-2026-46009, CVE-2026-46015, CVE-2026-
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46018, CVE-2026-46019, CVE-2026-46022, CVE-2026-46023, CVE-2026-46024, CVE-2026-
46027, CVE-2026-46033, CVE-2026-46037, CVE-2026-46040, CVE-2026-46043, CVE-2026-
46044, CVE-2026-46046, CVE-2026-46047, CVE-2026-46049, CVE-2026-46050, CVE-2026-
46051, CVE-2026-46053, CVE-2026-46062, CVE-2026-46064, CVE-2026-46070, CVE-2026-
46072, CVE-2026-46077, CVE-2026-46080, CVE-2026-46082, CVE-2026-46088, CVE-2026-
46098, CVE-2026-46099, CVE-2026-46101, CVE-2026-46102, CVE-2026-46107, CVE-2026-46108,
CVE-2026-46112, CVE-2026-46119, CVE-2026-46120, CVE-2026-46122, CVE-2026-46123, CVE-
2026-46124, CVE-2026-46127, CVE-2026-46128, CVE-2026-46132, CVE-2026-46133, CVE-2026-
46135, CVE-2026-46137, CVE-2026-46146, CVE-2026-46149, CVE-2026-46150, CVE-2026-4615],
CVE-2026-46161, CVE-2026-46163, CVE-2026-46167, CVE-2026-46168, CVE-2026-46172, CVE-
2026-46174, CVE-2026-46177, CVE-2026-46178, CVE-2026-46184, CVE-2026-46186, CVE-2026-
46187, CVE-2026-46189, CVE-2026-46195, CVE-2026-46197, CVE-2026-46198, CVE-2026-46205,
CVE-2026-46206, CVE-2026-46209, CVE-2026-46212, CVE-2026-46214, CVE-2026-46219, CVE-
2026-46220, CVE-2026-46227, CVE-2026-46230, CVE-2026-46231, CVE-2026-46233, CVE-2026-
46234, CVE-2026-46236, CVE-2026-46238, CVE-2026-46243, CVE-2026-46249, CVE-2026-
46250, CVE-2026-46253, CVE-2026-46259, CVE-2026-46267, CVE-2026-46270, CVE-2026-
46273, CVE-2026-46274, CVE-2026-46275, CVE-2026-46285, CVE-2026-46294, CVE-2026-4630],
CVE-2026-46303, CVE-2026-46304, CVE-2026-46307, CVE-2026-46319, CVE-2026-46328, CVE-
2026-46569, CVE-2026-46570, CVE-2026-46571, CVE-2026-46572, CVE-2026-46968, CVE-2026-
47010, CVE-2026-47021, CVE-2026-47027, CVE-2026-47057, CVE-2026-47058, CVE-2026-47059,
CVE-2026-47063, CVE-2026-4786, CVE-2026-50229, CVE-2026-50812, CVE-2026-50813, CVE-
2026-52911, CVE-2026-52912, CVE-2026-52914, CVE-2026-52915, CVE-2026-52916, CVE-2026-
52919, CVE-2026-52920, CVE-2026-52921, CVE-2026-52922, CVE-2026-52925, CVE-2026-52926,
CVE-2026-52931, CVE-2026-52954, CVE-2026-52955, CVE-2026-52957, CVE-2026-52958, CVE-
2026-52962, CVE-2026-52963, CVE-2026-52969, CVE-2026-52970, CVE-2026-52982, CVE-
2026-52984, CVE-2026-52985, CVE-2026-52986, CVE-2026-52992, CVE-2026-52993, CVE-
2026-52995, CVE-2026-52998, CVE-2026-52999, CVE-2026-53001, CVE-2026-53002, CVE-
2026-53003, CVE-2026-53004, CVE-2026-53006, CVE-2026-53011, CVE-2026-53012, CVE-2026-
53016, CVE-2026-53021, CVE-2026-53022, CVE-2026-53023, CVE-2026-53037, CVE-2026-53039,
CVE-2026-53040, CVE-2026-53041, CVE-2026-53043, CVE-2026-53045, CVE-2026-53046, CVE-
2026-53047, CVE-2026-53048, CVE-2026-53049, CVE-2026-53050, CVE-2026-53059, CVE-
2026-53060, CVE-2026-53061, CVE-2026-53062, CVE-2026-53064, CVE-2026-53065, CVE-
2026-53068, CVE-2026-53069, CVE-2026-53071, CVE-2026-53072, CVE-2026-53073, CVE-2026-
53074, CVE-2026-53075, CVE-2026-53077, CVE-2026-53082, CVE-2026-53088, CVE-2026-
53093, CVE-2026-53096, CVE-2026-53112, CVE-2026-53128, CVE-2026-53130, CVE-2026-53287,
CVE-2026-53291, CVE-2026-53294, CVE-2026-53295, CVE-2026-53296, CVE-2026-53304, CVE-
2026-53306, CVE-2026-53309, CVE-2026-53320, CVE-2026-53369, CVE-2026-53379, CVE-
2026-53404, CVE-2026-53434, CVE-2026-54411, CVE-2026-55276, CVE-2026-55693, CVE-2026-
55892, CVE-2026-55895, CVE-2026-55955, CVE-2026-55956, CVE-2026-56135, CVE-2026-56136,
CVE-2026-5704, CVE-2026-5713, CVE-2026-5745, CVE-2026-57452, CVE-2026-57453, CVE-
2026-57455, CVE-2026-57456, CVE-2026-58055, CVE-2026-58469, CVE-2026-58470, CVE-
2026-58471, CVE-2026-58472, CVE-2026-59083, CVE-2026-59084, CVE-2026-59856, CVE-2026-
59857, CVE-2026-59858, CVE-2026-59939, CVE-2026-59995, CVE-2026-59996, CVE-2026-
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59997, CVE-2026-59998, CVE-2026-59999, CVE-2026-60000, CVE-2026-60001, CVE-2026-
60002, CVE-2026-60147, CVE-2026-6019, CVE-2026-6100, CVE-2026-61548, CVE-2026-61897,
CVE-2026-61898, CVE-2026-63860, CVE-2026-63865, CVE-2026-64018, CVE-2026-64032, CVE-
2026-64033, CVE-2026-64034, CVE-2026-64039, CVE-2026-64046, CVE-2026-64047, CVE-
2026-64055, CVE-2026-64056, CVE-2026-64083, CVE-2026-64084, CVE-2026-64085, CVE-
2026-64086, CVE-2026-64087, CVE-2026-64088, CVE-2026-64089, CVE-2026-64096, CVE-
2026-64102, CVE-2026-64103, CVE-2026-64113, CVE-2026-64114, CVE-2026-64115, CVE-2026-
64125, CVE-2026-64133, CVE-2026-64135, CVE-2026-64153, CVE-2026-64155, CVE-2026-64164,
CVE-2026-64165, CVE-2026-64166, CVE-2026-64168, CVE-2026-64173, CVE-2026-64174, CVE-
2026-64177, CVE-2026-64178, CVE-2026-64179, CVE-2026-64185, CVE-2026-6653, CVE-2026-
7774, CVE-2026-8286, CVE-2026-8328, CVE-2026-8458, CVE-2026-8924, CVE-2026-8925, CVE-
2026-8926, CVE-2026-8927, CVE-2026-9079, CVE-2026-9080, CVE-2026-9494, CVE-2026-9545,
CVE-2026-9547, CVE-2026-9669

26.08.10 Access Control images:

CVE-2025-68214, CVE-2026-43414, CVE-2026-31682, CVE-2026-43304, CVE-2026-4350], CVE-
2025-71220, CVE-2026-23190, CVE-2026-23256, CVE-2026-31659, CVE-2026-31402, CVE-2026-
43186, CVE-2026-43341, CVE-2026-23180, CVE-2026-45988, CVE-2025-71222, CVE-2026-23182,
CVE-2026-23206, CVE-2026-23257, CVE-2026-31657, CVE-2026-23428, CVE-2026-43117, CVE-
2026-23193, CVE-2026-46043, CVE-2026-31669, CVE-2025-37822, CVE-2026-43406, CVE-2026-
43071, CVE-2025-71089, CVE-2026-31685, CVE-2026-43037, CVE-2022-48816, CVE-2025-37778,
CVE-2026-31607, CVE-2026-31637, CVE-2026-43038, CVE-2026-46135, CVE-2026-23262, CVE-
2026-46195, CVE-2025-38201, CVE-2023-53673, CVE-2026-23272, CVE-2025-71224, CVE-2026-
23216, CVE-2026-43407, CVE-2026-23258, CVE-2026-23455, CVE-2026-43114, CVE-2026-43493,
CVE-2026-46243, CVE-2026-23278, CVE-2026-23450, CVE-2026-23176, CVE-2026-23198, CVE-
2026-43011, CVE-2026-4619, CVE-2025-37924, CVE-2025-40082, CVE-2026-31649, CVE-2026-
31478, CVE-2026-43383, CVE-2026-31668, CVE-2025-68263, CVE-2026-23202, CVE-2026-31418,
CVE-2026-8829, CVE-2026-14741, CVE-2026-14355, CVE-2026-12184, CVE-2026-10037, CVE-2021-
4189, CVE-2022-48816, CVE-2022-49803, CVE-2022-49961, CVE-2022-50073, CVE-2022-50116,
CVE-2022-50552, CVE-2023-45896, CVE-2023-52682, CVE-2023-52737, CVE-2023-53545, CVE-
2023-53596, CVE-2023-53629, CVE-2023-53673, CVE-2024-27389, CVE-2024-35865, CVE-2024~
36898, CVE-2024-36922, CVE-2024-38428, CVE-2024-41079, CVE-2024-46715, CVE-2024-46770,
CVE-2024-47809, CVE-2024-50012, CVE-2024-53221, CVE-2024-56557, CVE-2024-56584, CVE-
2024-56657, CVE-2024-56719, CVE-2024-56727, CVE-2025-13462, CVE-2025-21712, CVE-2025-
21739, CVE-2025-21863, CVE-2025-22107, CVE-2025-23141, CVE-2025-37778, CVE-2025-37786,
CVE-2025-37822, CVE-2025-37924, CVE-2025-38006, CVE-2025-38105, CVE-2025-38192, CVE-
2025-38201, CVE-2025-38250, CVE-2025-38562, CVE-2025-38626, CVE-2025-38659, CVE-2025-
38710, CVE-2025-39748, CVE-2025-39764, CVE-2025-40005, CVE-2025-40016, CVE-2025-
40082, CVE-2025-40103, CVE-2025-40323, CVE-2025-45582, CVE-2025-54505, CVE-2025-54518,
CVE-2025-68206, CVE-2025-68214, CVE-2025-68239, CVE-2025-68256, CVE-2025-68263, CVE-
2025-68307, CVE-2025-68358, CVE-2025-69534, CVE-2025-71089, CVE-2025-71150, CVE-2025-
7Me1, CVE-2025-71220, CVE-2025-71221, CVE-2025-71222, CVE-2025-71224, CVE-2025-71232, CVE-
2025-71233, CVE-2025-71235, CVE-2025-71236, CVE-2025-71237, CVE-2025-71238, CVE-2025-
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71239, CVE-2025-71265, CVE-2025-71266, CVE-2025-71267, CVE-2025-71274, CVE-2025-71287,
CVE-2025-71292, CVE-2025-71304, CVE-2026-0672, CVE-2026-11386, CVE-2026-11822, CVE-2026-
1824, CVE-2026-11850, CVE-2026-12318, CVE-2026-12391, CVE-2026-12725, CVE-2026-12969, CVE-
2026-1299, CVE-2026-14164, CVE-2026-1502, CVE-2026-15028, CVE-2026-15146, CVE-2026-2297,
CVE-2026-23031, CVE-2026-23066, CVE-2026-23100, CVE-2026-23113, CVE-2026-23141, CVE-
2026-23157, CVE-2026-23169, CVE-2026-23176, CVE-2026-23180, CVE-2026-23182, CVE-2026-
23190, CVE-2026-23193, CVE-2026-23198, CVE-2026-23202, CVE-2026-23204, CVE-2026-23206,
CVE-2026-23216, CVE-2026-23220, CVE-2026-23221, CVE-2026-23222, CVE-2026-23227, CVE-
2026-23228, CVE-2026-23229, CVE-2026-23234, CVE-2026-23235, CVE-2026-23236, CVE-2026-
23237, CVE-2026-23238, CVE-2026-23241, CVE-2026-23242, CVE-2026-23243, CVE-2026-23253,
CVE-2026-23256, CVE-2026-23257, CVE-2026-23258, CVE-2026-23262, CVE-2026-23266, CVE-
2026-23270, CVE-2026-23272, CVE-2026-23277, CVE-2026-23278, CVE-2026-23279, CVE-2026-
23281, CVE-2026-23286, CVE-2026-23289, CVE-2026-23290, CVE-2026-23291, CVE-2026-23293,
CVE-2026-23296, CVE-2026-23298, CVE-2026-23300, CVE-2026-23303, CVE-2026-23304, CVE-
2026-23307, CVE-2026-23312, CVE-2026-23318, CVE-2026-23324, CVE-2026-23335, CVE-2026-
23336, CVE-2026-23339, CVE-2026-23340, CVE-2026-23352, CVE-2026-23356, CVE-2026-
23357, CVE-2026-23359, CVE-2026-23362, CVE-2026-23365, CVE-2026-23367, CVE-2026-23368,
CVE-2026-23370, CVE-2026-23372, CVE-2026-23379, CVE-2026-23381, CVE-2026-23382, CVE-
2026-23388, CVE-2026-23391, CVE-2026-23392, CVE-2026-23395, CVE-2026-23396, CVE-2026-
23397, CVE-2026-23398, CVE-2026-23399, CVE-2026-23401, CVE-2026-23420, CVE-2026-23428,
CVE-2026-23434, CVE-2026-23438, CVE-2026-23439, CVE-2026-23442, CVE-2026-23444, CVE-
2026-23446, CVE-2026-23450, CVE-2026-23452, CVE-2026-23454, CVE-2026-23455, CVE-2026-
23456, CVE-2026-23457, CVE-2026-23458, CVE-2026-23460, CVE-2026-23462, CVE-2026-
23463, CVE-2026-23474, CVE-2026-31393, CVE-2026-31396, CVE-2026-31399, CVE-2026-31400,
CVE-2026-31402, CVE-2026-31405, CVE-2026-31407, CVE-2026-31408, CVE-2026-31409, CVE-
2026-31411, CVE-2026-31415, CVE-2026-31416, CVE-2026-31417, CVE-2026-31418, CVE-2026-3142],
CVE-2026-31422, CVE-2026-31423, CVE-2026-31424, CVE-2026-31425, CVE-2026-31427, CVE-
2026-31428, CVE-2026-31433, CVE-2026-31446, CVE-2026-31447, CVE-2026-31450, CVE-2026-
31452, CVE-2026-31454, CVE-2026-31455, CVE-2026-31464, CVE-2026-31466, CVE-2026-31467,
CVE-2026-31469, CVE-2026-31473, CVE-2026-31476, CVE-2026-31478, CVE-2026-31480, CVE-
2026-31483, CVE-2026-31485, CVE-2026-31489, CVE-2026-31494, CVE-2026-31495, CVE-2026-
31497, CVE-2026-31498, CVE-2026-31507, CVE-2026-31508, CVE-2026-31509, CVE-2026-31510,
CVE-2026-31512, CVE-2026-31515, CVE-2026-31518, CVE-2026-31521, CVE-2026-31522, CVE-2026-
31523, CVE-2026-31524, CVE-2026-31532, CVE-2026-31540, CVE-2026-31545, CVE-2026-31546,
CVE-2026-31549, CVE-2026-31550, CVE-2026-31551, CVE-2026-31552, CVE-2026-31555, CVE-
2026-31565, CVE-2026-31570, CVE-2026-31576, CVE-2026-31577, CVE-2026-31578, CVE-2026-
31580, CVE-2026-31581, CVE-2026-31583, CVE-2026-31585, CVE-2026-31586, CVE-2026-31588,
CVE-2026-31590, CVE-2026-31594, CVE-2026-31596, CVE-2026-31597, CVE-2026-31598, CVE-
2026-31599, CVE-2026-31602, CVE-2026-31603, CVE-2026-31605, CVE-2026-31607, CVE-2026-
31615, CVE-2026-31616, CVE-2026-31617, CVE-2026-31618, CVE-2026-31619, CVE-2026-31622, CVE-
2026-31623, CVE-2026-31624, CVE-2026-31625, CVE-2026-31626, CVE-2026-31627, CVE-2026-
31628, CVE-2026-31629, CVE-2026-31630, CVE-2026-31634, CVE-2026-31637, CVE-2026-31642,
CVE-2026-31649, CVE-2026-31651, CVE-2026-31656, CVE-2026-31657, CVE-2026-31658, CVE-
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2026-31659, CVE-2026-31660, CVE-2026-31661, CVE-2026-31662, CVE-2026-31664, CVE-2026-
31665, CVE-2026-31667, CVE-2026-31668, CVE-2026-31669, CVE-2026-31670, CVE-2026-3167],
CVE-2026-31672, CVE-2026-31673, CVE-2026-31674, CVE-2026-31676, CVE-2026-31679, CVE-
2026-31680, CVE-2026-31681, CVE-2026-31682, CVE-2026-31683, CVE-2026-31684, CVE-2026-
31685, CVE-2026-31686, CVE-2026-31687, CVE-2026-31694, CVE-2026-31695, CVE-2026-31696,
CVE-2026-31697, CVE-2026-31698, CVE-2026-31699, CVE-2026-31701, CVE-2026-31716, CVE-
2026-31720, CVE-2026-31721, CVE-2026-31726, CVE-2026-31728, CVE-2026-31737, CVE-2026-
31738, CVE-2026-31747, CVE-2026-31748, CVE-2026-31749, CVE-2026-31751, CVE-2026-31752,
CVE-2026-31754, CVE-2026-31755, CVE-2026-31756, CVE-2026-31758, CVE-2026-31759, CVE-
2026-31761, CVE-2026-31762, CVE-2026-31763, CVE-2026-31770, CVE-2026-31773, CVE-2026-
31778, CVE-2026-31780, CVE-2026-31781, CVE-2026-31788, CVE-2026-3276, CVE-2026-35177,
CVE-2026-3644, CVE-2026-40355, CVE-2026-40356, CVE-2026-40467, CVE-2026-40468, CVE-
2026-40469, CVE-2026-40553, CVE-2026-41254, CVE-2026-41991, CVE-2026-41992, CVE-2026-
4224, CVE-2026-42616, CVE-2026-42617, CVE-2026-42618, CVE-2026-430T11, CVE-2026-43014,
CVE-2026-43015, CVE-2026-43020, CVE-2026-43024, CVE-2026-43026, CVE-2026-43027, CVE-
2026-43028, CVE-2026-43030, CVE-2026-43032, CVE-2026-43035, CVE-2026-43037, CVE-
2026-43038, CVE-2026-43040, CVE-2026-43041, CVE-2026-43043, CVE-2026-43046, CVE-
2026-43047, CVE-2026-43050, CVE-2026-43051, CVE-2026-43052, CVE-2026-43054, CVE-
2026-43058, CVE-2026-43060, CVE-2026-43061, CVE-2026-43062, CVE-2026-43065, CVE-
2026-43066, CVE-2026-43068, CVE-2026-43069, CVE-2026-43071, CVE-2026-43074, CVE-
2026-43075, CVE-2026-43076, CVE-2026-43079, CVE-2026-43080, CVE-2026-43085, CVE-
2026-43089, CVE-2026-43093, CVE-2026-43098, CVE-2026-43099, CVE-2026-43103, CVE-
2026-43104, CVE-2026-43105, CVE-2026-43110, CVE-2026-431, CVE-2026-43112, CVE-2026-43113,
CVE-2026-43114, CVE-2026-43117, CVE-2026-43123, CVE-2026-43124, CVE-2026-43130, CVE-
2026-43132, CVE-2026-43133, CVE-2026-43134, CVE-2026-43135, CVE-2026-43136, CVE-2026-
43139, CVE-2026-43140, CVE-2026-43141, CVE-2026-43145, CVE-2026-43147, CVE-2026-43148,
CVE-2026-43149, CVE-2026-43152, CVE-2026-43156, CVE-2026-43158, CVE-2026-43159, CVE-
2026-43163, CVE-2026-43168, CVE-2026-43171, CVE-2026-43180, CVE-2026-43182, CVE-2026-
43183, CVE-2026-43184, CVE-2026-43186, CVE-2026-43187, CVE-2026-43190, CVE-2026-43194,
CVE-2026-43196, CVE-2026-4320, CVE-2026-43200, CVE-2026-43202, CVE-2026-43203, CVE-
2026-43205, CVE-2026-43206, CVE-2026-43207, CVE-2026-43211, CVE-2026-43218, CVE-2026-
43223, CVE-2026-43225, CVE-2026-43226, CVE-2026-43227, CVE-2026-43230, CVE-2026-4323],
CVE-2026-43232, CVE-2026-43233, CVE-2026-43236, CVE-2026-43241, CVE-2026-43242, CVE-
2026-43246, CVE-2026-43251, CVE-2026-43255, CVE-2026-43257, CVE-2026-43261, CVE-2026-
43262, CVE-2026-43264, CVE-2026-43266, CVE-2026-43268, CVE-2026-43269, CVE-2026-
43270, CVE-2026-43273, CVE-2026-43275, CVE-2026-43277, CVE-2026-43279, CVE-2026-4328],
CVE-2026-43283, CVE-2026-43287, CVE-2026-43289, CVE-2026-43291, CVE-2026-43295, CVE-
2026-43296, CVE-2026-43302, CVE-2026-43304, CVE-2026-43312, CVE-2026-43313, CVE-2026-
43314, CVE-2026-43315, CVE-2026-43316, CVE-2026-43324, CVE-2026-43327, CVE-2026-43328,
CVE-2026-43329, CVE-2026-43333, CVE-2026-43334, CVE-2026-43336, CVE-2026-43339, CVE-
2026-43340, CVE-2026-43341, CVE-2026-43342, CVE-2026-43343, CVE-2026-43357, CVE-2026-
43363, CVE-2026-43365, CVE-2026-43370, CVE-2026-43373, CVE-2026-43380, CVE-2026-4338],
CVE-2026-43382, CVE-2026-43383, CVE-2026-43386, CVE-2026-43387, CVE-2026-43405, CVE-
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2026-43406, CVE-2026-43407, CVE-2026-43411, CVE-2026-43414, CVE-2026-43420, CVE-2026-
43425, CVE-2026-43426, CVE-2026-43427, CVE-2026-43428, CVE-2026-43429, CVE-2026-
43430, CVE-2026-43432, CVE-2026-43439, CVE-2026-43445, CVE-2026-43449, CVE-2026-
43450, CVE-2026-43451, CVE-2026-43452, CVE-2026-43453, CVE-2026-43458, CVE-2026-43459,
CVE-2026-43466, CVE-2026-43469, CVE-2026-43472, CVE-2026-43473, CVE-2026-43475, CVE-
2026-43476, CVE-2026-43480, CVE-2026-43484, CVE-2026-43493, CVE-2026-43496, CVE-
2026-43497, CVE-2026-43501, CVE-2026-43502, CVE-2026-4367, CVE-2026-4519, CVE-2026-
45409, CVE-2026-45834, CVE-2026-45835, CVE-2026-45836, CVE-2026-45838, CVE-2026-
45839, CVE-2026-45840, CVE-2026-45841, CVE-2026-45842, CVE-2026-45843, CVE-2026-
45844, CVE-2026-45846, CVE-2026-45847, CVE-2026-45848, CVE-2026-45852, CVE-2026-
45856, CVE-2026-45857, CVE-2026-45860, CVE-2026-45862, CVE-2026-45864, CVE-2026-
45866, CVE-2026-45867, CVE-2026-45868, CVE-2026-45869, CVE-2026-45870, CVE-2026-
45871, CVE-2026-45873, CVE-2026-45875, CVE-2026-45879, CVE-2026-45883, CVE-2026-45885,
CVE-2026-45890, CVE-2026-45891, CVE-2026-45899, CVE-2026-45902, CVE-2026-45904, CVE-
2026-4591, CVE-2026-45912, CVE-2026-45915, CVE-2026-45916, CVE-2026-45919, CVE-2026-
45920, CVE-2026-45924, CVE-2026-45935, CVE-2026-45936, CVE-2026-45941, CVE-2026-
45946, CVE-2026-45948, CVE-2026-45954, CVE-2026-45956, CVE-2026-45958, CVE-2026-
45960, CVE-2026-45964, CVE-2026-45965, CVE-2026-45968, CVE-2026-45969, CVE-2026-
45970, CVE-2026-45974, CVE-2026-45978, CVE-2026-45983, CVE-2026-45984, CVE-2026-
45985, CVE-2026-45986, CVE-2026-45987, CVE-2026-45988, CVE-2026-45994, CVE-2026-
46002, CVE-2026-46004, CVE-2026-46006, CVE-2026-46009, CVE-2026-46015, CVE-2026-
46018, CVE-2026-46019, CVE-2026-46022, CVE-2026-46023, CVE-2026-46024, CVE-2026-
46027, CVE-2026-46033, CVE-2026-46037, CVE-2026-46040, CVE-2026-46043, CVE-2026-
46044, CVE-2026-46046, CVE-2026-46047, CVE-2026-46049, CVE-2026-46050, CVE-2026-
46051, CVE-2026-46053, CVE-2026-46062, CVE-2026-46064, CVE-2026-46070, CVE-2026-
46072, CVE-2026-46077, CVE-2026-46080, CVE-2026-46082, CVE-2026-46088, CVE-2026-
46098, CVE-2026-46099, CVE-2026-46101, CVE-2026-46102, CVE-2026-46107, CVE-2026-46108,
CVE-2026-46112, CVE-2026-46119, CVE-2026-46120, CVE-2026-46122, CVE-2026-46123, CVE-
2026-46124, CVE-2026-46127, CVE-2026-46128, CVE-2026-46132, CVE-2026-46133, CVE-2026-
46135, CVE-2026-46137, CVE-2026-46146, CVE-2026-46149, CVE-2026-46150, CVE-2026-4615],
CVE-2026-46161, CVE-2026-46163, CVE-2026-46167, CVE-2026-46168, CVE-2026-46172, CVE-
2026-46174, CVE-2026-46177, CVE-2026-46178, CVE-2026-46184, CVE-2026-46186, CVE-2026-
46187, CVE-2026-46189, CVE-2026-46195, CVE-2026-46197, CVE-2026-46198, CVE-2026-46205,
CVE-2026-46206, CVE-2026-46209, CVE-2026-46212, CVE-2026-46214, CVE-2026-46219, CVE-
2026-46220, CVE-2026-46227, CVE-2026-46230, CVE-2026-46231, CVE-2026-46233, CVE-2026-
46234, CVE-2026-46236, CVE-2026-46238, CVE-2026-46243, CVE-2026-46249, CVE-2026-
46250, CVE-2026-46253, CVE-2026-46259, CVE-2026-46267, CVE-2026-46270, CVE-2026-
46273, CVE-2026-46274, CVE-2026-46275, CVE-2026-46285, CVE-2026-46294, CVE-2026-4630],
CVE-2026-46303, CVE-2026-46304, CVE-2026-46307, CVE-2026-46319, CVE-2026-46328, CVE-
2026-46569, CVE-2026-46570, CVE-2026-46571, CVE-2026-46572, CVE-2026-46968, CVE-2026-
47010, CVE-2026-47021, CVE-2026-47027, CVE-2026-47057, CVE-2026-47058, CVE-2026-47059,
CVE-2026-47063, CVE-2026-4786, CVE-2026-50229, CVE-2026-50812, CVE-2026-50813, CVE-
2026-52911, CVE-2026-52912, CVE-2026-52914, CVE-2026-52915, CVE-2026-52916, CVE-2026-
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52919, CVE-2026-52920, CVE-2026-52921, CVE-2026-52922, CVE-2026-52925, CVE-2026-52926,
CVE-2026-52931, CVE-2026-52954, CVE-2026-52955, CVE-2026-52957, CVE-2026-52958, CVE-
2026-52962, CVE-2026-52963, CVE-2026-52969, CVE-2026-52970, CVE-2026-52982, CVE-
2026-52984, CVE-2026-52985, CVE-2026-52986, CVE-2026-52992, CVE-2026-52993, CVE-
2026-52995, CVE-2026-52998, CVE-2026-52999, CVE-2026-5300]1, CVE-2026-53002, CVE-
2026-53003, CVE-2026-53004, CVE-2026-53006, CVE-2026-53011, CVE-2026-53012, CVE-2026-
53016, CVE-2026-53021, CVE-2026-53022, CVE-2026-53023, CVE-2026-53037, CVE-2026-53039,
CVE-2026-53040, CVE-2026-53041, CVE-2026-53043, CVE-2026-53045, CVE-2026-53046, CVE-
2026-53047, CVE-2026-53048, CVE-2026-53049, CVE-2026-53050, CVE-2026-53059, CVE-
2026-53060, CVE-2026-53061, CVE-2026-53062, CVE-2026-53064, CVE-2026-53065, CVE-
2026-53068, CVE-2026-53069, CVE-2026-53071, CVE-2026-53072, CVE-2026-53073, CVE-2026-
53074, CVE-2026-53075, CVE-2026-53077, CVE-2026-53082, CVE-2026-53088, CVE-2026-
53093, CVE-2026-53096, CVE-2026-53112, CVE-2026-53128, CVE-2026-53130, CVE-2026-53287,
CVE-2026-53291, CVE-2026-53294, CVE-2026-53295, CVE-2026-53296, CVE-2026-53304, CVE-
2026-53306, CVE-2026-53309, CVE-2026-53320, CVE-2026-53369, CVE-2026-53379, CVE-
2026-53404, CVE-2026-53434, CVE-2026-5441, CVE-2026-55276, CVE-2026-55693, CVE-2026-
55892, CVE-2026-55895, CVE-2026-55955, CVE-2026-55956, CVE-2026-56135, CVE-2026-56136,
CVE-2026-5704, CVE-2026-5713, CVE-2026-5745, CVE-2026-57452, CVE-2026-57453, CVE-
2026-57455, CVE-2026-57456, CVE-2026-58055, CVE-2026-58469, CVE-2026-58470, CVE-
2026-58471, CVE-2026-58472, CVE-2026-59083, CVE-2026-59084, CVE-2026-59856, CVE-2026-
59857, CVE-2026-59858, CVE-2026-59939, CVE-2026-59995, CVE-2026-59996, CVE-2026-
59997, CVE-2026-59998, CVE-2026-59999, CVE-2026-60000, CVE-2026-60001, CVE-2026-
60002, CVE-2026-60147, CVE-2026-6019, CVE-2026-6100, CVE-2026-61548, CVE-2026-61897,
CVE-2026-61898, CVE-2026-63860, CVE-2026-63865, CVE-2026-64018, CVE-2026-64032, CVE-
2026-64033, CVE-2026-64034, CVE-2026-64039, CVE-2026-64046, CVE-2026-64047, CVE-
2026-64055, CVE-2026-64056, CVE-2026-64083, CVE-2026-64084, CVE-2026-64085, CVE-
2026-64086, CVE-2026-64087, CVE-2026-64088, CVE-2026-64089, CVE-2026-64096, CVE-
2026-64102, CVE-2026-64103, CVE-2026-64113, CVE-2026-64114, CVE-2026-64115, CVE-2026-
64125, CVE-2026-64133, CVE-2026-64135, CVE-2026-64153, CVE-2026-64155, CVE-2026-64164,
CVE-2026-64165, CVE-2026-64166, CVE-2026-64168, CVE-2026-64173, CVE-2026-64174, CVE-
2026-64177, CVE-2026-64178, CVE-2026-64179, CVE-2026-64185, CVE-2026-6653, CVE-2026-
7774, CVE-2026-8286, CVE-2026-8328, CVE-2026-8458, CVE-2026-8924, CVE-2026-8925, CVE-
2026-8926, CVE-2026-8927, CVE-2026-9079, CVE-2026-9080, CVE-2026-9494, CVE-2026-9545,
CVE-2026-9547, CVE-2026-9669

26.08.10 ExtremeCloud IQ Site Engine images:

CVE-2021-4189, CVE-2022-48816, CVE-2022-49803, CVE-2022-49961, CVE-2022-50073, CVE-
2022-50116, CVE-2022-50552, CVE-2023-45896, CVE-2023-52682, CVE-2023-52737, CVE-2023-
53545, CVE-2023-53596, CVE-2023-53629, CVE-2023-53673, CVE-2024-27389, CVE-2024~
35865, CVE-2024-36898, CVE-2024-36922, CVE-2024-38428, CVE-2024-41079, CVE-2024-46715,
CVE-2024-46770, CVE-2024-47809, CVE-2024-50012, CVE-2024-53221, CVE-2024-56557, CVE-
2024-56584, CVE-2024-56657, CVE-2024-56719, CVE-2024-56727, CVE-2025-13462, CVE-2025-
21712, CVE-2025-21739, CVE-2025-21863, CVE-2025-22107, CVE-2025-23141, CVE-2025-37778,
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CVE-2025-37786, CVE-2025-37822, CVE-2025-37924, CVE-2025-38006, CVE-2025-38105, CVE-
2025-38192, CVE-2025-38201, CVE-2025-38250, CVE-2025-38562, CVE-2025-38626, CVE-2025-
38659, CVE-2025-38710, CVE-2025-39748, CVE-2025-39764, CVE-2025-40005, CVE-2025-40016,
CVE-2025-40082, CVE-2025-40103, CVE-2025-40323, CVE-2025-45582, CVE-2025-54505, CVE-
2025-54518, CVE-2025-68206, CVE-2025-68214, CVE-2025-68239, CVE-2025-68256, CVE-2025-
68263, CVE-2025-68307, CVE-2025-68358, CVE-2025-69534, CVE-2025-71089, CVE-2025-71150,
CVE-2025-71161, CVE-2025-71220, CVE-2025-71221, CVE-2025-71222, CVE-2025-71224, CVE-2025~
71232, CVE-2025-71233, CVE-2025-71235, CVE-2025-71236, CVE-2025-71237, CVE-2025-71238,
CVE-2025-71239, CVE-2025-71265, CVE-2025-71266, CVE-2025-71267, CVE-2025-71274, CVE-
2025-71287, CVE-2025-71292, CVE-2025-71304, CVE-2026-0672, CVE-2026-10037, CVE-2026-
11386, CVE-2026-11822, CVE-2026-11824, CVE-2026-11850, CVE-2026-12318, CVE-2026-12391, CVE-
2026-12505, CVE-2026-12725, CVE-2026-12969, CVE-2026-1299, CVE-2026-14164, CVE-2026-
15602, CVE-2026-15028, CVE-2026-15146, CVE-2026-2297, CVE-2026-23031, CVE-2026-23066,
CVE-2026-23100, CVE-2026-2313, CVE-2026-23141, CVE-2026-23157, CVE-2026-23169, CVE-
2026-23176, CVE-2026-23180, CVE-2026-23182, CVE-2026-23190, CVE-2026-23193, CVE-2026-
23198, CVE-2026-23202, CVE-2026-23204, CVE-2026-23206, CVE-2026-23216, CVE-2026-23220,
CVE-2026-23221, CVE-2026-23222, CVE-2026-23227, CVE-2026-23228, CVE-2026-23229, CVE-
2026-23234, CVE-2026-23235, CVE-2026-23236, CVE-2026-23237, CVE-2026-23238, CVE-2026-
23241, CVE-2026-23242, CVE-2026-23243, CVE-2026-23253, CVE-2026-23256, CVE-2026-23257,
CVE-2026-23258, CVE-2026-23262, CVE-2026-23266, CVE-2026-23270, CVE-2026-23272, CVE-
2026-23277,CVE-2026-23278, CVE-2026-23279, CVE-2026-23281, CVE-2026-23286, CVE-2026-
23289, CVE-2026-23290, CVE-2026-23291, CVE-2026-23293, CVE-2026-23296, CVE-2026-23298,
CVE-2026-23300, CVE-2026-23303, CVE-2026-23304, CVE-2026-23307, CVE-2026-23312, CVE-
2026-23318, CVE-2026-23324, CVE-2026-23335, CVE-2026-23336, CVE-2026-23339, CVE-2026-
23340, CVE-2026-23352, CVE-2026-23356, CVE-2026-23357, CVE-2026-23359, CVE-2026-
23362, CVE-2026-23365, CVE-2026-23367, CVE-2026-23368, CVE-2026-23370, CVE-2026-23372,
CVE-2026-23379, CVE-2026-23381, CVE-2026-23382, CVE-2026-23388, CVE-2026-23391, CVE-
2026-23392, CVE-2026-23395, CVE-2026-23396, CVE-2026-23397, CVE-2026-23398, CVE-2026-
23399, CVE-2026-23401, CVE-2026-23420, CVE-2026-23428, CVE-2026-23434, CVE-2026-23438,
CVE-2026-23439, CVE-2026-23442, CVE-2026-23444, CVE-2026-23446, CVE-2026-23450, CVE-
2026-23452, CVE-2026-23454, CVE-2026-23455, CVE-2026-23456, CVE-2026-23457, CVE-2026-
23458, CVE-2026-23460, CVE-2026-23462, CVE-2026-23463, CVE-2026-23474, CVE-2026-31393,
CVE-2026-31396, CVE-2026-31399, CVE-2026-31400, CVE-2026-31402, CVE-2026-31405, CVE-
2026-31407, CVE-2026-31408, CVE-2026-31409, CVE-2026-3141], CVE-2026-31415, CVE-2026-
31416, CVE-2026-31417, CVE-2026-31418, CVE-2026-31421, CVE-2026-31422, CVE-2026-31423, CVE-
2026-31424, CVE-2026-31425, CVE-2026-31427, CVE-2026-31428, CVE-2026-31433, CVE-2026-
31446, CVE-2026-31447, CVE-2026-31450, CVE-2026-31452, CVE-2026-31454, CVE-2026-31455,
CVE-2026-31464, CVE-2026-31466, CVE-2026-31467, CVE-2026-31469, CVE-2026-31473, CVE-
2026-31476, CVE-2026-31478, CVE-2026-31480, CVE-2026-31483, CVE-2026-31485, CVE-2026-
31489, CVE-2026-31494, CVE-2026-31495, CVE-2026-31497, CVE-2026-31498, CVE-2026-31507,
CVE-2026-31508, CVE-2026-31509, CVE-2026-31510, CVE-2026-31512, CVE-2026-31515, CVE-
2026-31518, CVE-2026-31521, CVE-2026-31522, CVE-2026-31523, CVE-2026-31524, CVE-2026-
31532, CVE-2026-31540, CVE-2026-31545, CVE-2026-31546, CVE-2026-31549, CVE-2026-31550,
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CVE-2026-31551, CVE-2026-31552, CVE-2026-31555, CVE-2026-31565, CVE-2026-31570, CVE-
2026-31576, CVE-2026-31577, CVE-2026-31578, CVE-2026-31580, CVE-2026-31581, CVE-2026-
31583, CVE-2026-31585, CVE-2026-31586, CVE-2026-31588, CVE-2026-31590, CVE-2026-31594,
CVE-2026-31596, CVE-2026-31597, CVE-2026-31598, CVE-2026-31599, CVE-2026-31602, CVE-
2026-31603, CVE-2026-31605, CVE-2026-31607, CVE-2026-31615, CVE-2026-31616, CVE-2026-
31617, CVE-2026-31618, CVE-2026-31619, CVE-2026-31622, CVE-2026-31623, CVE-2026-31624,
CVE-2026-31625, CVE-2026-31626, CVE-2026-31627, CVE-2026-31628, CVE-2026-31629, CVE-
2026-31630, CVE-2026-31634, CVE-2026-31637, CVE-2026-31642, CVE-2026-31649, CVE-2026-
31651, CVE-2026-31656, CVE-2026-31657, CVE-2026-31658, CVE-2026-31659, CVE-2026-31660,
CVE-2026-31661, CVE-2026-31662, CVE-2026-31664, CVE-2026-31665, CVE-2026-31667, CVE-
2026-31668, CVE-2026-31669, CVE-2026-31670, CVE-2026-31671, CVE-2026-31672, CVE-2026-
31673, CVE-2026-31674, CVE-2026-31676, CVE-2026-31679, CVE-2026-31680, CVE-2026-3168],
CVE-2026-31682, CVE-2026-31683, CVE-2026-31684, CVE-2026-31685, CVE-2026-31686, CVE-
2026-31687, CVE-2026-31694, CVE-2026-31695, CVE-2026-31696, CVE-2026-31697, CVE-2026
31698, CVE-2026-31699, CVE-2026-31701, CVE-2026-31716, CVE-2026-31720, CVE-2026-3172],
CVE-2026-31726, CVE-2026-31728, CVE-2026-31737, CVE-2026-31738, CVE-2026-31747, CVE-
2026-31748, CVE-2026-31749, CVE-2026-31751, CVE-2026-31752, CVE-2026-31754, CVE-2026-
317565, CVE-2026-31756, CVE-2026-31758, CVE-2026-31759, CVE-2026-31761, CVE-2026-31762,
CVE-2026-31763, CVE-2026-31770, CVE-2026-31773, CVE-2026-31778, CVE-2026-31780, CVE-
2026-31781, CVE-2026-31788, CVE-2026-3276, CVE-2026-35177, CVE-2026-3644, CVE-2026-
40355, CVE-2026-40356, CVE-2026-40467, CVE-2026-40468, CVE-2026-40469, CVE-2026-
40553, CVE-2026-41254, CVE-2026-41991, CVE-2026-41992, CVE-2026-4224, CVE-2026-42616,
CVE-2026-42617, CVE-2026-42618, CVE-2026-43011, CVE-2026-43014, CVE-2026-43015, CVE-
2026-43020, CVE-2026-43024, CVE-2026-43026, CVE-2026-43027, CVE-2026-43028, CVE-
2026-43030, CVE-2026-43032, CVE-2026-43035, CVE-2026-43037, CVE-2026-43038, CVE-
2026-43040, CVE-2026-43041, CVE-2026-43043, CVE-2026-43046, CVE-2026-43047, CVE-
2026-43050, CVE-2026-43051, CVE-2026-43052, CVE-2026-43054, CVE-2026-43058, CVE-
2026-43060, CVE-2026-43061, CVE-2026-43062, CVE-2026-43065, CVE-2026-43066, CVE-
2026-43068, CVE-2026-43069, CVE-2026-43071, CVE-2026-43074, CVE-2026-43075, CVE-2026-
43076, CVE-2026-43079, CVE-2026-43080, CVE-2026-43085, CVE-2026-43089, CVE-2026-
43093, CVE-2026-43098, CVE-2026-43099, CVE-2026-43103, CVE-2026-43104, CVE-2026-43105,
CVE-2026-4310, CVE-2026-43111, CVE-2026-43112, CVE-2026-43113, CVE-2026-43114, CVE-2026-
43117, CVE-2026-43123, CVE-2026-43124, CVE-2026-43130, CVE-2026-43132, CVE-2026-43133,
CVE-2026-43134, CVE-2026-43135, CVE-2026-43136, CVE-2026-43139, CVE-2026-43140, CVE-
2026-43141, CVE-2026-43145, CVE-2026-43147, CVE-2026-43148, CVE-2026-43149, CVE-2026-
43152, CVE-2026-43156, CVE-2026-43158, CVE-2026-43159, CVE-2026-43163, CVE-2026-43168,
CVE-2026-43171, CVE-2026-43180, CVE-2026-43182, CVE-2026-43183, CVE-2026-43184, CVE-
2026-43186, CVE-2026-43187, CVE-2026-43190, CVE-2026-43194, CVE-2026-43196, CVE-2026-
4320, CVE-2026-43200, CVE-2026-43202, CVE-2026-43203, CVE-2026-43205, CVE-2026-43206,
CVE-2026-43207, CVE-2026-43211, CVE-2026-43218, CVE-2026-43223, CVE-2026-43225, CVE-
2026-43226, CVE-2026-43227, CVE-2026-43230, CVE-2026-43231, CVE-2026-43232, CVE-2026-
43233, CVE-2026-43236, CVE-2026-43241, CVE-2026-43242, CVE-2026-43246, CVE-2026-4325],
CVE-2026-43255, CVE-2026-43257, CVE-2026-43261, CVE-2026-43262, CVE-2026-43264, CVE-
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2026-43266, CVE-2026-43268, CVE-2026-43269, CVE-2026-43270, CVE-2026-43273, CVE-2026-
43275, CVE-2026-43277, CVE-2026-43279, CVE-2026-43281, CVE-2026-43283, CVE-2026-43287,
CVE-2026-43289, CVE-2026-43291, CVE-2026-43295, CVE-2026-43296, CVE-2026-43302, CVE-
2026-43304, CVE-2026-43312, CVE-2026-43313, CVE-2026-43314, CVE-2026-43315, CVE-2026-
43316, CVE-2026-43324, CVE-2026-43327, CVE-2026-43328, CVE-2026-43329, CVE-2026-43333,
CVE-2026-43334, CVE-2026-43336, CVE-2026-43339, CVE-2026-43340, CVE-2026-43341, CVE-
2026-43342, CVE-2026-43343, CVE-2026-43357, CVE-2026-43363, CVE-2026-43365, CVE-2026-
43370, CVE-2026-43373, CVE-2026-43380, CVE-2026-43381, CVE-2026-43382, CVE-2026-43383,
CVE-2026-43386, CVE-2026-43387, CVE-2026-43405, CVE-2026-43406, CVE-2026-43407, CVE-
2026-43411, CVE-2026-43414, CVE-2026-43420, CVE-2026-43425, CVE-2026-43426, CVE-2026-
43427, CVE-2026-43428, CVE-2026-43429, CVE-2026-43430, CVE-2026-43432, CVE-2026-
43439, CVE-2026-43445, CVE-2026-43449, CVE-2026-43450, CVE-2026-43451, CVE-2026-43452,
CVE-2026-43453, CVE-2026-43458, CVE-2026-43459, CVE-2026-43466, CVE-2026-43469, CVE-
2026-43472, CVE-2026-43473, CVE-2026-43475, CVE-2026-43476, CVE-2026-43480, CVE-2026-
43484, CVE-2026-43493, CVE-2026-43496, CVE-2026-43497, CVE-2026-43501, CVE-2026-43502,
CVE-2026-4367, CVE-2026-4519, CVE-2026-45409, CVE-2026-45834, CVE-2026-45835, CVE-
2026-45836, CVE-2026-45838, CVE-2026-45839, CVE-2026-45840, CVE-2026-45841, CVE-2026-
45842, CVE-2026-45843, CVE-2026-45844, CVE-2026-45846, CVE-2026-45847, CVE-2026-
45848, CVE-2026-45852, CVE-2026-45856, CVE-2026-45857, CVE-2026-45860, CVE-2026-
45862, CVE-2026-45864, CVE-2026-45866, CVE-2026-45867, CVE-2026-45868, CVE-2026-
45869, CVE-2026-45870, CVE-2026-45871, CVE-2026-45873, CVE-2026-45875, CVE-2026-45879,
CVE-2026-45883, CVE-2026-45885, CVE-2026-45890, CVE-2026-45891, CVE-2026-45899, CVE-
2026-45902, CVE-2026-45904, CVE-2026-45911, CVE-2026-45912, CVE-2026-45915, CVE-2026-
45916, CVE-2026-45919, CVE-2026-45920, CVE-2026-45924, CVE-2026-45935, CVE-2026-45936,
CVE-2026-45941, CVE-2026-45946, CVE-2026-45948, CVE-2026-45954, CVE-2026-45956, CVE-
2026-45958, CVE-2026-45960, CVE-2026-45964, CVE-2026-45965, CVE-2026-45968, CVE-
2026-45969, CVE-2026-45970, CVE-2026-45974, CVE-2026-45978, CVE-2026-45983, CVE-
2026-45984, CVE-2026-45985, CVE-2026-45986, CVE-2026-45987, CVE-2026-45988, CVE-
2026-45994, CVE-2026-46002, CVE-2026-46004, CVE-2026-46006, CVE-2026-46009, CVE-
2026-46015, CVE-2026-46018, CVE-2026-46019, CVE-2026-46022, CVE-2026-46023, CVE-2026-
46024, CVE-2026-46027, CVE-2026-46033, CVE-2026-46037, CVE-2026-46040, CVE-2026-
46043, CVE-2026-46044, CVE-2026-46046, CVE-2026-46047, CVE-2026-46049, CVE-2026-
46050, CVE-2026-46051, CVE-2026-46053, CVE-2026-46062, CVE-2026-46064, CVE-2026-
46070, CVE-2026-46072, CVE-2026-46077, CVE-2026-46080, CVE-2026-46082, CVE-2026-
46088, CVE-2026-46098, CVE-2026-46099, CVE-2026-46101, CVE-2026-46102, CVE-2026-46107,
CVE-2026-46108, CVE-2026-46112, CVE-2026-46119, CVE-2026-46120, CVE-2026-46122, CVE-
2026-46123, CVE-2026-46124, CVE-2026-46127, CVE-2026-46128, CVE-2026-46132, CVE-2026-
46133, CVE-2026-46135, CVE-2026-46137, CVE-2026-46146, CVE-2026-46149, CVE-2026-46150,
CVE-2026-46151, CVE-2026-46161, CVE-2026-46163, CVE-2026-46167, CVE-2026-46168, CVE-
2026-46172, CVE-2026-46174, CVE-2026-46177, CVE-2026-46178, CVE-2026-46184, CVE-2026-
46186, CVE-2026-46187, CVE-2026-46189, CVE-2026-46195, CVE-2026-46197, CVE-2026-46198,
CVE-2026-46205, CVE-2026-46206, CVE-2026-46209, CVE-2026-46212, CVE-2026-46214, CVE-
2026-46219, CVE-2026-46220, CVE-2026-46227, CVE-2026-46230, CVE-2026-46231, CVE-2026-
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46233, CVE-2026-46234, CVE-2026-46236, CVE-2026-46238, CVE-2026-46243, CVE-2026-
46249, CVE-2026-46250, CVE-2026-46253, CVE-2026-46259, CVE-2026-46267, CVE-2026-
46270, CVE-2026-46273, CVE-2026-46274, CVE-2026-46275, CVE-2026-46285, CVE-2026-
46294, CVE-2026-46301, CVE-2026-46303, CVE-2026-46304, CVE-2026-46307, CVE-2026-46319,
CVE-2026-46328, CVE-2026-46569, CVE-2026-46570, CVE-2026-46571, CVE-2026-46572, CVE-
2026-46968, CVE-2026-47010, CVE-2026-47021, CVE-2026-47027, CVE-2026-47057, CVE-2026-
47058, CVE-2026-47059, CVE-2026-47063, CVE-2026-4786, CVE-2026-50812, CVE-2026-50813,
CVE-2026-52911, CVE-2026-52912, CVE-2026-52914, CVE-2026-52915, CVE-2026-52916, CVE-
2026-52919, CVE-2026-52920, CVE-2026-52921, CVE-2026-52922, CVE-2026-52925, CVE-2026-
52926, CVE-2026-5293]1, CVE-2026-52954, CVE-2026-52955, CVE-2026-52957, CVE-2026-52958,
CVE-2026-52962, CVE-2026-52963, CVE-2026-52969, CVE-2026-52970, CVE-2026-52982, CVE-
2026-52984, CVE-2026-52985, CVE-2026-52986, CVE-2026-52992, CVE-2026-52993, CVE-
2026-52995, CVE-2026-52998, CVE-2026-52999, CVE-2026-5300]1, CVE-2026-53002, CVE-
2026-53003, CVE-2026-53004, CVE-2026-53006, CVE-2026-53011, CVE-2026-53012, CVE-2026-
53016, CVE-2026-53021, CVE-2026-53022, CVE-2026-53023, CVE-2026-53037, CVE-2026-53039,
CVE-2026-53040, CVE-2026-53041, CVE-2026-53043, CVE-2026-53045, CVE-2026-53046, CVE-
2026-53047, CVE-2026-53048, CVE-2026-53049, CVE-2026-53050, CVE-2026-53059, CVE-
2026-53060, CVE-2026-53061, CVE-2026-53062, CVE-2026-53064, CVE-2026-53065, CVE-
2026-53068, CVE-2026-53069, CVE-2026-53071, CVE-2026-53072, CVE-2026-53073, CVE-2026-
53074, CVE-2026-53075, CVE-2026-53077, CVE-2026-53082, CVE-2026-53088, CVE-2026-
53093, CVE-2026-53096, CVE-2026-53112, CVE-2026-53128, CVE-2026-53130, CVE-2026-53287,
CVE-2026-53291, CVE-2026-53294, CVE-2026-53295, CVE-2026-53296, CVE-2026-53304, CVE-
2026-53306, CVE-2026-53309, CVE-2026-53320, CVE-2026-53369, CVE-2026-53379, CVE-
2026-54411, CVE-2026-55693, CVE-2026-55892, CVE-2026-55895, CVE-2026-56135, CVE-2026-
56136, CVE-2026-5704, CVE-2026-5713, CVE-2026-5745, CVE-2026-57452, CVE-2026-57453,
CVE-2026-57455, CVE-2026-57456, CVE-2026-58055, CVE-2026-58469, CVE-2026-58470, CVE-
2026-58471, CVE-2026-58472, CVE-2026-59856, CVE-2026-59857, CVE-2026-59858, CVE-2026-
59939, CVE-2026-59995, CVE-2026-59996, CVE-2026-59997, CVE-2026-59998, CVE-2026-
59999, CVE-2026-60000, CVE-2026-60001, CVE-2026-60002, CVE-2026-60147, CVE-2026-6019,
CVE-2026-6100, CVE-2026-61548, CVE-2026-61897, CVE-2026-61898, CVE-2026-63860, CVE-
2026-63865, CVE-2026-64018, CVE-2026-64032, CVE-2026-64033, CVE-2026-64034, CVE-
2026-64039, CVE-2026-64046, CVE-2026-64047, CVE-2026-64055, CVE-2026-64056, CVE-
2026-64083, CVE-2026-64084, CVE-2026-64085, CVE-2026-64086, CVE-2026-64087, CVE-
2026-64088, CVE-2026-64089, CVE-2026-64096, CVE-2026-64102, CVE-2026-64103, CVE-2026-
6413, CVE-2026-64114, CVE-2026-64115, CVE-2026-64125, CVE-2026-64133, CVE-2026-64135,
CVE-2026-64153, CVE-2026-64155, CVE-2026-64164, CVE-2026-64165, CVE-2026-64166, CVE-
2026-64168, CVE-2026-64173, CVE-2026-64174, CVE-2026-64177, CVE-2026-64178, CVE-2026-
64179, CVE-2026-64185, CVE-2026-6653, CVE-2026-7774, CVE-2026-8286, CVE-2026-8328, CVE-
2026-8458, CVE-2026-8924, CVE-2026-8925, CVE-2026-8926, CVE-2026-8927, CVE-2026-9079,
CVE-2026-9080, CVE-2026-9494, CVE-2026-9545, CVE-2026-9547, CVE-2026-9669

33 of 51



Installation, Upgrade, and Configuration Changes

Installation, Upgrade, and Configuration Changes

Installation Information

For license requirements for ExtremeCloud IQ Site Engine and devices, see Licensing.

For complete installation instructions, see ExtremeCloud IQ Site Engine Suite Installation.

Upgrading Without an Internet Connection

If your Linux system requires an operating system upgrade, you are prompted to upgrade using
either an internet connection or locally (without an internet connection) if no additional Ubuntu
packages need to be installed.

' ATTENTION !!!

We can attempt to upgrade the 0S without using the internet if there were no
extra Ubuntu packages installed. If there were extraneous packages installed,
the upgrade will fail with this method.

Do you want to attempt a local in-place upgrade of the 0S and reboot when
complete? (Y/n)
Custom FlexViews

When reinstalling ExtremeCloud IQ Site Engine Console, the installation program saves copies of any
FlexViews you created or modified in the
<install directory>\.installer\backup\current\appdata\System\FlexViews folder.

If you are deploying FlexViews via the ExtremeCloud IQ Site Engine server, save them in the
appdata\VendorProfiles\Stage\MyVendorProfile\FlexViews\My FlexViews folder.
Custom MIBs and Images

If you are deploying MIBs via the ExtremeCloud IQ Site Engine server, they are saved in the
appdata\VendorProfiles\Stage\MyVendorProfile\MIBs\ folder.

If you are deploying device images (pictures) via the ExtremeCloud IQ Site Engine server, they are
saved in the appdata\VendorProfiles\Stage\MyVendorProfile\Images\ folder.

Important Upgrade Information

A special Data Migration Procedure is required to upgrade ExtremeCloud IQ Site Engine from versions
older than 24.07. The minimum version to upgrade Analytics Engines and Access Control Engines is
24.02.13.
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NOTE:

ExtremeCloud IQ Site Engine Version 26.08.12 contains an OS upgrade. If upgrading
from version 24.02.15 then internet connectivity is required to download custom
packages.

The installer prompts "Do you want to use the Internet to perform the OS upgrade?".
The offline upgrade path is supported when no custom packages are installed (answer
N). The online upgrade is required when custom packages are manually installed
(answer Y). An online upgrade is recommended when an online upgrade was used
previously, however there is a risk of session timeout due to 15 minutes of screen
inactivity.

To upgrade Access Control Engines and Application Analytics Engines you can use the
directive --keepalive to decrease the chance of a session expiry timeout from 15

minutes of no screen activity.

From Version (currently running)

To Version
(next step in
upgrade path)

ExtremeCloud IQ Site Engine 24.07.x, 24.10.x. 25.02.x,

ExtremeCloud IQ

25.05.x. 25.08.x, 25.11.x, 26.02.x, 26.06.x, 26.08.x Site Engine
26.08
Application Analytics Engine, Access Control Engine Application

24.02.15, 24.07.x, 24.10.x, 25.02.x, 25.05.x, 25.08.x,
25.11.x, 26.02.x, 26.06.x, 26.08.x

Analytics Engine,
Access Control
Engine 26.08

ExtremeCloud IQ Site Engine 24.02.x

Fresh installation
of ExtremeCloud
IQ Site Engine
25.08 and follow
the Data

Migration
Procedure

ExtremeCloud IQ Site Engine 23.04.12, 23.07.x, 23.11.x,

ExtremeCloud IQ

24.02.x Site Engine
24.02.15
Application Analytics Engine, Access Control Engine Application

23.04.12, 23.07.x, 23.11.x, 24.02.x

Analytics Engine,
Access Control

Engine 24.02.15
ExtremeCloud IQ Site Engine 21.x, 22.x, 23.2.x 23.04.10, ExtremeCloud IQ
23.04.11 Site Engine

23.04.12
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To Version
(next step in
From Version (currently running) upgrade path)
Application Analytics Engine, Access Control Engine 21.x, Application
22.x, 23.2.x, 23.04.10, 23.04.11 Analytics Engine,

Access Control
Engine 23.04.12

Extreme Management Center version 8.5.7 ExtremeCloud IQ
Site Engine
24.02.15

Extreme Management Center version 8.2.x to 8.5.6 Extreme
Management
Center 8.5.7

Extreme Management Center version 8.0.x to 8.1.x Extreme
Management
Center 8.3.3.1

NetSight version 7.1.4.1 Extreme
Management
Center 8.3.3.11
NetSight version 7.x NetSight 7.1.4.1
NetSight version 6.3.0.186 NetSight 7.1.4.1
NetSight version 6.x NetSight
6.3.0.186
IMPORTANT: A backup (Administration > Backup/Restore) of the database must be

performed prior to the upgrade and saved to a safe location.

If you use LDAPS with a Fully Qualified Domain Name (FQDN) in the URL to authorize a user to the
OneView, then ExtremeCloud IQ Site Engine presents the Server Certificate (located in Administration >
Certificates > Server Certificate Information) to the LDAPS server. If the LDAPS server presents a
certificate that does not match the LDAPS URL, then the certificate is rejected with the error
“Certificate Unknown”.

The best practice is to use a trusted certificate if the LDAPS URL is defined with FQDN, otherwise the
LDAPS server might not accept the LDAPs connection. The alternative option is to use an IP address in
the LDAPS URL instead of FQDN.
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Important Upgrade Considerations

¢ If your network is using ExtremeAnalytics or ExtremeControl engines, or another add-on
feature, you must first perform the ExtremeCloud IQ Site Engine upgrade to version 26.08.12
and then upgrade the feature.

e To upgrade Traffic Sensor from version 21.x, a fresh installation is recommended. If the fresh
installation cannot be used, then please check Knowledge Base for a special procedure.

* If the online upgrade fails due to an Internet connectivity issue, fix the connectivity issue and
rerun the upgrade.

When performing an upgrade, be sure to back up the database prior to
IMPORTANT: performing the upgrade, and save it to a safe location. Use the
Administration > Backup/Restore tab to perform the backup.

* When upgrading the ExtremeCloud IQ Site Engine server, ExtremeAnalytics engine, or Access
Control engine to version 26.08.12, ensure the DNS server IP address is correctly configured.

* When upgrading to ExtremeCloud IQ Site Engine version 26.08.12, if you adjusted the
ExtremeCloud IQ Site Engine memory settings and want them to be saved on upgrade, a flag (-
DcustomMemory) needs to be added to the /usr/local/Extreme
Networks/NetSight/services/nsserver.cfq file.

For example:
-Xmsl2g -Xmx24g -XX:HeapDumpPath=../../nsdump.hprof -
XX:+HeapDumpOnOutOfMemoryError -XX:MetaspaceSize=128m -DcustomMemory

License Renewal

Upgrading to ExtremeCloud IQ Site Engine version 26.08.12 requires you to transition from perpetual to
subscription-based license model. Existing NMS licenses do not provide access to ExtremeCloud I1Q
Site Engine. If your perpetual licenses were not transitioned to subscription-based licenses, contact
your Extreme Networks Representative for assistance.

Free Space Consideration

When upgrading to ExtremeCloud IQ Site Engine version 26.08.12, a minimum of 15 GB of free disk
space is required on the ExtremeCloud IQ Site Engine server

To increase the amount of free disk space on the ExtremeCloud IQ Site Engine server, perform the
following:

» Decrease the number of ExtremeCloud IQ Site Engine backups (by default, saved in the
/usr/local/Extreme Networks/NetSight/backup directory).
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 Decrease the Data Persistence settings (Administration > Options > Access Control > Data
Persistence).

» Remove unnecessary archives (Network > Archives).

e Delete thefilesinthe <installation directory>/NetSight/.installer directory.

Site Discover Consideration

Discovering devices via the Site tab using a Range, Subnet, or Seed discover might not successfully add
all expected devices. To correct the issue, increase the Length of SNMP Timeout value on the
Administration > Options > Site tab in the Discover First SNMP Request section.

ExtremeAnalytics Upgrade Information

Enabling or disabling the disk flow export feature might cause enforce operations to time out. Enforcing
again resolves the issue.

When you delete an ExtremeXOS/Switch Engine device that is configured as a flow source via the Flow
Sources table of the Analytics > Configuration > Engines > Configuration tab from the Devices list on the
Network > Devices tab, an error message is generated in the server. log. The message does not warn
you that the device is in use as a flow source. Adding the device back in the Devices list on the Network
> Devices tab or removing the device from the Flow Source table fixes the issue.

The Flow Sources table on the Analytics > Configuration > engine > Configuration tab may take a few
minutes to load.

The best practice is for all Application Analytics Engines to run the same version as ExtremeCloud IQ
Site Engine.

ExtremeControl Version 8.0 and later

Beginning in version 8.0, ExtremeControl may fail to join Active Directory when accessing as a Standard
Domain User with Descendant Computer Objects ("Reset password" permissions only) group member.

To allow this functionality, add the following permissions:
* Reset Password
e Validated write to DNS host name
e Validated write to service principal
¢ Read and write account restrictions
¢ Read and write DNS host name attributes

¢ Write servicePrincipalName
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Other Upgrade Information

Immediately after you install version 26.08.12 on the Access Control engine, the date and time does not
properly synchronize and the following error message displays:

WARNING: Unable to synchronize to a NTP server. The time might not be
correctly set on this device.

Ignore the error message and the date and time automatically synchronize after a short delay.

Additionally, the following message might display during the ExtremeControl upgrade to version
26.08.12:

No domain specified

To stop domain-specific winbindd process, run /etc/init.d/winbindd stop {example-
domain.com}

Upgrading Access Control Engine to Version 26.08.12

General Upgrade Information

The EAP-TLS Certificates with SHAT are considered weak and are not accepted anymore. The radius
server fails to start with the SHAT certificate. You can use a more secure certificate, such as SHA256.

You are not required to upgrade your Access Control Engine version to 26.08.12 when upgrading to
ExtremeCloud IQ Site Engine version 26.08.12. However, both ExtremeCloud IQ Site Engine and Access
Control Engine must be at version 26.08.12 in order to take advantage of the new ExtremeControl
version 26.08.12 features. The best practice is for all Access Control Engines to run the same version as
ExtremeCloud IQ Site Engine.

In addition, if your ExtremeControl solution utilizes a Nessus assessment server, you should also
upgrade your assessment agent adapter to version 26.08.12 if you upgrade to ExtremeControl version
26.08.12.

You can download the latest Access Control Engine version at the Extreme Portal.

LDAPS servers with FQDN

If the LDAPS server URL uses a Fully Qualified Domain Name (FQDN), then the LDAPS client of Access
Control Engine presents the internal Commmunication Certificate to the LDAPS server. If the LDAPS
server URL uses a FQDN then the LDAPS client of ExtremeCloud IQ Site Engine presents the Server
Certificate (located in Administration > Certificates > Server Certificate Information) to the LDAPS
server. If the LDAPS server presents a certificate that does not match the LDAPS URL, then the
certificate is rejected with the error “Certificate Unknown”

The best practice is to use trusted certificates if the LDAPS URL is defined with FQDN, otherwise the
LDAPS server might not accept the LDAPS connection. If the LDAPS server URL uses an IP address then
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the LDAPS client (of both Access Control Engine and ExtremeCloud IQ Site Engine) does not present
the Certificate to the LDAPS server.

Upgrading to Policy Manager 26.08.12

¢ Policy Manager 26.08.12 only supports ExtremeWireless Controller version 8.01.03 and higher. If
you upgrade to ExtremeCloud IQ Site Engine 26.08.12 prior to upgrading your controllers, then
Policy Manager does not allow you to open a domain where the controllers already exist or add
them to a domain. A dialog is displayed indicating your controllers do not meet minimum
version requirements and that they must be upgraded before they can be in a domain.

¢ Following an upgrade to Wireless Controller version 8.31and higher, a Policy Manager enforce
fails if it includes changes to the default access control or any rules that are set to contain. To
allow Policy Manager to modify the default access control or set rules to contain, you must
disable the "Allow" action in policy rules contains to the VLAN assigned by the role
checkbox accessed from the Wireless Controller's web interface on the Roles > Policy Rules
tab. This will allow the enforce operation to succeed.

Fabric Configuration Information

Certificate

Fabric Manager might be unavailable via ExtremeCloud IQ Site Engine after upgrading if the certificate
is missing in ExtremeCloud IQ Site Engine Trust store.

To ensure Fabric Manager is available, enter the Fabric Manager certificate in the ExtremeCloud IQ Site
Engine Trust store using Generate Certificate option. See Add Fabric Manager Certificate for the
certificate procedure.

Authentication Key

When you provision authentication keys for Fabric Attach, the key cannot be read back for security
reasons. When the key is read from the device, it always shows "****" For this reason, it might seem that
there is a configuration mismatch when one does not exist.

Service Configuration Change

If you change a configured service via the Configure Device window that references one of the
following, and then enforce those changes to the device, the configuration on the device might change
unexpectedly:

e MLT
e SMLT
e Port-specific settings to a port belonging to an MLT or SMLT
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To prevent this merge, change rows in the Enforce Preview window where MLT or SMLT are in use from
Current to Desired.

To correct the issue after enforcement, modify the service on the device via the CLI.

CLIP Addresses

Using the CLIP Addresses table in the Configure Device window, you can enter addresses in both IPv4
and IPv6 formats. However, ExtremeCloud IQ Site Engine version 26.08.12 only supports applying a
single address (either IPv4 or IPv6) to a Loopback Interface.

Upgrading VSP-8600

When upgrading from Extreme Management Center version 8.2 to version 8.3. manually reload
previously discovered VSP-8600 devices to gain access to Fabric Connect features.

Removing Fabric Connect Configuration

Removing a device's Fabric Connect configuration by setting the Topology Definition to <None> may
fail if the device has Logical Interfaces assigned to ISIS.

Password Configuration

Fabric Manager fails to onboard in ExtremeCloud IQ Site Engine if the root password includes an
ampersand (&) character. Additionally, if the Administration > Inventory Manager > SCP tab contains a
password that includes an ampersand (&) in ExtremeCloud IQ Site Engine, the Fabric Manager firmware
does not download successfully.

Ensure you use a password without an ampersand (&) character.

VRF Configuration

Fabric Engine SNMP performance is adversely affected as the number of VRF configurations increases.
This issue can be resolved by upgrading toFabric Engine release 8.1.1 or later or VSP-8600 series
version 6.3.3 or later.

Device Configuration Information

VDX Device Configuration

To properly discover interfaces and links for VDX devices in ExtremeCloud IQ Site Engine, enable
three-tuple-1if onthe device.
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To enable three-tuple-if on the device in ExtremeCloud IQ Site Engine:

1. Access the Network > Devices tab.
NOTE:

2. Right-click on the device in the Devices table.

3. Select Tasks > Config > VDX Config Basic Support.

Additionally, for ExtremeCloud IQ Site Engine to display VCS fabric, the NOS version must be 7.2.0a or
later.

Rediscover VDX devices after upgrading to ExtremeCloud IQ Site Engine.

Fabric Engine Device Configuration

Topology links from Fabric Engine devices to other Fabric Engine or ERS devices might not display ina
topology map (or might display inconsistently). To ensure topology map links display correctly, verify
that the Fabric Engine device is configured to publish its management IP address in the autotopology
(SONMP) data.

Ensure that the output of show sys setting command shows:

autotopology : on
ForceTopologyIpFlag : true
clipId-topology-ip : O

If the output values displayed are different, configure the Fabric Engine device to publish management
IP address in SONMP data by executing the following CLI commands:

(config) # autotopology
(config)# sys force-topology-ip-flag enable
(config)# default sys clipId-topology-ip

The Status of LAG links in maps will start working after the next polling following an upgrade to
ExtremeCloud IQ Site Engine. You can initiate the polling of a device by performing a
refresh/rediscovery of the device.

ERS Device Configuration

ERS devices might automatically change VLAN configurations you define in ExtremeCloud IQ Site
Engine. To disable this, change the vlian configcontrol setting for ERS devices you add to
ExtremeCloud IQ Site Engine by entering the following in the device command line:

CLI commands

enable

config term

vlan configcontrol flexible

Additionally, configure all VLANs on the port for an ERS device with the same tag status (tagged or
untagged). If enforcing to an ERS device on which a port has at least one VLAN as tagged,
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ExtremeCloud IQ Site Engine adds all untagged VLANSs to the tagged VLAN list and clears the untagged
VLAN list.

Creating an archive for ERS devices using the Network > Archives tab does not complete successfully if
Menu mode (cmd-interface menu) is used instead of CLI mode (cmd-interface cli). See How To Set
Default Management Interface To Either Menu or CLI Mode to create the archive.

SLX Device Configuration

When creating a ZTP+ Configuration for an SLX 9240 on which firmware version 18s.01.01 or 18s.01.02 is
installed, the ZTP+ process fails if the Administration Profile value uses SSH or Telnet CLI credentials.
ExtremeCloud IQ Site Engine indicates that the SSH or CLI profile is not supported by the device.

To create a ZTP+ configuration for an SLX 9240:

1. Create a new Device Profile with the CLI Credential set to < No Access >.

The SLX ZTP+ Connector does NOT support configuring CLI credentials on the

NOTE: device.

2. Create the ZTP+ Configuration and select the new Device Profile you created in Step 1as the
Administration Profile.

3. After the ZTP+ process successfully completes and the device is added to ExtremeCloud IQ
Site Engine, select a Device Profile that uses the correct CLI credentials for the SLX device in
the Administration Profile.

ExtremeXOS Device Configuration

ExtremeXOS/Switch Engine devices on which firmware version 30.3.1.6 is installed do not download and
install new firmware versions successfully via the ZTP+ process. To correct the issue, access the
Network > Firmware tab in ExtremeCloud IQ Site Engine, select the ExtremeXOS device you are
updating via ZTP+, and change the Version field in the Details right-panel from builds/xos_30.3/30.3.1.6
to 30.3.16.

Firmware Upgrade Configuration Information

ExtremeCloud IQ Site Engine supports firmware downloads and uploads to devices using TFTP, FTP,
SCP, and SFTP. However, before firmware images can be downloaded or uploaded from the server,
ExtremeCloud IQ Site Engine needs the root path or directory for each of the protocols. The following
default root paths for each protocol are configurable from the Administration > Options > Inventory
Manager tab:

Protocol Root Path:

o TFTP: /tftpboot/firmware/images/
o FTP: /tftpboot/firmware/images/
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e SCP: /root/firmware/images/

e SFTP: /root/firmware/images/

To upload firmware images that are 2 GB or less to the server, use the ExtremeCloud IQ Site

EngineNetwork > Firmware tab. For files larger than 2 GB, use a third-party client (such as SCP, WinSCP,
or FTP).

For example, to use SCP to upload a firmware image to the SCP root path on the server, enter the
following:

e scp <LOCAL FIRMWARE PATH> root@<ExtremeCloud IQ Site EngineﬁSERVERf
IP>:/root/firmware/images

e Where:

e <ExtremeCloud IQ Site Engine_SERVER_IP>= IP Address to ExtremeCloud IQ Site Engine
Server

e <LOCAL_FIRMWARE_PATH>= fully qualified path to a firmware image on the client
machine

Wireless Manager Upgrade Information

A High Availability pair cannot be added as a flow source if the WLAN(s) selected are not in common
with both wireless controllers.

Server and Client System Requirements

Wireless event collection is disabled by default in version 26.08.12 due to

the increase in disk space usage required. To enable event collection, select

Enable Event CollectionEvent Analyze. Then select Administration >
IMPORTANT: Options > Event Analyzer.

Internet Explorer is not supported in ExtremeCloud IQ Site Engine version
26.08.12.

Operating System Requirements

ExtremeCloud IQ Site Engine Server Requirements

Manufacturer Operating System

Linux Red Hat Enterprise Linux 9.8
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Manufacturer Operating System

VMware® (ExtremeCloud IQ Site Engine Virtual Engine) VMware ESXi™ 6.0 server
VMware ESXi™ 6.5 server
VMware ESXi™ 6.7 server
VMware ESXi™ 7.0 server
VMware ESXi™ 8.0 server
vSphere (client only)™

Microsoft® Hyper-V (ExtremeCloud IQ Site Engine Virtual Windows® Server 2022
Engine) Windows® Server 2025

Nutanix (ExtremeCloud IQ Site Engine Virtual Engine) AHV:11.0.0.2
AOS:7.5.0.6
Prism Central: 2026.27648

Extreme Networks Universal Compute Platform 2130C version
5.09.01

These are the operating system requirements for the ExtremeCloud IQ Site Engine server.

ExtremeCloud IQ Site Engine Client Requirements

These are the operating system requirements for remote ExtremeCloud IQ Site Engine client machines.

Manufacturer Operating System
Windows (qualified on the English version of the Windows® 10 and 11
operating systems)

Linux Red Hat Enterprise Linux 9.8
Mac OS X° Monterey, Sonoma

ExtremeCloud IQ Site Engine Server and Client Hardware
Requirements

These are the hardware requirements for the ExtremeCloud IQ Site Engine server and ExtremeCloud IQ
Site Engine client machines.

NOTES: ExtremeControl and ExtremeAnalytics are not supported on Small ExtremeCloud IQ Site
Engine servers.

ExtremeCloud IQ Site Engine Server Requirements

Small Medium Enterprise Large Enterprise
Total CPUs 1 2 2 2
Total CPU Cores 8 16 24 24
Memory 16 GB 32GB 64 GB 64 GB
Disk Size 240 GB 480 GB 960 GB 192 TB
IOPS 200 200 10,000 10,000
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Small Medium Enterprise Large Enterprise

Recommended scale based on server configuration:

Maximum APs 250 2,500 25,000 25,000
Maximum Wireless 2,500 25,000 100,000 100,000

MUs

Maximum XIQ 2 4 100 100
Controllers

Maximum Managed 100 1,000 10,000 air gap 10,000 air gap
Devices 8,000 connected 8,000 connected
Maximum Concurrent 5 15 50 50
Management Sessions

ExtremeControl End- N/A 50,000 200,000 200,000
Systems

Statistics Retention 90 180 180 360

(Days)

ExtremeAnalytics No Yes Yes Yes

MU Events No Yes Yes Yes

For optimal performance the CPU and Memory needs to reserved in the ESX Client

IMPORTANT:
and the virtual machine needs to be deployed using Thick Disk provisioning.

ExtremeCloud IQ Site Engine Client Requirements

Requirements

CPU Speed Dual Core Processor
Memory 8 GB
Disk Size 300 MB (User's home directory requires 50 MB for file storage)

Java Runtime Environment (JRE) (Oracle Java only)  Version 8 (for FlexView Editor / MIB Tools)

Browser! (Enable JavaScript and Cookies) Microsoft Edge
Mozilla Firefox
Google Chrome

Browsers set to a zoom ratio of less than 100% might not display ExtremeCloud IQ Site Engine properly
(for example, missing borders around windows). Setting your browser to a zoom ratio of 100% corrects
this issue.

Virtual Engine Requirements

The ExtremeCloud IQ Site Engine, ExtremeControl, and ExtremeAnalytics virtual engines must be
deployed on a VMware, Hyper-V server, Nutanix, or Extreme Networks Universal Compute Platform.

* ExtremeCloud IQ Site Engine and virtual engines are packaged in the .OVA file format for
VMware deployment.
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¢ ExtremeCloud IQ Site Engine and virtual engines are packaged in the .ZIP file format for Hyper-

V deployment.

* ExtremeCloud IQ Site Engine and virtual engines are packaged in the .OVA file format for

deployment to the Nutanix through Prism Central.

e ExtremeCloud IQ Site Engine and virtual engines are packaged in the .TAR file format for

deployment to the Universal Compute Platform.

For ESX and Hyper-V servers configured with AMD processors, the

IMPORTANT:
least Bulldozer based Opterons.

ExtremeExtremeAnalytics virtual engine requires AMD processors with at

ExtremeCloud IQ Site Engine Virtual Engine Requirements

Specifications Small Medium Enterprise UCP 2130C

Total CPU Cores 8 16 24 N/A

Memory 16 GB 32GB 64 GB N/A

Disk Size 240 GB 480 GB 960 GB N/A

IOPS 200 200 10,000 N/A

Recommended scale based on server configuration:

Maximum APs 250 2,500 25,000 25.000

Maximum Wireless MUs 2,500 25,000 100,000 100,000

Maximum XIQ Controllers 2 4 100 100

Maximum Managed Devices 100 1,000 10,000 air gap 10,000 air gap
8,000 connected 8,000 connected

Maximum Concurrent Management Sessions 5 15 50 50

Access Control End-Systems N/A 50,000 200,000 200,000

Statistics Retention (Days) 90 180 180 180

ExtremeAnalytics No Yes Yes Yes

MU Events No Yes Yes Yes

For optimal performance the CPU and Memory needs to reserved in the

IMPORTANT:
provisioning.

ESX Client and the virtual machine needs to be deployed using Thick Disk

Access Control Virtual Engine Requirements

Specifications Small Medium Enterprise Large Enterprise UCP 2130C
Total CPU Cores 8 16 16 20 N/A
Memory 12 GB 16 GB 32GB 48 GB N/A
Disk Size 40 GB 120 GB 120 GB 120 GB N/A
IOPS 200 200 200 200 N/A
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Specifications Small Medium Enterprise Large Enterprise UCP 2130C

Recommended scale based on server configuration:

ExtremeControl End- 3,000 6,000 9,000/12,000' 12,000/24,000? 12,000/24,000?
Systems

Authentication Yes Yes Yes Yes Yes

Captive Portal No Yes Yes/No' Yes/No? Yes/No?
Assessment No Yes No No No

'The Enterprise Access Control Engine configuration supports two different scale options:
* Up to 9,000 end-systems if your network uses Captive Portal functionality.

* Up to 12,000 end-systems if your network does not use Captive Portal functionality.

2 The Large Enterprise Access Control Engine configuration supports two different scale options:

e Up to 12,000 end-systems if your network uses Captive Portal functionality.

* Up to 24,000 end-systems if your network does not use Captive Portal functionality.

For optimal performance the CPU and Memory needs to reserved in the
IMPORTANT: ESX Client and the virtual machine needs to be deployed using Thick Disk
provisioning.

ExtremeAnalytics Virtual Engine Requirements

Specifications Small Medium Enterprise UCP 2130C
Total CPU Cores 8 16 16 N/A
Memory 12 GB 32GB 64 GB N/A
Disk Size 40 GB 480 GB 960 GB N/A
IOPS 200 10,000 10,000 N/A

Recommended scale based on server
configuration:

Flows Per Minute 250,000 500,000 750,000 750,000
End-Systems 10,000 20,000 30,000 30,000
Raw Flow Retention (Days) 35 35 7 7
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The ESXi free license supports a maximum of 8 CPU cores, and the medium
and enterprise ExtremeAnalytics virtual engine installations require 16 CPU
cores. Sixteen CPU cores are only available by purchasing a permanent
license. To use the ExtremeAnalytics virtual engine with an ESXi free license,
IMPORTANT: adjust the number of CPU cores to 8.

To reduce the possibility of impaired

functionality, ensure at least 4 GB of

swap space is available for flow storage on the ExtremeAnalytics virtual
engine. To verify the amount of available RAM on your Linux system, use the

free command

Fabric Manager Requirements

Specifications

Requirements

Total CPU Cores 4

Memory

9GB

Memory allocated to Java:

-Xms 4GB
=-Xmx 6 GB
Disk Size 60 GB

ExtremeControl Captive Portal Supported End-System Browsers

The following table outlines the supported desktop and mobile end-system browsers connecting to
the network through the Mobile Captive Portal of Extreme NetworksExtremeControl.

Medium Browser

Desktop Microsoft Edge
Microsoft Internet Explorer
Mozilla Firefox
Google Chrome

Mobile Internet Explorer Mobile

Microsoft Edge

Microsoft Windows 10 Touch Screen Native (Surface Tablet)
iOS Native

Android Chrome

Android Native

Dolphin

Opera
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Server and Client System Requirements

NOTES: A native browser indicates the default, system-installed browser. Although this might be
Chrome (Android), this also includes the default, system-controlled browser used for a
device's Captive Network Detection for a device. Typically, this is a non-configurable option
for Wi-Fi Captive Network Detection, but default Android, Microsoft and iOS devices are
tested for compatibility with the Mobile Captive Portal.

A mobile device can access the standard (non-mobile) version of the Captive Portal using
any desktop-supported browsers available on a mobile device.

For other browsers, the Mobile Captive Portal requires the browser on the mobile device to be
compatible with Webkit or Sencha Touch.

To confirm compatibility with Webkit or Sencha Touch, open http://<ExtremeControlEngine
IP>/mobile screen preview using your mobile web browser.

 If the browser is compatible, the page displays properly.

* If the browser is not compatible with the Mobile Captive Portal, the following error displays:

Message from webpage

This browser does not support WebKit (hitpy/fwwwv.weblitong)

I % or Sencha Touch, which is required to display the mobile captive
portal. Please view this in a browser such as Chrome
(hitpy/fwww.google.com/chrome) or Safar
(hitpe/veww.apple.comysateri)

Access Control Engine Version Requirements

For complete information on Access Control engine version requirements, see Important Upgrade
Information.

ExtremeControl VPN Integration Requirements
VPN concentrators are supported for use in Access Control VPN deployment scenarios.

» Supported Functionality: Authentication and Authorization (policy enforcement)
Cisco ASA
Enterasys XSR

e Supported Functionality: Authentication
Juniper SA (requires an S-Series Stand Alone (SSA) system in order to provide access control)

NOTE: For all Access Control VPN Deployment scenarios, an S-Series Stand Alone (SSA) system is
required to change authorization levels beyond the initial authorization, such as when using
assessment.
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Server and Client System Requirements

ExtremeControl SMS Gateway Requirements

The following SMS Gateways have been tested for interoperability with ExtremeControl:

¢ Clickatell

¢ Mobile Pronto

ExtremeControl SMS Text Messaging Requirements

The following mobile service providers are supported by default for SMS text messaging in an
ExtremeControl deployment. Additional service providers can be added:

AT&T Sprint PCS

Alltel SunCom

Bell Mobility (Canada) T-Mobile

Cingular US Cellular

Metro PCS Verizon

Rogers (Canada) Virgin Mobile (US and Canada)

ExtremeAnalytics Requirements

To use an ExtremeSwitching X440-G2 switch as an Application Telemetry source for ExtremeAnalytics,
install firmware version 22.4.1.4-patch2-5 or higher.
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