
RELEASE NOTES:

4655 Great America Parkway
Santa Clara, CA  95054

Phone 1-800-4Nortel
www.nortelnetworks.com

Alteon Switched Firewall
Release 3.0.3

Part Number: 215041-B, June 2003

TM

ASF 3.0.3 Release Notes



Alteon Switched Firewall 3.0.3 Release Notes
Copyright © 2003 Nortel Networks, Inc., 4655 Great America Parkway, Santa Clara, California, 95054, 
USA. All rights reserved. Part Number: 215041-B.

This document is protected by copyright and distributed under licenses restricting its use, copying, 
distribution, and decompilation. No part of this document may be reproduced in any form by any means 
without prior written authorization of Nortel Networks, Inc. Documentation is provided “as is” without 
warranty of any kind, either express or implied, including any kind of implied or express warranty of non-
infringement or the implied warranties of merchantability or fitness for a particular purpose.

U.S. Government End Users: This document is provided with a “commercial item” as defined by FAR 
2.101 (Oct. 1995) and contains “commercial technical data” and “commercial software documentation” as 
those terms are used in FAR 12.211-12.212 (Oct. 1995). Government End Users are authorized to use this 
documentation only in accordance with those rights and restrictions set forth herein, consistent with FAR 
12.211- 12.212 (Oct. 1995), DFARS 227.7202 (JUN 1995) and DFARS 252.227-7015 (Nov. 1995).

Nortel Networks, Inc. reserves the right to change any products described herein at any time, and without 
notice. Nortel Networks, Inc. assumes no responsibility or liability arising from the use of products 
described herein, except as expressly agreed to in writing by Nortel Networks, Inc. The use and purchase of 
this product does not convey a license under any patent rights, trademark rights, or any other intellectual 
property rights of Nortel Networks, Inc.

Alteon, Alteon WebSystems, Alteon Switched Firewall, ASF 5308, ASF 5408, ASF 5610, ASF 5710, 
ASF 5722, Firewall OS, Firewall Director, ASF 5008, ASF 5010, ASF 5022, Accelerator OS, Firewall 
Accelerator, ASF 5300, ASF 5400, ASF 5600, and ASF 5700 are trademarks of Nortel Networks, Inc. in 
the United States and certain other countries. FireWall-1 NG is a registered trademark of Check Point 
Software Technologies. Any other trademarks appearing in this manual are owned by their respective 
companies.

Originated in the USA.
215041-B, June 2003
2



Release Notes

These release notes provide the latest information regarding your Alteon Switched Firewall, 
version 3.0.3 and higher. This supplement modifies information found in the complete docu-
mentation. Please keep this information with your Nortel Networks product manuals.

Documentation

The Alteon Switched Firewall Installation and User’s Guide (part number 212535-E) is avail-
able on the Web. The manual is a PDF file which can be read and printed using the free Acro-
bat Reader software available from Adobe Systems Incorporated (http://www.adobe.com).

NOTE – To obtain a manual in hardcopy format, contact your Nortel Networks sales represen-
tative and order part number 212535-E.

Late-Breaking News

Please check your software and documentation for any readme.txt file. The readme file may 
contain important information regarding the product. View the file in any standard text editor.
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Release 3.0.3 Changes

Software Support
ASF software release 3.0.3 fully supports Check Point FireWall-1 NG software with Feature 
Pack 3 (FP-3) Hotfix 2 and Feature Pack 2 (FP-2) Hotfix 1, Release 3.

Hide NAT under a clustered environment is not supported for FP-3. 

Routing Support
The ASF implementation of Open Shortest Path First (OSPF) and RIP supports route redistri-
bution. You can redistribute connected routes, static routes, OSPF routes and the default route 
over RIP. Similarly, you can redistribute connected routes, static routes, RIP routes and the 
default route over OSPF.

Port Mirroring
ASF software release 3.0.3 supports port mirroring for diagnostics. You can mirror ingress, 
egress, and/or both types of traffic from one or more ports to a monitor port.

SP Route Lookup
The routing functionality on the accelerator has been moved from the Management Processor 
(MP) to the Switch Processor (SP), resulting in increased performance and optimal use of the 
Address Resolution Protocol (ARP) cache. The Firewall Accelerator has an effective ARP 
cache of 144K (16K * 9 ports).

In earlier versions of ASF, since all routing was done by the MP, the arp cache of the accelera-
tor was limited to the arp cache of the MP which was only 4K. Although automatic configura-
tion of local nets is still enabled by default, it is safe to turn it off in most situations. To turn off 
automatic configuration of local nets, use the following command, /cfg/net/adv/
local/auto n/apply. 

Disabling VRRPMAC in the CLI
In ASF 3.0.3 the /cfg/acc/vrrpmac command is not supported. This command is dis-
abled because of interoperability issues with the SP route lookup feature.
215041-B, June 2003
4



Alteon Switched Firewall 3.0.3 Release Notes
Product Name Change
The ASF components have been renamed for integration into Nortel Networks’ larger vision 
for network security products. Although the manual uses the new product names, the informa-
tion still applies to the Alteon Firewall Accelerator (“SFA”) and Firewall Director (“SFD”) 
products you may currently use.

The following table clarifies how the documentation describes your older ASF products:  

Table 1  ASF Product Names

Component Old Name New Name

Firewall Accelerators SFA-185 SFA 5700

SFA-184 SFA 5600

SFA-AD4 SFA 5400

SFA-AD3 SFA 5300

Firewall Directors SFD-310 SFD 5010

SFD-308 SFD 5008
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