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Release Notes

These release notes provide the latest information regarding your Alteon Switched Firewall 
(ASF) release 3.1. ASF 3.1 is a bridging or layer 2 firewall. You cannot upgrade to ASF 3.1 
from previous releases of the ASF software. 

The ASF 3.1 Bridging Firewall is also called a transparent or stealth firewall because it is 
effectively invisible on the network. A Bridging Firewall functions as a bridge whereas a layer 
3 firewall functions as a router. The same Check Point software used for layer 3 firewalls is 
running on the ASF 3.1 Bridging Firewall. Check Point management traffic and user traffic are 
kept separate. 

Figure 1 illustrates the ASF 3.1 Bridging Firewall. 

Figure 1  ASF 3.1 Bridging Firewall
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ASF 3.1 Bridging Firewall

Software Support
ASF 3.1 Bridging Firewall supports Check Point FireWall-1 NG software with Feature Pack 3 
(FP-3) Hotfix 2.

Hardware Support
ASF 3.1 Bridging Firewall software is supported on ASF 5710 and ASF 5610.

Features
Some of the ASF 3.1 Bridging Firewall features are listed below:

� Improves security

The Bridging Firewall is effectively invisible and does not have a publicly accessible IP 
address

� Deploys easily

� Minimal configuration

� No changes to existing topology

� Provides its own built-in anti-spoofing capability

By default, the management and SSI networks are blocked for traffic from enforcement 
ports. The command /cfg/net/topo associates IP addresses with ports. ASF 3.1 does 
not support Check Point’s anti-spoofing feature. 

� Filters data packets

� Bridges accepted data from one port to another 

� Data packets are not forwarded between VLANs

� Uses same VLANs and network addresses on both sides of the firewall

� Access any Firewall Director locally or remotely via Telnet, Browser-based Interface 
(BBI), or SNMP.
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Management Interface
The Management interface on Firewall Director FE 1 is implemented in ASF 3.1 with the fol-
lowing features:

� Used for communication between Checkpoint and Firewall Director

� Used for Web configuration, Telnet, FTP, SNMP etc.

� Shows up on Checkpoint topology

� Must be on a trusted network

� Cannot be reached through the Firewall Accelerator

The IP address associated with the management interface is different from the Management IP 
(MIP) which is used in the ASF internal network only. This management interface address is 
used to access the Firewall Director from any management console, such as Check Point man-
agement console, BBI, and Telnet.

ASF Internal Network
This network is configured in the initial setup of the Bridging Firewall. The internal Manage-
ment IP (MIP) address is configured automatically when you specify the ASF internal subnet’s 
network address. Typically, if the subnet is X.X.X.0/24, then the internal MIP address is 
X.X.X.1. The Firewall Accelerators are assigned X.X.X.2, X.X.X.3, and X.X.X.4. Additional 
Firewall Directors are assigned IP addresses of the type X.X.X.5, X.X.X.6 and so on.

If you are using the “join” command to manually add a new Firewall director to an existing 
cluster, then you must know the internal network IP address of the Firewall Director. 

For more information, see the section “Use Setup for Basic Configuration” in Chapter 3, “Ini-
tial Setup” of the Installation and User’s Guide. 

Check Point Configuration
� Uncheck anti-spoofing in the topology section for the management and sync network 

when configuring Check Point software.

� The Reject policy is handled the same way as the Drop policy. 

� VPN, NAT, SYN defender, and services that require proxy are not supported.
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Product Name Changes
The ASF components have been renamed for integration into Nortel Networks’ larger vision 
for network security products. Although the manual uses the new product names, the informa-
tion still applies to the Alteon Firewall Accelerator (“SFA”) and Firewall Director (“SFD”) 
products you may currently use.

The following table clarifies how the documentation describes your older ASF products: 

Documentation

The ASF 3.1 Bridging Firewall Installation and User’s Guide (part number 212535-F) is avail-
able on the Web at http://www.nortelnetworks.com/documentation. Click on the Alteon 
Switched Firewall documentation link to access the ASF 3.1 manual. The manual is a PDF file 
which can be read and printed using the free Acrobat Reader software available from Adobe 
Systems Incorporated (http://www.adobe.com).

NOTE – To obtain a manual in hardcopy format, contact your Nortel Networks sales represen-
tative and order part number 212535-F.

Late-Breaking News

Please check your software and documentation for any readme.txt file. The readme file may 
contain important information regarding the product. View the file in any standard text editor.

Table 1  ASF Product Names

Component Old Name New Name

Firewall Accelerators SFA-185 ASF 5700

SFA-184 ASF 5600

Firewall Directors SFD-310 ASF 5010
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