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Release Notes

These release notes provide the latest information regarding your Alteon Switched Firewall, 
version 3.2.1 and higher. This supplement modifies information found in the complete docu-
mentation. Please keep this information with your Nortel Networks product manuals.

Documentation

The Alteon Switched Firewall Installation and User’s Guide (part number 212535-E) is avail-
able on the Web. The manual is a PDF file which can be read and printed using the free Acro-
bat Reader software available from Adobe Systems Incorporated (http://www.adobe.com).

NOTE – To obtain a manual in hardcopy format, contact your Nortel Networks sales represen-
tative and order part number 212535-E.

Late-Breaking News

Please check your software and documentation for any readme.txt file. The readme file may 
contain important information regarding the product. View the file in any standard text editor.
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Release 3.2.1 Changes

Software Support
Alteon Switched Firewall version 3.2.1 fully supports Check Point FireWall-1 NG with Appli-
cation Intelligence software.

ASF 3.2.1 Upgrade
Alteon Switched Firewall version 3.0.4 can be upgraded to ASF 3.2.1. However, ASF 3.1 can-
not be upgraded to ASF 3.2.1, because ASF 3.1 is a layer 2 or Bridging Firewall.

Third Party Configuration
If you are using Check Point FireWall-1 NG with Application Intelligence software, a new tab 
called “3rd Party Configuration” exists in the Gateway Cluster properties window. Select Load 
Sharing for the Cluster operating mode and select OPSEC as the 3rd party solution. Uncheck 
the other 3 options in the Gateway Cluster properties window.

Configurable Sync Devices
This feature allows you to configure Sync devices for Check Point Sync interface such as the 2 
onboard 10/100/1000 interfaces on the Firewall Directors. This capability also allows you to 
configure the speed, auto-negotiation features of the Sync device. 

DHCP Relay
In the Dynamic Host Configuration Protocol (DHCP) environment, the Alteon Switched Fire-
wall acts as a relay agent allowing hosts or clients on an IP network to obtain their configura-
tions from a DHCP server, thereby reducing network administration. ASF implementation of 
the DHCP relay agent eliminates the need to have DHCP/BOOTP servers on every subnet 
reducing the number of DHCP servers deployed on the network and centralizing management. 

For more information on the DHCP Relay implementation in Alteon Switched Firewall  3.2.1, 
see the following section,  DHCP Relay Support in this document.
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Check Point’s Built-in DHCP Service

Do not use Check Point’s built-in DHCP services. Check Point’s built-in DHCP services avail-
able in the SmartDashboard utility under Manage > Services > DHCP (dhcp-req-localmodule 
and dhcp-rep-localmodule) are not intended for DHCP Relay requests. Define your own 
DHCP service to allow DHCP relay. For more information on configuring DHCP relay, see  
Configuring for DHCP Relay Agent in this document. 

Product Name Change
The ASF components have been renamed for integration into Nortel Networks’ larger vision 
for network security products. Although the manual uses the new product names, the informa-
tion still applies to the Alteon Firewall Accelerator (“SFA”) and Firewall Director (“SFD”) 
products you may currently use.

The following table clarifies how the documentation describes your older ASF products:  

DHCP Relay Support

In the DHCP environment, the Alteon Switched Firewall acts as a relay agent. DHCP is 
described in RFC 2131, and the DHCP relay agent supported on the Alteon Switched Firewall 
is described in RFC 1542. DHCP uses UDP as its transport protocol. The client sends mes-
sages to the server on port 67 and the server sends messages to the client on port 68.

DHCP defines the methods through which clients can be assigned an IP address for a finite 
lease period and allowing reassignment of the IP address to another client later. Additionally, 
DHCP provides the mechanism for a client to gather other IP configuration parameters it needs 
to operate in the TCP/IP network.

Table 1  ASF Product Names

Component Old Name New Name

Firewall Accelerators 185 5700

184 5600

AD4 5400

AD3 5300

Firewall Directors 310 5010

308 5008
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The DHCP relay feature (/cfg/net/dhcprl) enables the Firewall to forward a client 
request for an IP address to DHCP servers with IP addresses that have been configured on the 
Alteon Switched Firewall.

When Alteon Switched Firewall receives a UDP broadcast on port 67 from a DHCP client 
requesting an IP address, the request is then forwarded as a UDP Unicast MAC layer message 
to DHCP servers whose IP addresses are configured on the Firewall. The servers respond with 
a UDP Unicast message back to the Firewall, with the default gateway and IP address for the 
client. The destination IP address in the server response represents the interface address on the 
Alteon Switched Firewall that received the client request. This interface address tells the 
Alteon Switched Firewall on which VLAN to send the server response to the client.

Configuring for DHCP Relay Agent
To enable the Alteon Switched Firewall to be the DHCP forwarder, you need to configure the 
DHCP server IP addresses on the Firewall. You must enable DHCP relay on the interface con-
nected to the client subnet.

The following figure shows a basic DHCP network example:

Figure 1  DHCP Relay Agent Configuration

The client request is forwarded to all DHCP servers configured on the Firewall. The use of two 
servers provide failover redundancy. However, no health checking is supported.

DHCP Relay functionality is assigned on a per interface basis. At least one server and one 
interface must be enabled for DHCP, otherwise the configuration will fail validation. Use the 
following commands to configure the Alteon Switched Firewall as a DHCP relay agent:

1. Enable DHCP Relay globally. 

>> # /cfg/net/dhcprl
>> DHCP Relay# ena

DHCP Client

Alteon Switched Firewall 
DHCP Relay Agent

DHCP Server
10.1.1.2

Boston Atlanta

20.1.1.1

10.1.1.1
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2. Configure DHCP requests to enter on this interface. 

3. Configure DHCP server information. 

4. Display current configuration. 

5. Apply and save the changes. 

>> DHCP Relay# if 1
>> DHCP Relay Interface 1# ena (Allow DHCP requests)

>> # /cfg/net/dhcprl/server 1
>> DHCP Server 1# addr 10.1.1.2 (Set IP address of 1st DHCP server)
>> DHCP Server 1# ena (Enable the DHCP server)
>> DHCP Server 1# ../server 2 (Set IP address of 2nd DHCP server)
>> DHCP Server 2# addr 10.1.1.3 (Set IP address of 2nd DHCP server)
>> DHCP Server 2# ena (Enable the DHCP server)

>> # /cfg/net/dhcprl/cur (Display current configuration)

>> DHCP Relay# apply
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