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February 2023

[INTRODUCTION:

This document provides specific information for version 8.3.100.0 of agent software for the VSP Operating
System Software.

The purpose of this version is to introduce the feature set required for Common Criteria certification in accordance
with collaborative Protection Profile for Network Devices v2.2e.

Extreme Networks recommends that you thoroughly review this document prior to
installing or upgrading this product.

For the latest firmware versions, visit the download site at:
www.extremenetworks.com/support/

NEW IN THIS RELEASE:

e Common Criteria certification for VSP4900, VSP7400, VSP8404C, XA1440 and XA1480. Functionality
also available starting with v8.9.0.0.

o 5520 with FIPS 140-2 certified cryptographic module. Functionality also available starting with v8.5.0.0.

o MACsec MKA support for VSP4900. Functionality also available starting with v8.5.0.0.

o Enhanced Digicert with support for multiple trust points. Functionality also available starting with v8.5.0.0.

IMPORTANT NOTES BEFORE UPGRADING TO THIS RELEASE:

1. If upgrading systems running 8.1.x releases or older, since there is a change in the way switches running
VOSS 8.2.0.0 are managed, please read Chapter 3: Upgrade and Downgrade Considerations in the
Release Notes for VOSS 8.2 with a focus Segmented Management Instance Migration. The release
notes can be found at: https://www.extremenetworks.com/support/release-notes/product/vsp-operating-
system-software-voss-software/

2. Switches running this release are not supported with XIQ

|UPGRADE CONSIDERATIONS WHEN UPGRADING TO 8.3.100.0 FROM PREVIOUS RELEASES: |

1. If you have a vlan X with vrrp instance of 37 provisioned and functional on a node running with several
other vlans with dvr enabled, upon upgrade to 8.3.100.0 VRRP configuration for instance 37 is removed
from that vlan X. This would cause traffic loss for those devices of that vlan X. Recommend renumbering
the vrrp instance ids to other than 37 and 38 on that Vlan before upgrading. DVR uses the same multicast
addresses as vrrp id 37 and 38 for its DVR controller and leaf implementation.
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2. When upgrading with a configuration that uses an IKE Pre-Shared Key that is less than 14 characters, the
configuration will be kept after upgrade, but the keys will not be activated. The use will need to

reconfigure the IKE Pre-shared keys with a minimum length of 14 characters.

|PLATFORMS SUPPORTED:

Virtual Services Platform 4900 Series

Virtual Services Platform VSP 4900-48P

Virtual Services Platform VSP 4900-12MXU-12XE
Virtual Services Platform VSP 4900-24S

Virtual Services Platform VSP 4900-24XE

Virtual Services Platform 7400 Series

Virtual Services Platform VSP 7432CQ
Virtual Services Platform VSP 7400-48Y-8C

Virtual Services Platform 8400 Series
Virtual Services Platform 8404

Virtual Services Platform 8404C

ExtremeAccess Platform XA1400 Series

ExtremeAccess Platfrom 1440
ExtremeAccess Platform 1480

Extreme Switching 5520 Series

5520-24T

5520-24W

5520-48T

5520-48W
5520-12MW-36W
5520-24X

5520-48SE

|SPECIAL INSTRUCTIONS FOR UPGRADING FROM PREVIOUS RELEASES:

INOTES FOR UPGRADE:

Please see “Release Notes for VSP Operating System Software (VOSS)” for software release 8.3.0 available at
https://www.extremenetworks.com/support/release-notes for details regarding Known Limitations.

FILE NAMES FOR THIS RELEASE:

Virtual Services Platform 4900 Series

File Name Module or File Type File Size (bytes)
V0SS4900.8.3.100.0.sha512 SHA512 Checksums 1717
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File Name Module or File Type File Size (bytes)
V0SS4900.8.3.100.0.md5 MD5 Checksums 604
VOSS4900.8.3.100.0.tgz Release 8.3.100.0 archived software distribution 271755043
V0OSS4900.8.3.100.0_mib.zip Archive of all MIB files 1183677
V0SS4900.8.3.100.0_mib.txt MIB file 7881182
V0SS4900.8.3.100.0_mib_sup.txt | MIB file 1463544
VOSSv830_HELP_EDM_gzip.zip | EDM Help file 4880897
restconf_yang.tgz YANG model 506020

Virtual Services Platform 7400 Series

File Name Module or File Type File Size (bytes)
VOSS7400.8.3.100.0.sha512 SHA512 Checksums 1717
VOSS7400.8.3.100.0.md5 MD5 Checksums 604
VOSS7400.8.3.100.0.tgz Release 8.3.100.0 archived software 271501820
distribution
VOSS7400.8.3.100.0_mib.zip Archive of all MIB files 1183677
VOSS7400.8.3.100.0_mib.txt MIB file 7881182
VOSS7400.8.3.100.0_mib_sup.txt MIB file 1456946
VOSSv830 HELP_EDM_gzip.zip EDM Help file 4880897
restconf_yang.tgz YANG model 506020
Virtual Services Platform 8400 Series
File Name Module or File Type File Size (bytes)
V0OSS8400.8.3.100.0.sha512 SHA512 Checksums 1409
VOSS8400.8.3.100.0.md5 MD5 Checksums 488
VOSS8400.8.3.100.0.1gz Release 8.3.100.0 archived software 145458967
distribution
V0SS8400.8.3.100.0_mib.zip Archive of all MIB files 1183677
V0SS8400.8.3.100.0_mib.txt MIB file 7881182
V0OSS8400.8.3.100.0_mib_sup.txt | MIB file 1406136
VOSSv830 HELP _EDM gzip.zip | EDM Help file 4880897
restconf_yang.tgz YANG model 506020

ExtremeAccess 1400 Series
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File Name Module or File Type File Size (bytes)
VOSS1400.8.3.100.0.sha512 SHA512 Checksums 1261
VOSS1400.8.3.100.0.md5 MD5 Checksums 436
VOSS1400.8.3.100.0.tg7 ;i{ﬁf}i‘;fﬁe"mo'o archived software 130905320
VOSS1400.8.3.100.0_mib.zip Archive of all MIB files 1183677
VOSS1400.8.3.100.0_mib.txt MIB file 7881182
VOSS1400.8.3.100.0_mib_sup.ixt | MIB file 1442378
VOSSv830_HELP_EDM_gzip.zip | EDM Help file 4880897

Extreme Switching 5520 Series

File Name Module or File Type File Size (bytes)
5520.8.3.100.0.sha512 SHA512 Checksums 1382
5520.8.3.100.0.md5 MD5 Checksums 465
5520.8.3.100.0.v0ss pejease 8.3.100.0 archived software 104821640
5520.8.3.100.0_mib.zip Archive of all MIB files 1183677
5520.8.3.100.0_mib.txt MIB file 7881182
5520.8.3.100.0_mib_sup.txt MIB file 1442378
VOSSv830_HELP_EDM_gzip.zip | EDM Help file 4880897
restconf_yang.tgz YANG model 506020
02/02/2023 P/N: 9036826-02 Rev AA Subject to Change Without Notice Page: 4 of 34

F0615-0



VSP Operating System Software Customer Release Notes

Note about image download:

Ensure images are downloaded using the binary file transfer. Perform MD5 checksum check on
downloaded files to ensure file integrity.

Check that the file type suffix is “.tgz” and the image names after download to device match those shown
in the above table. Some download utilities have been observed to append “.tar” to the file name or
change the filename extension from “.tgz” to “.tar”. If file type suffix is “.tar” or file name does not exactly
match the names shown in above table, rename the downloaded file to the name shown in the table
above so that the activation procedures will operate properly.

Load activation procedures:

software

software

or

software

software

or

software

software

or

software

software

or

software

software

add v0SS4900.8.3

activate 8.3.100.

add vV0SS7400.8.3.
activate 8.3.100.

add v0SsS8400.8.3.
activate 8.3.100.

add v0SS1400.8.3.
activate 8.3.100.

add 5520.8.3.100.
activate 8.3.100.

.100.0.tgz
0.GA

100.0.tqgz
0.GA

100.0.tgz
0.GA

100.0.tgz
0.GA

0.voss
0.GA
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|VERSION OF PREVIOUS RELEASE:

Virtual Services Platform 4900 Series
Software version 8.1.0.0, 8.1.1.0, 8.1.2.0, 8.1.5.0, 8.1.6.0, 8.1.7.0, 8.1.8.0, 8.2.0.0, 8.2.100, 8.2.1.0, 8.2.2.0,
8.2.3.0, 8.2.4.0, 8.2.5.0, 8.2.6.0 and 8.3.0.0 for VSP 4900-48P platform

Virtual Services Platform 7400 Series

Software Version 8.0.1.0, 8.0.5.0, 8.0.5.1, 8.0.6.0, 8.0.6.1, 8.0.7.0, 8.0.7.2, 8.1.0.0, 8.1.1.0, 8.0.8.0, 8.0.9.0,
8.1.2.0,8.1.5.0, 8.1.6.0, 8.1.7.0, 8.1.8.0, 8.2.0.0, 8.2.100, 8.2.1.0, 8.2.2.0, 8.2.3.0, 8.2.4.0, 8.2.5.0, 8.2.6.0 and
8.3.0.0 for VSP7432CQ platform

Software Version 8.0.5.0, 8.0.5.1, 8.0.6.0, 8.0.6.1, 8.0.7.0, 8.0.7.2, 8.1.0.0, 8.1.1.0, 8.0.8.0, 8.0.9.0, 8.1.2.0,
8.1.5.0, 8.1.6.0, 8.1.7.0, 8.1.8.0, 8.2.0.0, 8.2.100, 8.2.1.0, 8.2.2.0, 8.2.3.0, 8.2.4.0, 8.2.5.0, 8.2.6.0 and 8.3.0.0 for
VSP-7400-48Y-8C platform

Virtual Services Platform 8400 Series

Software Version, 4.2.0.0, 4.2.0.1, 4.2.1.0,4.2.1.1,4.2.2.0, 4.2.3.0, 5.0.0.0, 5.0.1.0, 5.1.0.0, 5.1.1.0, 5.1.1.1,
51.1.2,51.13,5.1.14,6.0.0.0,6.0.1.0,6.0.1.1,6.0.1.2,6.1.0.0, 6.1.1.0, 6.1.2.0, 6.1.2.1, 6.1.3.0, 6.1.3.1, 6.1.3.2,
6.1.4.0,6.1.5.0,6.1.6.0,7.1.0.0,7.1.0.1,7.1.1.0, 7.1.2.0 , 8.0.0.0, 8.0.1.0, 8.0.5.0, 8.0.5.1, 8.0.6.0, 8.0.6.1,
8.0.7.0, 8.0.7.2, 8.1.0.0, 8.1.1.0, 8.0.8.0, 8.0.9.0, 8.1.2.0, 8.1.5.0, 8.1.6.0, 8.1.7.0, 8.1.8.0, 8.2.0.0, 8.2.100,
8.2.1.0, 8.2.2.0, 8.2.3.0, 8.2.4.0, 8.2.5.0, 8.2.6.0 and 8.3.0.0 for VSP8404 platform

Software Version, 5.3.0.0, 6.1.0.0, 6.1.1.0, 6.1.2.0, 6.1.2.1, 6.1.3.0, 6.1.3.1, 6.1.3.2, 6.1.4.0, 6.1.5.0, 6.1.6.0,
7.1.0.0,7.1.0.1,7.1.1.0,7.1.2.0, 8.0.0.0, 8.0.1.0, 8.0.5.0, 8.0.5.1, 8.0.6.0, 8.0.6.1, 8.0.7.0, 8.0.7.2, 8.1.0.0,
8.1.1.0, 8.0.8.0, 8.0.9.0, 8.1.2.0, 8.1.5.0, 8.1.6.0, 8.1.7.0, 8.1.8.0, 8.2.0.0, 8.2.100, 8.2.1.0, 8.2.2.0, 8.2.3.0,
8.2.4.0,8.2.5.0, 8.2.6.0 and 8.3.0.0 for VSP8404C platform

ExtremeAccess 1400 Series
Software Version 8.1.0.0, 8.1.1.0, 8.1.50.0, 8.1.5.0, 8.1.6.0, 8.1.7.0, 8.1.8.0, 8.2.0.0, 8.2.100, 8.2.1.0, 8.2.2.0,
8.2.3.0, 8.2.4.0, 8.2.5.0, 8.2.6.0 and 8.3.0.0 for XA 1440 and XA 1480 platforms

Extreme Switching 5520 Series
Software Version 8.2.5.0, 8.2.6.0 and 8.3.0.0 for 5520 platforms

COMPATIBILITY:

This software release is managed with Enterprise Device Manager (EDM), which is integrated into the agent
software.

CHANGES IN THIS RELEASE:
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New Features in This Release

MACsec MKA for VSP4900.

Enhanced Digicert with support for multiple trust points.

Functionalities delivered with 8.3.100.0 are also available in software release 8.9.0.0 and described in VOSS 8.9
User Guide.

Old Features Removed From This Release

None.

Problems Resolved in This Release

VOSS-19463 IKE Ph1 fails when using pre-shared-key or digital certificates.

VOSS-19053 Users file gets corrupted when using specific password patterns

Fixes from Previous Releases

VOSS 8.3.100.0 incorporates all fixes from prior releases, up to and including VOSS 8.0.9.0,
8.1.8.0, 8.2.6.0 and 8.3.0.0.

|USER GUIDE DOCUMENTATION ADDENDUM FOR 8.3.100.0:

Digital Certificate/PKI

Note: For 8.3 configuration details, see VOSS User Guide. This document covers 8.3.100.0 enhancements.
Digital Certificate/PKI changes are also available in software release 8.9.0.0 and described in VOSS 8.9 User
Guide.

VOSS 8.3.100.0 adds capability to configure and install multiple CA Trustpoints and multiple x509 Certificate
Identities. In this way one CA Trustpoint can be used for one applications and another for a different one. For
example, a WEB Certificate to be used in webserver can have particular usage. Different x509 certificate identity
with different usage can be used for SSH x509.

With VOSS 8.3.100.0 Syslog Secure uses full support from Digital Certificate Provisioning Module. This will is a
major update from the current way of operations for Secure Syslog that only supported the installation of one
Server Root Certificate with no intermediate CA Certificates.

For Fabric Extend with IPSEC VOSS have the option to support multiple PKI Identities and truly separate VPNs.

General - Digital Certificate/PKI

A digital certificate is an electronic document that identifies subject, proves the ownership of public key, and is
digitally signed by a certification authority (CA) that certifies the validity of the information in the certificate. A
digital certificate is valid for only a specific period of time.
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Public Key Infrastructure (PKI) support assists the switches to obtain and use digital certificates for secure
communication in the network.

To be certified, a switch performs the following tasks:

. Generate certificate signing request

. Verify that a present certificate has not been revoked
. Validate the certificate

. Renew the certificate before it expires

. Remove the certificate if required

Highlights for Digital Certificate/PKI changes introduced in 8.3.100.0

e Ability to configure multiple CA/RA Trustpoint servers - up to 8

e Ability to configure multiple DN/SAN (Distinguished Name) as device identity — up to 10
e Ability to generate multiple RSA keys identified by key-name — up to 10

e A CSR - certificate signing request- generated with a specified key and subject identity

e Offline Subject Certificates are installed for a particular previously generated CSR by also specifying a
Subject and a Key.

e  Security Apps to configure the CA Trustpoint/ Subject Certificate to use

o Keep the exact existing configuration steps for current clients that will not upgrade to the new functionality
and are satisfied with the older method.

Multiple Key-Pairs, Multiple Subject Info
The option to generate and store multiple RSA Keys. A key is identified with a key-name label:

#certificate generate-keypair <key-name> - generates RSA type key-pair with 2048 size

There is no need to request type and size parameters. Only support RSA and 2048 size.

Previous mode of generating the key is still available. This key is the default one, rsa_2048 and is used in actions
if a specific key is not provided.

Keys are now stored in a private non-accessible place. System logs generation of keys.

#certificate generate-keypair key-name pki key

VSP-4900-24XE:1 (config) #1 2021-06-22T11:33:53.036Z VSP-4900-24XE CP1 - 0x003a864c - 00000000
GlobalRouter DIGITALCERT INFO Digicert Key-pair generation is in progress

1 2021-06-22T11:33:53.052Z VSP-4900-24XE CP1l - 0x003a8604 - 00000000 GlobalRouter DIGITALCERT
INFO Digital Certificate Module : Configuration Saved

VSP-4900-24XE: 1 (config) #1 2021-06-22T11:33:58.663Z VSP-4900-24XE CP1 - 0x003a8606 - 00000000
GlobalRouter DIGITALCERT INFO Generation of RSA key-pair for digital certificate is
successful

1 2021-06-22T11:33:58.711Z VSP-4900-24XE CP1l - 0x003a864d - 00000000 GlobalRouter DIGITALCERT
INFO Digicert Key-pair generation completed successfully for key-name: pki key

VSP-4900-24XE:1 (config) #show certificate key-name
RER R R Rk I b b b b b I b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db b b b b b 3

Command Execution Time: Tue Jun 22 11:34:07 2021 UTC
ok hkhkhkhkhkhhkhhhkhkhhhhkhkh kb kb hk bk bk bk h bk hk bk hk bk bk kb bk hkr kb kb hkhk bk hk bk hkhk bk hkhhkhkrhkhkhkhkrhkhkrhkhkhkhkrkxkkx

Key Name: pki key
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Public Key Value:
00000000000000010000000102000000000301000100000100%9a8d66balefacac’bd2a4918ffdda59d8bebfd682b59
4df64ce86df60cac8e81d93d88104e53dfale6446fdb91e34b83c3da6d4225ee0615e80e2e3e95c2ec8cacd46dbach
3f2365¢c6a11c892091cbla86746149100bdcb2520e009¢c400c3fdb9d150735452ec08fbob56efa23af0414126808b
1eal044740200049074bafd5b10c9a48ee8b5f79168a9403£f0d33bb1997¢c£72040ddc43bfefc3343fe75757cbebba
2cdbea9ddf2b91cac7bf91dad9b3£559617587a94ef2cf0dc0d38ffd9ad7a50991da234cobe8bcfec98f43b41e5670
4e969e794de9418f672cabec0e0451a8d318e704022¢c723ad7b1171£72203a320b94034088379128bccb35d2c5e21
7b19

Key Name: rsa 2048

Public Key Value:
000000000000000100000001020000000003010001000001009e5ffcadela?22a33cb78cad89dec74e2c7lcfbbaeb4
c97f6e656edf0fc6c547feeb7abc66bd85b3ee2dceecadc92e4ab92bel72b532a992d73fcfe606d292e92516893f5
91£651cd60443b3829¢cb67£656c1d3ab65d46d16££0a72¢c18710c84781b477¢c0830ab36dc304a2c8dcab93bcbflc?
24cbb4f24ed7e8dd76944d9c4289dd4a6af83c14bd266345ee20c24d610f630£f66a74£355367235ade20288d85437
a0£f72990520f2ffab8ec700a13298el108b4deddcdeedd7eceeefB8etbeal fdb80db7caa931ldaff6ab643e93b2a9787c8
0db8c464946e85a7b8bd01d331baldd5302e3c8eclf0dc56ea845b1f07afdalbd76e5fel2¢c36a5¢c159182b769e800
f44b

The option to configure multiple Subject information — Distinguished Name

XA1480-3:1 (config) #fcertificate subject subject-name WORD<1-45> Subject Identity Label
common-name Common Name of the subject
country Country of the subject - 2 uppercase letters as per IS0-3166
e-mail E-mail address of the subject
locality Locality of the subject
organization Organization name of the subject
province State / Province of the subject
unit Organizational Unit of the subject

Default mode of configuring Subject DN is still available. This will be the Global Subject and is used in actions if a
specific subject-name is not provided.

#show certificate subject

R I b S b I b S S i Sb b S b e S b b Sb S b b 2h 2R b db  Sb b I 2 S Jb b Sb b S b I Sh b b Sh b S b b 2h b S db b Sb b S b S b b S S S S b S Sb  Sb b I Sb b S i S
Command Execution Time: Tue Feb 02 13:40:33 2021 UTC

R R I b S b I b S b i Sb b S b S b b Sb b Sh b b 2h 2R b db  Sb b I 2b S Sh I Sb b S b S b S Sh b S b b 2h b S db I Sb b b b S b b S S S b b S Sb S b I S b i i S

Subject Name : 822

Common Name : 822-pki

Email Address : demo@demo.com

Organizational Unit : demo

Organization : ExtremeNetworks

Locality : demo

Province : demo

Country : RO

Subject Name : 823

Common Name : 823-pki

Email Address : demo@demo.com

Organizational Unit : demo

Organization : ExtremeNetworks

Locality : demo

Province : demo

Country : RO

Subject Name : Global

Common Name : 821

Email Address : demo@demo.com

Organizational Unit : demo
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|Organization : ExtremeNetworks |
Locality : demo
Province : demo

| Country : RO |

Note: Common Name expects a valid PrintableString. PrintableString is a restricted character string type in the
ASN.1 notation

Support for multiple Online CA Trustpoints
User can configure multiple Online CA Trustpoints by providing the CA Name.
A new option is added in the configuration of a Certificate CA: “subject-name”. This is to bind to a specific Subject

DN/SAN Identity. The same as we already have with KeyName. If no subject-name is configured the Global one
is implied. The Global one is the one without a specific Name and it is the default subject.

#show certificate ca
R S i I I I I I I I S I e I I I e I I e b b I e b b I e I b I e I b I e I b b e b b I e b b I e I b I e b b b b I b b b b b

Command Execution Time: Tue Feb 02 13:42:29 2021 UTC

KA A A AR A A A A A A A A AR A A A A A A A AR A A A A A A AR A A A A A A A A AR A A A A A A A KA A A A A AN A A A A A A A A A AR A A A A Ak AR A,k

CA table entry

Name : al

CommonName : CaAl

KeyName : rsa 2048

SubjectName :

CaUrl

http://10.2.38.137: 8080/ejbca/publlcweb/apply/scep/test/pklcllent exe
UsePost : 1

SubjectCertValidityDays : 365

Action : (null)

LastActionStatus : (null)

LastActionFailureReason

CA-Auth Sha256Fingerprint
bd9bb74b3£4d75e86113222a8d291b6349c7a42c457e487b9%be0a48b4£09¢cc7c
UsedFor

CA table entry

Name : a2

CommonName : CaA2

KeyName : pki key

SubjectName : 822

CaUrl

http://10.2.38.137: 8080/ejbca/publlcweb/apply/scep/test/pklcllent exe
UsePost : 1

SubjectCertValidityDays : 365

Action : (null)

LastActionStatus : (null)

LastActionFailureReason

CA-Auth Sha256Fingerprint
0ccb8d0c38d36cf427187£0e1dd380536¢c078fd6fae39ec9872187327912056b
UsedFor : Default

In the example we see two online CA TP configured. CA a1 has subject name configured to 822, while a1 subject
name is blank. This means a1 will use the Global Subject DN, same behavior as in previous releases.

Another important update: the UsedFor field. This is an automatically filled flag that will tell if that CA TP is used
by a specific application. Default is the first CA TP configured. This is to support legacy customers and their
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current configuration. Default is not a configurable option, and if you remove that TP you lose default one. Default
gets enabled only if you have one CA TP configured and it is also for legacy support.

Multiple Offline Certificates
VOSS switches support offline method of provisioning with X509 Certificates.

User needs to first upload the Root Certificate and all the Intermediate CA Certificates using SCP of FTP and
transfer to the shared folder: /intflash/shared/certs/

User loads offline root certificates and intermediate certificates using the
#certificate install-file offline-root-ca-filename | offline-ca-filename.

There is a placeholder for Root Certificates and a placeholder for Intermediate Certificates. There is support for
multiple Root Certificates and multiple Intermediate Certificates. The maximum chain depth is 10 in VOSS.

To support Multiple Subject Identities on Switch we need to bind a subject and a key. So when generating a CSR
user can provide a specific subject-name and key-name. If none given it will default to rsa_2048 and the Global
subject entry.

#fcertificate generate-csr subject-name 823 key-name pki
VSP-8284XSQ:1 (config)#1 2021-02-02T13:57:39.716Z VSP-8284XSQ CP1 - 0x003a8635 - 00000000
GlobalRouter DIGITALCERT INFO Generate CSR For Digital Certificate successful!

The generated file is located in the shared folder: /intflash/shared/certs/

When you install a subject certificate you must provide the same key-name and subject-name. And make sure all
intermediate and root certificate are already installed as VOSS does chain validation.

#fcertficate install-file offline-subject-filename 823pki.crt subject-name 823 key-name
pki

1 2021-02-02T14:19:01.587Z VSP-8284XSQ CP1 - 0x003a864f - 00000000 GlobalRouter
DIGITALCERT INFO Performing OCSP Check For Certificate : 823-pki

1 2021-02-02T14:19:01.600Z VSP-8284XSQ CP1 - 0x003a8603 - 00000000 GlobalRouter
DIGITALCERT INFO Subject Certificate obtained offline from CA successfully installed
1 2021-02-02T14:19:01.622Z VSP-8284XSQO CP1 - 0x003a8604 - 00000000 GlobalRouter
DIGITALCERT INFO Digital Certificate Module : Configuration Saved

1 2021-02-02T14:19:01.6662Z2 VSP-8284XSQ CPl1 - 0x003a8619 - 00000000 GlobalRouter
DIGITALCERT INFO Received OCSP Response with SUCCESS Status!

VSP-8284XSQ:1 (confiqg) #

The installed Certificate File is displayed with the show command:

#show certificate cert-type offline-subject-cert
hAhkhkhk kA hkhhkkhhkhhhkhkhAhkhhhhkhhhhkhAhhhhhkhhhkhkhA bk hhhkhhhhkhk bk hhhkhAhhkhkh bk hhkhdhhkhhkhkhhhhkhdhrhkkhkhkhrhrhkhkhhxk

Command Execution Time: Tue Feb 02 14:22:03 2021 UTC

kA Ak kA hk kA Ak Ak kA kA A kA kA Ak kA kA kA Ak hk ko kh Ak kA kA hkhkhhhkhkh Ak kA hkhkhhkhkrhhkhkhhkhk kA hkhkrhkdkrhkkhkhkkkkxkk*x

CERT table entry

Certificate Type : Offline Subject Certificate
VersionNumber : X.509 v3

SerialNumber : 540230ded9d349ea

IssuerName : CN:CaA2-1, EM:, OU:, O:, L:, P:, C:
ValidityPeriodNotBefore : 02/02/2021 12:08:50
ValidityPeriodNotAfter : 12/18/2021 12:39:35
CertificateSignatureAlgorithm : sha256withRSAEncryption

CertificateSignature

76ff932413ff99e5bOlcff4be793e37083b70abe9ff7987b654Oa387b4f3502b30668d75e1c97a3811c2068b
23dcad4ed0366e424a77dfa3caaab7£038£958a3043a73af0e0685d5414£f200e60410c2b80a5e79e1486bc362
e813e689b0f32¢c82d15ca7a737f11b562b9473f56d8c081c4b40cl126aa78212b70226f9e184bcdb5d6960b629
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5b098416ed1f1e55935220a47a0c637503477aeb433146338579ee400£f1£77725ac064d6767c7f64a57d7130
47ccc75bb2ffdf884boble271a51bb974cf29ed08aa69c07b221d776408a0al18d554aa790869f02adb802648
631£936d46£99%9eb3c2fc5a2e7881e5140268a86b0c9fe9b9%9a2ba76elbcbecfcdactfebefbs

Subject : CN:823-pki, EM:demo@demo.com, OU:demo,
O:ExtremeNetworks, L:demo, P:demo, C:RO

SubjectPublicKeyAlgorithm : rsaEncryption

SubjectPublicKey

OOOOOOOOOOOOOOOZOOOOOOOlOOOOOOOO300dO6092a864886f70dO1010105000OOOOOOOOOOOOlOdOZOOOOOOOO
030100010000010089a3d491fccddf843af3e1380db08fceclfb3dac7f22a64ebabee3ad41586a552d1lcl3dc?
dbc6cf9bd70d4e9282d4dbdbf4f095384e5ddaal935564e7a%ecd8b7f7¢cd895df8bdf17116685211ecaaecbe52
9d1478££1d863d0£c2d3901labcf3d64£92c5a0863deaccad50c47096ec3e5358e0e259d97635f6f3b5c47eea
3a30476fad437cb521b019394a89356f00d0ceb5e81a474795fbcd5d781299e2451846a7243a1844f0baedfa8o
0e67ale5326d6fd9ccdf6921177c85dablae67ccl3fedbcbad0cl1976c48796£fd951020a49003¢c6d15f337a71
274d4945fb574d754da0a4e29d983493b7cf37504eladfb3353eadebadactf57£7¢c3327£d55d8808e7622¢cb77
HasBasicConstraint : 1

HasKeyUsage : 1

IsCa : 0

KeyUsage : 15 digitalSignature nonRepudiation keyEncipherment
dataEncipherment

ExtendedKeyUsage : TLS Web Client Authentication, OCSP Signing, TLS Web
Server Authentication,

CDPUrl

http://10.2.38.137: 8080/ejbca/publlcweb/webdlst/certdlst°cmd crl&issuer=CN=CaA2-1
OCSPUrl : http://10.2.38.137:8080/ejbca/publicweb/status/ocsp
Status : offline-certificate

Installed : 1

CertificateFileName g self cert 823-pki.der

Important note: For offline subject certificates an automatic entry in the CA TP Table is added:

#show certificate ca
R i e b b b I I b I b b b I I b b b b b b b I b b b I b b b I b b b 2 b b b 2 b b b I b b b 2 b b b b b b b b b I b b b I b b b 2 b b b I b b b 2 b b db b b

Command Execution Time: Tue Feb 02 14:24:04 2021 UTC

KA A A AR A A A A A A A A AR A A A A A A A A A A A A A A AR A A A A A A AR AR A I A A A A A KA I A A A A AR A I A A A A AR A AR A A A A Ak AR A,k

CA table entry

Name : 823-pki[auto-installed]
CommonName : CaA2-1

KeyName : pki

SubjectName : 823

CaUrl

UsePost : 0
SubjectCertvValidityDays : 0

Action (null)

LastActionStatus (null)

LastActionFailureReason
CA-Auth Sha256Fingerprint
UsedFor

The CA Name is derived from the important data: subjectName-KeyName[auto-installed]. This entry will be used
when setting a specific application to use a specific CA Identity.

Certificate validations
Multiple validations are performed before a certificate can be installed. These validations are specific for subject
and root/intermediate certificate.

1. CSR/subject certificate validations:

a. Behavior when trying to install an expired certificate
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The install command will fail with an error: expired certificate. The certificate will not be seen at "show certificate
cert-type ".
b. Behavior when trying to install a revoked certificate

The OCSP verification will fail and an error message will be seen: "ERROR The Certificate : VOSS8200 Is In
Revoked Status!". The certificate will be shown at "show certificate cert-type " with status revoked.

c. Behavior when trying to install a subject certificate with invalid Key Usage extension (invalid KUs for a
subject are Certificate Signing and CRL Signing)

The install command will fail with an error: "Not a subject certificate" (offline case) and a log error will be seen
"The Subject Certificate should not have keyCertSign or cRLSign bits set in the Key usage extension." (offline and
online case). The certificate will not be seen at "show certificate cert-type ".

d. Behavior when trying to install a subject certificate with invalid Extended Key Usage extension (only badly

formatted EKUs are seen as invalid for a subject certificate — there are no restrictions otherwise)

The install command will fail with an error: "Not a subject certificate" and a log error will be seen "The Digital
Certificate has an invalid Extended Key Usage extension.". The certificate will not be seen at "show certificate
cert-type ".
e. Behavior when trying to install a subject certificate with invalid Basic Constraints extension (BCs that have
either the isCA flag set to TRUE or a certPathLen >= 0)

The install command will fail with an error: "Not a subject certificate" and a log error will be seen "isCA Basic
Constraint value is True For Subject Certificate.". The certificate will not be seen at "show certificate cert-type ".

2. Root/intermediate CA certificate validations:
a. Behavior when trying to install an expired certificate

The install command will fail with an error: expired certificate. The certificate will not be seen at "show certificate
cert-type ".
b. Behavior when trying to install a revoked certificate

The OCSP verification will fail and an error message will be seen: "ERROR The Certificate : VOSS8200 Is In
Revoked Status!". The certificate will be shown at "show certificate cert-type " with status revoked.
c. Behavior when trying to install a root/intermediate CA with invalid Key Usage extension (an invalid KU
extension for a root/intermediate CA is one that is missing Certificate Signing and CRL Signing):

The install command will fail with an error: "Not a root/intermediate CA certificate" and a log error will be seen
"The Key Usage extension for this CA certificate does not have keyCertSign and cRLSign bits set.". The
certificate will not be seen at "show certificate cert-type ".
d. Behavior when trying to install a root/intermediate CA certificate with invalid Basic Constraints extension
(BCs that have either the isCA flag set to FALSE and/or a certPathLen > -1 - certPathLen = -1 will imply
an unlimited number of certificates)

The install command will fail with an error: " Basic Constraints extension is invalid, not a Root/<blank> CA
Certificate" and a log error will be seen " isCA Basic Constraint Value is False For Digital Certificate!"/’
certPathLen Basic Constraint Value is invalid For Digital Certificate - certPathLen = %d”. The certificate will not be
seen at "show certificate cert-type "

e. There are no restriction for the EKU extension, although the recommendation is to not use any for a CA

certificate.

Note: There are two methods to install a certificate: offline and online. For the offline case, you copy the certificate
on the switch and use certificate install-file. If there are any validation issues this is the step where the error
messages are seen. For the online case, you have to first authenticate using caauth, enroll the certificate using
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enroll and finally install the certificate using install. Any validations errors for the subject certificate will be seen

at the third step, install.

Secure Applications

Each Secure Application that uses Digital Certificates — SSH x509, WEB TLS, IPSEC IKE, SYSLOG, IPSEC FE

Strongswan — can configure what CA Trustpoint to use or Offline Identity.

For SSH x509:
New option in x509 configure:

#ssh x509v3-auth ?
ca—name Set Certificate Authority Trustpoint
cert-subject-name Set Local Certificate Used by Subject Label

VSP-8284XSQ:1 (config) #ssh x509v3-auth ca-subject-label 823

VSP-8284XSQ:1 (config)#1 2021-02-02T14:31:07.382Z VSP-8284XSQ CP1 - 0x003a8604 - 00000000
GlobalRouter DIGITALCERT INFO Digital Certificate Module : Configuration Saved
VSP-8284XSQ:1 (config) #show ssh global

RR R Rk ik h Ik kb ik b b b b b b b bk b b kb 2k b bk b b b b b b b b b b b b b b b kb b b b b b b b b b b b b b b b b b b b kb b b b b b b b b b b b b b b b i

Command Execution Time: Tue Feb 02 14:31:17 2021 UTC

BRI R I i I I I I I R R I I I I I I I I I R R I I I R R R I I I b I b b I I I I I b I b b b b i I

Total Active Sessions 0
version vzonly
port 22
max-sessions 4
timeout 60

action rsa-host key
action dsa-host key

rsa-hostkeysize 2048
dsa-hostkeysize 1024

rsa-auth true
dsa-auth true
pass-auth true
keyboard-interactive-auth false
x509-auth true
x509-auth Trustpoint CA Name

x509-auth Identity Subject Name 823
x509-auth overwrite false
x509-auth strip-domain false
x509-auth use-domain -
x509-auth revocation-check-method OCSP
sftp enable true
client enable true
enable false

authentication-type

sha2-256

encryption-type

aesl28-cbc aesl28-ctr

rijndaell28-cbc

VSP-8284XSQ:1 (config) #show certificate ca

BRI R I I I I I I I R R I R I I I i I I R I I R I R R I I I E b I b I I I I I I b b I b b I b b b b i I i

key-exchange-method

Command Execution Time: Tue Feb 02 14:31:22 2021 UTC

RR R Rk ik Ik kb b ik b b b b b b b b 3k b b kb kb bk b b b b b b b b b b b b b b b kb b b b b b b b b b b b b b bk b b b b b b b b b b b b b b b b b b b b b ik

CA table entry

aead-aes-128-gcm-ssh aead-aes-256-gcm-ssh hmac-shal hmac-
3des-cbc aead-aes-128-gcm-ssh aead-aes-256-gcm-ssh

aesl92-cbc aesl92-ctr aes256-cbc aes256-ctr blowfish-cbc

rijndaell92-cbc

diffie-hellman-groupl-shal diffie-hellman-groupl4-shal

Name 823-pki[auto-installed]
CommonName : CaA2-1

KeyName : pki

SubjectName : 823

CaUrl
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UsePost : 0

SubjectCertValidityDays : 0

Action (null)

LastActionStatus (null)

LastActionFailureReason

CA-Auth Sha256Fingerprint :

UsedFor : SSH-X509

CA table entry

Name : al

CommonName : CaAl

KeyName : rsa 2048

SubjectName :

CaUrl : http://10.2.38.137:8080/ejbca/publicweb/apply/scep/test/pkiclient.exe
UsePost : 1

SubjectCertvValidityDays : 365

Action : (null)

LastActionStatus : (null)

LastActionFailureReason :

CA-Auth Sha256Fingerprint : bd9bb74b3£4d75e86113222a8d291b6349c7a42c457e487b9be0ad8b4£09cc7c
UsedFor :

CA table entry

Name : a2

CommonName : CahA2

KeyName : pki2

SubjectName : 822

CaUrl : http://10.2.38.137:8080/ejbca/publicweb/apply/scep/test/pkiclient.exe
UsePost : 1

SubjectCertValidityDays : 365

Action : (null)

LastActionStatus : (null)

LastActionFailureReason :

CA-Auth Sha256Fingerprint : 0ccb8d0c38d36cf427187£f0e1dd380536c078£fd6£fae39ec9872187327912056b
UsedFor : Default

VSP-8284XSQ:1 (confiqg) #

<ca-name> is simpler to use for Online CA and ca-subject-label for offline, but it's not mandatory. Example, for
offline subject the command: #ssh x509v3-auth ca-name 823-pki[auto-installed] has the same effect.

Web server:
New options added in the same manner, under #webserver certificate:

#web-server certificate ?

ca—-name Set Certificate Authority Trustpoint

ca-subject-label Set Local Certificate Used by Subject Label
VSP-8284XSQ:1 (config) #web-server certificate cert-subject-name ?

WORD<1-45> Subject Identity Label to be used. Certificates for this Subject are already
installed
VSP-8284XSQ:1 (config) #web-server certificate ca-subject-label 823
VSP-8284XSQ:1 (config)#1 2021-02-02T14:35:38.865Z VSP-8284XSQ CP1 - 0x003a8604 - 00000000
GlobalRouter DIGITALCERT INFO Digital Certificate Module : Configuration Saved
1 2021-02-02T14:35:38.895Z VSP-8284XSQ CP1 - 0x00040601 - 00000000 GlobalRouter WEB INFO HTTPS:
Using the CA Signed Server Cert

VSP-8284XSQ:1 (config) #show we
VSP-8284XSQ:1 (config) #show web-server

RR R Rk ik Ik kb b ik b b b b b b b b 3k b b kb kb bk b b b b b b b b b b b b b b b kb b b b b b b b b b b b b b bk b b b b b b b b b b b b b b b b b b b b b ik

Command Execution Time: Tue Feb 02 14:35:47 2021 UTC

BRI R I I I I I I R R I R I I I I I i I R b I I R R R I I I I E I b I b I I I I I b b I b b b b b i b

Web Server Info

Status : off
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Secure-only : enabled
TLS-minimum-version : tlsvl2
RO Username Status : disabled
RO Username : user

RO Password KKK KA KK
RWA Username : alex
RWA Password HK KKK KKK
Def-display-rows 30
Inactivity timeout : 900 sec
Html help tftp source-dir :

HttpPort 80
HttpsPort : 443
NumHits : 0
NumAccessChecks 0
NumAccessBlocks 0
NumRxErrors 0
NumTxErrors 0
NumSetRequest 1
Minimum password length : 8

Last Host Access Blocked 0.0.0.0

In use certificate : User installed
Certificate Truspoint CA Name :
Certificate with Subject Name: 823
Ciphers-Tls : TLS RSA WITH AES 256 CBC_SHA256 TLS RSA WITH AES 256 CBC SHA

TLS RSA WITH AES 128 CBC SHA256 TLS RSA WITH AES 128 CBC SHA

VSP-8284XSQ:1 (confiqg) #
VSP-8284XSQ:1 (config) #show certificate ca

BRI R I I I I I I I I R R I I I I I I I R I I I I R R R I R I E I b I I I I I b I I b b b b b i b i

Command Execution Time: Tue Feb 02 14:35:50 2021 UTC

R R Rk ik kb Ik b b ik b b b b b b bk 3k b b kb 2k b b kb b b b b b b b b b b b b b b kb b b b b b b b b b b b b b b b b b b bk b b b b bk b b b b b b b b b b b

CA table entry

Name 823-pki[auto-installed]
CommonName CaA2-1

KeyName pki

SubjectName 823

CaUrl

UsePost : 0
SubjectCertvValidityDays : 0

Action : (null)

LastActionStatus (null)

LastActionFailureReason
CA-Auth Sha256Fingerprint :
UsedFor

SSH-X509 HTTPS

IKE IPSEC:

New global parameter added under IKE:
#ike certficate-identity cert-subject-name [subjectName]
It will bind a Certificate Identity to the IKE Cert Store.

All certificates in chain are added in the IKE Store in Mocana. CRL & OCSP validation of Peer Certificate is
supported.

Logical Interface IPSEC on XA1400
Add a new parameter under Logical Isis Interface: cert-subject-name [digicert subject name]

cert-subject-name is to be configured with authentication method set to rsa-sig (Digital Certificates):

eX: (config-isis-1-161.161.161.161)#ipsec auth-method rsa-sig cert-subject-name “Global”
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If cert-subject-name is not provided but auth-method is set to rsa-sig, the application will use the "Default" entry in
the Digicert table, if one exists. This to support seamless upgrade and existing customer config files.

ex: (config-isis-1-161.161.161.161)#ipsec auth-method rsa-sig

XA1400 can now support IPSEC PKI segmentation, separating PKI tunnels with different identities.

Syslog Secure:
For Syslog Secure we have to install a certificate chain to communicate with the server.

We added a new global command “syslog certificate ca-common-name” that will add a root/intermediate CA
certificate to the syslog certstore. The ca-common-name should be the common-name of a Root CA or
Intermediate CA already installed in the digicert truststore (online or offline method).

Only one common-name can be used at any one time for the secure comunications, regardless of the numbers of
server hosts.

If the user chooses to use an offline Root/Intermediate CA that doesn't have an entry in the output of "show
certificate ca" a new entry will be added with the name "SyslogCACert". This new CA entry will be read-only and
is used as a way to inform the user about the certificates used for syslog.

Removing the syslog certificate (“no syslog certificate ca-common-name”) will also remove the “SyslogCACert”
CA entry.

An important new change is that the certificate config will now be saved in the running-config. After configuring
the desired settings, the user will have to save the config before resetting the DUT. Not only this, but he has to
make sure that the configured certificate is already installed in the digicert truststore, otherwise the command will
fail and the config file will not be correctly loaded on the box.

Consistency checks:
— Ifasyslog certificate is already installed, trying to install a new one will fail:

(config)#syslog certificate ca-common-name sylogEjbcalnterCA
Error: CA Trustpoint already configured. Remove the setting and try again.
— Ifan user is trying to install a syslog certificate that isn't already added to the digicert truststore:

(config)#syslog certificate ca-common-name sylogEj
Error: CA Trustpoint not found in Digital Certificate Module
— Ifan user if trying to delete a syslog certificate, without installing one first:

(config)#no syslog certificate ca-common-name
Error: No Certificate Authority TrustPoint installed.
— Ifan user is trying to delete a digicert CA that is used by syslog:

(config)#no certificate ca ejbca
WARNING: This will delete the CA entry, corresponding online ca and subject certificates and root-ca from the
cert store. Are you sure (y/n) ? y
Error: Installed Certificate is used with Secure Syslog. Disable Syslog and remove certificate config
— Ifan user is trying to delete Root/Intermediate offline CA that is used by syslog:

(config)#no certificate install-file offline-root-ca-filename root_ca_cert_ejbca.der
WARNING: This will remove the installed offline Root CA certificate. Are you sure (y/n) ? y
Error: Installed Cettificate is used with Secure Syslog. Disable Syslog and remove cettificate config
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Upgrade support:
Upgrade for a syslog root certificate from pre-8.3.100.0 will be done in two steps:
— Move certificate to the global digital cert store. If the certificate is already there, print a log:

“INFO: Could not install syslog root certificate to the digitalCert store — <error>"
— Add the certificate to the syslog cert store. This step is the same as using the CLI command “syslog certificate ca-
common-name <common-name>"’

After the upgrade, the certificate can be seen in the output of “show syslog certificate” or the output of “show certificate ca”,
the one that has the field “UsedFor: SYSLOG”.

The user must make sure to save the config after upgrade, the same as after configuring the syslog certificate with
EDM/SNMP/CLI commands, otherwise the certificate will be lost after reboot.

Peer certificate validations:

Peer certificate validation for the syslog server will be enabled by default when using syslog secure only in
enhanced secure mode (non-jitc).

After configuring secure syslog with mode TLS, the DUT will receive the peer certificate used by the syslog server
and perform multiple validations:

o The Subject Alternative Name (SAN) with the field IP/DNS will be checked against the configured
values:

- Ifthere is a SAN:IP field in the peer certificate, that value will be checked against the host IP value configured on
the DUT. Any mismatch will be logged and the peer will not be validated.

- Ifthere is a SAN:DNS field in the peer certificate, that value will be checked against the server-cert-name value
configured on the DUT. Any mismatch will be logged and the peer will not be validated.

- If any of these 2 values matches, the validation passes and the peer is successfully authenticated.

o If the SAN is missing from the peer certificate, the validation will fallback to checking the Common Name
(CN) against the server-cert-name value configured on the DUT. Any mismatch will be logged and the
peer will not be validated.

e Basic Constraints (BC), Key Usage (KU) and Extended Key Usage (EKU) extensions values are
matched against predefined values and the user will not be able to modify them.

e BC extension should not be configured in the peer certificate, of if it is configured the isCA Boolean
should be set to false and the pathlen constraint should not be set.

o If the KU extension is present in the peer certificate, it should not have the cRLSign and keyCertSign
settings set. If the KU extension if missing completely, the DUT will consider that all usages are permitted
and the validation will pass.

o EKU extension has to be present in peer certificate with the TLS Web Server Authentication purpose set
otherwise the validation will fail.

o If the peer certificate is signed with a RSA ley with length < 2048, validation will fail.

* Note 1: An important change here is that the validation feature will be active the moment we configure
secure syslog with mode TLS; previously it was active only if server-cert-name was set.

Note 2: These validations will be applied for both IPv4 and IPV6 hosts.

New logs and errors added:
All the logs for SYSLOG are now categorized as SW logs, not as SNMP logs.

— EventCode: 0x00070616 S_INFO “SYSLOG No subject alternative name extension present in peer
certificate. Trying to validate common name.”

— EventCode: 0x00070632 S_ERROR “SYSLOG %s mismatch. Peer certificate %s: %s - Configured %s:
%SH
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— EventCode: 0x00070634 S_ERROR “SYSLOG %s mismatch. Key usage extension asserts the %s bit.”

— EventCode: 0x00070635 S_ERROR “SYSLOG %s mismatch. The extended key usage extension doesn't
have the TLS Web Server Authentication purpose set.”

— EventCode: 0x00070636 S_ERROR “SYSLOG The size of the RSA key used to sign the peer certificate
is less than 2048 bits.”

— EventCode: 0x00070637 S_ERROR “SYSLOG %s mismatch. Basic constraints extension is %s.”

SNMP MIB Support

Multiple subject certificates - rcDigitalCertCaSubjTable.

To support multiple Subject identities the new rcDigitalCertCaSubjTable was added in our MIB structure.
Subject table is indexed by subject name: rcDigitalCertCaSubjName.

rcDigitalCertCaSubjTable OBJECT-TYPE

SYNTAX SEQUENCE OF RcDigitalCertCaSubjEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "Table containing all the information related to the subjects, required

to get the Digital Certificate from the Certificate Authority."
::= { rcDigitalCertObjects 7 }
rcDigitalCertCaSubjEntry OBJECT-TYPE

SYNTAX RcDigitalCertCaSubjEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "The entry specifies the subject
fields."
INDEX { rcDigitalCertCaSubjName }
::= { rcDigitalCertCaSubjTable 1 }
RcDigitalCertCaSubjEntry ::= SEQUENCE ({
rcDigitalCertCaSubjName DisplayString,
rcDigitalCertCaSubjCommonName DisplayString,
rcDigitalCertCaSubjEmailAddress DisplayString,
rcDigitalCertCaSubjOrganizationalUnit DisplayString,
rcDigitalCertCaSubjOrganization DisplayString,
rcDigitalCertCaSubjLocality DisplayString,
rcDigitalCertCaSubjProvince DisplayString,
rcDigitalCertCaSubjCountry DisplayString,
rcDigitalCertCaSubjRowStatus RowStatus,
rcDigitalCertCaSubjInstallFile INTEGER,
rcDigitalCertCaSubjInstallFileName DisplayString,
rcDigitalCertCaSubjUninstallFile INTEGER,
rcDigitalCertCaSubjUninstallFileName DisplayString,
rcDigitalCertCaSubjGenerateCsr INTEGER,
rcDigitalCertCaSubjRelaxedMode INTEGER,
rcDigitalCertCaSubjPkcsl2Password DisplayString,
rcDigitalCertCaSubjKeyName DisplayString

}
rcDigitalCertCaSubjName OBJECT-TYPE

SYNTAX DisplayString (SIZE(1..45))

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "user defined name referring to the subject."

::= { rcDigitalCertCaSubjEntry 1 }
rcDigitalCertCaSubjCommonName OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..64))

MAX-ACCESS read-create

STATUS current

DESCRIPTION "The Common Name field of the subject sending the

Certificate Signing Request to the Certificate Authority"
:= {rcDigitalCertCaSubjEntry 2 }
rcDigitalCertCaSubjEmailAddress OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..254))
MAX-ACCESS read-create
STATUS current
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Certificate Authority"

rcDigitalCer

DESCRIPTION

"The Email Address of the subject sending the Certificate Signing Request to the

:= { rcDigitalCertCaSubjEntry 3 }
rcDigitalCertCaSubjOrganizationalUnit OBJECT-TYPE

SYNTAX
MAX-ACCESS
STATUS
DESCRIPTION

DisplayString (SIZE(Q0..64))

read-create

current

"The Organizational Unit field of the subject sending the

Certificate Signing Request to the Certificate Authority"
::= { rcDigitalCertCaSubjEntry 4 }
rcDigitalCertCaSubjOrganization OBJECT-TYPE

SYNTAX
MAX-ACCESS
STATUS
DESCRIPTION

DisplayString (SIZE(0..04))

read-create

current

"The Organization of the subject sending the Certificate

Signing Request to the Certificate Authority"
:= { rcDigitalCertCaSubjEntry 5 }

SYNTAX
MAX-ACCESS
STATUS
DESCRIPTION

tCaSubjLocality OBJECT-TYPE

DisplayString (SIZE(0..128)

read-create

current

"The name of the Locality of the subject sending the

Certificate Signing Request to the Certificate Authority"
::= { rcDigitalCertCaSubjEntry 6 }

rcDigitalCertCaSubjProvince OBJECT-TYPE

SYNTAX
MAX-ACCESS
STATUS
DESCRIPTION

DisplayString (SIZE(0..128)

read-create

current

"The Province name of the subject sending the Certificate

Signing Request to the Certificate Authority"
::= { rcDigitalCertCaSubjEntry 7 }
rcDigitalCertCaSubjCountry OBJECT-TYPE

SYNTAX
MAX-ACCESS
STATUS
DESCRIPTION

DisplayString (SIZE(0..128))

read-create

current

"The name of the country of the subject sending the

Certificate Signing Request to the Certificate Authority;
consists of 2 uppercase letters"
::= { rcDigitalCertCaSubjEntry 8 }
rcDigitalCertCaSubjRowStatus OBJECT-TYPE

SYNTAX
MAX-ACCESS
STATUS
DESCRIPTION

RowStatus

read-create

current

"used to create/delete entries"

::= { rcDigitalCertCaSubjEntry 9 }
rcDigitalCertCaSubjInstallFile OBJECT-TYPE

SYNTAX

MAX-ACCESS
STATUS
DESCRIPTION

INTEGER { offlineCACert (1)
offlineRootCACert (2)
offlineSubjectCert (3)
offlineCRLFile (4)

read-write

current

"This installs the CA/Root subject certificate/CRL file obtained

offline from the Certificate Authority"
:= { rcDigitalCertCaSubjEntry 10 }

rcDigitalCertCaSubjInstallFileName OBJECT-TYPE

SYNTAX
MAX-ACCESS
STATUS
DESCRIPTION

DisplayString (SIZE(1..80)

read-write

current

"This contains the certificate file name obtained

offline from the Certificate Authority"
:= { rcDigitalCertCaSubjEntry 11 }
rcDigitalCertCaSubjUninstallFile OBJECT-TYPE

SYNTAX INTEGER { offlineCACert (1),
offlineRootCACert (2),
offlineSubjectCert (3),
offlineCRLFile (4)}
MAX-ACCESS read-write
STATUS current
DESCRIPTION "This uninstalls the CA/Root subject certificate/CRL file obtained
02/02/2023 P/N: 9036826-02 Rev AA Subject to Change Without Notice Page: 20 of 34

F0615-0



VSP Operating System Software Customer Release Notes

offline from the Certificate Authority"
::= { rcDigitalCertCaSubjEntry 12 }
rcDigitalCertCaSubjUninstallFileName OBJECT-TYPE

SYNTAX DisplayString (SIZE(1..80)

MAX-ACCESS read-write

STATUS current

DESCRIPTION "This contains the certificate file name obtained

offline from the Certificate Authority"
:= { rcDigitalCertCaSubjEntry 13 }
rcDigitalCertCaSubjGenerateCsr OBJECT-TYPE

SYNTAX INTEGER {

generate (1),

notApplicable (2)

}
MAX-ACCESS read-write
STATUS current
DESCRIPTION "Generates the Certificate Signing Request required to obtain the Offline Subject
Certificate

SNMP get for this object will always return notApplicable(2) because it is only
meaningful in the context of 'generate-csr' command"
::= { rcDigitalCertCaSubjEntry 14 }
rcDigitalCertCaSubjRelaxedMode OBJECT-TYPE

SYNTAX INTEGER {
relaxed (1),
notApplicable (2)
}
MAX-ACCESS read-write
STATUS current
DESCRIPTION "Used in conjunction with rcDigitalCertGenerateCsr or rcDigitalCertInstallFile &

rcDigitalCertInstallFileName (for offlineSubjectCert only) to:
- allow generation of CSR without setting all certificate subject fields by
relaxing consistency checks;
- allow inclusion of Subject Alternative Names (SAN) in CSR
- allow installing certificates (offlineSubjectCert only) not only in DER but
PKCS12 format as well with the following minimal restrictions:
- either Subject Common Name or SAN must be configured
- only those Certificate Subject fields(subset of rcDigitalCertScalars 1
-> 7) present in rcDigitalCertInstallFileName (offlineSubjectCert
about to be installed) are matched against their counterparts
configured on box
Ignored if used in a different context than the 2 previously mentioned(with
rcDigitalCertGenerateCsr or rcDigitalCertInstallFile)
SNMP get for this object will always return notApplicable(2) because it is only
meaningful in the context of 'generate-csr' or
'install-file offline-subject-filename' commands

"

::= { rcDigitalCertCaSubjEntry 15 }

rcDigitalCertCaSubjPkcsl2Password OBJECT-TYPE

SYNTAX DisplayString (SIZE(1..128)

MAX-ACCESS read-write

STATUS current

DESCRIPTION "Password to be used for PKCS12 container extraction; a SNMP get will always

return '******' for this object (security reasons)
Used in conjunction with rcDigitalCertRelaxedMode & rcDigitalCertInstallFile &
rcDigitalCertInstallFileName (for offlineSubjectCert only)
otherwise it is ignored.
Allows installing offlineSubjectCert and private key in the form of a PKCS12
container"
::= { rcDigitalCertCaSubjEntry 16 }
rcDigitalCertCaSubjKeyName OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..46)

MAX-ACCESS read-only

STATUS current

DESCRIPTION "refers to the name of the key-pair generated for the subject.

It is an auto generated entity,
generated as the combination of key-type and key-size"
::= { rcDigitalCertCaSubjEntry 17 }
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New table rcDigitalCertificateTable to deprecate rcDigitalCertTable.

RcDigitalCertificateTable is indexed by rcDigitalCertificate Type and rcDigitalCertificateSerialNumber (unique
string used for ordering entries).

rcDigitalCertTable OBJECT-TYPE

SYNTAX SEQUENCE OF RcDigitalCertEntry

MAX-ACCESS not-accessible

STATUS deprecated

DESCRIPTION "table of information about digital certificate.

Deprecated by rcDigitalCertificateTable."

{ rcDigitalCertObjects 4 }

This table is replaced with new table rcDigitalCertificateTable that has the two indexes:

rcDigitalCertificateType,

rcDigitalCertificateSerialNumber.

Table has the same attributes like the deprecated one.

rcDigitalCertificateTable OBJECT-TYPE

SYNTAX SEQUENCE OF RcDigitalCertificateEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "table of information about digital certificate."

=

rcDigitalCertObjects 8 }

rcDigitalCertificateEntry OBJECT-TYPE

SYNTAX RcDigitalCertificateEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "entry containing
information about digital certificates"
rcDigitalCertificateType, rcDigitalCertificateSerialNumber }

INDEX {
: { rcDigitalCertificateTable 1 }

RcDigitalCertificateEntry = SEQUENCE {

rcDigitalCertificateType INTEGER,
rcDigitalCertificateSerialNumber DisplayString,
rcDigitalCertificateVersionNumber DisplayString,
rcDigitalCertificateIssuerName RcLongDisplayString,
rcDigitalCertificatevValidStartPeriod DateAndTime,
rcDigitalCertificateValidEndPeriod DateAndTime,

rcDigitalCertificateSignatureAlgorithm INTEGER,
rcDigitalCertificateSignature RcLongDisplayString,
rcDigitalCertificateSubject RcLongDisplayString,
rcDigitalCertificateSubjectPublicKeyAlgorithm INTEGER,
rcDigitalCertificateSubjectPublicKey RcLongDisplayString,
rcDigitalCertificateHasBasicConstraint TruthValue,
rcDigitalCertificateHasKeyUsage TruthValue,
rcDigitalCertificateIsCa TruthValue,
rcDigitalCertificateKeyUsage BITS,

rcDigitalCertificateStatus DisplayString,
rcDigitalCertificateInstalled TruthValue,
rcDigitalCertificateCdpUrl RcLongDisplayString,
rcDigitalCertificateOcspUrl RcLongDisplayString,
rcDigitalCertificateExtendedKeyUsage DisplayString

}

rcDigitalCertificateType OBJECT-TYPE

SYNTAX INTEGER { onlineCaCert (1),

onlineSubjectCert (2),

offlineCaCert (3),

offlineSubjectCert (4) }
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "uniquely identifies the certificate

'onlineCaCert' - Certificate Authority's Certificate obtained Online from

Certificate Authority

'onlineSubjectCert'
Authority

'offlineCaCert’
Certificate Authority

- Subject Certificate obtained Online from Certificate

- Certificate Authority's Certificate obtained Offline from
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'offlineSubjectCert' - Subject Certificate obtained Offline from Certificate
Authority"

:= { rcDigitalCertificateEntry 1 }

rcDigitalCertificateSerialNumber OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..50))

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "specifies the serial number of the certificate for the subject as issued by the

Certificate Authority "
:= {rcDigitalCertificateEntry 2 }

rcDigitalCertificateVersionNumber OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..16))

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the version number of the certificate for the subject as issued by the

Certificate Authority"
::= { rcDigitalCertificateEntry 3 }

rcDigitalCertificateIssuerName OBJECT-TYPE

SYNTAX RcLongDisplayString (SIZE(0..1000)

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the issuer's name of the certificate for the subject as issued by the

Certificate Authority"
::= { rcDigitalCertificateEntry 4 }

rcDigitalCertificatevValidStartPeriod OBJECT-TYPE

SYNTAX DateAndTime

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the start date of the validation period of the certificate for the

subject as issued by the Certificate Authority "
::= { rcDigitalCertificateEntry 5 }

rcDigitalCertificateValidEndPeriod OBJECT-TYPE

SYNTAX DateAndTime

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the last date of the validation period of the certificate for the

subject as issued by the Certificate Authority"
::= { rcDigitalCertificateEntry 6 }

rcDigitalCertificateSignatureAlgorithm OBJECT-TYPE

SYNTAX INTEGER { rsaEncryption (1),
md2withRSAEncryption (2),
md4withRSAEncryption (3),
md5withRSAEncryption (4),
shalwithRSAEncryption (5),
sha256withRSAEncryption (11),
sha384withRSAEncryption (12),
shabl2withRSAEncryption (13),
sha224withRSAEncryption (14) 1}
MAX-ACCESS read-only
STATUS current
DESCRIPTION "specifies the algorithm used for the issuer's signature on the certificate for
the subject as issued by the Certificate Authority"
::= { rcDigitalCertificateEntry 7 }
rcDigitalCertificateSignature OBJECT-TYPE
SYNTAX RcLongDisplayString (SIZE(0..2049))
MAX-ACCESS read-only
STATUS current
DESCRIPTION "specifies the issuer's signature on the certificate for the subject as issued by
the Certificate Authority"
::= { rcDigitalCertificateEntry 8 }
rcDigitalCertificateSubject OBJECT-TYPE
SYNTAX RcLongDisplayString (SIZE(0..1000)
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MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the details of the subject on its certificate as issued by Certificate
Authority "

::= { rcDigitalCertificateEntry 9 }

rcDigitalCertificateSubjectPublicKeyAlgorithm OBJECT-TYPE
SYNTAX INTEGER { rsaEncryption (1),

md2withRSAEncryption (2

md4withRSAEncryption (3

4

(

’

’

)
)
mdS5withRSAEncryption (4),
shalwithRSAEncryption (5)

r

sha256withRSAEncryption (11),
sha384withRSAEncryption (12),
sha512withRSAEncryption (13),
sha224withRSAEncryption (14) 1}

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the algorithm used to generate the subject's

public key for the certificate issued by the Certificate Authority"
:= { rcDigitalCertificateEntry 10 }

rcDigitalCertificateSubjectPublicKey OBJECT-TYPE

SYNTAX RcLongDisplayString (SIZE(0..2048)

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the public key of the subject used to the Certificate Signing Request"

::= { rcDigitalCertificateEntry 11 }

rcDigitalCertificateHasBasicConstraint OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies whether certificate contains basic certificate constraint"

::= { rcDigitalCertificateEntry 12 }

rcDigitalCertificateHasKeyUsage OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies whether certificate contains basic key usage constraint"

:= { rcDigitalCertificateEntry 13 }

rcDigitalCertificateIsCa OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies if this is ca certificate or not"

:= { rcDigitalCertificateEntry 14 }

rcDigitalCertificateKeyUsage OBJECT-TYPE
SYNTAX BITS {
digitalSignature (0),
nonRepudiation (1),
keyEncipherment (2),
dataEncipherment (3),
keyAgreement (4),
keyCertSign(5),
cRLSign (6),
encipherOnly(7),
decipherOnly (8)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION "specifies the purpose of the key used in the
certificate.It is represented in form of bits as follows-
bit 0 - digitalSignature
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bit 1 - nonRepudiation
bit 2 - keyEncipherment
bit 3 - dataEncipherment
bit 4 - keyAgreement

bit 5 - keyCertSign

bit 6 - cRLSign

bit 7 - encipherOnly

bit 8 - decipherOnly"
:= { rcDigitalCertificateEntry 15 }

rcDigitalCertificateStatus OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..129))

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the status of the certificate”

::= { rcDigitalCertificateEntry 16 }

rcDigitalCertificateInstalled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies whether the certificate is installed or not"

::= { rcDigitalCertificateEntry 17 }

rcDigitalCertificateCdpUrl OBJECT-TYPE

SYNTAX RcLongDisplayString (SIZE(0..1000)

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the CDP URL present in the Extensions field of the Digital Certificate"

::= { rcDigitalCertificateEntry 18 }

rcDigitalCertificateOcspUrl OBJECT-TYPE

SYNTAX RcLongDisplayString (SIZE(0..1000)

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the OCSP URL present in the AIA field of the Digital Certificate"

{ rchDigitalCertificateEntry 19 }

rcDigitalCertificateExtendedKeyUsage OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..128)

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the purpose for which the key may be used,

in addition to or in place of the basic purposes indicated in the key-usage field
of the certificate"
{ rcDigitalCertificateEntry 20 }

New table rcDigitalCertificateKeyTable to deprecate rcDigitalCertKeyTable

Index the Key table by KeyName since we have the support for configuring multiple key-pairs.

rcDigitalCertKeyTable OBJECT-TYPE

SYNTAX SEQUENCE OF RcDigitalCertKeyEntry

MAX-ACCESS not-accessible

STATUS deprecated

DESCRIPTION "Table containing all the information related to the key-pair, required

to get the Digital Certificate from the Certificate Authority.
Deprecated by rcDigitalCertificateKeyTable"
{ rcDigitalCertObjects 2 }

New table:

rcDigitalCertificateKeyTable OBJECT-TYPE

SYNTAX SEQUENCE OF RcDigitalCertificateKeyEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "table containing all the information related to the key-pair, required

to get the Digital Certificate from the Certificate Authority."
::= { rcDigitalCertObjects 10 }
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rcDigitalCertificateKeyEntry OBJECT-TYPE

SYNTAX RcDigitalCertificateKeyEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "the entry specifies the key-pair
name, size and the algorithm used for the generation of key-pair."
INDEX { rcDigitalCertificateKeyName}

:= { rcDigitalCertificateKeyTable 1 }

RcDigitalCertificateKeyEntry ::= SEQUENCE {
rcDigitalCertificateKeyName DisplayString,
rcDigitalCertificateKeyType INTEGER,
rcDigitalCertificateKeySize Integer32,

rcDigitalCertificateKeyRowStatus RowStatus
}

rcDigitalCertificateKeyName OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..46)

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "refers to the name of the key-pair generated for the subject.

It is an auto generated entity,
generated as the combination of key-type and key-size"
:= { rcDigitalCertificateKeyEntry 1 }

rcDigitalCertificateKeyType OBJECT-TYPE

SYNTAX INTEGER {rsa (1)}

MAX-ACCESS read-create

STATUS current

DESCRIPTION "defines the algorithm used to generate the key-pair"

::= { rcDigitalCertificateKeyEntry 2 }

rcDigitalCertificateKeySize OBJECT-TYPE

SYNTAX Integer32 ( 2048

MAX-ACCESS read-create

STATUS current

DESCRIPTION "defines the size of the key-pair to be generated "

:= { rcDigitalCertificateKeyEntry 3 }

rcDigitalCertificateKeyRowStatus OBJECT-TYPE

SYNTAX RowStatus

MAX-ACCESS read-create

STATUS current

DESCRIPTION "used to create/delete entries"

::= { rcDigitalCertificateKeyEntry 4 }

New table rcDigitalCertificateStoreTable is added to deprecate rcDigitalCertStoreTable

New table is indexed by rcDigitalCertificateStore Type and rcDigitalCertificateStoreCaFileName (unique name per
certificate).

rcDigitalCertStoreTable OBJECT-TYPE

SYNTAX SEQUENCE OF RcDigitalCertStoreEntry

MAX-ACCESS not-accessible

STATUS deprecated

DESCRIPTION "table of information about offline intermidate CA and root certificate.

Deprecated by rcDigitalCertificateStoreTable."
::= { rcDigitalCertObjects 5 }

New table:
rcDigitalCertificateStoreTable OBJECT-TYPE
SYNTAX SEQUENCE OF RcDigitalCertificateStoreEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "table of information about offline intermidate CA and root certificate"

::= { rcDigitalCertObjects 9 }

rcDigitalCertificateStoreEntry OBJECT-TYPE
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SYNTAX RcDigitalCertificateStoreEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "entry containing
information about offline intermidate CA and root
INDEX { rcDigitalCertificateStoreType,

rcDigitalCertificateStoreCaFileName

}
:= { rcDigitalCertificateStoreTable 1 }

RcDigitalCertificateStoreEntry ::= SEQUENCE ({
rcDigitalCertificateStoreType
rcDigitalCertificateStoreCaFileName
rcDigitalCertificateStoreCommonName
rcDigitalCertificateStoreVersionNumber
rcDigitalCertificateStoreSerialNumber
rcDigitalCertificateStoreIssuerName
rcDigitalCertificateStorevValidStartPeriod
rcDigitalCertificateStoreValidEndPeriod

rcDigitalCertificateStoreCertificateSignatureAlgorithm INTEGER,
rcDigitalCertificateStoreCertificateSignature
rcDigitalCertificateStoreSubject
rcDigitalCertificateStoreSubjectPublicKeyAlgorithm
rcDigitalCertificateStoreSubjectPublicKey
rcDigitalCertificateStoreHasBasicConstraint
rcDigitalCertificateStoreHasKeyUsage
rcDigitalCertificateStoreIsCa
rcDigitalCertificateStoreKeyUsage

rcDigitalCertificateStoreStatus
rcDigitalCertificateStorelInstalled
rcDigitalCertificateStoreCdpUrl
rcDigitalCertificateStoreOcspUrl
rcDigitalCertificateStoreExtendedKeyUsage

DisplayString,

}

rcDigitalCertificateStoreType OBJECT-TYPE

digital certificates"

INTEGER,
DisplayString,
DisplayString,
DisplayString,
DisplayString,
RcLongDisplayString,
DateAndTime,
DateAndTime,

RcLongDisplayString,
RcLongDisplayString,

INTEGER,

RcLongDisplayString,

TruthValue,

TruthValue,

TruthValue,

BITS,

TruthValue,
RcLongDisplayString,
RcLongDisplayString,
DisplayString

SYNTAX INTEGER { caCert (1),
rootCaCert (2)}
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "uniquely identifies the certificate
'caCert’ - Certificate Authority's Certificate
'rootCaCert' - Root Certificate Authority's Certificate"

::= { rcDigitalCertificateStoreEntry 1 }

rcDigitalCertificateStoreCaFileName OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..80))
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"

filename obtained offline
::={ rcDigitalCertificateStoreEntry 2 }

rcDigitalCertificateStoreCommonName OBJECT-TYPE

"stores the intermediate and root Certificate Authority's certificate

SYNTAX DisplayString (SIZE(1..64))

MAX-ACCESS read-only

STATUS current

DESCRIPTION "defines the Common Name of the Certificate Authority issuing the Digital
Certificate"

::= { rcDigitalCertificateStoreEntry 3 }

rcDigitalCertificateStoreVersionNumber OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..16)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

Certificate Authority"
::= { rcDigitalCertificateStoreEntry 4 }

rcDigitalCertificateStoreSerialNumber OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..50))
MAX-ACCESS read-only

"specifies the version number of the certificate for the subject as issued by the
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STATUS current

DESCRIPTION "specifies the serial number of the certificate for the subject as issued by the
Certificate Authority "

::= {rcDigitalCertificateStoreEntry 5 }

rcDigitalCertificateStorelssuerName OBJECT-TYPE

SYNTAX RcLongDisplayString (SIZE(0..1000)

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the issuer's name of the certificate for the subject as issued by the

Certificate Authority"
::= { rcDigitalCertificateStoreEntry 6 }

rcDigitalCertificateStorevValidStartPeriod OBJECT-TYPE

SYNTAX DateAndTime

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the start date of the validation period of the certificate for the

subject as issued by the Certificate Authority "
::= { rcDigitalCertificateStoreEntry 7 }

rcDigitalCertificateStoreValidEndPeriod OBJECT-TYPE

SYNTAX DateAndTime

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the last date of the validation period of the certificate for the

subject as issued by the Certificate Authority"
::= { rcDigitalCertificateStoreEntry 8 }

rcDigitalCertificateStoreCertificateSignatureAlgorithm OBJECT-TYPE
SYNTAX INTEGER { rsaEncryption (1),

md2withRSAEncryption (2

md4withRSAEncryption (3

md5withRSAEncryption (4

(

)
)
)
shalwithRSAEncryption (5

< ~

sha256withRSAEncryption (11),
sha384withRSAEncryption (12),
sha512withRSAEncryption (13),
sha224withRSAEncryption (14) }
MAX-ACCESS read-only
STATUS current
DESCRIPTION "specifies the algorithm used for the issuer's signature on the certificate for

the subject as issued by the Certificate Authority"
::= { rcDigitalCertificateStoreEntry 9 }

rcDigitalCertificateStoreCertificateSignature OBJECT-TYPE

SYNTAX RcLongDisplayString (SIZE(0..2049))

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the issuer's signature on the certificate for the subject as issued by

the Certificate Authority"
::= { rcDigitalCertificateStoreEntry 10 }

rcDigitalCertificateStoreSubject OBJECT-TYPE

SYNTAX RcLongDisplayString (SIZE(0..1000)

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the details of the subject on its certificate as issued by Certificate
Authority "

::= { rcDigitalCertificateStoreEntry 11 }

rcDigitalCertificateStoreSubjectPublicKeyAlgorithm OBJECT-TYPE
SYNTAX INTEGER { rsaEncryption (1),

md2withRSAEncryption (2

md4withRSAEncryption (3

4

(

’

’

md5withRSAEncryption (4),
shalwithRSAEncryption )

)
)
)
5 14
sha256withRSAEncryption (11),
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sha384withRSAEncryption (12),
shabl2withRSAEncryption (13),
sha224withRSAEncryption (14) }

MAX-ACCESS read-only
STATUS current
DESCRIPTION "specifies the algorithm used to generate the subject's

public key for the certificate issued by the Certificate Authority"
::= { rcDigitalCertificateStoreEntry 12 }

rcDigitalCertificateStoreSubjectPublicKey OBJECT-TYPE

SYNTAX RcLongDisplayString (SIZE(0..4096))

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the public key of the subject used to the Certificate Signing Request"

::= { rcDigitalCertificateStoreEntry 13 }

rcDigitalCertificateStoreHasBasicConstraint OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies whether certificate contains basic certificate constraint"

::= { rcDigitalCertificateStoreEntry 14 }

rcDigitalCertificateStoreHasKeyUsage OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies whether certificate contains basic key usage constraint"

:= { rcDhigitalCertificateStoreEntry 15 }

rcDigitalCertificateStoreIsCa OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies if this is ca certificate or not"

:= { rcDigitalCertificateStoreEntry 16 }

rcDigitalCertificateStoreKeyUsage OBJECT-TYPE
SYNTAX BITS {
digitalSignature(0),
nonRepudiation (1),
keyEncipherment (2),
dataEncipherment (3),
keyAgreement (4),
keyCertSign(5),
cRLSign (6),
encipherOnly(7),
decipherOnly (8)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION "specifies the purpose of the key used in the
certificate.It is represented in form of bits as follows-
bit 0 - digitalSignature

bit 1 - nonRepudiation
bit 2 - keyEncipherment
bit 3 - dataEncipherment
bit 4 - keyAgreement

bit 5 - keyCertSign

bit 6 - cRLSign

bit 7 - encipherOnly

bit 8 - decipherOnly"
:= { rcDhigitalCertificateStoreEntry 17 }

rcDigitalCertificateStoreStatus OBJECT-TYPE
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SYNTAX DisplayString (SIZE(0..129))

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the status of the certificate"

::= { rcDigitalCertificateStoreEntry 18 }

rcDigitalCertificateStoreInstalled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies whether the certificate is installed or not"

::= { rcDigitalCertificateStoreEntry 19 }

rcDigitalCertificateStoreCdpUrl OBJECT-TYPE

SYNTAX RcLongDisplayString (SIZE(0..1000)

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the CDP URL present in the Extensions field of the Digital Certificate”

:= { rcDigitalCertificateStoreEntry 20 }

rcDigitalCertificateStoreOcspUrl OBJECT-TYPE

SYNTAX RcLongDisplayString (SIZE(0..1000)

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the OCSP URL present in the AIA field of the Digital Certificate"

::= { rcDigitalCertificateStoreEntry 21 }

rcDigitalCertificateStoreExtendedKeyUsage OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..128))

MAX-ACCESS read-only

STATUS current

DESCRIPTION "specifies the purpose for which the key may be used,

in addition to or in place of the basic purposes indicated in the key-usage field
of the certificate”
:= { rcDigitalCertificateStoreEntry 22 }

Application MIBs changes

IKE:
-- IKE Global Scalars
rcIlkeScalars OBJECT IDENTIFIER ::= { rclke 7 }

-- IKE Certificate Identity Subject Name

rcIkeCertIdentitySubjectName OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..45))

MAX-ACCESS read-write

STATUS current

DESCRIPTION "The Digital Certificate Subject Name use as Identity Certificate in IKE"
:= { rcIkeScalars 1 }

WEB:

-- Web Certificate Identity Subject Name

rcWebCertSubjectName OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..45))

MAX-ACCESS read-write

STATUS current

DESCRIPTION "The Digital Certificate Subject Name used as Identity Certificate in WEB Server"
::= { rcWeb 36 }

-- Web Certificate TrustPoint CA Name

rcWebCertCAName OBJECT-TYPE

SYNTAX DisplayString (SIZE(0..45))

MAX-ACCESS read-write

STATUS current

DESCRIPTION "The Digital Certificate CA TrustPoint Name used for Certificate in WEB Server"
:= { rcWeb 37 }

SSH:

rcSshGlobalX509AuthEnable OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
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STATUS current
DESCRIPTION "Enable/disable SSH x509 authentication.”
DEFVAL { true }

::= { rcSshGlobal 25 }
rcSshGlobalX509AuthRevocationCheckMethod OBJECT-TYPE
SYNTAX INTEGER {
ocsp (1),
none (2)

}
MAX-ACCESS read-write
STATUS current
DESCRIPTION "Set revocation check method for SSH x509."
DEFVAL { 1 }

:= { rcSshGlobal 26 }
rcSshGlobalX509AuthUsernameOverwrite OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION "Enable/disable SSH x509 username overwrite."
DEFVAL { false }

::= { rcSshGlobal 27 }
rcSshGlobalX509AuthUsernameStripDomain OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION "Enable/disable SSH x509 username strip-domain."
DEFVAL { false }

:= { rcSshGlobal 28 }
rcSshGlobalX509AuthUsernameUseDomain OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..255))
MAX-ACCESS read-write
STATUS current
DESCRIPTION "Set SSH x509 username domain to use."

:= { rcSshGlobal 29 }
rcSshGlobalX509AuthCertSubjectName OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..45))
MAX-ACCESS read-write
STATUS current
DESCRIPTION "Set the Digital Certificate Subject Name used as Identity Certificate.”
::= { rcSshGlobal 30 }
rcSshGlobalX509AuthCertCAName OBJECT-TYPE
SYNTAX DisplayString (SIZE(0..45))
MAX-ACCESS read-write
STATUS current
DESCRIPTION "Set the Digital Certificate CA TrustPoint Name to use."
::= { rcSshGlobal 31 }

Logical Interface:

--—-XA FE IPSec PKI Certificate Identity by providing Certificate Subject Name
rcIsisLogicalInterfaceIpsecCertSubjectName OBJECT-TYPE

SYNTAX DisplayString (SIZE (0..45))

MAX-ACCESS read-create

STATUS current

DESCRIPTION "Set the Digital Certificate Subject Name used as Identity Certificate.
Must also provide rcIsisLogicallnterfacelIpsecAuthMethod set to rsaSignedDigitalCert"
::= { rcIsisLogicallInterfaceEntry 29 }

Syslog:

--SyslogCertificate Tbl
rcSyslogCertificateTable OBJECT-TYPE

SYNTAX SEQUENCE OF RcSyslogCertificateEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "Table containing Certificate Authority common-name and action to be performed on

the
syslog certificate"
::= { rcSyslog 6 }
rcSyslogCertificateEntry OBJECT-TYPE

SYNTAX RcSyslogCertificateEntry
MAX-ACCESS not-accessible
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STATUS current

DESCRIPTION "Entry containing Certificate Authority common-name and action to be performed on
the

syslog certificate"

INDEX { rcSyslogCertificateCaCommonName }

::= { rcSyslogCertificateTable 1 }
RcSyslogCertificateEntry ::= SEQUENCE ({

rcSyslogCertificateCaCommonName DisplayString,

rcSyslogCertificateAction INTEGER,

rcSyslogCertificateRowStatus RowStatus

}

rcSyslogCertificateCaCommonName OBJECT-TYPE

SYNTAX DisplayString (SIZE (1..45))

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "Certificate Authority common-name of a Syslog Server to be installed or

uninstalled. It requires object rcSyslogCertificateAction to be install or uninstall or none"
::= { rcSyslogCertificateEntry 1 }

rcSyslogCertificateAction OBJECT-TYPE
SYNTAX INTEGER {
noAction(1l),

install(2),
uninstall (3) }
MAX-ACCESS read-create
STATUS current
DESCRIPTION "To install/uninstall the Certificate Authority of a Syslog Server.
It always return noAction for query."
DEFVAL { noAction }

::= { rcSyslogCertificateEntry 2 }

rcSyslogCertificateRowStatus OBJECT-TYPE

SYNTAX RowStatus

MAX-ACCESS read-create

STATUS current

DESCRIPTION "Used to create/delete entries in the rcSyslogCertificateTable."

::= { rcSyslogCertificateEntry 3 }

OUTSTANDING ISSUES:

Known Issues

Please see “Release Notes for VSP Operating System Software (VOSS)” for software release 8.3.0 available at
https://www.extremenetworks.com/support/release-notes for details regarding Known Issues.

| KNOWN LIMITATIONS:

Please see “Release Notes for VSP Operating System Software (VOSS)” for software release 8.3.0 available at
https://www.extremenetworks.com/support/release-notes for details regarding Known Limitations.

Regular cleanup of unneeded files on USB drives is recommended to minimize possibility of USB corruption when
a system is reset, shut down, or power is lost.

|DOCUMENTATION CORRECTIONS:

For other known issues, please refer to the product release notes and technical documentation available at:
https://www.extremenetworks.com/support/documentation.
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| GLOBAL SUPPORT

By Phone: +1 800-998-2408 (toll-free in U.S. and Canada)

For the toll-free support number in your country:
www.extremenetworks.com/support/

By Email: support@extremenetworks.com

By Web:  www.extremenetworks.com/support/

By Mail: Extreme Networks, Inc.
6480 Via Del Oro
San Jose, CA 95119

For information regarding the latest software available, recent release note revisions, or if you require additional
assistance, please visit the Extreme Networks Support website.

Copyright © 2023 Extreme Networks, Inc. - All Rights Reserved.

Legal Notice

Extreme Networks, Inc. reserves the right to make changes in specifications and other information contained in this document and its
website without prior notice. The reader should in all cases consult representatives of Extreme Networks to determine whether any such
changes have been made.

The hardware, firmware, software or any specifications described or referred to in this document are subject to change without notice.
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Trademarks

Extreme Networks and the Extreme Networks logo are trademarks or registered trademarks of Extreme Networks, Inc. in the United States
and/or other countries. All other names (including any product names) mentioned in this document are the property of their respective
owners and may be trademarks or registered trademarks of their respective companies/owners.

For additional information on Extreme Networks trademarks, please see:

www.extremenetworks.com/company/legal/trademarks
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