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BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
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3. Limitation of Remedies. IN NO EVENT SHALL NORTEL NETWORKS OR ITSAGENTS OR SUPPLIERS BE
LIABLE FOR ANY OF THE FOLLOWING: @) DAMAGESBASED ON ANY THIRD PARTY CLAIM; b) LOSS OF,
OR DAMAGE TO, CUSTOMER’'S RECORDS, FILES OR DATA; OR c) DIRECT, INDIRECT, SPECIAL,
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ADVISED OF THEIR POSSIBILITY. The forgoing limitations of remedies also apply to any developer and/or supplier
of the Software. Such devel oper and/or supplier is an intended beneficiary of this Section. Some jurisdictions do not
allow these limitations or exclusions and, in such event, they may not apply.
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4, General

a

If Customer is the United States Government, the following paragraph shall apply: All Nortel Networks
Software available under this License Agreement is commercial computer software and commercial computer
software documentation and, in the event Software is licensed for or on behalf of the United States
Government, the respective rights to the software and software documentation are governed by Nortel
Networks standard commercial license in accordance with U.S. Federal Regulations at 48 C.F.R. Sections
12.212 (for non-DaD entities) and 48 C.F.R. 227.7202 (for DoD entities).

Customer may terminate the license at any time. Nortel Networks may terminate the license if Customer fails
to comply with the terms and conditions of this license. In either event, upon termination, Customer must
either return the Software to Nortel Networks or certify its destruction.

Customer is responsible for payment of any taxes, including personal property taxes, resulting from
Customer’s use of the Software. Customer agrees to comply with all applicable laws including all applicable
export and import laws and regul ations.

Neither party may bring an action, regardless of form, more than two years after the cause of the action arose.

The terms and conditions of this License Agreement form the complete and exclusive agreement between
Customer and Nortel Networks.

This License Agreement is governed by the laws of the country in which Customer acquires the Software. If
the Software is acquired in the United States, then this License Agreement is governed by the laws of the state
of New York.
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Preface

These release notes contain the latest information about the Nortel Networks*
Contivity* TunnelGuard Version 1.1.

Before you begin

These release notes are intended for network managers who are responsible for
the Contivity Secure |P Services Gateway. They assume that you have experience
with windowing systems or graphical user interfaces (GUIs) and familiarity with
network management.

Text conventions

This guide uses the following text conventions:

angle brackets (< >) Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
ping <ip addresss>, you enter
ping 192.32.10.12

bold Courier text Indicates command names and options and text that
you need to enter.
Example: Usethe show health command.
Example: Enter terminal paging {off | on}.
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braces ({})

brackets ([ ])

italic text

plain Courier
text

separator (>)

Indicate required elementsin syntax descriptionswhere
there is more than one option. You must choose only
one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is 1dap-server
source {external | internal}, you must enter
either 1dap-server source external Of
ldap-server source internal, but not both.

Indicate optional elements in syntax descriptions. Do
not type the brackets when entering the command.
Example: If the command syntax is

show ntp [associations], yOu Can enter

either show ntp Or show ntp associations.
Example: If the command syntax is default rsvp
[token-bucket {depth | rate}], you can enter
default rsvp, default rsvp token-bucket
depth, Or default rsvp token-bucket rate.

Indicates new terms, book titles, and variablesin
command syntax descriptions. Where avariableistwo
or more words, the words are connected by an
underscore.

Example: If the command syntax is

ping <ip address>, ip address iSoOnevariable
and you substitute one value for it.

Indicates system output, for example, prompts and
system messages.

Example: File not found.

Shows menu paths.

Example: Choose Status > Health Check.

317393-A Rev 00



Preface 9

Related publications

For more information about TunnelGuard, refer to the Configuring Tunnel Guard
for the Contivity Secure |P Services Gateway, which provides information about
configuring and using the TunnelGuard feature.

You can print selected technical manuals and release notes free, directly from the
Internet. Go to the www.nortel networks.com/documentation URL. Find the
product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe* Acrobat
Reader* to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download a free copy of the Adobe Acrobat Reader.

You can purchase printed books and documentation sets from Vervante. To order
printed documentation, go to Vervante at the www.vervante.com/nortel URL.

How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Networks
Technical Support. To obtain contact information online, go to the

www.hortel networks.com/cgi-bin/comments/comments.cgi URL, then click on
Technical Support.

From the Technical Support page, you can open a Customer Service Request
online or find the telephone number for the nearest Technica Solutions Center.
If you are not connected to the Internet, you can call 1-800-4ANORTEL
(1-800-466-7835) to learn the telephone number for the nearest Technical
Solutions Center.

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call isrouted to atechnical support
person who specializes in supporting that product or service. To locate an ERC for
your product or service, go to the http://www.nortel networks.com/hel p/contact/
erc/index.html URL.
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Chapter 1
Overview

The Nortel Networks Contivity TunnelGuard Version 1.1 release notes contain the
latest information about Tunnel Guard.

Description

TunnelGuard Version 1.1 isa new Java application, which runs on aclient PC and
is responsible for checking that any required components for a personal firewall
areinstalled and active. Tunnel Guard enables you to enforce certain policies on
remote access end points.

TunnelGuard is separate from the Contivity VPN Client application. Because the
Contivity VPN Client and TunnelGuard do not communicate, it works with any
version of the Contivity VPN Client. If you currently have the Contivity VPN
Client installed, you do not need to uninstall it before, during, or after installing
the agent.

For further information on the TunnelGuard feature and installation instructions,
see Configuring TunnelGuard for the Contivity Secure |P Services Gateway book

(cfg_tg.pdf).

TunnelGuard directory

The TunnelGuard directory is on the client CD and contains the software files you
need to configure and manage TunnelGuard. The Tunnel Guard release notes are
also located on the CD (tg_relnotes.pdf) that came with your software. The
subdirectories on the CD are described in the following sections:
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Windows

The Windows directory contains the Custom directory and the following
executablefiles:

e TgNoVvm 1 1l.exe-- use when you already have JRE Version 1.4.2 or later
e TgVm_1 1.exe-- use when you do not have JRE

The Custom directory should be used if you want to modify the TunnelGuard
installation and contains the following directories:

*  NOVM -- customizable installation files without JRE
— instmsi.exe
— instmsiw.exe
— TGCstNoVm_1_1.exe
— TgCstNovm_1 1l.ini
— TgCstNoVm_1 1.ms
* VM -- customizable installation files with JRE
— instmsi.exe
— instmsiw.exe
— TGCstVm_1 l.exe
— TgCstVm_1 1l.ini
— TgCstVm_1 1.msi

TunnelGuard considerations

The following sections describe Tunnel Guard considerations.

Managing user groups being used by multiple versions of
clients

By setting the client version threshold of a group to the highest value possible
(Future ID 32), even the latest Windows-based Contivity VPN Client userswill be
blocked from getting into that particular group, as Version 4.65 comes with a
version ID of only 12. However, Netlock clients present a high version number
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(65535), so it will still can get in using this group. Using the version threshold in
this manner allows the administrator to create a user group that only Netlock

clients can log into. The requirement for the Tunnel Guard agent would be
disabled for that group.

Deleting rules or software definitions

When deleting an existing rule or software definition, you must first remove that
definition from any group settings that reference it. You need to place a different
policy on that particular group because (none) is not an option for setting the
policy.

TunnelGuard known anomalies

The following sections describe Tunnel Guard issues.

Agent not sending status change while in restricted mode
(Q00709476)

When the tunnel is fully opened and the PC goes out of SRS compliance, the new
statusis sent to the Contivity on the agent interval and the tunnel istorn down
appropriately. However, when the tunnel isin restricted mode and the status
changes from non-compliance to compliance, the tunnel statusis not changed
until check status interval defined at the Contivity. If theinterva on the SRS
recheck interval on the Contivity is set to the default, you have to wait 15 minutes
before gaining full access to the network.
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