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Service Release Notes

WING 5.8.6.12-002R

IMPORTANT

Service releases are made available to fix specific customer reported issues in a timely manner. Service
releases are not as extensively tested as main releases such as 5.8.6.0-011R. The next maintenance or
manufacturing release will incorporate all qualifying and preceding service releases.

This document is an addendum to the release notes for the main release 5.8.6.0-011R.
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Fixes

Following customer issues/vulnerabilities are fixed.

ESR/SPR Description
WING-42639 Kr00k Vulnerability CVE-2019-15126

The vulnerability, tracked as CVE-2019-15126, or "KrOOk" and was
disclosed at the RSA 2020 security conference in San Francisco by ESET
researchers on Wednesday 2/26.

KrOOk is a vulnerability that permits attackers to force Wi-Fi systems into
dissociative states, granting the opportunity to decrypt packets sent over
WPA2 Personal/Enterprise Wi-Fi channels.

Platforms Support

Supported in this release,

AP650, AP6511, AP6521, AP6522, AP6532, AP6562, AP7131, AP7161, AP7502, AP7522, AP7532, AP7562,
AP8122, AP8132, AP8163, AP8222, AP8232, AP8432, AP8533, RFS4000, RFS6000, NX5500, NX7500,
NX9500, NX9600, VX9000

Supported last in this release,

AP650, AP6511, AP7131, AP8222
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Notes
None.
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