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Preface

Read the following topics to learn about:

* The meanings of text formats used in this document.

* Where you can find additional information and help.

* How to reach us with questions and comments.

Text Conventions

Unless otherwise noted, information in this document applies to all supported environments for the
products in question. Exceptions, like command keywords associated with a specific software version,

are identified in the text.

When a feature, function, or operation pertains to a specific hardware product, the product name is
used. When features, functions, and operations are the same across an entire product family, such as
ExtremeSwitching switches or SLX routers, the product is referred to as the switch or the router.

Table 1: Notes and warnings

Icon Notice type

Alerts you to...

1y Tip

’

lIIQ

Helpful tips and notices for using the product

Note

Useful information or instructions

| Important

Important features or instructions

Caution

Risk of personal injury, system damage, or loss of data

n Warning

Risk of severe personal injury
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Documentation and Training

Table 2: Text

Convention

Description

screen displays

This typeface indicates command syntax, or represents information as
it is displayed on the screen.

The words enter and type

When you see the word enter in this guide, you must type something,
and then press the Return or Enter key. Do not press the Return or
Enter key when an instruction simply says type.

Key names

Key names are written in boldface, for example Ctrl or Esc. If you must
press two or more keys simultaneously, the key names are linked with a
plus sign (+). Example: Press Ctrl+Alt+Del

Words in italicized type

Italics emphasize a point or denote new terms at the place where they
are defined in the text. Italics are also used when referring to
publication titles.

NEW!

New information. In a PDF, this is searchable text.

Table 3: Command syntax

Convention

Description

bold text

Bold text indicates command names, keywords, and command options.

italic text

[talic text indicates variable content.

Syntax components displayed within square brackets are optional.
Default responses to system prompts are enclosed in square brackets.

{xly !l z} A choice of required parameters is enclosed in curly brackets separated
by vertical bars. You must select one of the options.
X |y A vertical bar separates mutually exclusive elements.
> Nonprinting characters, such as passwords, are enclosed in angle
brackets.
Repeat the previous element, for example, member [member. . .].
\ In command examples, the backslash indicates a “soft” line break.

When a backslash separates two lines of a command input, enter the
entire command at the prompt without the backslash.

Documentation and Training

Find Extreme Networks product information at the following locations:

Current Product Documentation

Release Notes

Hardware and software compatibility for Extreme Networks products

Extreme Optics Compatibility

Other resources such as white papers, data sheets, and case studies

Extreme Networks offers product training courses, both online and in person, as well as specialized
certifications. For details, visit www.extremenetworks.com/education/.
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Help and Support Preface

Help and Support

If you require assistance, contact Extreme Networks using one of the following methods:

Extreme Portal

Search the GTAC (Global Technical Assistance Center) knowledge base; manage support cases and
service contracts; download software; and obtain product licensing, training, and certifications.

The Hub

A forum for Extreme Networks customers to connect with one another, answer questions, and share
ideas and feedback. This community is monitored by Extreme Networks employees, but is not
intended to replace specific guidance from GTAC.

Call GTAC

For immediate support: (800) 998 2408 (toll-free in U.S. and Canada) or 1(408) 579 2826. For the
support phone number in your country, visit: www.extremenetworks.com/support/contact

Before contacting Extreme Networks for technical support, have the following information ready:

*  Your Extreme Networks service contract number, or serial numbers for all involved Extreme
Networks products

* A description of the failure
* A description of any actions already taken to resolve the problem

* A description of your network environment (such as layout, cable type, other relevant environmental
information)

*  Network load at the time of trouble (if known)

* The device history (for example, if you have returned the device before, or if this is a recurring
problem)

* Any related RMA (Return Material Authorization) numbers

Subscribe to Product Announcements

You can subscribe to email notifications for product and software release announcements, Field
Notices, and Vulnerability Notices.

Go to The Hub.

In the list of categories, expand the Product Announcements list.

Select a product for which you would like to receive notifications.

Select Subscribe.

To select additional products, return to the Product Announcements list and repeat steps 3 and 4.

N

You can modify your product selections or unsubscribe at any time.

Send Feedback

The Information Development team at Extreme Networks has made every effort to ensure that this
document is accurate, complete, and easy to use. We strive to improve our documentation to help you
in your work, so we want to hear from you. We welcome all feedback, but we especially want to know
about:

* Content errors, or confusing or conflicting information.
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Preface

Send Feedback

* Improvements that would help you find relevant information.
* Broken links or usability issues.

To send feedback, do either of the following:
* Access the feedback form at https://www.extremenetworks.com/documentation-feedback/.

*  Email us at documentation@extremenetworks.com.

Provide the publication title, part number, and as much detail as possible, including the topic heading
and page number if applicable, as well as your suggestions for improvement.

Extreme Visibility Manager Release Notes for version 6.1.0.
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Release Notes

New In This Release on page 8

Supported Devices and Software on page 9

System Requirements on page 10
Known Limitations on page 11

Defects Closed With Code Changes on page 12
Defects Closed Without Code Changes on page 16

Open Defects on page 17

Extreme Visibility Manager, a Kubernetes-based microservices application, provides centralized device
and policy management as part of the Extreme Visibility solution.

New In This Release

Extreme Visibility Manager version 6.1.0 offers several new features and enhancements.

For details, see the Extreme Visibility Manager Administration and User Guide, 6.1.0 and the Extreme

Visibility Manager Deployment Guide, 6.1.0.

Table 4: Features and enhancements

Feature

Description

IPv6 addresses

Support for monitoring devices with IPv6
addresses. New installations of this version of the
software support devices with IPv6 addresses.

DNS for device discovery

Support for discovery devices by host name, using
DNS resolution.

Software upgrade

Support for upgrading Visibility Manager from the
previous version.

Device versions

Support for recent releases of SLX-OS and
Extreme 9920 Software with the NPB application.
For more information, see Supported Devices and
Software on page 9.

TACACS+

Support for TACACS+ for user authentication.

PCAP

Support for packet capture on SLX devices.

User-defined access lists

Support for creating UDA profiles and UDA
matches for SLX and MLX devices.

8
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Release Notes

Supported Devices and Software

Table 4: Features and enhancements (continued)

Feature

Description

Exporting configuration

Support for exporting device configuration from an
SLX or MLX device to an Extreme 9920 device.

SNMPv3

Support for discovering devices through SNMPv3,

Deleting dashboards, counters, and locations

Support for deleting custom dashboards, selected
counters, and locations.

User logs

Support for viewing user log-in and log-out
transactions.

System monitoring logs

Support for viewing system-generated alerts
related to infrastructure resources and node health.

Device inventory

Support for retrieving and viewing device details
such as chassis and line card information.

Egress interfaces

Support for VXLAN mirroring to an egress
interface.

Ingress groups for Extreme 9920 devices

Support for configuring inner and outer tunnels
and associating a mirror.

Device slot configuration

Support for updating the slot configuration for
MLX devices.

Log filtering Support for filtering the lists of system and device
logs.
Loopback Support for configuring a loopback interface on

SLX and MLX devices.

Firmware upgrade

Support for upgrading the firmware of a managed
device.

Supported Devices and Software

Extreme Visibility Manager supports several devices and their software.

Table 5: Supported devices and software

Visibility Manager Version Supported Device Supported Device Software

6.1.0 Extreme 9920

Extreme 9920 software with the
NPB application, version 21.1.1.0.

6.0.0 Extreme 9920 Extreme 9920 software with the
NPB application, version 21.1.0.x.

6.1.0 ExtremeRouting MLX series Netlron 6.3.00d

6.1.0 ExtremeSwitching SLX 9140 SLX-0S 18s.1.03¢

6.1.0 ExtremeSwitching SLX 9240 SLX-0S18s.1.03c
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System Requirements Release Notes

System Requirements

Extreme Visibility Manager is installed on multiple virtual machines (VMs).

VM requirements

VM Type Minimum Number of System Requirements Maximum Devices
VMs
Control plane T « 2vCPU N/A
« 4GBRAM
* 32 GBstorage
Region 3 « 4vCPU 100 devices per region
+ 16 GB RAM
+ 200 GB storage
Zone 1 « 2vCPU 25 devices per zone
« 4GBRAM

* 32 GBstorage

System prerequisites
* Install libguestfs-tools (for quick installation) on the Hypervisor where VMs are hosted.
sudo yum install libguestfs-tools
* Donotusethe192.168.0.0/16 series of IP addresses as management IP addresses for VMs.

* Do not use capital letters in host names.
* Ensure that all VMs have the same time zone as the devices that you want to monitor.

timedatectl set-timezone <time-zone>

Supported connection protocols

Connections between Visibility Manager and the Extreme 9920 device are over secure TLS.

Connections between Visibility Manager and SLX or MLX devices are over UDP without TLS.

Browser requirements

You can access the Visibility Manager user interface with the following browsers:
* Google Chrome
* Mozilla Firefox

Certificate requirements

Visibility Manager uses HTTPS and requires self-signed certificates.

10 Extreme Visibility Manager Release Notes for version 6.1.0.



Release Notes Known Limitations

Known Limitations

Note the following caveats for this release of Extreme Visibility Manager.

Upgrade to this release of Visibility Manager is not supported
This release supports only fresh installations of the software. For information about how to delete a
previous version of the software before installing this version, see the Extreme Visibility Manager
Deployment Guide, 6.1.0.

LAG created when port channel deployment fails

Any changes to Visibility Manager configuration are reverted when a port channel deployment fails.
However, even when deployment fails, a link aggregation group (LAG) is created on the device. The
LAG is immediately deleted, but you will see the creation and deletion of a LAG in logs for the
device.

Egress group configuration cannot be updated during migration
During the migration of MLX configuration to an Extreme 9920 device, you cannot change the
configuration of an egress group. After migration is complete, you can change the configuration on
the 9920, including the mapping of multiple egress to an egress group.

MLX UDA profile must be associated with an ingress group if the policy contains a UDA match

(MLX only) When you create an ingress group and associate it with an ingress policy, you must also
associate the group with a UDA profile if the ingress policy contains a UDA match.

This instruction is documented in the Extreme Visibility Manager Administration and User Guide,
6.1.0 but not in the Visibility Manager online help.
Firmware upgrade requires an absolute path to image locations
In the Absolute Path field, enter the complete file path to the location of the firmware image. The
following are sample file paths for the various supported devices.
9920 (absolute path to the binary file): /root/Tierra0S-<version>-NPB.bin

SLX (absolute directory path where supported image files are located): /root/
slxosl1l8s.1.03/slxosl8s.1.03a

MLX (path to the manifest file): XMR-MLX/MLX npb 06200 mnf.txt

This instruction is documented in the Extreme Visibility Manager Administration and User Guide,
6.1.0 but not in the Visibility Manager online help.

A device can be managed by only one instance of VM
Before adding a device, ensure that it is not managed by any other instance of Visibility Manager.
This instruction is documented in the Extreme Visibility Manager Administration and User Guide,
6.1.0 but not in the Visibility Manager online help.

Listener policy byte count is incorrect when truncation is enabled
On the Extreme 9920 device, the byte count for truncated packets is the actual byte count seen by
the egress ACL before truncation.

LACP LAG is not supported for Extreme 9920 devices

Although the option to select LACP LAG appears in the Create Port Channel page, the option is
grayed out. Only static LAG is supported.
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Defects Closed With Code Changes

Release Notes

Only one region is supported

This release supports the creation and management of only one region.

Defects Closed With Code Changes

The following defects were closed with code changes in this release of Extreme Visibility Manager.

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.0.0

Symptom: During the device discovery using the CSV file upload, if any of the given parameters are
wrong in the input for some entries (except the ip address), No error message is shown
in the GUI.

Condition: If the major parameters like IP Address, Device Version, User Name or Password are
wrong, device discovery failure is shown on the GUI

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.0.0
Symptom: Sometime user notification shows a hour glass

Condition: Observed once when portchannel is added

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.0.0

Symptom: When user choses to breakout ports, the broken parts are shown at the top of the
Ports config object instead at its original order

Condition: When port breakout option is done for a port

Severity:

S3 - Medium

Product:

XVM

XVM 6.0.0

Reported in Release:
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Release Notes

Defects Closed With Code Changes

Symptom:

Device specific error message with an error code is seen while performing
configuration operation due to permission issues.

Condition:

Discover a 9920 device with a user having role 'user’ and perform config operation.

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.0.0

Symptom: No notifications seen in Ul when clear counters is executed from Ul.

Condition: Ig thetNavigation menu select configure, right click the device panel and click Clear
ounters.

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.0.0

Symptom: Ingress policy and Egress policy charts are not getting populated

Condition: When the device dashboard is accessed immediately after discovery, policy charts
are not displayed.

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.0.0

Symptom: "Region Service Message Processing Timedout” message shown on Ul when user tries
to delete the same ACL multiple times before receiving the notification/confirmation for
the first delete operation.
No impact on XVM functionality.

Condition: When user continuously clicks on delete button of Policy Match Rule to delete the same
ACL without waiting for delete notification from XVM.

Severity:

S3 - Medium

Product:

XVM XVM6.0.0

Reported in Release:
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Defects Closed With Code Changes

Release Notes

Symptom: Delay observed in processing of multiple devices discovery using CSV file, resulting in
Ul "Processing your request message will be appearing”
Condition: Discover > 5 devices using CSV file.

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.0.0

Symptom: Policy and Matches cannot have the same name in XVM across the different types even
if it is allowed on the device.

Condition: The issue is seen when the same name is provided for different type of match or
different policies and configuration is not allowed to apply.

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.0.0

Symptom: Deleting egress object with Network Operator role displays incorrect message saying
"Delete Request Failed".

Condition: When user with Network Operator role deletes egress or any config object

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.0.0

Symptom: Tunnel origination configuration is not reverted to previous state incase of failure
notifications.

Condition: Tunnel origination configuration rejected from device due to incorrect address.

Severity:

S3 - Medium

Product:

XVM 6.0.0

XVM Reported in Release:
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Release Notes

Defects Closed With Code Changes

Symptom:

fails.

Adding back the same ACL match rule which was deleted using the same window

Condition:

Delete and re add the same ACL match rule.

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.0.0

Symptom: Some times, SFMS Service gets re-initiated while trying to fetch service chains in a
scaled environment.

Condition: In scaled environment with bulk configuration.

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.0.0
Symptom: Device discovery fails with an error notification

Condition: Rediscover a device that is in the error state due to incorrect DTCV and location.

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.0.0
Symptom: Session expiry alert is shown multiple times

Condition: When configuration page is opened with consolidated view.

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.0.0
Symptom: The ingress group dashboard chart is not populated with data.

Condition: Reconciliation of an ingress group added through CLI after device discovery.

Extreme Visibility Manager Release Notes for version 6.1.0.
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Defects Closed Without Code Changes Release Notes

Severity: S1- Critical
Product: XVM Reported in Release: XVM 6.0.0
Symptom: Techsupport cannot be done from control plane VM

Severity: S3 - Medium
Product: XVM Reported in Release: XVM 6.0.0
Symptom: Notification is updated with a successful device discovery message even though the

discovery failed.

Condition: Rediscover a device that is in the error state with incorrect DTCV and location change.

Severity: S3 - Medium
Product: XVM Reported in Release: XVM 6.0.0
Symptom: In installation tar file, controlplane.conf, region.conf and zone.conf , if NTP_CONF="0",

still configuring for NTP

Condition: In installation tar file , controlplane.conf, region.conf and zone.conf, if
NTP_CONF="0", still configuring for NTP

Defects Closed Without Code Changes

The following defect was closed without code changes in this release of Extreme Visibility Manager.

Reason Code: Insufficient Information Severity: S2 - High
Product: XVM Reported in Release: XVM 6.0.0
Symptom: Device add failure with an error "Already present”

Condition: Happens when the device is upgraded when it is already discovered from xvm.
Workaround: Delete all dtcv for the device

Recovery: Delete all dtcv for the device
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Release Notes Open Defects

Open Defects

The following defects are open in this release of Extreme Visibility Manager.

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.0.0

Symptom: During export configuration from MLX/SLX to 9920, policy name and match names
displayed which are given by the XVM instead of the actual name.

Condition: During export configuration from MLX/SLX to 9920, policy name and match names
displayed which are given by the XVM instead of the actual name.

Workaround: NA

Recovery: NA

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.0.0

Symptom: While creating Match, whenever there is a change in IP field, Source Mask field
which was earlier filled gets deleted.

Condition: On change of IP field while creating a Match

Workaround: User needs to re-enter Source Mask again

Severity: S3 - Medium

Product: XVM Reported in Release: XYM 6.0.0
Symptom: Demand reconciliation is not working

Condition: one of regional node is rebooted

Workaround: Wait for the rebooted regional node join to patroni cluster

Severity:

S1- Critical

Product:

XVM Reported in Release: XVM6.0.0
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Open Defects

Release Notes

Symptom: While Installing gcow, the IP address doesnot recognize the format
IPADDRESS/PREFIX
Workaround: The IP Address should be given in format "aaa.bbb.ccc.ddd”

or
The details containing w.r.t to vm in file xvmconf can be pushed to gcow as
explained in installation document.

Severity:

S2 - High

Product:

XVM Reported in Release: XVM 6.0.0

Symptom:

Login to XVM GUI gives "Invalid Username" even when we give right credentials.

Condition:

Happens when regional VM reboots.

Workaround:

1. Always keep regional VM which is Leader running, Leader VM can be identified by
below command on any regions VMs.

[root@ ~]# patronictl -c /opt/app/patroni/etc/postgresagl.yml list postgres

+ Cluster: postgres (6969515509939729866) --------------------
MemberHostRoleStateTLLag in MB

pg_10.37.136.16210.37.136.162 running20
pg_10.37.136.16310.37.136.163Leaderrunning

pg_10.37.136.16410.37.136.164 running80

2. Check on monitoring alerts for Patroni "PostgreSQLReplicationUnhealthy” if so
recover it soon with recovery mechanism provided.

Recovery:

1. Power on Leader node

2. backup old data folder on problematic regional nodes.

"mv /var/lib/pgsal/12/data /var/lib/pgsal/12/data_org

3. execute below command "pg_basebackup -h <Leader regional IP> -U
cmon_replication -Xs -P -R -D /var/lib/postgresaql/12/data”

4 Execute below command and wait for State to change from "creating Replica" to
running.

[root@ ~1# patronictl -c /opt/app/patroni/etc/postgresal.yml list postgres

+ Cluster: postgres (6969515509939729866) --------------------

Member Host Role State TL Lag in MB

pg_10.37.136.162 10.37.136.162 running 2 O
pg_10.37.136.16310.37.136.163 Leader running
pg_10.37.136.164 10.37.136.164 running 8 O

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.0.0

Symptom: NGNPB configuration details are not displayed on XVM Ul after migrating policy,
rules from MLX/SLX devices.

18
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Release Notes

Open Defects

Condition: When ACL rules, policy configuration of source device has syntax/semantic conflicts
with NGNPB accepted configuration.
Workaround: Refresh configuration of the NGNPB device again to display the details.

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.0.0

Symptom: Duplicate port entries are seen in the interface statistics dashboard.

Condition: When the SCS service gets re-initialized, the duplicate entries are seen in the
statistics dashboard.

Workaround: Refresh the page, new stats entries will be updated correctly.

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.0.0

Symptom: Configuration is reconciled from device and old config is retained after Refresh
Configuration (on-demand reconciliation).

Condition: 1. When refresh configuration is performed after rebooting the device.
2. Applying default config on device, this reboots the device.

Workaround: | Wait for few minutes (about 4-5) before executing refresh configuration. This will
allow XVM to reconnect to the device services. If the configs are still persists, please
delete and add the device from XVM.

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.1.0

Symptom: Additional "/" character is added when the name of object contain the "/" character
Condition: When the name contains "/" character in the object name

Workaround: Avoid the "/" character in the current release and use other character like " "
Recovery: Not applicable

Severity: S2 - High
Product: XVM Reported in Release: XVM 6.1.0
Symptom: IPv6 match rule mask edit not working

Extreme Visibility Manager Release Notes for version 6.1.0. 19



Open Defects

Release Notes

Condition: When a rule with XX::XX/prefix is reconciled for MLXe and if the user updates the
mask value for either for source or destination address, same is not reflected on to
device and will retain the old mask value.

Workaround: | To update mask value of XX:XX/prefix math, delete the match and add match with
new mask value

Recovery: Perform the refresh configuration to sync the configuration b/n MLX and XVM.

Severity: S2 - High

Product: XVM Reported in Release: XVM6.1.0

Symptom: If ACL contains the IPv4 address in the IPv6 address, those ACLs are not reconciled
by the XVM

Condition: IPv4 address are represented as the IPv6 address

Workaround: Provide only ipv6 and ipv4 address separately. IPv4 address should not be given as
IPv6 address.

Recovery: not applicable

Severity: S2 - High

Product: XVM Reported in Release: XVM6.1.0

Symptom: When multiple sequence number rules with different combination of prefix are
present, the rule update is failing for IPv6 matches

Condition: Multiple prefix combination present in the single rule for IPv6 ACL match

Workaround: None

Recovery: >l\<l\e/f§/|d to perform the refresh configuration to sync the configuration from device to

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.1.0

Symptom: MLX device is stuck in reconciliation state or device configuration is not reconciled
during refresh configuration
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Condition:

Refresh configuration operation performed when device is being rebooted.

Workaround:

- Wait for device reboot to complete and then perform refresh configuration.
- Delete and add the device again from XVM UL.

have properly catagorised as Primary or Secondary
a. # kubectl exec -it ms-db-0 -n xvm -- /bin/sh //On ControlPlane

b. mongo

¢. rs.status() //Check for “stateStr” it should be “Primary” or “Secondary”

2. 1f any member is Unknown or have multiple primary and is not recovering we may
have to delete underlying persistent volume and restart that replica(Secondary).

a. In the replica (or one of primary if dual primary is seen)

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.1.0
Symptom: For MLX devices, route-map action is not updated with tvf-domain or vlan id.
Condition: When route-map name has special characters like "\".

Workaround: Create route-maps with out special characters.

Severity: S2 - High

Product: XVM Reported in Release; XVM 6.1.0

Symptom: Few Pod restarts seen across regional VMs

Condition: This happens when regional VMs are rebooted randomly.

Workaround: | Avoid rebooting multiple VMs at a single time.

Recovery: 1. Login to mongo db pod using below command and check mongo members if all

rm -fr /mnt/persistent-cs-volume-*

b. Restart ms-db-* instance for the replica (kubectl get pods -n xvm -o wide , will

mention which instance runs on which node)

c. Continue on other replica.

d. cd /etc/xvm/controlplane_node_binaries
e. ./loadPodsInControlPlaneNode.sh

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.1.0

Symptom: Egress object column shows number of ports updated even though it failed when we
add a lag to egress object whose port are already part of the egress object in MLXe.

Condition: Add a lag to egress object whose port are already part of the egress object in MLXe
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Workaround: Error message is displayed in Ul notification but egress configuration is not reverted
to previous configuration.
Recovery: Reloading the Ul page reverts egress to previous configuration

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.1.0

Symptom: ML Xe device does not get discovered

Condition: The "enable” prompt is enabled with username and password

Workaround: Having default username and password for "enable” prompt on MLXe device

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.1.0

Symptom: For slot configurations, if the list of interfaces are not same in different processor, the
interfaces are not removed for the egress truncation

Condition: List of interfaces in the slot level truncation contains different set of interfaces in
different processor

Workaround: Make sure that the interface list contains same names for both processors in the slot
configuration for truncation.

Recovery: Remove the interface from the both processor which should be removed from the
truncation after performing the refresh configuration.

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.1.0

Symptom: If a port is part of lag and is also configured in the packet slicing slot configuration,
and if it is removed, then we may see error and there may be configuration
differentiated with XVM and device. Same is true if the lag port is part of the TVF
domain

Condition: The port which is part of the lag is part of the packet slice or the TVF domain and the
port is getting removed
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Workaround:

None

Recovery:

Refresh configuration of device so that XVM fetch the latest configuration from the
device

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.1.0

Symptom: Sometimes ports, port-channels are not displayed after performing refresh
configuration.

Condition: Ports, Port-channels are not shown on XVM UI.

Workaround: No work around

Recovery: Switch to another tab (dashboard, inventory) and go back to configuration tab or
refresh the page to display the ports/port-channels.

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.1.0

Symptom: Configuration mismatch seen between XVM and device in case of MLX when
loopback is enabled for interface of module for which loopback is not supported.

Condition: Enabling the loopback on the interface of module for which loopback is not
supported.

Workaround: Don't enable loopback from XVM for interface of module for which loopback is not
supported.

Recovery: Perform the refresh configuration from XVM.

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.1.0

Symptom: Sometime egress-group is not shown in the XVM for device and need to switch the
tab for getting the egress-group configuration

Condition: Egress-group and egress are not listed in XVM
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Workaround: Switch the tab (i.e. go to dashboard tab and come back to configuration tab) to get
the egress and egress-group configurations

Recovery: Switch the tab (i.e. go to dashboard tab and come back to configuration tab) to get
the egress and egress-group configurations

Severity: S2 - High

Product: XVM Reported in Release: XVM6.1.0

Symptom: Device Type count is shown non zero even when all DTVCs are deleted.

Condition: Issue happens if Deleting Dtcv Fails due to XVM bad connections with the devices to
which dtvc belongs.

Workaround: Check Device connectivity

Recovery: When DTCV fails re-add DTCV and try delete again.if problem persists need to check
logs to recover.

Severity: S2 - High

Product: XVM Reported in Release: XVM6.1.0

Symptom: Policies are not reconciled.

Condition: The route-map consists the interface as the nexthop

Workaround: Create the tvf domain or the flood VLAN and provide it as the egress action for the
policy rule action

Recovery: None

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.1.0
Symptom: The notification message is not displayed when device discovery failed
Condition: When the device discovery request fails due to a connectivity issue
Workaround: None

Recovery: Rediscover the device after resolving the connectivity issue.

Severity:

S2 - High

Product:

XVM XVM6.1.0

Reported in Release:
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Symptom: Removal of one type rules delete complete policy from interfaces

Condition: When single instance of the rule (like L2/IPv4/IPv6) gets removed from policy,
complete policy is getting deleted from the interface

Workaround: Remove/Un-bind the policy from the ingress-group and then remove the rule from
policy and then attach/bind the policy to ingress-group

Recovery: Remove/un-bind the policy from ingress group and then attach/bind the ingress-
group with policy

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.1.0

Symptom: In XVM the loopback flag is not reflected on the primary port

Condition: When loopback is enabled on port-channel/lag for MLXe device, in XVM the
loopback flag is not reflected on the primary port

Workaround: Perform the refresh configuration after enabling the loopback on the lag or port-
channel interface

Recovery: Perform the refresh configuration after enabling the loopback on the lag or port-
channel interface

Severity: S2 - High
Product: XVM Reported in Release: XVM 6.1.0
Symptom: Ingress-group configuration not migrated from MLX to NGNPB and failure
notification shown on Ul.
Condition: When policy applied in ingress-group is not present on the device.
Workaround: - Same ingress-group can be created from XVM.
- Retry MLX to NGNPB migration.

Severity: S2 - High

Product: XVM Reported in Release: XVM6.1.0

Symptom: The bulk device deletion failed and the device(s) moved to the error state
Condition: Device deletion request having many devices is failing due to response timeout.
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Workaround:

Delete the devices in small batches.

Recovery:

Select the devices which are in the error state from managed device table and
request to delete once again.

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.1.0

Symptom: - ingress-group configurations shows primary port of the port-channel.
- ingress-group update with port-channel and primary port of the port-channel throws
an error.

Condition: When a port-channel and primary port of the port-channel are added to ingress-group

Recovery: Remove primary port and add the corresponding port-channel to update the ingress-
group correctly. Subseguent ingress-group operations should work fine.

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.1.0

Symptom: Intermittently on firmware upgrade of bulk devices, Firmware upgrade status of few of
the devices will result in error state on XYM

Condition: While performing firmware upgrade of bulk devices, Firmware activation failure occurs
on device due to broken connection between scp server and device, image checksum
error, intermittent connection failure between xvm cluster and device

Recovery: Retrigger the firmware upgrade one at a time for devices which are in firmware upgrade
error status

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.1.0

Symptom: Configuration fails to apply on MLX device

Condition: Sometimes configuration pushed from XVM to MLX device fails with error "unable to
establish connection: ssh: handshake failed: EOF".

Workaround: None

Recovery: Push the configuration again from the XVM to MLX device.

S3 - Medium
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Parent Defect ID: XVM-2972 Issue ID: XVM-2972

Severity:

Product: XVM Reported in Release: XVM 6.1.0

Symptom: Loopback flag for port channel is not reconciled

Condition: Lag for which loopback flag is enabled which is not deployed

Workaround: Deploy the lag for which loopback is enabled

Recovery: None

Parent Defect ID: | XVM-2973 Issue ID: XVM-2973

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.1.0

Symptom: Ports are not listed in the lag creation drop down

Condition: When ports are used part of ingress-group or egress (VLAN/TVF), those ports are
not listed in drop down during lag creation

Workaround: Remove the ports from ingress group or egress before creating the lag

Recovery: None

Parent Defect ID: | XVM-2979 Issue ID: XVM-2979

Severity: S2 - High

Product: XVM Reported in Release: XVM 6.1.0

Symptom: Configuration migration from MLXe to 9920 fails with error message "Region
Service Message Processing Timedout”

Condition: This can happen due to network connectivity issues or latency between XVM and
target device.

Workaround: Retry export configuration operation.

Parent Defect ID: | XVM-2985 Issue ID: XVM-2985

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.1.0

Symptom: Policy creation for MLXe devices from library has unsupported packet slicing options
available.

Condition: When policy is created from library page for MLXe devices, packet slicing option is

shown to be configured
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Workaround: Ignore the packet slicing field when creating policy for MLXe devices from library
page
Recovery: None

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.1.0

Symptom: UDA Profile import from PCS library to device fails

Condition: During the import of UDA profile created on PCS library, failure message is shown in
the notification window.

Workaround: Create the UDA library directly on the device configuration page and associate it
with the ingress-group.

Recovery: None

Severity: S3 - Medium

Product: XVM Reported in Release: XVM 6.1.0

Symptom: On MLXe device, policy applied on port-channel member port is not updated/
removed when member port is removed from port-channel.

Condition: When a member port of the port-channel is removed directly and port-channel is
used in ingress-group

Workaround: Remove port-channel from ingress-group before changing member ports of the

port-channel and add it back to ingress-group.
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