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Preface

Read the following topics to learn about:

* The meanings of text formats used in this document.

* Where you can find additional information and help.

* How to reach us with questions and comments.

Text Conventions

Unless otherwise noted, information in this document applies to all supported environments for the

products in question. Exceptions, like command keywords associated with a specific software version,

are identified in the text.

When a feature, function, or operation pertains to a specific hardware product, the product name is
used. When features, functions, and operations are the same across an entire product family, such as

ExtremeSwitching switches or SLX routers, the product is referred to as the switch or the router.

Table 1: Notes and warnings

Icon Notice type

Alerts you to...

1y Tip

’

lIIQ

Helpful tips and notices for using the product

Note

Useful information or instructions

| Important

Important features or instructions

Caution

Risk of personal injury, system damage, or loss of data

n Warning

Risk of severe personal injury
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Documentation and Training Preface

Table 2: Text

Convention Description

screen displays This typeface indicates command syntax, or represents information as
it is displayed on the screen.

The words enter and type When you see the word enter in this guide, you must type something,
and then press the Return or Enter key. Do not press the Return or
Enter key when an instruction simply says type.

Key names Key names are written in boldface, for example Ctrl or Esc. If you must
press two or more keys simultaneously, the key names are linked with a
plus sign (+). Example: Press Ctrl+Alt+Del

Words in italicized type Italics emphasize a point or denote new terms at the place where they
are defined in the text. Italics are also used when referring to
publication titles.

New information. In a PDF, this is searchable text.

NEW!

Table 3: Command syntax

Convention Description

bold text Bold text indicates command names, keywords, and command options.

italic text Italic text indicates variable content.

[ ] Syntax components displayed within square brackets are optional.
Default responses to system prompts are enclosed in square brackets.

{xly !l z} A choice of required parameters is enclosed in curly brackets separated
by vertical bars. You must select one of the options.

X |y A vertical bar separates mutually exclusive elements.

< > Nonprinting characters, such as passwords, are enclosed in angle
brackets.

Repeat the previous element, for example, member [member. . .].

\ In command examples, the backslash indicates a “soft” line break.
When a backslash separates two lines of a command input, enter the
entire command at the prompt without the backslash.

Documentation and Training

Find Extreme Networks product information at the following locations:

Current Product Documentation

Release Notes

Hardware and software compatibility for Extreme Networks products
Extreme Optics Compatibility

Other resources such as white papers, data sheets, and case studies

Extreme Networks offers product training courses, both online and in person, as well as specialized
certifications. For details, visit www.extremenetworks.com/education/.
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Preface Help and Support

Help and Support

If you require assistance, contact Extreme Networks using one of the following methods:

Extreme Portal
Search the GTAC (Global Technical Assistance Center) knowledge base; manage support cases and
service contracts; download software; and obtain product licensing, training, and certifications.

The Hub

A forum for Extreme Networks customers to connect with one another, answer questions, and share
ideas and feedback. This community is monitored by Extreme Networks employees, but is not
intended to replace specific guidance from GTAC.

Call GTAC

For immediate support: (800) 998 2408 (toll-free in U.S. and Canada) or 1(408) 579 2826. For the
support phone number in your country, visit: www.extremenetworks.com/support/contact

Before contacting Extreme Networks for technical support, have the following information ready:

*  Your Extreme Networks service contract number, or serial numbers for all involved Extreme
Networks products

* A description of the failure
* A description of any actions already taken to resolve the problem

* A description of your network environment (such as layout, cable type, other relevant environmental
information)

*  Network load at the time of trouble (if known)

* The device history (for example, if you have returned the device before, or if this is a recurring
problem)

* Any related RMA (Return Material Authorization) numbers

Subscribe to Product Announcements

You can subscribe to email notifications for product and software release announcements, Field
Notices, and Vulnerability Notices.

Go to The Hub.

In the list of categories, expand the Product Announcements list.

Select a product for which you would like to receive notifications.

Select Subscribe.

To select additional products, return to the Product Announcements list and repeat steps 3 and 4.

N

You can modify your product selections or unsubscribe at any time.

Send Feedback

The Information Development team at Extreme Networks has made every effort to ensure that this
document is accurate, complete, and easy to use. We strive to improve our documentation to help you
in your work, so we want to hear from you. We welcome all feedback, but we especially want to know
about:

* Content errors, or confusing or conflicting information.
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Send Feedback Preface

* Improvements that would help you find relevant information.
* Broken links or usability issues.

To send feedback, do either of the following:
* Access the feedback form at https://www.extremenetworks.com/documentation-feedback/.

*  Email us at documentation@extremenetworks.com.

Provide the publication title, part number, and as much detail as possible, including the topic heading
and page number if applicable, as well as your suggestions for improvement.
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About This

Document

What's New in This Document on page 41
Supported Hardware on page 42

What's New in This Document

The following changes were made to this document for the SLX-0S 20.3.3 release.

The following commands were added:

core-isolation-track
crypto cert

show core-isolation track
neighbor graceful-restart
measured-boot enable
registrar-server
registrar-port
agent-enable

agent-uuid

agent-port

show remote-attestation
grub

enable (GRUB)

username (GRUB)

Modified commands

The following commands were modified:

username

ipv6é nd cache interface-limit
show policy-map

crypto ca import-pkcs

crypto import

tpvm config hostname

Extreme SLX-OS

Command Reference, 20.3.3



Deprecated commands About This Document

® hostname (tpvm mode)

¢* firmware download fullinstall

Deprecated commands

No commands were deprecated in this release.

Related Topics

Supported Hardware

For instances in which a topic or part of a topic applies to some devices but not to others, the topic
specifically identifies the devices.

SLX-0S 20.3.3 supports the following hardware platforms.
* Devices based on the Broadcom XGS® chipset family:
o Extreme 8720
o Extreme 8520
o ExtremeSwitching SLX 9250
o ExtremeSwitching SLX 9150
* Devices based on the Broadcom DNX® chipset family:
o ExtremeRouting SLX 9740
o ExtremeRouting SLX 9640
o ExtremeSwitching SLX 9540

pos Note
E All configurations and software features that are applicable to SLX 9150 and SLX 9250
devices are also applicable for the Extreme 8520 and Extreme 8720 devices respectively.

The "Measured Boot with Remote Attestation” feature is only applicable to the Extreme 8520
and Extreme 8720 devices. It is not supported on the SLX 9150 and SLX 9250 devices.

b Note
E Although many software and hardware configurations are tested and supported for this
release, documenting all possible configurations and scenarios is beyond this document'’s
scope.

For information about other releases, see the documentation for those releases.
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User accounts on page 43

Accessing the CLI on page 44

Command modes on page 44

Displaying CLI commands and command syntax on page 45
Completing CLI commands on page 46

Using the comment character ! on page 47

CLI keyboard shortcuts on page 48

Using CLI command output modifiers on page 48
Unsupported input characters on page 49

Debug and system diagnostic commands on page 49
Command shortcuts (aliases) on page 49

User accounts

A user account specifies that user's level of access to the device CLI.

The SLX-OS software uses role-based access control (RBAC) as the authorization mechanism. A role is a
container for rules, which specify which commands can be executed and with which permissions. When
you create a user account you need to specify a role for that account. In general, user (as opposed to

user-level) refers to any account—to which any role can be assigned—user, admin, or a non-default role.

The software ships with two default accounts—admin and user—and two corresponding default roles:

* admin—Accounts with admin permissions can execute all commands supported on the device. (For

the initial admin login, refer to the relevant Hardware Installation Guide.)

* user—Accounts with user-level permissions can execute all show commands supported on the
device. User-level accounts can also execute the following operational commands: cfm, execute-
script, exit mtrace, no, ping, rasman, ssh, sysmon, telnet, timestamp, trace-12,

and traceroute.

For more information on user accounts and roles, refer to the Extreme SLX-OS Security Configuration

Guide.
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Accessing the CLI

After an IP address is assigned to the device, you can access the CLI through a serial console connection
to the Ethernet management port or a Telnet or SSH session using the device management IP address.

For more information on a serial console connection, see the relevant SLX-OS Hardware Installation
Guide. For information on a session connection, see the Extreme SLX-OS Management Configuration
Guide.

The procedure to access the CLI is the same through either the console interface or through a Telnet or
SSH session; both access methods bring you to the login prompt. The following example shows the
admin role logging into the device:

device login: admin

PaSSWOrd:**********

device#

pac Note
Multiple users can open sessions on the device and issue commands. The device supports a
maximum of 32 CLI sessions.

Command modes

The SLX-OS CLI uses an industry-standard hierarchical shell familiar to networking administrators.

Privileged EXEC mode

Privileged EXEC mode supports all clear, show, and debug commands. In addition, you can enter some
configuration commands that do not make changes to the system configuration. The following example
shows the privileged EXEC prompt. At this prompt, you issue the configure terminal command
to enter global configuration mode.

device# configure terminal
device (config) #

Global configuration mode

Global configuration mode supports commands that can change the device configuration. For any
changes to be persistent, you must save the system configuration before rebooting the device. The
global configuration mode provides access to sub-configuration modes for individual interfaces, VLANS,
routing protocols, and other configuration areas. The following example shows how you access the
interface sub-configuration mode by issuing the interface command with a specified interface.

device (config) # interface ethernet 0/1
device (config-if-eth-0/1) #

Using the do command as a shortcut

You can use the do command to save time when you are working in any configuration mode and you
want to run a command in privileged EXEC mode.
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For example, if you are configuring an Ethernet interface and you want to execute a privileged EXEC
mode command, such as the dir command, you would first have to exit the Interface configuration
mode. By using the do command with the dixr command, you can ignore the need to change
configuration modes, as shown in the following example.

device (config-if-eth-1/2)# do dir
total 32

drwxrwxr-x 3 21487 1011 4096 Mar 26 17:58

drwxrwxr-x 3 21487 1011 4096 Mar 13 06:45 ..

-rw-r—--r-- 1 root sys 495 Mar 16 15:41 defaultconfig.cluster
-rw-r--r-- 1 root sys 210 Mar 16 15:41 defaultconfig.standalone
drwxrwxr-x 5 root sys 4096 Mar 26 17:57 flex-cli

-rw-r--r-- 1 root root 11093 Mar 26 18:04 startup-config

16908197888 bytes total (8438681600 bytes free)

Using the top command as a shortcut

You can use the top command to save time when you want to add or remove a top-level configuration
while staying at the same command level.

device# configure terminal

device (config) # interface ethernet 1/5

device (conf-if-eth-1/5)# top ip access-list extended acl 01

2018/06/03-07:44:41, [SSMD-1400], 30282, DCE, INFO, SLX, IPv4 access list acl 01 is
created.

Displaying CLI commands and command syntax

You can display commands and syntax information in any mode and from any point in the command
hierarchy.

Enter a question mark (?) in any command mode to display the list of commands available in that
mode.

device# ?
Possible completions:

alias Creat/Update Alias

beacon Enable/Disable beacon

cd Change working directory

certutil Security Certificate Management Operations
cfm

cipherset Configure FIPS-compliant secure ciphers for RADIUS/LDAP
clear Clear parameter

clock set switch date, time, and timezone

cluster Cluster

configure Manipulate software configuration information
copy RAS copy operation

crypto Crypto Certificate Management Operations
debug Debugging Options

delete delete a file

devtools Enable/disable development tools

df show filesystem disk space usage

dhcp Commands to manage DHCP auto-deployment

(output truncated)
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To display a list of commands that start with the same characters, type the characters followed by a
question mark (? ).

device# e?
Possible completions:

event-handler Event Handler Commands
execute-script Run user-level BASH scripts
exit Exit the management session

To display the keywords and arguments associated with a command, enter the keyword followed by a
space a then a question mark (?).

device# terminal ?
Possible completions:

length Sets Terminal Length for this session

monitor Enables terminal monitoring for this session

no Sets Terminal Length for this session to default :24.

timeout Sets the interval that the EXEC command interpreter wait for user input.

If the question mark (?) is typed within an incomplete keyword, but the keyword matches several
keywords, the CLI displays help for all the matching keywords.

device# show d?
Possible completions:

debug Display the udld debug configuration
defaults Display default configuration
dotlx Show dotlx

The CLI accepts abbreviations for commands. This example is the abbreviation for the show qos
interface all command.

device# sh g i a

If the device does not recognize a command after you press Enter, an error message displays.

device# hookup

N

syntax error: unknown argument.

If you enter an incomplete command, an error message displays.

device# show

A

syntax error: unknown argument.

Completing CLI commands

To complete the spelling of commands or keywords automatically, begin typing the command or
keyword and then press Tab. For example, at the CLI command prompt, type te and press Tab:

device# te

The CLI displays the following command.

device# terminal

If there is more than one command or keyword associated with the characters typed, the CLI displays all
choices. For example, at the CLI command prompt, type show 1 and press Tab.

device# show 1
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The CLI displays the following command.

Possible completions:

lacp LACP commands

latch-detection Show Latch-Detection

license Display license keys installed on the switch.
link-oam Show 1ink-OAM information

11ldp Link Layer Discovery Protocol (LLDP) .

logging Show logging

loop-detection System-wide Loop-Detection status information

Using the comment character !

Use the / (exclamation mark) to indicate that the content that follows it are not a part of the command
and will be ignored. Use / (Exclamation Mark) to add comments to your command.

The following is an example of comments added to a command:

do dir ! execute the directory command.

The first example shows the use of the / symbol to introduce a blank line for better visibility and
grouping of commands within the output of a command. The second example shows how the mark is
used to indicate empty lines within the output of the show running-config command.

configure terminal

1

crypto ca trustpoint tl ! configure a trustpoint
keypair kl ! configure the keypair

1

do show running-config crypto ! view the configuration

SLX (config-management-heartbeat-manage) # no action
SLX (config-management-heartbeat-manage) # do show running-config management-heartbeat
manager
management-heartbeat manager
enable
threshold-timer 1
action no-action
!

SLX (config-management-heartbeat-manage) #
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CLI keyboard shortcuts

The following table lists CLI keyboard shortcuts.

Table 4: SLX-OS CLI keyboard shortcuts

Keystroke Description

Ctrl+A Moves the cursor to the beginning of the command line.

Ctrl+B (or the left arrow key) | Moves the cursor back one character.

Ctri+C Escapes and terminates command prompts and ongoing tasks (such
as lengthy displays), and displays a fresh command prompt.

Ctrl+E Moves the cursor to the end of the command line.

Ctrl+F (or the right arrow key) | Moves the cursor forward one character.

Ctrl+N (or the down arrow key) | Displays commands in the history buffer with the most recent
command displayed last.

Ctrl+P (or the up arrow key) Displays commands in the history buffer with the most recent
command displayed first.

Ctrl+U or Ctrl+X Deletes all characters from the cursor to the beginning of the
command line.

Ctrl+W Deletes the last word you typed.

Ctrl+Z Returns to privileged EXEC mode. Using Ctrl+Z in privileged EXEC
mode executes partial commands.

Esc B Moves the cursor back one word.

Esc F Moves the cursor forward one word.

goc Note

E In privileged EXEC mode, use the show history command to list the commands most
recently entered. The device retains the history of the last 1000 commands entered for the
current session.

Using CLI command output modifiers

You can filter the output of the CLI show commands by using the output modifiers described below.

Table 5: CLI command output modifiers

Output modifier Description

append Appends the output to a file.

redirect Redirects the command output to the specified file.

include Displays the command output that includes the specified
expression.

exclude Displays the command output that excludes the specified
expression.
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Table 5: CLI command output modifiers (continued)

Output modifier Description

begin Displays the command output that begins with the specified
expression.

last Displays only the last few lines of the command output.

tee Redirects the command output to the specified file. Notice that this
modifier also displays the command output.

until string Ends the output when the output text matches the string.

count Counts the number of lines in the output.

linnum Enumerates the lines in the output.

more Paginates the output.

nomore Suppresses the pagination of the output.

FLASH Redirects the output to flash memory.

Unsupported input characters

We specify if some input characters are not supported for a user-defined object.

However, characters dependent on combinations of the AltGr key and another key are never supported.
% Note
The AItGr key is the Alt key to the right of the spacebar.

Debug and system diagnostic commands

Debug and system diagnostic commands, such as "debug” and "show system internal” commands, are
developed and intended for specialized troubleshooting.

Extreme Networks recommends that you work closely with Extreme technical support in executing
such commands and interpreting their results.

% Note
Not all diagnostic commands are documented.

Command shortcuts (aliases)

Aliases are command shortcuts that you can define globally or for individual user accounts.

Extreme SLX-OS
Command Reference, 20.3.3 49



Configuring global aliases Using the SLX-OS CLI

Configuring global aliases

Global aliases (command shortcuts) are accessible to any logged-in user.

Procedure

1. Inprivileged EXEC mode, enter the configure terminal command.
device# configure terminal

2. Enterthe alias-config command to access alias configuration mode.
device (config)# alias-config

3. Enter the alias command, specifying the alias and its corresponding command.
device (config-alias-config)# alias ck "show clock"

4. Verify the alias.

device (config-alias-config)# exit
device (config)# exit

device# ck

device# show clock

2016-06-14 13:03:55 Etc/GMT

Configuring user-level aliases

User-level command aliases (command shortcuts) are defined for an individual user account.

Procedure

1. Inprivileged EXEC mode, enter the configure terminal command.
device# configure terminal
2. Enterthe alias-config command to access alias configuration mode.
device (config)# alias-config
3. Enter the user command to access user-alias configuration mode.
device (config-alias-config)# user jdoe
4. Enter the alias command, specifying the alias and its corresponding command.
device (config-user-jdoe) # alias int2 "interface ethernet 1/2"

5. Verify the alias.

uid Note

E The following verification example assumes that the user jdoe defined the user-level alias
"int2". If an admin defined the alias for this user, the example would show the admin
logging out of the CLI and jdoe logging into the CLI.

device (config-alias-config)# exit
device (config-user-jdoe) # exit
device (config-alias-config)# exit
device (config)# int2

<Displayed automatically:>
device (config) #interface ethernet 1/2
device (config-if-eth-1/2)#
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aaa accounting on page 54

aaa authentication on page 57

aaa authorization command on page 59
accept-lifetime on page 61
accept-tolerance on page 63

action (management-heartbeat) on page 64
acl-log-raslog on page 66

acl-mirror on page 68

acl-policy on page 70

action python-script on page 71
action-profile on page 73

action-timeout on page 74

activate (telemetry collector) on page 75
activate (telemetry server) on page 76
activate (VXLAN overlay gateway) on page 77
adaptive on page 78

add (telemetry) on page 79
additional-paths on page 81
additional-paths select on page 83
address-family ipv4 flowspec on page 85
address-family I12vpn evpn (BGP) on page 87
address-family unicast (BGP) on page 88
address-family unicast (I1S-1S) on page 90
adjustment-interval on page 91
adjustment-threshold on page 92
admin-group on page 93

advertise dotl1-tlv on page 95

advertise dot3-tlv on page 96

advertise optional-tlv on page 97
advertise-backup on page 99
advertise-best-external on page 100
advertisement-interval (VRRP) on page 101
advertisement-interval-scale on page 102
agent-enable on page 104
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agent-port on page 105

agent-uuid on page 106

aggregate-address (BGP) on page 107

alias on page 109

alias-config on page 110
allow-conflicting-rules on page 111
allow-duplicate-rules on page 113

allow multiple-ep-per-port on page 115
always-compare-med on page 116
always-propagate on page 117

anycast-rp on page 118

area authentication (OSPFv3) on page 120
area nssa (OSPFv2) on page 122

area nssa (OSPFv3) on page 124

area prefix-list (OSPFv2) on page 126

area range (OSPFv2) on page 128

area range (OSPFv3) on page 130

area stub (OSPFv2) on page 132

area stub (OSPFv3) on page 134

area virtual-link (OSPFv2) on page 136

area virtual-link (OSPFv3) on page 138

area virtual-link authentication (OSPFv3) on page 140
arp on page 142

arp access-list on page 144

as-path-ignore on page 146

auth-check on page 147

auth-key on page 149

auth-mode on page 151

auth-port on page 153

auto-cost reference-bandwidth (OSPFv2) on page 154
auto-cost reference-bandwidth (OSPFv3) on page 156
auto-shutdown-new-neighbors on page 158
autobw-threshold table on page 159
backup-advertisement-interval on page 160
bandwidth-ceiling on page 161

banner on page 163

beacon enable on page 164

bestpath prefix-validation disable on page 166
bestpath prefix-validation disallow-invalid on page 167
bfd on page 168

bfd holdover-interval on page 170

bfd interval on page 172
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bfd shutdown on page 174
bgp-redistribute-internal on page 175
bpdu-drop-enable on page 176
breakout mode on page 177
bridge-domain on page 179
bridge-domain (EVPN) on page 181
bridge-priority on page 183
bsr-candidate on page 184
bypass-Isp on page 186

bypass-Isp (Telemetry) on page 187
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aaa accounting

Enables accounting for command or login information; information is forwarded to the accounting
server.

Syntax

aaa accounting { commands | exec } default start-stop [ none | radius |
tacacs+ ]

no aaa accounting { commands | exec } default start-stop [ none | radius
| tacacs+ ]

Command Default

Accounting is disabled.

Parameters
commands
Causes command accounting.
exec
Causes login accounting.
default
Causes the sending of logged information to the default server.
start-stop

Causes the sending of a "start" accounting notice at the beginning of a process and a "stop"
accounting notice at the end of a process. The "start" accounting record is sent in the
background. The requested user process begins regardless of whether the "start” accounting
notice was received by the accounting server.

none

Disables accounting services.
radius

Specifies using the RADIUS server for accounting.
tacacs+

Specifies using the TACACS+ server for accounting.

Modes

Global configuration mode

Usage Guidelines

Before enabling login (EXEC) or command accounting for RADIUS, at least one RADIUS server must be
configured on the device.
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In RADIUS command accounting:

¢ All command accounting packets are sent to the initial RADIUS server configured (rather than any
RADIUS server used for authentication). When the initial server fails, packets are sent to the next
configured server in round-robin fashion.

* Commands with a partial timestamp are not accounted.

The following configuration commands are not accounted:
¢ abort

®* end

®* exit

¢ help

® no vlan

® service

®* top

The following operational commands are not accounted:
¢ cipherset

* copy

* delete

¢ dir

®* dotlx

® exit

¢ help

¢ history

¢ logout

¢ oscmd

* ping

® rename

¢ reload

® resequence

¢* send

* show cipherset

®* show cli

®* show file

¢ show history

¢ show netconf-state
¢* show parser dump

¢ show startup-config
¢ ssh

® telnet
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® traceroute
® quit
¢ help

The no form of the command disables accounting. You can also disable accounting by using the aaa
accounting command specifying the none option.

Examples

The following example configures command accounting, with the CLI information being forwarded to
the TACACS+ server.

device (config) # aaa accounting commands default start-stop tacacs+

The following example configures command accounting, with the CLI information being forwarded to
the RADIUS server.

device (config) # aaa accounting commands default start-stop radius

The following example disables login accounting by specifying the none option; command accounting
(when also configured) remains active.

device (config) # aaa accounting exec default start-stop none

The following example disables login accounting by using the no aaa accounting command;
command accounting (when also configured) remains active.

device (config) # no aaa accounting exec default start-stop
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aaa authentication

Configures the Authentication, Accounting, and Authorization (AAA) log-in sequence.

Syntax

aaa authentication login { default | ldap | local | oauth2| radius |
tacacs+} { local | local-auth-fallback }

no aaa authentication login

Command Default

The default server is Local.

Parameters
login

Specifies the type of server that will be used for AAA on the device. The local server is the
default. Specify one of the following options.
default

Specifies the default mode (local server). Authenticates the user against the local database only.
If the password does not match or the user is not defined, the login fails.

ldap

Specifies the Lightweight Directory Access Protocol (LDAP) servers.
local

Specifies the local device database if previous authentication methods are inactive.
oauth2

Specifies the OAuth2 token.

radius

Specifies the RADIUS servers.

tacacs+

Specifies the TACACS+ servers.

local-auth-fallback

Specifies the local device database if previous authentication methods are not active or if
authentication fails.

Modes

Global configuration mode
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Usage Guidelines

Examples

This command selects the order of authentication sources to be used for user authentication during the
login process. Two sources are supported: primary and secondary. The secondary source of
authentication is optional and will be used if the primary source fails or is not available.

The authentication mode can only be set and cannot be added or deleted. For example, to change a
configuration from "radius local" to radius only, execute the no aaa authentication login
command to resets the configuration to the default mode, and then reconfigure the AAA mode with the
desired setting.

In a configuration with primary and secondary sources of authentication, the primary mode cannot be
modified alone. For example, you cannot change from “radius local” or "radius local-auth-fallback” to
“tacacs+ local” or "tacacs+ local-auth-fallback” respectively. First remove the existing configuration and
then configure it to the required configuration.

With OAuth2 authentication, the log-in request from the north-bound interface uses the OAuth2 token
as a password. The device authenticates the user based on the validity of the OAuth2 token. Only in
OAuth2 authentication, the local and local-auth-fallback options allow fallback to the local database if
the secondary source of authentication is configured as "local" or "local-auth-fallback”.

If login fails through the primary source because none of the configured servers respond or the login is
rejected by the server, authentication is done again through the secondary source or local option.

When “local-auth-fallback” option is specified, local authentication is tried only when the primary AAA
authentication service (TACACS+/Radius/LDAP) is either “unreachable” or “not available”. Unlike the
“local” option, local authentication is not be attempted if the authentication with primary service fails.

Use the no form of the command to restore the authentication mode to local mode.

This example changes the AAA server to TACACS+ using the local device database as a secondary
source of authentication.
device# configure terminal

device (config)# aaa authentication login tacacs+ local
Broadcast message from root (pts/0) Tue Apr 5 16:34:12 2011...

This example changes the AAA server from TACACS+ and local to TACACS+ only (no secondary
source).

device# configure terminal

device (config)# no aaa authentication login tacacs+ local
device (config)# aaa authentication login tacacs+

device (config)# show running-config aaa

aaa authentication login tacacs+

This example configures OAuth2 authentication.

device# configure terminal
device (config) # aaa authentication login oauth2 local-auth-fallback

This example resets authentication mode to the default.

device# configure terminal
device (config) # no aaa authentication login oauth2 local-auth-fallback
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aaa authorization command

Enables AAA command authorization.

Syntax
aaa authorization command { none | tacacs+ [ local ] }

no aaa authorization command

Command Default

By default, AAA command authorization is disabled.

Parameters
none
Disables command authorization.
tacacs+
Specifies using TACACS+ servers for command authorization.
local

Specifies using local authorization when the TACACS+ server is not active.

Modes

Global configuration mode.

Usage Guidelines

You can only enable command authorization when at least one TACACS+ server host is configured.
When a TACACS+ server is not configured and you attempt to enable command authorization, the
following error message is displayed and added to syslog.

)

% Error: No active TACACS server configuration exists to support the mode.

Similarly, when command authorization is enabled and there is only one TACACS+ server configured,
you cannot remove the TACACS+ server (using the no tacacs-server command).

When, based on TACACS+ server configuration, the TACACS+ server rejects a command authorization

request, the following error message is displayed and added to syslog.
Aborted: permission denied

With the current version of confd, custom RPC REST queries do not work when the aaa
authorization command tacacs+ local form of the command is configured.

The no aaa authorization command command disables command authorization.
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Examples

The following example shows how to enable AAA command authorization on a TACACS+ server and
specify using local authorization if the TACACS+ server is not active.

device# configure terminal
device (config)# aaa authorization command tacacs+ local

The following example shows how to disable AAA command authorization.

device (config)# no aaa authorization command
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accept-lifetime

Defines the time period when a key is active.

Syntax

accept-lifetime [ local { true | false}] { start-time | infinite | end-
time }

no accept-lifetime

Command Default
By default, the key lifetime is infinite. The key is always valid.

Parameters
local { true | false}

By default, the device treats the start time and end time as UTC. Specify the local key word to
use local times.

start-time

Specifies the time of day and date when the key becomes active. In HH:MM:SSIMM/DD/YYYY
format.

end-time
Specifies the time of day and date when the key expires. In HH:MM:SSIMM/DD/YYYY format.
infinite

Indicates that the accept lifetime of the key never expires.

Modes

Key configuration mode

Usage Guidelines

Use the no form of the command to revert to the default lifetime.

Examples

The following example configures a lifetime from June 6 2020 to December 4 2020 (UTC) for key 10 in
key chain 1.

device# configure terminal

device (config) # keychain keychainl

device (config-keychainl)# key 10

device (config-keychainl-keyl0) # accept-lifetime 00:00:00|06/04/2020 23:59:59(12/04/2020
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The following example configures a lifetime from June 6 2020 to December 4 2020 (local) for key 10 in
key chain 1.

device# configure terminal

device (config) # keychain keychainl

device (config-keychainl)# key 10

device (config-keychainl-keyl0)# accept-lifetime local true 00:00:00|06/04/2020 23:59:59|
12/04/2020

Extreme SLX-OS
62 Command Reference, 20.3.3



Commands A - B accept-tolerance

accept-tolerance

Defines the number of seconds for which expired or soon-to-be activated keys can be used for
validating received packets.

Syntax
accept-tolerance number-of-seconds

no accept-tolerance

Command Default

By default, the accept tolerance time is 600 seconds.

Parameters
number-of-seconds

Specifies the number of seconds by which activation time is decreased or expiration time is
decreased. The default is 600. Valid values range from O to 600.

Modes

Keychain configuration mode

Usage Guidelines
Use the no form of the command to revert to the default of 600 seconds.

You can use the command to extend the validity of an expired key to ensure a smooth key rollover for
the processing of a received packet.

You can use the command to decrease the activation time of a new key so that a received packet can be
authenticated with the new key.

A longer accept tolerance period can reduce security if an old key was exposed.

Examples

The following example configures an accept tolerance of 500 seconds in key chain 1.

device# configure terminal
device (config) # keychain keychainl
device (config-keychainl) # accept-tolerance 500
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action (management-heartbeat)

Specifies an action to be performed when the SLX device does not receive heartbeat messages from
EFA within a preconfigured threshold time duration.

Syntax
action { maintenance-mode-enable | no-action }

no action

Parameters
maintenance-mode-enable
Sets the SLX device into the maintenance mode.
no-action

This is the default. No action is performed when the SLX device does not receive a heartbeat
message from EFA within the threshold time.

Modes

Management Heartbeat mode

Usage Guidelines

You can assign only one action from the list.

Examples

The following example configures the action which sets the SLX device into maintenance mode.

SLX (config-management-heartbeat-manage) # action management-mode-enable
SLX (config-management-heartbeat-manage) # do show running-config management-heartbeat
manager
management-heartbeat manager
enable
threshold-timer 1
action maintenance-mode-enable
!

SLX (config-management-heartbeat-manage) #

The following example configures the action as no-action. When the SLX devices does not receive any
heartbeat messages from EFA and the threshold time has exceed, no action is taken.

SLX (config-management-heartbeat-manage) # action no-action
SLX (config-management-heartbeat-manage) # do show running-config management-heartbeat
manager
management-heartbeat manager
enable
threshold-timer 1
action no-action
|

SLX (config-management-heartbeat-manage) #
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The following example resets the current action to the default action. The default action for
Management Heartbeat context is no-action.

SLX (config-management-heartbeat-manage) # no action
SLX (config-management-heartbeat-manage) # do show running-config management-heartbeat
manager
management-heartbeat manager
enable
threshold-timer 1
action no-action
I}

SLX (config-management-heartbeat-manage) #
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acl-log-raslog

Enables Raslog messages for ACL rules with 1og keywords, and specifies how long the system waits
before sending an ACL Raslog message.

Syntax
acl-log-raslog [ log-interval minutes ]
no acl-log-raslog

no acl-log-raslog log-interval

Command Default

ACL Raslogs are not enabled.

Parameters
log-interval minutes

Specifies, in minutes, the interval between ACL Raslog message. Values range from 1through 10
minutes. The default value is 5 minutes.

Modes

ACL policy configuration mode

Usage Guidelines

When this feature is enabled, the initial Raslog message is generated at the first match for an ACL rule
that includes the 1og keyword. Consequent Raslog messages are generated according to the current
no acl-log-raslog value.

To restore the default disablement of this feature, use the no acl-log-raslog form of this
command.

To restore the default 5-minute setting of this feature, use the no acl-log-raslog log-interval
form of this command.

Examples

The following example enables ACL Raslogs on the device.

device# configure terminal
device (config)# acl-policy
device (config-acl-policy)# acl-log-raslog
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The following example disables ACL Raslogs on the device.

device# configure terminal
device (config) # acl-policy
device (config-acl-policy) # no acl-log-raslog

The following example changes the current log-interval setting to 8 minutes.

device# configure terminal
device (config) # acl-policy
device (config-acl-policy)# acl-log-raslog log-interval 8

The following example restores the current log-interval setting to the default value of 5 minutes.

device# configure terminal
device (config)# acl-policy
device (config-acl-policy)# acl-log-raslog log-interval 8

The following output is an ACL Raslog example.

MAC ACL mac_2 permitted 1 packets on intf ethl/6 [SA:0010.1010.1001, DA:0001.0300.0500,
Type:0, VLAN:101, SIP:0.0.0.0, DIP:0.0.0.0, 13 proto:none, src port:0, dst port:0]

IP ACL vdacl denied 1 packets on intf ethl/6 [SA:0001.0300.0400,DA:0001.0300.0500,
Type:800, VLAN:100, SIP:2.2.2.2, DIP:6.6.6.6, 13 proto:udp, src_port:66, dst port:77]

IPv6e ACL v6acl permitted 1 packets on intf po44 [SA:0001.0300.0400,DA:0001.0300.0500,
Type:86dd, VLAN:100, SIP:fe80::201:3ff:£fe00:400,
DIP:3555:5555:6666:6666:7777:7777:8888:8888,

13 proto:udp, src port:63, dst port:63]
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acl-mirror

Defines a destination for ACL-based mirroring of a physical interface. This command will be deprecated
in the future.

Syntax

acl-mirror source { ethernet sliot / port | port-channel index | ve
index } destination { ethernet slot / port | port-channel index }

no acl-mirror source { ethernet slot / port | port-channel index | ve
index } destination { ethernet slot / port | port-channel index }

Command Default
No ACL mirror is defined.

Parameters
source
Specifies the interface for which you are defining a mirror.
ethernet

Specifies a physical Ethernet interface.
slot

Specifies a valid slot number. For devices that do not support linecards, specify 0.
port
Specifies a valid port number.
port-channel index
Specifies a valid port-channel interface number.
ve index
Specifies a valid virtual ethernet interface number.
destination
Specifies the physical-interface or port-channel mirror to use as the destination for mirroring.
ethernet

Specifies a physical Ethernet interface.
slot

Specifies a valid slot number. For devices that do not support linecards, specify 0.
port
Specifies a valid port number.

port-channel index

Specifies a port-channel interface.
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Modes

Global configuration mode

Usage Guidelines

ACL mirroring applies to extended-ACL rules that include the mirror keyword.
ACL mirroring is supported only for ACLs applied to incoming traffic.
Only one destination mirror port is supported per source port.

There are parsing priorities among the copy-sflow, log, and mirror keywords, as follows:

* Although in a standard-ACL rule you can include 1log and copy-s£low, only one of the two is
processed, as follows:
° Ina permit rule, the order of precedence is copy-sflow > log.
° Inadeny or hard-drop rule, the order of precedence is 1log > copy-sflow.

* Although in an extended-ACL rule you can include log, mirror, and copy-sflow, only one of the
three is processed, as follows:
o Inapermit rule, the order of precedence ismirror > copy-sflow > log.

o Inadeny or hard-drop rule, the order of precedence is 1log > copy-sflow >mirror.
Only one destination port is supported per device.

To cancel an ACL mirroring destination, use the no form of this command.

Examples

The following example defines a physical port as the source port for mirroring.

device# config term
device (config) # acl-mirror source ethernet 0/1 destination ethernet 0/2

The following example defines a port-channel as the source for mirroring.

device# configure

device (config) # acl-mirror source ethernet 0/1 destination port-channel 2
The following example defines a Virtual Ethernet port as the source for mirroring.
device# config term

device (config) # acl-mirror source ve 99 destination port-channel 2

The following example displays the running config output for ac/-mirror

device# show running-config acl-mirror
acl-mirror source port-channel 10 destination ethernet 0/9
acl-mirror source ve 10 destination ethernet 0/9
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acl-policy

Accesses the ACL policy configuration mode, from which you can change the default settings regarding
conflicting and duplicate ACL rules.

Syntax
acl-policy

Modes

Global configuration mode

Usage Guidelines

To return to global configuration mode, enter the exit command.

Examples

The following example accesses the ACL policy configuration mode and then disables the default
restriction on duplicate rules within ACLs.
device# configure terminal

device (config)# acl-policy
device (config-acl-policy) # allow-duplicate-rules
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action python-script

Specifies a Python file that runs when a trigger condition occurs.

Syntax
action python-script file-name
no action python-script file-name
Parameters
file-name
Specifies a Python script file-name. Valid values range from 4 through 32 characters (including
the . py extension). The first character must be alphabetic.
Modes

Event-handler configuration mode

Usage Guidelines

You can assign only one action to a given event-handler profile.
You can also specify the Python file as part of the event-handler command.

To change the file assigned to a profile, you do not need to enter the no form of this command. You
only need to enter action python-script file-name, specifying the new file name.

Running this command copies the Python script file from the £1ash: // directory to the database.
After specifying a file for all relevant event-handler profiles, you can delete it from the f1ash://
directory.

If the event-handler for which you are modifying this command is active on the device, the changes
take effect with no need to de-activate and re-activate the event-handler.

A Python event-handler script runs only if all of the following occur:
* Using the ecopy command, copy the Python file to the £1ash: // location on the device.
* Using the event-handler command, create an event-handler profile.
* |n configuration mode for that profile:
o Using the trigger command, create one or more triggers.
° Using the action command, specify the Python script that will be triggered.
* Using the event-handler activate command, activate an instance of the event handler.
* The trigger event occurs.

If an event-handler profile is not activated, the no form of this command deletes its action.
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Examples

The following example specifies Python files for two event-handler profiles.

device# configure terminal

device (config) # event-handler eventHandlerl

device (config-event-handler-eventHandlerl)# action python-script example.py
device (config-event-handler-eventHandlerl) # event-handler eventHandler2
device (config-event-handler-eventHandler2) # action python-script example2.py
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action-profile

Creates an action profile.

Syntax
action-profile action-profile-name
no action-profile
Parameters:
action-profile-name
Specifies the action profile name. An action profile can be up to 32 characters.
Modes

Y1731 configuration mode

Usage Guidelines

Use the no form of the command to delete the corresponding configured action profile also its
association with source and remote MEP pair.

Examples

This example shows how to create an action profile.

device# configure terminal

device (config-cfm)# y1731

device (config-cfm-yl1731) # action-profile al

device (config-cfm-yl731-action-profile-al)# event ccm-up actions all
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action-timeout

For an implementation of an event-handler profile, specifies the maximum number of minutes to wait
for an action-script to complete execution. If the action-timeout expires, then script execution ends.

Syntax
action-timeout minutes

no action-timeout

Command Default

No action timeout is defined.

Parameters
minutes

Specifies the number of minutes to wait for an action-script to complete execution. If you specify
"0", no timeout is set. Valid timeout values are any positive integer.

Modes

Event-handler activation mode

Usage Guidelines

To restore the default setting of no timeout, enter the no form of this command.

Examples

The following example specifies an action timeout of 30 minutes.

device# configure terminal
device (config) # event-handler activate eventHandlerl
device (config-activate-eventHandlerl) # action-timeout 30
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activate (telemetry collector)

Activates the telemetry data stream—as defined by the telemetry profiles—to the external telemetry
collector.

Syntax
activate

no activate

Command Default

The collector is deactivated.

Modes

Telemetry-collector configuration mode

Usage Guidelines

Activates the collector object, which streams telemetry information to the external telemetry collector.

Use the no actiwvate command to disable streaming to the external telemetry collector.

Examples

Typical command execution.

device# configure terminal

device (config) # telemetry collector collectorl

device (config-collector-collectorl)# ip 10.24.12.87 port 8080
device (config-collector-collectorl)# encoding json

device (config-collector-collectorl) # profile system-profile
default system utilization statistics

device (config-collector-collectorl)# activate
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activate (telemetry server)

Activates the internal gRPC telemetry-server.

Syntax
activate

no activate

Command Default

The internal gRPC telemetry-server is deactivated.

Modes

Telemetry-server configuration mode

Usage Guidelines

This command activates the internal gRPC telemetry-server.

To disable the internal gRPC telemetry-server, use the no form of this command.

Examples

Typical command execution.

device# configure terminal

device (config) # telemetry server

device (config-server-mgmt-vrf)# activate
device (config-server-mgmt-vrf) #
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activate (VXLAN overlay gateway)

Activates a VXLAN overlay gateway instance.

Syntax
activate

no activate

Command Default

By default, a gateway is not activated during initial configuration.

Modes

Overlay gateway configuration mode

Usage Guidelines
It is recommended that you configure all gateway parameters before activating the gateway. This
operation enables all tunnels that are associated with this gateway.
The following conditions that must be in place before you can execute the activate command:

* Loopback interfaces must be configured on all gateways. Refer to the interface loopback
command,
* The IP address of the VXLAN gateway must be configured. Refer to the ip interface command.

Use the no activate command in VXLAN overlay gateway configuration mode to deactivate the
gateway. All associated tunnels are also deactivated.

Examples

The following example activates a VXLAN gateway named gatewayl. The gateway was previously
configured by means of the overlay-gateway command:

device# configure terminal
device (config) # overlay-gateway gatewayl
device (config-overlay-gw-gatewayl) # activate
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adaptive

Bypass LSPs can be made adaptive using the adaptive command. Bypass LSPs are non-adaptive by
default. The user can modify the adaptive bypass LSPs adaptive-parameters without disabling the LSP.
If the LSP is UP, then modifying an adaptive parameter, like exclude-interface or bandwidth, leads to the
creation of a new instance of the bypass LSP. Adaptiveness can be manually enabled by using the
adaptive command and can be disabled by no form of the same command. Use the adaptive to
set the adaptive option for the dynamic bypass LSPs to be created for the MPLS protected interface.

Syntax

adaptive [ disable | enable ] [ record ]

Command Default
By default, LSPs are not adaptive.

By default, dynamic bypass LSPs are adaptive.

Parameters
disable
Disables the adaptive command.
enable
Enables the adaptive command.
record

Specifies RSVP session route recording.

Modes
MPLS LSP configuration mode

MPLS router MPLS interface dynamic bypass configuration mode

Examples
The following example configures an LSP named to20 as an adaptive LSP.

device# configure

device (config) # router mpls

device (config-router-mpls)# lsp to20

device (config-router-mpls-1lsp-to20)# adaptive

The following example enables the adaptive command for dynamic bypass MPLS Ethernet interface
0/8.

device# configure

device (config) # router mpls

device (config-router-mpls) # mpls-interface ethernet 0/8

device (config-router-mpls-if-ethernet-0/8-dynamic-bypass)# adaptive enable
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add (telemetry)

Restores a previously removed field to a telemetry profile.

Syntax
add telemetry-field

no add telemetry-field

Command Default

All default fields are included in the telemetry profile.

Parameters
telemetry-field
Specifies the telemetry field to be included.

Modes

Telemetry profile configuration mode

Usage Guidelines

Use the no add command to remove a field.

Examples

The following example adds the add-discard-byte-count field to the default_queue_statistics
profile.

device# configure terminal
device (config) # telemetry profile queue default queue statistics
device (config-queue-default queue statistics)# add add-discard-byte-count

The following example adds the max-queue-depth field to the
default enhanced queue_max queue depth_statistics profile.

device# configure terminal

device (config) # telemetry profile enhanced-queue-max-queue-depth
default enhanced queue max queue depth statistics

device (config-enhanced-queue-max-queue-depth-

default enhanced queue max queue depth statistics)# add max-queue-depth

The following example removes the max-queue-depth field from the
default enhanced queue max queue depth statistics profile.

device# configure terminal

device (config) # telemetry profile enhanced-queue-max-queue-depth

default enhanced queue max queue depth statistics

device (config-enhanced-queue-max-queue-depth-

default enhanced queue max queue depth statistics)# no add max-queue-depth
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You must change profile configuration modes to change fields in another profile. Below is an example of
adding fields to multiple profiles.

device# configure terminal

device (config) # telemetry profile interface default interface statistics
device (config-interface-default interface statistics)# add out-pkts
device (config-interface-default interface statistics)# exit

device (config) # telemetry profile queue default queue statistics

device (config-queue-default queue statistics)# add eng-byte-count

device (config-queue-default queue statistics)# add eng-pkt-count

The following example adds the out-packets and out-bytes fields to the
default mpls_traffic lsp statistics profile.
device (config) # telemetry profile mpls-traffic-lsp default mpls traffic lsp statistics

device (config-mpls-traffic-lsp-default mpls traffic lsp statistics)# add out-packets
device (config-mpls-traffic-lsp-default mpls traffic lsp statistics)# add out-bytes
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additional-paths

Enables an additional-paths capability for all peers in a Border Gateway Protocol (BGP) address family.

Syntax
additional-paths { receive [ send ] | send }
no additional-paths receive

no additional-paths send

Command Default

Peer devices configured under a BGP address family are not capable of receiving or sending additional-
paths.

Parameters
receive
Enables all peer devices configured under a BGP address family to receive additional-paths.
send

Enables all peer devices configured under a BGP address family to send additional-paths.

Modes

BGP address-family IPv4 unicast configuration mode
BGP address-family IPv4 unicast VRF configuration mode
BGP address-family IPv6 unicast configuration mode

BGP address-family IPv6 unicast VRF configuration mode
Usage Guidelines

uid Note
E Changes to the additional-paths capability for peers in a BGP address family take effect only
after the BGP session is restarted.

Peers exchange and negotiate additional-path capability during session establishment.
Additional-paths can be enabled as receive only, send only, or both receive and send.
The no form of the command disables the specified (receive or send) additional-paths capability.

To remove the configuration when both the receive and send options have been set, you should
enter both the no additional-paths command, specifying the receive option to disable the
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receive additional-paths capability, and the no additional-paths command, specifying the send
option to disable the send additional-paths capability.

Examples

The following example shows how to enable peers configured under the IPv4 unicast address family to
both receive and send additional-paths.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipv4u) # additional-paths receive send

The following example shows how to disable the capability to receive additional-paths for all peers in
the IPv4 unicast address family.

device# configure terminal
device (config) # router bgp
device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipv4u) # no additional-paths receive
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additional-paths select

Syntax

Configures routes that are eligible for selection as additional-paths by peers configured under a Border
Gateway Protocol (BGP) address family.

additional-paths select { all [ best num ] [ group-best ] | best num |
group-best }

no additional-paths selectall
no additional-paths selectbest num

no additional-paths select group-best

Parameters

Modes

all

Causes all routes to be eligible for selection as additional-paths. A maximum of 16 routes is
allowed.

best num

Specifies the number of best paths allowed for selection as additonal-paths. The number ranges
from 2 through 16.

group-best

Causes all group-best paths to be eligible for selection as additional-paths. Only routes with a
rank less than or equal to 16 are allowed. Even when it is the group best, a route with a rank
greater than 16 is not eligible for selection as an additional path.

BGP address-family IPv4 unicast configuration mode
BGP address-family IPv4 unicast VRF configuration mode
BGP address-family IPv6 unicast configuration mode

BGP address-family IPv6 unicast VRF configuration mode

Usage Guidelines

The all, best, and group-best options are not mutually exclusive. When you perform a
combination of these commands, the combined configuration is applied to the BGP address family.

The no form of the command removes the specified configuration.

When more than one option is configured, it is recommended that you disable each configured option
separately; for example, disable the all configuration by using the no additional-paths
select command specifying the all option, and so on.
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Examples

The following example shows how to configure all (up to a maximum of 16) routes to be eligible for
selection as additional-paths by all peers in the IPv4 unicast address family.

device# configure terminal

device (condig) # router bgp

device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-router-ipv4u) # additional-paths select all

The following example shows how to restore the default configuration when the all, best, and
group-best options were previously configured for the IPv4 unicast address family. It is
recommended that you disable each configuration option separately.

device# configure terminal

device (condig) # router bgp

device (config-bgp-router)# address-family ipv4 unicast

device (config-bgp-router-ipv4u) # no additional-paths select all

device (config-bgp-router-ipv4u) # no additional-paths select best 2
device (config-bgp-router-ipv4u) # no additional-paths select group-best
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address-family ipv4 flowspec

Enables Border Gateway Protocol flow specification (BGP flowspec) IPv4 address family.

Syntax
address-family ipv4 flowspec [ vrf vrf-name ]

no address-family ipv4 flowspec [ vrf vrf-name ]

Command Default
BGP flowspec IPv4 address family is disabled.

Parameters
vrf vrf-name

Specifies the name of a VRF instance in which the BGP flowspec IPv4 address family is to be
configured.

Modes

BGP configuration mode

Usage Guidelines

BGP flowspec IPv4 address-family configuration is only allowed in a VRF that is already configured with
an IPv4 unicast address family.

When the vr£ option is not specified, the address-family ipv4 flowspec command enables
the BGP flowspec IPv4 address family for the default VRF; the IPv4 unicast address family is always
configured on the default VRF.

The no form of the command disables BGP flowspec IPv4 address family.

You must disable BGP flowspec in a VRF by using the no address-family ipv4 flowspec
command before removing the IPv4 unicast address-family configuration from the VRF.

Examples

The following example shows how to enable BGP flowspec address family in the default VRF.

device# configure terminal
device (config) # router bgp
device (config-bgp-router) # address-family ipv4 flowspec
device (config-bgp-ipv4fs) #

The following example shows how to enable BGP flowspec address family in a VRF named red.

device# configure terminal
device (config) # router bgp
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device (config-bgp-router)# address-family ipv4 flowspec vrf red
device (config-bgp-ipv4fs-vri) #
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address-family 12vpn evpn (BGP)

Enables the L2VPN address family configuration mode to configure a variety of BGP EVPN options.

Syntax
address-family 1l2vpn evpn

no address-family 1l2vpn evpn

Command Default
Disabled.

Modes

BGP configuration mode

Usage Guidelines

Use this command in BGP configuration mode to enter BGP address-family L2VPN EVPN configuration
mode. The L2VPN EVPN configuration mode supports the EVPN Subsequent Address Family Identifier
(SAFID), an address qualifier that provides additional information about the Network Layer Reachability
Information (NLRI) type for a given attribute. The no form of this command removes the L2VPN EVPN
address family configuration from the device and removes all configurations under the L2VPN address
family.

Examples
This example enables BGP address family L2VPN EVPN configuration mode.

device# configure terminal

device (config) # router bgp

device (config-bgp-router) # address-family l2vpn evpn
device (config-bgp-evpn) #
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address-family unicast (BGP)

Enables the IPv4 or IPv6 address family configuration mode to configure a variety of BGP unicast
routing options.

Syntax
address-family { ipv4 | ipv6é } unicast [ vrf vrf-name ]

no address-family { ipv4 | ipv6é } unicast [ vrf vrf-name ]

Command Default
Disabled.

Parameters
ipv4
Specifies an IPv4 address family.
ipvé
Specifies an IPv6 address family.
vrf vrf-name

Specifies a VRF instance.

Modes

BGP configuration mode

Usage Guidelines

Use the no form of this command to remove IPv4 or IPv6 address family configurations from the
device.

Examples

The following example enables BGP IPv4 address-family configuration mode.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipviu) #

The following example enables BGP IPv6 address-family configuration mode.

device# configure terminal

device (config) # router bgp

device (config-bgp-router) # address-family ipv6 unicast
device (config-bgp-ipvéu) #
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The following example enables BGP IPv4 address-family configuration mode for VRF "green”.

device# configure terminal

device (config) # router bgp

device (config-bgp-router) # address-family ipv4 unicast vrf green
device (config-bgp-ipviu-vrf) #

This example enables BGP IPv6 address-family configuration mode for VRF "red".

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipvé unicast vrf red
device (config-bgp-ipvéeu-vrf) #
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address-family unicast (I1S-IS)

Enables the IPv4 or IPv6 address family configuration mode for configuring a variety of Intermediate
System-to-Intermediate System (IS-1S) unicast routing options.

Syntax

address-family { ipv4 | ipv6é } unicast

Command Default
Disabled.

Parameters
ipv4
Specifies the IPv4 address family.
ipvé
Specifies the IPv6 address family.

Modes

IS-IS router configuration mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example enables IS-IS address-family IPv4 unicast configuration mode.

device# configure terminal

device (config) # router isis

device (config-isis-router)# address-family ipv4 unicast
device (config-router-isis-ipvdu) #

The following example enables IS-1S address-family IPv6 unicast configuration mode.

device# configure terminal

device (config) # router isis

device (config-isis-router)# address-family ipv6 unicast
device (config-router-isis-ipvou) #
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adjustment-interval

There are two mechanisms of configuring LSP level parameters. The direct configuration and template-
based configuration.

Syntax
adjustment-interval value

no adjustment-interval value

Command Default

The adjustment-interval is disabled.

Parameters
value
Specifies the time interval after which the LSP bandwidth must be adjusted. The range is from
300 through 259200 seconds (30 days). The default value is 86400 seconds (one day).
Modes

MPLS LSP configuration mode.

Usage Guidelines

The no option disables the auto-bandwidth for the LSP. The bandwidth immediately is set back to the
traffic-engineering configured value.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example sets the bandwidth reallocation interval to 86400 seconds for LSP xy z.

device>enable

device# configure terminal

device (config) # router mpls

device (config-mpls) # 1lsp xyz

device (config-mpls-1sp-xyz)# auto-bandwidth

device (config-mpls-lsp-xyz-auto-bandwidth)# adjustment-interval 86400
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adjustment-threshold

Specifies the automatic bandwidth adjustment sensitivity of an LSP to changes in bandwidth utilization.

Syntax
adjustment-threshold use-threshold-table

no adjustment-threshold

Command Default

The adjustment threshold is set to the default value.

Parameters
use-threshold-table

Specifies that the template use the autobw-threshold table to determine the threshold.

Modes

MPLS sub-configuration modes
config-mpls-template-templatel

config-mpls-Isp-Ispl-autobw

Usage Guidelines

When automatic bandwidth adjustment is configured, bandwidth demand for the current interval is
calculated and compared to the LSP current bandwidth allocation.

The no form of the command sets the adjustment threshold to the default value.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".
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admin-group

Administrative groups, also known as resource classes or link colors, allows the user to assign MPLS-
enabled interfaces to various classes. When a device calculates the path for an LSP, it can take into
account the administrative group to which a interface belongs; the user can specify which
administrative groups the device can include or exclude when making its calculation.

Syntax
admin-group admin name admin group num

no admin-group admin name admin group num

Command Default

The command is disabled, by default.

Parameters
admin_ name

Specifies the selected administrative group name.
admin group number

Specifies the selected administrative group number. The number range is 0-31.

Modes
MPLS policy mode.

Usage Guidelines

Up to 32 administrative groups can be configured on the device. The user can see an administrative
group either by its name or its number. Before the user can see an administrative group by its name, the
user must specify a name for the group at the MPLS policy level and associate the name with that
administrative group’s number.

After the user associates an administrative group name with a number, the user can see it by name
when assigning interfaces to the group or including or excluding the group from LSP calculations.

The no form of the command disables specified admin-group.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example establishes three administrative groups.

device# configure
device (config)# router mpls
device (config-router-mpls) # policy

Extreme SLX-OS
Command Reference, 20.3.3 93



admin-group Commands A - B

device (config-router-mpls-policy)# admin-group gold 30
device (config-router-mpls-policy)# admin-group silver 20
device (config-router-mpls-policy)# admin-group bronze 10
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advertise dotl-tlv

Advertises globally to any attached device IEEE 802.1 organizationally specific Type, Length, Values
(TLV) values, or for a specific LLDP profile.

Syntax
advertise dotl-tlv

no advertise dotl-tlv

Command Default

Advertisement is disabled.

Modes

Protocol LLDP and profile configuration modes

Usage Guidelines

Enter no advertise dotl-tlv to return to the default setting.

Examples

The following example advertises TLV configuration for IEEE 802.1

device# configure terminal

device (config) # protocol 1ldp

device (conf-11dp) # advertise dotl-tlv
device (conf-11dp) #

The following example advertises TLV configuration for IEEE 802.1 for a specific LLDP profile.

device (conf-11dp) # profile testl
device (config-profile-testl) # advertise dotl-tlv
device (conf-profile-testl) #
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advertise dot3-tlv

Advertises to any attached device IEEE 802.3 organizationally specific Type, Length, Values (TLV)

values, or for a specific LLDP profile.

Syntax
advertise dot3-tlv

no advertise dot3-tlv

Command Default

Advertisement is disabled.

Modes

Protocol LLDP and profile configuration modes.

Usage Guidelines

Enter no advertise dot3-tlv to return to the default setting.

Examples

The following example advertises TLV configuration for IEEE 802.3.

device# configure terminal

device (config) # protocol 1ldp

device (conf-11dp) # advertise dot3-tlv
device (conf-11dp) #

The following example advertises TLV configuration for IEEE 802.3 for a specific LLDP profile.

device (conf-11dp) # profile testl
device (config-profile-testl) # advertise dot3-tlv
device (conf-profile-testl) #
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advertise optional-tlv

Advertises the optional Type, Length, and Values (TLV) values, or for a specific LLDP profile.

Syntax

advertise optional-tlv { management-address | port-description | system-
capabilities | system-description | system-name }

no advertise optional-tlv

Command Default

Advertisement is disabled.

Parameters
management-address
Advertises the management address of the system.
port-description
Advertises the user-configured port.
system-capabilities
Advertises the capabilities of the system.
system-description
Advertises the system firmware version and the current image running on the system.
system-name

Advertises the name of the system.

Modes

Protocol LLDP and profile configuration modes

Usage Guidelines

Enter no advertise optional-tlv to return to the default setting.

Examples

The following example advertises the management address of the system and the user-configured port.

device# configure terminal

device (config) # protocol 1lldp

device (conf-11dp) # advertise optional-tlv ?

Possible completions:
management-address Management Address TLV
port-description Port-Description TLV
system-capabilities System Capabilities TLV
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system-description System Description

system-name System Name TLV
device (conf-11dp) # advertise optional-tlv management-address ?
Possible completions:

port-description Port-Description TLV
system-capabilities System Capabilities TLV
system-description System Description
system-name System Name TLV

device (conf-11dp) # advertise optional-tlv management-address port-description
device (conf-11dp) #

The following example advertises the management address of the system for a specific LLDP profile.

device (conf-11dp) # profile testl

device (config-profile-testl) # advertise optional-tlv ?
Possible completions:

management-address Management Address TLV
port-description Port-Description TLV
system-capabilities System Capabilities TLV
system-description System Description
system-name System Name TLV

device (conf-profile-testl) # advertise optional-tlv management-address
device (conf-profile-testl) #
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advertise-backup

Syntax

Enables a backup VRRP router to send advertisement frames to the master VRRP router.

advertise-backup

no advertise-backup

Command Default

Modes

Advertisement is disabled.

Virtual-router-group configuration mode

Usage Guidelines

Examples

Advertisement packets (or frames) are sent to all members of a VRRP group to indicate that the master
router is operational. When the master router is not operational, the backup router becomes the master
router. When you run this command, the backup router sends the frames every 60 seconds.

Use this command for VRRP-E, but not for VRRP.

Enter no advertise backup to return to the default setting (no periodic transmission).

This example enables the backup VRRP routers to send advertisement frames to the master VRRP
router.

device# configure terminal

device (config) # interface ve 25

device (config-ve-25) # vrrp-extended-group 1

device (config-vrrp-extended-group-1)# advertise-backup
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advertise-best-external

Stores and advertises the best external route for a Border Gateway Protocol (BGP) address family.

Syntax
advertise-best-external

no advertise-best-external

Command Default

The best external route for a BGP address family is not stored or advertised.

Modes

BGP address-family IPv4 unicast configuration mode
BGP address-family IPv4 unicast VRF configuration mode
BGP address-family IPv6 unicast configuration mode

BGP address-family IPv6 unicast VRF configuration mode

Usage Guidelines

The no form of the command restores the default configuration.

The advertise-best-external command enables storing and advertising of the best external
route under an address family; the best external route is advertised in addition to the best route.

Examples

The following example shows how to store and advertise the best external route under the IPv4 address
family in unicast mode.
device# configure terminal

device (bgp) # address-family ipv4 unicast
device (config-bgp) # advertise-best-external
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advertisement-interval (VRRP)

Configures the interval at which the master VRRP router advertises its existence to the backup routers.

Syntax

advertisement-interval range

Command Default

The default is 1 second for version 2, 1000 milliseconds for version 3.

Parameters
range
Interval at which the master VRRP router advertises its existence to the backup routers. Valid
values range from 1through 255 seconds for VRRPv2 and from 1000 through 40900
milliseconds for VRRPV3.
Modes

Virtual-router-group configuration mode

Usage Guidelines

This interval is the length of time, in seconds, between each advertisement sent from the master to its
backup VRRP routers. The advertisement notifies the backup routers that the master is still active. If the
backup routers do not receive an advertisement from the master in a designated amount of time, the
backup with the highest priority can assume the role of master.

This command can be used for either VRRP or VRRP-E and for VRRPv3 and VRRP-EV3.

Examples

To set the advertisement interval to 30 seconds for VRRP-E group 10:

device# configure terminal

device (config) # interface ve 25

device (config-ve-25) # vrrp-extended-group 10

device (config-vrrp-extended-group-10) # advertisement-interval 30

To set the advertisement interval to 3000 milliseconds for VRRP-Ev3 group 19:

device# configure terminal

device (config)# interface ve 2019

device (config-ve-2019) # ipv6 vrrp-extended-group 19

device (config-vrrp-extended-group-19) # advertisement-interval 3000
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advertisement-interval-scale

Configures the sub-second intervals at which the master VRRP-Ev3 device advertises its existence to
the backup routers.

Syntax

advertisement-interval-scale scale

Command Default

The default advertisement interval scale is 1.

Parameters
scale
Number representing the scale of the division of a configured interval at which the master
VRRP-Ev3 device advertises its existence to the backup devices. Valid values are 1, 2, 5, and 10.
Modes

Virtual-router-group configuration mode

Usage Guidelines

This command scales the advertisement interval of the master VRRP-Ev3 device as configured by the
advertisement-interval command. A value of 1, 2, 5, or 10 can be set and the existing
advertisement interval value is divided by the scaling value. For example, if the advertisement interval is
1 second and the scaling value is 10, the new advertisement interval is 100 milliseconds.

When all the advertisement intervals in a VRRP-Ev3 session are scaled, sub-second VRRP-Ev3
convergence is possible if a master fails. The advertisement notifies the backup devices that the master
is still active. If the backup devices do not receive an advertisement from the master in a designated
amount of time, the backup device with the highest priority can assume the role of master. Using sub-
second advertising intervals, sub-second device redundancy can be achieved.

Note that the minimum advertisement interval for the ipvé-vrrp-extended-group command is
1000 milliseconds, so configure the intervals for the advertisement-interval and
advertisement-interval-scale commands accordingly.

This command is only supported by VRRP-EV3.

Examples

This example sets the scaling of the advertisement interval to 500 milliseconds for VRRP-Ev3 group 19.

device# configure terminal
device (config)# interface ve 2019
device (config-ve-25) # ipv6 vrrp-extended-group 19
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device (config-vrrp-extended-group-10) # advertisement-interval 1
device (config-vrrp-extended-group-10) # advertisement-interval-scale 2
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agent-enable

Enables the Keylime agent on the SLX device. This agent registers itself with remote keylime
server(registrar) and listens for queries from the remote Keylime server(verifier).

Syntax

agent-enable
Modes

Remote Attestation mode
Examples

This example shows the complete configuration of Remote Attestation on this SLX device.

SLX # configure terminal

SLX (config)# remote-attestation

SLX (config-remote-attestation)# registrar-server 10.1.1.10 use-vrf default-vrf

SLX (config-remote-attestation-10.1.1.10/default-vrf)# registrar-port

SLX (config-remote-attestation-10.1.1.10/default-vrf)# exit

SLX (config-remote-attestation)# agent-enable agent-uuid UUID-F96FCCI9E agent-port 3333
SLX (config-remote-attestation)# exit

SLX (config)# exit

SLX #

Platform Availability

This command and mode is only available on the Extreme 8720 and Extreme 8520 devices.
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agent-port

Assigns the port on which the Keylime agent communicates.

Syntax

agent-port port-number

Parameters

port-number
The port number on which the Keylime Remote Attestation agent is communicating.

Command Default
The default port used by the Keylime agent is 9002.

Examples

This example shows the complete configuration of Remote Attestation on this SLX device.

SLX # configure terminal

SLX (config)# remote-attestation

SLX (config-remote-attestation)# registrar-server 10.1.1.10 use-vrf default-vrf

SLX (config-remote-attestation-10.1.1.10/default-vrf)# registrar-port

SLX (config-remote-attestation-10.1.1.10/default-vrf)# exit

SLX (config-remote-attestation)# agent-port 3333 agent-uuid UUID-F96FCCO9E agent-enable
SLX (config-remote-attestation)# exit

SLX (config)# exit

SLX #

Platform Availability

This command and mode is only available on the Extreme 8720 and Extreme 8520 devices.
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agent-uuid

Assigns a UUID value to the Keylime agent installed on the SLX device.

Syntax

agent-uuid UUID

Parameters

UuID

A unigue value assigned to this Keylime agent. If this parameter is not provided, it is
automatically generated.

Command Default

When a value is not supplied to the agent-uuid command, it is automatically generated and assigned
to the Keylime agent.

Modes

Remote Attestation mode

Examples

This example shows the complete configuration of Remote Attestation on this SLX device.

SLX # configure terminal

SLX (config)# remote-attestation

SLX (config-remote-attestation)# registrar-server 10.1.1.10 use-vrf default-vrf

SLX (config-remote-attestation-10.1.1.10/default-vrf)# registrar-port

SLX (config-remote-attestation-10.1.1.10/default-vrf)# exit

SLX (config-remote-attestation)# agent-uuid UUID-F96FCCI9E agent-port 3333 agent-enable
SLX (config-remote-attestation)# exit

SLX (config)# exit

SLX #

Platform Availability

This command and mode is only available on the Extreme 8720 and Extreme 8520 devices.
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aggregate-address (BGP)

Configures the device to aggregate routes from a range of networks into a single network prefix.

Syntax

aggregate-address { ip-addr ip-mask | ipvé-addr ipvé-mask } [ advertise-
map map-name | as-set | attribute-map map-name | summary-only |
suppress-map map-name |

no aggregate-address { ip-addr ip-mask | ipvé-addr ipvé6-mask }
[ advertise-map map-name | as-set | attribute-map map-name | summary-
only | suppress-map map-name ]

Command Default

The address aggregation feature is disabled. By default, the device advertises individual routes for all
networks.

Parameters

ip-addr

IPv4 address.
ip-mask

IPv4 mask.
ipvé-addr

IPv6 address.
ipv6-mask

IPv6 mask.
advertise-map

Causes the device to advertise the more-specific routes in the specified route map.
map-name

Specifies a route map to be consulted. Range is from 1through 63 ASCII characters.
as-set

Causes the device to aggregate AS-path information for all routes in the aggregate routes from a
range of networks into a single network prefix.

attribute-map

Causes the device to set attributes for the aggregate routes according to the specified route
map.
map-—-name

Specifies a route map to be consulted.
summary-only
Prevents the device from advertising more-specific routes contained within the aggregate route.

suppress-map
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Prevents the more-specific routes contained in the specified route map from being advertised.
map-name

Specifies a route map to be consulted.

Modes

BGP address-family IPv4 unicast configuration mode
BGP address-family IPv6 unicast configuration mode
BGP address-family IPv4 unicast VRF configuration mode

BGP address-family IPv6 unicast VRF configuration mode

Usage Guidelines

Use the no form of this command to restore the defaults.

Examples

The following example aggregates routes from a range of networks into a single network prefix under
the IPv6 address family and advertises the paths for this route as AS_SET.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipv6 unicast

device (config-bgp-ipvéu) # aggregate-address 2001:db8::/32 as-set
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alias

Configures global or user-level aliases for device commands.

Syntax
alias alias-name expansion

no alias alias—-name

Parameters
alias—-name
Specifies the alias name. The number of characters can be from 1through 255.
expansion

Specifies the CLI command to be triggered when the alias is entered. If the command is more
than one word, type double quotes (") around the command. The number of characters can be
from 1through 1023.

Modes

Alias configuration mode

User-alias configuration mode

Usage Guidelines

Global aliases are available to all users.
User-level aliases are available only for a specified user.
In the alias configuration mode, to delete a global alias use the no form of his command.

In the user-alias configuration mode, to delete a user alias use the no form of his command.

Examples
The following example defines ck as a global alias that enters the show e¢lock command.

device# configure terminal
device (config) # alias-config
device (config-alias-config)# alias ck "show clock"

For the user jdoe, the following example defines sv as a user-level alias that enters the show
version command.

device# configure terminal

device (config)# alias-config

device (config-alias-config)# user jdoe

device (config-user-jdoe)# alias sv "show version"
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alias-config

Launches the alias configuration mode, enabling you to define aliases.

Syntax
alias-config
no alias-config [ alias | user username |
Parameters
alias
(For the no option) Deletes all global aliases.
user username
(For the no option) Deletes all aliases defined for the specified user.
Modes

Global configuration mode

Usage Guidelines

From the alias configuration mode—which you access by entering this command—you can manage
global aliases. From that mode, you can also access the user-alias configuration mode for a specified
user, from which you can manage aliases for that user.

To delete all global aliases, use the no alias-config alias form of this command.

To delete all aliases defined for a specified user, use the no alias-config user form of this
command.

Examples
The following example accesses the alias configuration mode. It then defines ck as a global alias for the
show clock command.

device# configure terminal
device (config) # alias-config
device (config-alias-config)# alias ck "show clock"

The following example deletes all aliases defined for the user jdoe.

device# configure terminal
device (config) # no alias-config user jdoe
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allow-conflicting-rules

Syntax

Command

Modes

Towards editing ACLs, disables the default restriction on conflicting rules within an ACL. You can then
create a conflicting rule before deleting the previous version.

allow-conflicting-rules

no allow-conflicting-rules

Default

Conflicting rules are not allowed within an ACL.

ACL policy mode

Usage Guidelines

Examples

If the only difference between two rules is that one is a deny and the other a hard-drop, they are not
considered conflicting. However, they are considered duplicates; refer to the allow-duplicate-
rules topic.

Towards modifying ACL rules, you do not need to first remove ACLs from interfaces. Changes are
implemented "on the fly,” with no gap in protection.

We recommend that after ACL-editing sessions towards which you enabled allow-conflicting-
rules, restore the default setting—by entering the no allow-conflicting-rules command.

Entering no allow-conflicting-rules launches a check of all ACLs for conflicting rules. If you
did not immediately restore the default setting, and created ACLs with conflicting rules, you will need to
delete conflicting rules before the software accepts no allow-conflicting-rules.

When modifying ACLs by changing a rule from permit to deny or hard-drop—or vice versa—the
following flow is typical.

1. Enter the show running-config command to display the rules in the ACL that you need to
modify.
device# show running-config mac access-list extended macl
mac access-list extended macl
seq 10 permit host 0001.0001.0001 any
seq 20 deny host 0001.0001.0002 any count
seq 30 hard-drop host 0001.0001.0003 any mirror

2. Enterthe allow-conflicting-rules command.

device# configure terminal
device (config) # acl-policy
device (config-acl-policy)# allow-conflicting-rules
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3. Inthe ACL that you need to modify, create the new rule and then delete the old rule.

device (config-acl-policy)# exit

device (config) # mac access-list macl

device (conf-macl-ext)# seq 21 permit host 0001.0001.0002 any count
device (conf-macl-ext)# no seq 20

4. Entertheno allow-conflicting-rules command to restore the default setting.

device (conf-macl-ext)# exit
device (config) # acl-policy
device (config-acl-policy)# no allow-conflicting-rules
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allow-duplicate-rules

Syntax

Towards editing ACLs, disables the default restriction on duplicate rules within an ACL. You can then
create a duplicate rule at a new sequence before deleting the previous version.

allow-duplicate-rules

no allow-duplicate-rules

Command Default

Modes

Duplicate rules are not allowed within an ACL.

ACL policy mode

Usage Guidelines

Examples

If the only difference between two rules is that one is a deny and the other a hard-drop, they are
considered duplicates.

Towards modifying ACL rules, you do not need to first remove ACLs from interfaces. Changes are
implemented "on the fly," with no gap in protection.

We recommend that after ACL-editing sessions towards which you enabled allow-duplicate-
rules, restore the default setting—by entering the no allow-duplicate-rules command.

Entering no allow-duplicate-rules launches a check of all ACLs for duplicate rules. If you did
not immediately restore the default setting, and created ACLs with duplicate rules, you will need to
delete duplicates before the software accepts no allow-duplicate-rules.

When editing ACLs by duplicating a rule into a new sequence and then deleting the original rule, the
following flow is typical.

1. Enter the show running-config command to display the rules in the ACL that you need to
modify.
device# show running-config mac access-list extended macl
mac access-list extended macl
seq 10 permit host 0001.0001.0001 any

seq 20 deny host 0001.0001.0002 any count
seq 30 hard-drop host 0001.0001.0003 any mirror

2. Enterthe allow-duplicate-rules command.
device# configure terminal
device (config)# acl-policy
device (config-acl-policy)# allow-duplicate-rules
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3. Inthe ACL that you need to modify, create the duplicate rule—specifying the new sequence number
—and then delete the old rule.
device (config-acl-policy) # exit
device (config) # mac access-list macl
device (conf-macl-ext)# seq 11 hard-drop host 0001.0001.0003 any mirror
device (conf-macl-ext)# no seqg 30

4. Entertheno allow-duplicate-rules command to restore the default setting.
device (conf-macl-ext) # exit
device (config) # acl-policy
device (config-acl-policy)# no allow-duplicate-rules
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allow multiple-ep-per-port

Enables configuring multiple endpoints on VPLS ports.

Syntax
allow multiple-ep-per-port

no allow multiple-ep-per-port

Command Default

Enables configuring multiple endpoints on VPLS ports.

Modes

Router Interface context

Usage Guidelines

This command enables multiple endpoint on the VPLS ports. Use this command after enabling routing
on a BD and binding a router interface to the Bridge Domain. Use this command to enable configuring
your Virtual Ethernet interface on a VPLS instance so that VE routing packets can reach remote VPLS

endpoints.

Examples
This example turns on support of multiple endpoints on a VE interface.

SLX (config-terminal)# interface ve 100
SLX (config-router-interface-ve-100)# allow multi-ep-per-port

This example turns off the support of multiple endpoints on a VE interface.

SLX (config-terminal)# interface ve 100
SLX (config-router-interface-ve-100)# no allow multi-ep-per-port
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always-compare-med

Configures the device always to compare the Multi-Exit Discriminators (MEDs), regardless of the
autonomous system (AS) information in the paths.

Syntax
always-compare-med

no always-compare-med

Modes

BGP configuration mode

Usage Guidelines

The no form of the command disallows the comparison of the MEDs for paths from neighbors in
different autonomous systems.

Examples
The following example configures the device always to compare the MEDs.
device# configure terminal

device (config) # router bgp
device (config-bgp-router) # always-compare-med
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always-propagate

Syntax

Command

Modes

Enables the device to advertise BGP routes even though they are not installed in the RIB Manager.

always-propagate

no always-propagate

Default

This feature is disabled.

BGP address-family IPv4 unicast configuration mode
BGP address-family IPv6 unicast configuration mode
BGP address-family IPv4 unicast VRF configuration mode

BGP address-family IPv6 unicast VRF configuration mode

Usage Guidelines

Examples

Use the no form of this command to restore the default.

This example configures the device to advertise routes that are not installed in the RIB manager.

device# configure terminal

device (config) # router bgp

device (config-bgp-router) # address-family ipv4 unicast
device (config-bgp-ipv4u) # always-propagate

This example configures the device to reflect advertise that are not installed in the RIB manager in IPv6
address-family unicast configuration mode.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipv6 unicast
device (config-bgp-ipvéu) # always-propagate

This example configures the device to advertise routes that are not installed in the RIB manager in a
nondefault VRF instance.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipv4 unicast vrf red
device (config-bgp-ipv4u-vrf) # always-propagate
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anycast-rp

Configures PIM Anycast rendezvous points (RPs) in IPv4 multicast domains.

Syntax
anycast-rp rp-address [anycast-rp-peer-prefix-1ist]

no anycast-rp rp-address

Command Default
By default, PIM Anycast RPs are not configured.

Parameters
rp-address
Specifies a shared RP address used among multiple PIM routers.
anycast-rp-peer-prefix-1ist

Specifies the list of Anycast IPv4 or IPv6 peers that are configured with the same Anycast RP
address.

Modes

PIM router configuration mode

Usage Guidelines

PIM Anycast RP provides load balancing and fast convergence to PIM RPs in an IPv4 multicast domain.
The RP address of the Anycast RP is a shared address used among multiple PIM routers, known as PIM
RP. The PIM RP routers create an Anycast RP set. Each router in the Anycast RP set is configured using
two IP addresses: a shared RP address in their loopback address and a separate, unique IP address. The
loopback address must be reachable by all PIM routers in the multicast domain. The separate, unique IP
address is configured to establish static peering with other PIM routers and communication with the
peers.

When the source is activated in a PIM Anycast RP domain, the PIM first hop (FH) registers the source to
the closest PIM RP. The PIM RP decapsulates the packet and creates the (s,g) state. If there are external
peers in the Anycast RP set, the router re-encapsulates the packet with the local peering address as the
source address of the encapsulation. The router distributes the packet to all Anycast RP peers. This re-
encapsulation ensures source state distribution to all RPs in a multicast domain.

The no anycast-rp form of this command removes the Anycast RP configuration.
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Examples

The following example shows how to configure IPv4 PIM Anycast RP.

device # configure terminal

device (config) #frouter-pim

device (config-pim-router)# anycast-rp 101.101.101.101 my-anycast-rps
device (config-pim-router) # exit

device (config)# ip prefix-list my-anycast-rpspermit 1.1.1.1/32
device (config) # ip prefix-list my-anycast-rpspermit 2.2.2.2/32
device (config)# interface loopback 1

device (config-Loopback-1) # ip address 1.1.1.1/32

device (config-Loopback-1)# ip pim-sparse

device (config) #interface loopback 2

device (config-Loopback-2)# ip address 2.2.2.2/32

device (config-Loopback-2)# ip pim-sparse

device (config-Loopback-11)# ip address 101.101.101.101/32
device (config-Loopback-11# ip pim-sparse
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area authentication (OSPFv3)
Enables authentication for an OSPF Version 3 (OSPFv3) area.

Syntax

area { A.B.C.D | decimal } authentication spi value { ah | esp null }
{ hmac-md5 | hmac-shal } key key

no area { A.B.C.D | decimal } authentication spi value

Command Default

Authentication is not enabled on an area.

Parameters
A.B.C.D
Area address in dotted decimal format.
decimal
Area address in decimal format.
spi

Specifies the Security Policy Index (SPI).
value

Specifies the Security Policy Index (SPI) value. Valid values range from decimal numbers 512
through 4294967295

ah
Specifies authentication header (ah) as the protocol to provide packet-level security.
esp

Specifies Encapsulating Security Payload (ESP) as the protocol to provide packet-level security.
null

Specifies that the ESP payload is not encrypted.
hmac-md5

Enables Hashed Message Authentication Code (HMAC) Message Digest 5 (MD5) authentication
on the OSPF area.

hmac-shal

Enables HMAC Secure Hash Algorithm 1T (SHA-1) authentication on the OSPF area.
key

Number used in the calculation of the message digest.
key

The 40 hexadecimal character key.
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Modes

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

Enterno area authentication spi toremove an authentication specification for an area from
the configuration.

e Note
E MD5 passwords cannot have ASCII character 32 ('SPACE") as a part of the password string.

Examples

The following example enables ah and MD5 authentication for an OSPF area, setting a SPI value of 750.

device# configure termnial

device (config)# ip router-id 10.1.2.3

device (config)# ipv6 router ospf

device (config-ipv6-router-ospf-vrf-default-vrf)# area 0 authentication spi 750 ah hmac-
md5 key abcefl2345678901234fedcba098765432109876

The following example enables esp and SHA-1 authentication for an OSPF area, setting a SPI value of
900.

device# configure terminal

device (config)# ip router-id 10.1.2.3

device (config)# ipv6 router ospf

device (config-ipv6-router-ospf-vrf-default-vrf)# area 0 authentication spi 900 esp null
hmac-md5 shal abcefl2345678901234fedcba098765432109876
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area nssa (OSPFv2)

Creates a not-so-stubby area (NSSA) or modifies its parameters.

Syntax

area { ip-addr | decimal } nssa { metric [ no-summary ] | default-
information-originate }

no area nssa

Command Default

No areas are created.

Parameters
ip-addr
Area address in IP address format.
decimal
Area address In decimal format.
metric
Additional cost for using a route to or from this area.
no-summary

When configured on the NSSA area border router (ABR), this parameter prevents any Type 3
and Type 4 summary link-state advertisement (LSA) from being injected into the area. The only
exception is that a default route is injected into the NSSA by the ABR, and strictly as a Type 3
LSA (not a Type 7, because that could cause intra-AS traffic to get routed out the AS). This
makes the NSSA an NSSA totally stubby area, which can only have Type 1, 2 and 7 LSAs. Note:
This parameter is disabled by default, which means the default route must use a Type 7 LSA.

default-information-originate

When configured on the ABR, this parameter injects a Type 7 default route into the NSSA area.
As a result, the other NSSA routers install the default route through the advertising NSSA ABR.
By default the NSSA ABR does not originate a default route to the NSSA.

Modes

OSPF router configuration mode

OSPF router VRF configuration mode

Usage Guidelines

NSSAs are typically needed when one-way transmission of Type-5 LSAs (out of the area) is desired but
injection of the same LSAs into the area is not acceptable.
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Once created, the type of the area cannot be changed. The only exception to this rule is that an NSSA or
stub area can be changed to a totally NSSA or a totally stub area, respectively.

The no form of the command deletes a NSSA.

Examples

The following example sets an additional cost of 5 on an NSSA identified as 2, includes the no-summary
parameter, and prevents the device from importing type 3 and type 4 summary LSAs into the NSSA
area.

device# configure terminal
device (config)# router ospf
device (config-router-ospf-vrf-default-vrf)# area 2 nssa 5 no-summary
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area nssa (OSPFv3)

Creates a not-so-stubby area (NSSA) or modifies its parameters.

Syntax

area { ip-addr | decimal } nssa [ metric ] [ default-information-
originate [ metric num ] [ metric-type { typel | type2 } 1] ] [ no-
redsitribution ] [ no-summary ] [ translator-always ] [ translator-
interval interval ]

no area nssa

Command Default

No areas are created.

Parameters
ip-addr
Area address in IP address format.
decimal
Area address in decimal format.
metric
Additional cost for using a route to or from this area. Valid values range from 1through 1048575.
default-information-originate

When configured on the ABR, this parameter injects a Type 7 default route into the NSSA area.
As a result, the other NSSA routers install the default route through the advertising NSSA ABR.
By default the NSSA ABR does not originate a default route to the NSSA.

metric-type

Specifies how the cost of a neighbor metric is determined.
typel

The metric of a neighbor is the cost between itself and the router plus the cost of using this
router for routing to the rest of the world.

type2
The metric of a neighbor is the total cost from the redistributing routing to the rest of the world.
no-redistribution

The no-redistribution parameter prevents an NSSA ABR from generating external (type-7) LSA
into a NSSA area. This is used in the case where an ASBR should generate type-5 LSA into
normal areas and should not generate type-7 LSA into a NSSA area. By default, redistribution is
enabled in a NSSA.

no-summary

When configured on the NSSA area border router (ABR), this parameter prevents any Type 3
and Type 4 summary link-state advertisement (LSA) from being injected into the area. The only
exception is that a default route is injected into the NSSA by the ABR, and strictly as a Type 3
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Modes

LSA (not a Type 7, because that could cause intra-AS traffic to get routed out the AS). This
makes the NSSA a NSSA totally stubby area, which can only have Type 1, 2 and 7 LSAs. Note:
This parameter is disabled by default, which means the default route must use a Type 7 LSA.

translator-always

Configures the translator-role. When configured on an ABR, this causes the router to
unconditionally assume the role of a NSSA translator. By default, translator-always is not set, the
translator role by default is candidate.

translator-interval interval

Configures the time interval for which an elected NSSA translator continues to perform its duties
even after its NSSA translator role has been disposed by another router. Valid values range from
10 through 60 seconds. By default the stability-interval is 40 seconds.

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

Examples

NSSAs are typically needed when one-way transmission of Type-5 LSAs (out of the area) is desired but
injection of the same LSAs into the area is not acceptable.

Once created, the type of the area cannot be changed. The only exception to this rule is that a NSSA or
stub area can be changed to a totally NSSA or a totally stub area, respectively.

The no form of the command deletes a NSSA.

The following example sets an additional cost of 4 on a NSSA identified as 8 (in decimal format), and
prevents any Type 3 or Type 4 summary LSAs from being injected into the area.

device# configure terminal
device (config) # ipv6 router ospf
device (config-ipv6-router-ospf-vrf-default-vrf)# area 8 nssa 4 no-summary
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area prefix-list (OSPFv2)

Filters prefixes advertised in type 3 link-state advertisements (LSAs) between OSPFv2 areas of an area

border router (ABR).
Syntax
area { ip-addr | decimal } prefix-list name { in | out }
no area { ip-addr | decimal } prefix-list name { in | out }
Parameters
ip-addr
Area address in IP address format.
decimal
Area address in decimal format.
prefix-list name
Specifies a prefix-list between 1and 32 characters.
in
Specifies that the prefix list is applied to prefixes advertised to the specified area from other
areas.
out
Specifies that the prefix list is applied to prefixes advertised out of the specified area to other
areas.
Modes

OSPF router configuration mode

OSPF router VRF configuration mode

Usage Guidelines

This command is only applicable to ABRs. The no form of the command changes or cancels the
configured filter and advertises all type 3 LSAs.

Examples

The following example applies a prefix list to type 3 LSAs advertised out of an area with the area-id
10.1.1.1.

device# configure terminal
device (config) # router ospf
device (config-router-ospf-vrf-default-vrf)# area 10.1.1.1 prefix-1list myprefixlist out
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The following example applies a prefix list to type 3 LSAs advertised in to an area with the area-id
10.1.1.1.

device# configure terminal
device (config)# router ospf
device (config-router-ospf-vrf-default-vrf)# area 10.1.1.1 prefix-list myprefixlist in
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area range (OSPFv2)

Specifies area range parameters on an area border router (ABR).

Syntax
area { A.B.C.D decimal } range E.F.G.H I.J.K.L advertise [ cost
cost value ]
area { A.B.C.D decimal } range E.F.G.H I.J.K.L not-advertise [ cost
cost _value ]
area { A.B.C.D | decimal } range E.F.G.H I.J.K.L cost cost value
no area range
Parameters

A.B.C.D
Area address in IP address format.

decimal
Area address in decimal format.

E.F.G.H I.J.K.L
Specifies the IP address and mask portion of the range. All network addresses that match this
network are summarized in one route and advertised by the ABR.

advertise
Sets the address range status to advertise and generates a Type 3 summary LSA.

cost cost value
Sets the cost value for the area range. This value is used as the generated summary LSA cost.
The range for cost_value is 1to 6777214. If this value is not specified, the cost value is the default
range metric calculation for the generated summary LSA cost.

not-advertise
Sets the address range status to DoNotAdvertise; the Type 3 LSA is suppressed, and the
component networks remain hidden from other networks. This setting temporarily pauses the
route summary from the area.

Modes

OSPF router configuration mode

OSPF router VRF configuration mode

Usage Guidelines

Use this command only on ABRs to specify a route summary for an existing area. The result is that one
summary route is advertised to other areas by the ABR, in the form of a Type 3 LSA. Routing
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information is condensed at area boundaries and external to the area, and only one route is advertised
for each address range.

For example, use this command is if you have many small networks advertised from area O to any other
area, or from any non-backbone area into the backbone. This command gives you a summary route
instead of many smaller routes. In an area, the OSPF database on each router must be an exact copy of
the databases of the other routers. This means that no summary is allowed in the area.

The no form of the command disables the specification of range parameters on an ABR.

Examples

The following example advertises to Area 3 all the addresses on the network 10.1.1.0 255.255.255.0 in the
ABR you are signed into.
device# configure terminal

device (config) # router ospf
device (config-router-ospf-vrf-default-vrf)# area 3 range 10.1.1.0 255.255.255.0 advertise
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area range (OSPFv3)

Specifies area range parameters on an area border router (ABR).

Syntax
area { ip-addr | decimal } range ipvé address/mask [ advertise | not-
advertise ] [ cost cost value ]
no area range
Parameters
ip-addr
Area address in IP address format.
decimal
Area address in decimal format.
ipvé address/mask
Specifies the IPv6 address in dotted-decimal notation and the IPv6 mask in CIDR notation. All
network addresses that match this network are summarized in a single route and advertised by
the ABR.
advertise
Sets the address range status to advertise and generates a Type 3 summary LSA.
cost cost value
Sets the cost value for the area range. This value is used as the generated summary LSA cost.
The range for cost_value is 1to 6777214. If this value is not specified, the cost value is the default
range metric calculation for the generated summary LSA cost.
not-advertise
Sets the address range status to DoNotAdvertise; the Type 3 LSA is suppressed, and the
component networks remain hidden from other networks. This setting is used to temporarily
pause route summarization from the area.
Modes

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

Use this command only on ABRs to specify route summarization for an existing area. The result is that a
single summary route is advertised to other areas by the ABR, in the form of a Type 3 LSA. Routing
information is condensed at area boundaries and external to the area, and only a single route is
advertised for each address range.
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Examples

An example of when you might want to use this command is if you have many small networks
advertised from area O to any other area, or from any non-backbone area into the backbone. This
command gives you a summary route instead of many smaller routes. In an area, the OSPF database on
each router must be an exact copy of the databases of the other routers. This means that no
summarization is allowed within the area.

The no form of the command disables the specification of range parameters on an ABR.

The following example advertises to Area 3 all the addresses on the network 2001:db8:8::/45 in the ABR
you are signed into.

device# configure terminal
device (config) # ipv6 router ospf
device (config-ipv6-router-ospf-vrf-default-vrf)# area 3 range 2001:db8:8::/45 advertise
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area stub (OSPFv2)

Creates or deletes a stub area or modifies its parameters.

Syntax
area { ip-addr | decimal } stub metric [ no-summary ]

no area stub

Command Default

No areas are created.

Parameters
A.B.C.D
Area address in IP address format.
decimal
Area address In decimal format.
metric
Additional cost for using a route to or from this area. Valid values range from 1 through 6777215.
no-summary

When configured on the ABR, this parameter prevents any Type 3 and Type 4 summary LSAs
from being injected into the area. The only exception is that a default route is injected into the
stub/totally stubby area by the ABR as a Type 3 LSA. Enabling this parameter makes the area a
so-called totally stubby area, which can only have Types 1and 2. This parameter is disabled by
default.

Modes

OSPF router configuration mode

OSPF router VRF configuration mode

Usage Guidelines

Once created, the type of the area cannot be changed. The only exception to this rule is that a NSSA or
stub area can be changed to a totally NSSA or a totally stub area, respectively.

The no form of the command deletes a stub area.

Examples

The following example sets an additional cost of 5 on a stub area called 2.

device# configure terminal
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device (config) # router ospf
device (config-router-ospf-vrf-default-vrf)# area 2 stub 5
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area stub (OSPFv3)

Creates or deletes a stub area or modifies its parameters.

Syntax
area { ip-addr | decimal } stub metric
area { ip-addr | decimal } stub no-summary metric

no area stub

Command Default

No areas are created.

Parameters
ip-addr
Area address in IP address format.
decimal
Area address In decimal format.
metric
Additional cost for using a route to or from this area. Valid values range from 3 through 1048575.
no-summary

When configured on the ABR, this parameter prevents any Type 3 and Type 4 summary LSAs
from being injected into the area. The only exception is that a default route is injected into the
stub/totally stubby area by the ABR as a Type 3 LSA. Enabling this parameter makes the area a
so-called totally stubby area, which can only have Types 1and 2. This parameter is disabled by
default.

Modes

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

Once created, the type of the area cannot be changed. The only exception to this rule is that a NSSA or
stub area can be changed to a totally NSSA or a totally stub area, respectively.

The no form of the command deletes a stub area.
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Examples
The following example sets an additional cost of 5 on a stub area called 2.
device# configure terminal

device (config)# ipvé router ospf
device (config-ipvé6-router-ospf-vrf-default-vrf)# area 2 stub 5
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area virtual-link (OSPFv2)

Creates or modifies virtual links for an area.

Syntax

area { ip-addr | decimal } wvirtual-link E.F.G.H [ authentication-key
password ] [ dead-interval time ] [ hello-interval time ] [ md5-
authentication { key-activation-wait-time time | key-id num key } ]
[ retransmit-interval time ] [ transmit-delay time ]

no area virtual-link

Command Default

No virtual links are created.

Parameters
ip-addr
Area address in IP address format.
decimal
Area address in decimal format.
E.F.G.H
ID of the OSPF router at the remote end of the virtual link.
authentication-key password

Sets the password and encryption method. Only one encryption method can be active on an
interface at a time. All OSPF packets transmitted on the interface contain this password. All
OSPF packets received on the interface are checked for this password. If the password is not
present, then the packet is dropped.

dead-interval time

How long a neighbor router waits for a hello packet from the current router before declaring the
router down. This value must be the same for all routers and access servers that are attached to
a common network. Valid values range from 3 through 65535 seconds. The default is 40
seconds.

hello-interval time

Time between hello packets that the router sends on an interface. The value must be the same
for all routers and access servers that are attached to a common network. Valid values range
from 1through 65535 seconds. The default is 10 seconds.

md5-authentication
Sets either MD5 key-activation wait time or key identifier.
key-activation-wait-time time

Time before a newly configured MD5 authentication key is valid. This parameter provides a
graceful transition from one MD5 key to another without disturbing the network. All new packets
transmitted after the wait time ends will use the newly configured MD5 Key. OSPF packets that
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contain the old MD5 key are accepted for up to five minutes (300 seconds) after the new MD5
key is in operation. Valid values range from O through 14400 seconds. The default is 300
seconds.

key-id num key

The numis a number between 1and 255 which identifies the MD5 key being used. This
parameter is required to differentiate among multiple keys defined on a device. When MD5 is
enabled, the key is an alphanumeric password of up to 16 characters that is later encrypted and
included in each OSPF packet transmitted. You must enter a password in this field when the

system is configured to operate with either simple or MD5 authentication. By default, the MD5
authentication key is encrypted.

retransmit-interval time

Time between Link State Advertisement (LSA) retransmissions for adjacencies belonging to the
interface. Set this interval to a value larger than the expected round-trip delay between any two
routers on the attached network. Valid values range from O through 3600 seconds. The default is
5 seconds.

transmit-delay time

Estimated time required to send an LSA on the interface. This value must be an integer greater
than zero. The age of each LSA in the update packet is incremented by the value of this
parameter before transmission occurs. Valid values range from O through 3600 seconds. The
default is 1 second.

Modes

OSPF router configuration mode

OSPF router VRF configuration mode

Usage Guidelines

The no form of the command removes a virtual link.

Examples

The following example creates a virtual link for an area whose decimal address is 1, and where the ID of
the OSPFv2 device at the remote end of the virtual link is 10.1.2.3.

device# configure terminal
device (config) # router ospf
device (config-router-ospf-vrf-default-vrf)# area 1 virtual-link 10.1.2.3
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area virtual-link (OSPFv3)

Creates or modifies virtual links for an area.

Syntax

area { ip-addr | decimal } wvirtual-link A.B.C.D [ dead-interval time |
hello-interval time | hello-jitter interval | retransmit-interval
time | transmit-delay time ]

no area virtual-link

Command Default

No virtual links are created.

Parameters
ip-addr
Area address in IP address format.
decimal
Area address in decimal format.
A.B.C.D
ID of the OSPFv3 device at the remote end of the virtual link.
dead-interval time

How long a neighbor device waits for a hello packet from the current device before declaring the
device down. This value must be the same for all devices and access servers that are attached to
a common network. Valid values range from 3 through 65535 seconds. The default is 40
seconds.

hello-interval time

Time between hello packets that the device sends on an interface. The value must be the same
for all devices and access servers that are attached to a common network. Valid values range
from 1through 65535 seconds. The default is 10 seconds.

hello-jitter interval

Sets the allowed jitter between hello packets. Valid values range from 1 through 50 percent (%).
The default value is 10%.

retransmit-interval time

Time between Link State Advertisement (LSA) retransmissions for adjacencies belonging to the
interface. Set this interval to a value larger than the expected round-trip delay between any two
devices on the attached network. Valid values range from 1through 3600 seconds. The default is
5 seconds.

transmit-delay time

Estimated time required to send an LSA on the interface. This value must be an integer greater
than zero. The age of each LSA in the update packet is incremented by the value of this
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parameter before transmission occurs. Valid values range from O through 3600 seconds. The
default is 1 second.

Modes

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

The values of the dead-interval and hello-interval parameters must be the same at both
ends of a virtual link. Therefore, if you modify the values of these parameters at one end of a virtual link,
you must make the same modifications on the other end of the link. The values of the other virtual link
parameters do not require synchronization.

The no form of the command removes a virtual link.

Examples

The following example creates a virtual link for an area whose decimal address is 1, and where the ID of
the OSPFv3 device at the remote end of the virtual link is 209.157.22.1.

device# configure terminal
device (config) # ipv6 router ospf
device (config-ipv6-router-ospf-vrf-default-vrf)# area 1 virtual-link 209.157.22.1
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area virtual-link authentication (OSPFv3)

Enables authentication for virtual links in an OSPFv3 area.

Syntax

area { ip-addr | decimal } wvirtual-link E.F.G.H authentication spi spi-
value { ah | esp null } { hmac-md5 | hmac-shal } key key

no area { A.B.C.D | decimal } virtual-link E.F.G.H authentication spi
spi

Command Default

Authentication is not enabled on a virtual-link.

Parameters
ip-addr
Area address in IP address format.
decimal
Area address in decimal format.
E.F.G.H
ID of the OSPFv3 device at the remote end of the virtual link.
spi spi-value
Specifies the security policy index (SPI) value. Valid values range from decimal numbers 512
through 4294967295
ah
Specifies authentication header (ah) as the protocol to provide packet-level security.
esp

Specifies Encapsulating Security Payload (ESP) as the protocol to provide packet-level security.
null

Specifies that the ESP payload is not encrypted.
hmac-md5

Enables Hashed Message Authentication Code (HMAC) Message Digest 5 (MD5) authentication
on the OSPF area.

hmac-shal

Enables HMAC Secure Hash Algorithm T (SHA-1) authentication on the OSPF area.
key key

Number used in the calculation of the message digest. 40 hexadecimal character key. The 40
hexadecimal character key is encrypted by default.
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Modes

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

Enterno area { A.B.C.D | decimal } virtual-link E.F.G.H authentication spi
spi to remove authentication from the virtual-links in the area.

Examples

The following example configures IPsec on a virtual link in an OSPFv3 area.

device# configure terminal

device (config)# ip router-id 10.1.2.2

device (config) # ipv6 router ospf

device (config-ipv6-router-ospf-vrf-default-vrf)# area 2 virtual-link 10.1.2.2
authentication spi 600 ah hmac-shal key 1134567890223456789012345678901234567890
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arp

Creates a static Address Resolution Protocol (ARP) entry.

Syntax

arp A.B.C.D mac-address interface { ethernet slot / port | port-channel
number | ve ve id }

no arpA.B.C.D

Parameters

A.B.C.D

Specifies a valid IP address.
mac-address

Specifies a valid MAC address.
interface

Specifies an interface type.
ethernet

Specifies a physical Ethernet interface.
slot

Specifies a valid slot number. For devices that do not support line cards, specify 0.
port
Specifies a valid port number.
port-channel number
Specifies a port-channel.
ve ve id

Specifies a virtual Ethernet (VE) interface.

Modes

Global configuration mode

VRF configuration mode

Usage Guidelines

The no form of the command deletes a static ARP entry.
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Examples

The following example creates a static ARP entry that associates an IP address, a MAC address, and a
physical port.

device# configure terminal
device (config)# arp 10.53.4.2 1245.7654.2348 interface ethernet 2/1

The following example configures a static ARP within a user-defined VRF.

device# configure terminal

device (config) # vrf test

device (config-vrf-test)# address-family ipv4 unicast

device (vrf-test-ipv4-unicast)# arp 10.6.6.7 0001.0001.0001 interface ethernet 2/1
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arp access-list

Creates an Address Resolution Protocol (ARP) access control list (ACL), which is one of the steps
implementing Dynamic ARP Inspection (DAI) on a VLAN.

Syntax
arp access-list acl-name

no arp access-list acl-name

Command Default
No ARP ACLs are defined.

Parameters
acl-name

Specifies the name of the ARP ACL. The name can be up to 63 characters in length, and must
begin with an alphanumeric character. No special characters are allowed, except for the
underscore () and hyphen (-).

Modes

Global configuration mode

Interface subtype configuration mode

Usage Guidelines

On untrusted interfaces of DAl-enabled VLANS, incoming ARP packets from permitted IP/MAC
addresses are accepted only if all of the following steps were performed:

* Create the ACL, using the arp access-1list command.

* Inthe ACL, create one or more rules, using the permit ip host command. Each rule specifies an
IP/MAC address-pair.

* Apply the ACL to one or more VLANS, using the ip arp inspection filter command.
* Enable DAl on such VLANS, using the ip arp inspection command.

You can also append the permit ip host commandtothe arp access-1list command.
You also need ARP ACLs to implement ARP Guard on a physical or port-channel interface.

The no form of the command deletes the ARP ACL if the ACL is not applied on any VLAN or port.
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Examples

The following example creates an ARP ACL named "host2" and then defines one permit rule in that ACL.

device# configure terminal
device (config)# arp access-list host2
device (config-arp-acl) # permit ip host 1.1.1.1 mac host 0000.0011.0022

The following example creates an ARP ACL, creates permit ip host rules within, applies it to a
VLAN, and enables Dynamic ARP Inspection (DAI) on the VLAN.

device# configure terminal

device (config) # arp access-list arp acl 1

device (config-arp-acl) # permit ip host 1.1.1.1 mac host 0020.2222.2222
device (config-arp-acl) # permit ip host 1.1.1.2 mac host 0020.2222.2223
device (config-arp-acl) # exit

device (config)# vlan 200
device (config-vlan-200)# ip arp inspection filter arp acl 1
device (conf-vlan-200)# ip arp inspection

The following example creates an ARP ACL, creates permit ip host rules within, and applies it to
an interface. This is the first stage of ARP Guard implementation.

device# configure terminal

device (config) # arp access-list arp acl 2

device (config-arp-acl) # permit ip host 1.1.1.1 mac host 0020.2222.2222
device (config-arp-acl) # permit ip host 1.1.1.2 mac host 0020.2222.2223
device (config-arp-acl) # exit

device (config) # interface ethernet 1/2
device (conf-if-eth-1/2)# switchport
device (conf-if-eth-1/2)# ip arp inspection filter arp acl 2

poc Note
E At this point in the flow, ARP Guard is not yet enabled. For enablement details, refer to the
"ARP Guard" section of the Extreme SLX-OS Layer 3 Routing Configuration Guide.
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as-path-ignore

Disables the comparison of the autonomous system (AS) path lengths of otherwise equal paths.

Syntax
as-path-ignore

no as-path-ignore

Command Default

The comparison of the AS path lengths of otherwise equal paths is enabled.

Modes

BGP configuration mode

Usage Guidelines

The no form of the command restores default behavior.

Examples
The following example configures the device to always disable the comparison of AS path lengths.
device# configure terminal

device (config) # router bgp
device (config-bgp-router)# as-path-ignore
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auth-check

Disables Intermediate System-to-Intermediate System (IS-1S) authentication checking globally.

Syntax
auth-check { level-1 | level-2 } disable

no auth-check { level-1 | level-2 }

Command Default
IS-IS authentication checking is enabled by default.

Parameters
level-1
Specifies Level 1 packets only.
level-2
Specifies Level 2 packets only.
disable

Disables authentication checking.

Modes

IS-IS router configuration mode

Usage Guidelines
IS-1S is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The no form of the command re-enables IS-IS authentication checking globally.

Examples

The following example disables IS-IS authentication checking for Level 1 packets.

device# configure terminal
device (config) # router isis
device (config-isis-router)# auth-check level-1 disable

The following example re-enables IS-IS authentication checking for Level 1 packets.

device# configure terminal
device (config)# router isis
device (config-isis-router)# no auth-check level-1
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The following example disables IS-IS authentication checking for Level 2 packets.

device# configure terminal
device (config)# router isis
device (config-isis-router) # auth-check level-2 disable
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auth-key

Configures an authentication key for Intermediate System-to-Intermediate System (IS-1S) globally.

Syntax
auth-key { level-1 | level-2 } string

no auth-key { level-1 | level-2 }

Command Default

No authentication key is configured.

Parameters
level-1
Specifies Level 1 packets only.
level-2
Specifies Level 2 packets only.
string

Specifies a text string that is used as an authentication password. The string can be from 1
through 63 ASCII characters in length.

Modes

IS-1S router configuration mode

Usage Guidelines

IS-1S is supported only on devices based on the DNX chipset family. For a list of such devices, see
Supported Hardware on page 42 in this document.

The authentication mode must be configured using the auth-mode command before an
authentication password can be configured. If the authentication mode is reset for the level specified,
the authentication key must also be reset. For more information, see auth-mode on page 151.

The no form of the command removes the IS-IS authentication key.

wie Note
E MD5 passwords cannot have ASCII character 32 ('SPACE") as a part of the password string.
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Examples

The following example configures an authentication key for Level 1 packets.

device# configure terminal
device (config)# router isis
device (config-isis-router)# auth-key level-1 mykey

The following example configures an authentication key for Level 2 packets.

device# configure terminal
device (config)# router isis
device (config-isis-router) # auth-key level-2 mysecurekey
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auth-mode

Specifies the type of authentication used in Intermediate System-to-Intermediate System (IS-1S)
packets globally.

Syntax
auth-modemd5 { level-1 | level-2 }

no auth-modemd5 { level-1 | level-2 }

Command Default
Disabled.

Parameters
md5
Specifies Message Digest 5 (MD5) authentication.
level-1
Specifies Level 1 packets only.
level-2

Specifies Level 2 packets only.

Modes

IS-1S router configuration mode

Usage Guidelines

IS-1S is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The no form of the command removes the configured authentication mode. The authentication key
must be removed using the no auth-key command before removing the configured authentication
mode. If the authentication mode is reset for the specified level, the authentication key must also be
reset.

Examples

The following example specifies that MD5 authentication is performed on Level 1 packets.

device# configure terminal
device (config)# router isis
device (config-isis-router)# auth-mode md5 level-1
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The following example specifies that MD5 authentication is performed on Level 2 packets.

device# configure terminal
device (config)# router isis
device (config-isis-router)# auth-mode md5 level-2
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auth-port

Configures a user datagram protocol (UDP) port for Remote Authentication Dial-In User Service
(RADIUS) server authentication.

Syntax
auth-port portnum

no auth-port

Command Default
By default, port 1812 is used for RADIUS server authentication.

Parameters
portnum
Specifies the UDP port to use for RADIUS server authentication. The valid range is O through
65535. The default port is 1812.
Modes

RADIUS server host VRF configuration mode

Usage Guidelines

The no form of the command restores the command default value.

Examples

The following example shows how to configure port 1234 as the port used for connection to the RADIUS
server for authentication.

device# configure terminal
device (config) # radius-server host 10.37.73.180 use-vrf green-vrf
device (config-host-10.37.73.180/green-vrf)# auth-port 1234
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auto-cost reference-bandwidth (OSPFv2)

Configures reference bandwidth.

Syntax
auto-cost reference-bandwidth { value | use-active-ports }

no auto-cost reference-bandwidth

Command Default
Reference bandwidth is 100 Mbps.

Parameters
value
Reference bandwidth in Mbps. Valid values range from 1through 4294967.
use-active-ports

Specifies that any dynamic change in bandwidth immediately affects the cost of OSPF routes.
This parameter enables cost calculation for currently active ports only.

Modes

OSPF router configuration mode

OSPF router VRF configuration mode

Usage Guidelines

Use this command to configure the cost of an interface that a device advertises to it's OSPF neighbors.
OSPF calculates the cost of a route as the ratio of the reference bandwidth to the bandwidth of the
egress interface. An increase in the reference bandwidth results in an increased cost. If the resulting cost
is less than 1, the software rounds the cost up to 1.

The bandwidth for interfaces that consist of more than one physical port is calculated as follows:

* LAG group — The combined bandwidth of all the ports.

* Virtual interface — The lowest individual bandwidth of all the ports that carry the VLAN for the
associated VE.

If a change to the reference bandwidth results in a cost change to an interface, the device sends a link-
state update to update the costs of interfaces advertised by the device.

uie Note
E If you specify the cost for an individual interface (by using the ip ospf cost command),
the cost you specify overrides the cost calculated by the software.

The no form of the command disables bandwidth configuration.
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Examples

The following example configures a reference bandwidth of 500.

device# configure terminal
device (config) # router ospf
device (config-router-ospf-vrf-default-vrf) # auto-cost reference-bandwidth 500

The reference bandwidth specified in this example results in the following costs:
* 10 Mbps port’s cost = 500/10 = 50.

* 100 Mbps port’s cost = 500/100 = 5.

* 1000 Mbps port’s cost = 500/1000 = 0.5, which is rounded up to 1.

The costs for 10 Mbps and 100 Mbps ports change as a result of the changed reference bandwidth.
Costs for higher-speed interfaces remain the same.
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auto-cost reference-bandwidth (OSPFv3)

Configures reference bandwidth.

Syntax
auto-cost reference-bandwidth value

no auto-cost reference-bandwidth

Command Default
Reference bandwidth is 100 Mbps.

Parameters
value
Reference bandwidth in Mbps. Valid values range from 1through 4294967. The default is 100
Mbps.
Modes

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

Use this command to configure the cost of an interface that a device advertises to it's OSPF neighbors.
OSPFv3 calculates the cost of a route as the ratio of the reference bandwidth to the bandwidth of the
egress interface. An increase in the reference bandwidth results in an increased cost. If the resulting cost
is less than 1, the software rounds the cost up to 1.

The bandwidth for interfaces that consist of more than one physical port is calculated as follows:

¢ |LAG group — The combined bandwidth of all the ports.

* Virtual interface — The lowest individual bandwidth of all the ports that carry the VLAN for the
associated VE.

If a change to the reference bandwidth results in a cost change to an interface, the device sends a link-
state update to update the costs of interfaces advertised by the device.

voe Note
E If you specify the cost for an individual interface using the ipvé ospf cost command, the
cost you specify overrides the cost calculated by the software.

The no form of the command restores the reference bandwidth to its default value and, thus, restores
the default costs of the interfaces to their default values.
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Examples

The following example configures a reference bandwidth of 500.

device# configure terminal
device (config)# ipv6 router ospf
device (config-ipv6-router-ospf-vrf-default-vrf)# auto-cost reference-bandwidth 500

The reference bandwidth specified in this example results in the following costs:
* 10 Mbps port’s cost = 500/10 = 50.

* 100 Mbps port’s cost = 500/100 = 5.

* 1000 Mbps port’s cost = 500/1000 = 0.5, which is rounded up to 1.

* 155 Mbps port cost = 500/155 = 3.23, which is rounded up to 4

* 622 Mbps port cost = 500/622 = 0.80, which is rounded up to 1

* 2488 Mbps port cost = 500/2488 = 0.20, which is rounded up to 1

The costs for 10 Mbps, 100 Mbps, and 155 Mbps ports change as a result of the changed reference
bandwidth. Costs for higher-speed interfaces remain the same.
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auto-shutdown-new-neighbors

Disables the establishment of BGP connections with a remote peer when the peer is first configured.

Syntax
auto-shutdown-new-neighbors

no auto-shutdown-new-neighbors

Command Default

This feature is disabled.

Modes

BGP configuration mode

Usage Guidelines

The auto-shutdown-new-neighbors command applies to all neighbors configured under each
VRF. When the auto-shutdown-new-neighbors command is used, any new neighbor configured
will have the shutdown flag enabled for them by default. Once all the neighbor parameters are
configured and it is ready to start the establishment of BGP session with the remote peer, the BGP
neighbor’s shutdown parameter has to disabled by removing the shutdown command for the neighbor.

The no form of the command restores the default.

Examples

The following example enables auto shutdown of BGP neighbors on initial configuration.

device# configure terminal
device (config) # router bgp
device (config-bgp-router)# auto-shutdown-new-neighbors

The following example disables the peer shutdown state and begins the BGP4 session establishment
process.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# local-as 65520

device (config-bgp-router) # no neighbor 10.1.1.1 shutdown

Extreme SLX-OS
158 Command Reference, 20.3.3



Commands A - B autobw-threshold table

autobw-threshold table

Changes the parser mode to the config-router-mpls-autobw-threshold-table mode, allowing the user to
change the absolute adjustment threshold values.

Syntax
autobw-threshold-table

no autobw-threshold-table

Command Default

There are no entries in the adjustment-threshold table.

Modes

MPLS configuration mode

Usage Guidelines

The no form of the command clears all entries in adjustment-threshold table.

Examples

The following example configures the autobw-threshold table

device# configure terminal

device (config) # router mpls

device (config-router-mpls)# autobw-threshold-table

device (config-mpls-autobw-threshold-table)# bandwidth-ceiling 10 threshold 2000
device (config-mpls-autobw-threshold-table) # bandwidth-ceiling 1000 threshold 3000
device (config-mpls-autobw-threshold-table) # bandwidth-ceiling 10000 threshold 5000
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backup-advertisement-interval

Configures the interval at which backup VRRP routers advertise their existence to the master router.

Syntax

backup-advertisement-interval interval

Command Default

The default backup advertisement-interval is 60 seconds.

Parameters
interval
Interval at which a backup VRRP router advertises its existence to the master router. Valid values
range from 60 through 3600 seconds.
Modes

Virtual-router-group configuration mode

Usage Guidelines

The interval is the length of time, in seconds, between each advertisement sent from the backup routers
to the master router. The advertisement notifies the master router that the backup is still active. If the
master router does not receive an advertisement from the backup in a designated amount of time, the
backup with the highest priority can assume the role of master.

This command can be used for either VRRP or VRRP-E.

Examples
To set the backup advertisement interval to 120 seconds for VRRP-E group 10:

device# configure terminal

device (config) # interface ve 25

device (config-ve-25) # vrrp-extended-group 10

device (config-vrrp-extended-group-10) # backup-advertisement-interval 120
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bandwidth-ceiling

This command adds a new threshold change point to the autobw-threshold table. When the change
point is already there, the threshold value updates to the new value.

Syntax

bandwidth-ceiling [ bw in kbps | max-bw-threshold [ threshold n kbps |
[ percentage threshold percentage ] ]

no bandwidth-ceiling

Command Default

There are no bandwidth ceiling entry.

Parameters
bw_in kbps
The bandwidth in kilobytes per second. O - Ox7FFFFFFF. Range of bandwidth in kbps.
max-bw-threshold theshold in kbps
The threshold in kilobytes per second. O - Ox7FFFFFFF. Rangeof bandwidthin kbps.
threshold threshold percentage
The threshold percentage per second. O - 100%. By default, the last ceiling is used.

e Note
E The first parameter indicates that any rate above the maximum ceiling configured. The second

parameter is the threshold in kbps. for those rates.

Modes

MPLS global adjustment threshold configuration mode.

Usage Guidelines

Review the updated global adjustment-threshold table after executing this command.

The max keyword sets the threshold for any traffic-rate above the maximum bandwidth-ceiling
configured in the table.

The no function of the command remove the bandwidth ceiling entry from the table.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".
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Examples

The following example configures the bandwidth ceiling maximum threshold percentage to 10.

device>configure

device (config) # router mpls

device (config-router-mpls) # autobw-threshold-table

device (config-router-mpls-autobw-threshold-table)# max threshold percentage 10
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banner
Defines an incoming, login, or message of the day banner.
Syntax
banner { incoming | login | motd } string
no banner incoming | login | motd
Parameters
incoming
Sets the incoming terminal line banner that is displayed on the console when a user establishes a
Telnet session.
login
Sets the login banner that is displayed on the user terminal when the user logs into the device.
motd
Sets the message of the day (MOTD) that is displayed on the user terminal when a Telnet CLI
session is established.
string
Specifies a text string from 1through 2048 characters in length including spaces.
Modes

Global configuration mode

Usage Guidelines
Use the no form of the command to delete the banner.
The banner can appear on multiple lines if you enter multiline mode by using Esc-M and exit by using

CTRL-D.

Examples

To create a login banner with a single line:

device # configure terminal
device (config) # banner login "Please do not disturb the setup on this switch"
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beacon enable

Configures LED beacons at device or interface level.

Syntax
beacon enable chassis [ length length | start start-time ]
beacon enable interface { ethernet {slot/port [ length length start
start-time ] } | { port-channel port-channel } }
Parameters
length
Specifies the duration in minutes. The range can be an integer in the range 1to 1440.
start-time
Specifies the start time in the format (CCYY-MM-DDTHH:MM:SS). Date and time are separated
by a delimiter T.
port-channel
Specifies the port channel ID.
Modes

Privileged EXEC mode

Usage Guidelines

The chassis option affects all device interfaces.
Blink rate is one blink per second.

RASLOG messages are generated for chassis beacon enable and disable.

Examples

The following example configures beacon LEDs at device level.

device# beacon enable chassis ?
Possible completions:
length Duration in minutes
start Start time
| Output modifiers
<cr>

device# beacon enable chassis length 2
Possible completions:

<Enter a valid integer, 1 .. 1440>
device# beacon enable chassis length 1 2
Possible completions:

start Start time

| Output modifiers

<cr>
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beacon enable

device# beacon enable chassis length 1 start ?
Possible completions:
<dateTime (CCYY-MM-DDTHH:MM:SS)>
Please note the delimiter T which is used to separate date and time

The following example configures beacon LEDs based at interface or port-channel level.

device# beacon enable interface ?
Possible completions:
ethernet Ethernet interface
port-channel Port-channel interface

device# beacon enable interface ethernet 0/1 2
Possible completions:

length Duration in minutes

start Start time

I Output modifiers
<cr>

device# beacon enable interface port-channel ?
Possible completions:
<port channel id>

The following example shows RASLOG messages for chassis beacon enable and disable.

device# 2017/01/09-19:32:00, [NSM-2071], 7549, DCE, INFO, SLX9540, Chassis beaconing is

enabled

device# 2017/01/09-19:33:00, [NSM-2072], 7550, DCE, INFO, SLX9540, Chassis beaconing is

disabled
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bestpath prefix-validation disable

This command disables the validation of prefixes that are received from BGP peers when calculating
best path. The default behavior is to allow using all prefixes for best path calculation.

Syntax
bestpath prefix-validation disable

[no] bestpath prefix-validation disable

Modes

BGP address-family IPv4 unicast configuration mode
BGP address-family IPv6 unicast configuration mode
BGP address-family IPv4 unicast VRF configuration mode

BGP address-family IPv6 unicast VRF configuration mode

Usage Guidelines

The default behavior is to allow the use of all prefixes for best path calculation.

The [no] format of this command enables the default behavior.

Examples

This example shows the commands to disable validation of prefixes while calculating best path,
irrespective of the prefix validation state received from the RPKI cache server.

SLX (config) #router bgp

SLX (config-bgp-router) # address-family ipv4 unicast

SLX (config-bgp-ipv4u) # bestpath prefix-validation disable
SLX (config-bgp-ipvdu) #
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bestpath prefix-validation disallow-invalid

This command prevents the use of invalid prefixes for calculating bestpaths. The default behavior is to
allow invalid prefixes to be used in bestpath calculation.

Syntax
bestpath prefix-validation disallow-invalid

[no] bestpath prefix-validation disallow-invalid

Modes

BGP address-family IPv4 unicast configuration mode
BGP address-family IPv6 unicast configuration mode
BGP address-family IPv4 unicast VRF configuration mode

BGP address-family IPv6 unicast VRF configuration mode

Usage Guidelines

The [no] form of this command enables the default behavior of allowing all prefixes (including invalid
prefixes) to be used for bestpath calculation.

Examples

This example shows the commands to prevent invalid prefixes being used when calculating bestpath.
This is irrespective of the prefix validation state received from the RPKI cache server.

SLX (config) #router bgp

SLX (config-bgp-router) # address-family ipv4 unicast

SLX (config-bgp-ipv4u) # bestpath prefix-validation disallow-invalid
SLX (config-bgp-ipvdu) #

Extreme SLX-OS
Command Reference, 20.3.3 167



bfd Commands A - B

bfd

Enables Bidirectional Forwarding Detection (BFD).
Syntax

bfd

no bfd
Modes

IS-IS router configuration mode
OSPF router configuration mode
OSPFv3 router configuration mode
OSPF router VRF configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines
Use the b£d command in IS-IS router configuration mode to enable BFD sessions on all IS-IS interfaces

on which BFD has been configured using the isis bfd command.

Use the b£d command in OSPF router configuration mode to enable BFD sessions on all OSPFv2
interfaces on which BFD has been configured using the ip ospf bfd command. Use the bfd
command in OSPFv3 router configuration mode to enable BFD sessions on all OSPFv3 interfaces on
which BFD has been configured using the ipvé ospf bfd command.

The no form of the command disables BFD globally.

Examples

The following example enables BFD globally in IS-IS router configuration mode.

device# configure terminal
device (config) # router isis
device (config-isis-router)# bfd

The following example enables BFD globally in OSPF router configuration mode.

device# configure terminal
device (config)# router ospf
device (config-router-ospf-vrf-default-vrf)# bfd

The following example disables BFD globally in OSPFv3 router configuration mode.

device# configure terminal

Extreme SLX-OS
168 Command Reference, 20.3.3



Commands A - B bfd

device (config)# ipvé router ospf
device (config-ipv6-router-ospf-vrf-default-vrf)# no bfd
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bfd holdover-interval

Syntax

Sets the time interval for which Open Shortest Path First (OSPF), Intermediate System to Intermediate
System (IS-1S), or Border Gateway Protocol (BGP) routes are withdrawn after a Bidirectional Forwarding
Detection (BFD) session is declared down.

bfd holdover-interval time

no bfd holdover-interval time

Command Default

The BFD holdover interval is set to O by default.

Parameters

Modes

time
Specifies the BFD holdover interval in seconds. In BGP configuration mode, valid values range
from O through 30 and the default is O. In IS-IS router configuration mode, OSPF router VRF and
OSPFv3 router VRF configuration mode, valid values range from O through 20 and the default is
0.

BGP configuration mode

IS-1S router configuration mode
OSPF router configuration mode
OSPFv3 router configuration mode
OSPF router VRF configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

The BFD holdover interval is supported for both single-hop and multihop sessions.

In BGP configuration mode, use this command to set the BFD holdover interval globally for BGP. In
OSPF router configuration mode or OSPF router VRF configuration mode, use this command to set the
BFD holdover interval globally for OSPFv2. In OSPFv3 router or OSPFv3 router VRF configuration mode,
use this command to set the BFD holdover interval globally for OSPFv3. In IS-IS router configuration
mode, use this command to set the BFD holdover interval globally for IS-IS.
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Examples

The IS-IS options are supported only on devices based on the DNX chipset family. For a list of such
devices, see "Supported Hardware".

The no form of the command removes the configured BFD holdover interval from the configuration,
and reverts to the default value of O.

The following example sets the BFD holdover interval globally to 15 in BGP configuration mode.

device# configure terminal
device (config) # router bgp
device (config-bgp-router)# bfd holdover-interval 15

The following example sets the BFD holdover interval globally to 12 in OSPF router configuration mode.

device# configure terminal
device (config)# router ospf
device (config-router-ospf-vrf-default-vrf)# bfd holdover-interval 12

The following example sets the BFD holdover interval globally to 20 in OSPFv3 router configuration
mode.
device# configure terminal

device (config)# ipv6 router ospf
device (config-ipv6-router-ospf-vrf-default-vrf)# bfd holdover-interval 20

The following example sets the BFD holdover interval globally to12 in IS-IS router configuration mode.

device# configure terminal
device (config) # router isis
device (config-isis-router)# bfd holdover-interval 12
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bfd interval

Configures Bidirectional Forwarding Detection (BFD) session parameters on an interface.

Syntax
bfd interval transmit-time min-rx receive-time multiplier number

no bfdinterval transmit-time min-rx receive-time multiplier number

Parameters
transmit-time

Specifies the interval, in milliseconds, that a device waits to send a control packet to BFD peers.
Valid values range from 50 through 30000. The default is 300.

min-rx receive-time

Specifies the interval, in milliseconds, that a device waits to receive a control packet from BFD
peers. Valid values range from 50 through 30000. The default is 300.

multiplier number

Specifies the number of consecutive BFD control packets that must be missed from a BFD peer
before BFD determines that the connection to that peer is not operational. Valid values range
from 3 through 50. The default is 3.

Modes

BGP configuration mode

Interface subtype configuration mode

Usage Guidelines
The transmit-time andmin-rx receive-time parameters are the intervals desired by the local

device. The actual values in use are the negotiated values.

Use thebfd interval command in BGP configuration mode for multihop sessions only. Single-hop
sessions in BGP use the values that are configured at the interface level with the bf£d interval
command. Otherwise, the default BFD interfal is used.

The no form of the command reverts to the default parameters.

Examples
The following example sets the BFD session parameters for an Ethernet interface.
device# configure terminal

device (config) # interface ethernet 0/4
device (conf-if-eth-0/4)# bfd interval 100 min-rx 100 multiplier 10
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The following example sets the BFD session parameters for a virtual Ethernet (VE) interface.

device# configure terminal
device (config) # interface ve 24
device (config-if-ve-24)# bfd interval 120 min-rx 150 multiplier 8

The following example sets the BFD session parameters globally for BGP.

device# configure terminal
device (config) # router bgp
device (config-bgp-router) # bfd interval 140 min-rx 125 multiplier 44
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bfd shutdown

Disables Bidirectional Forwarding Detection (BFD) on an interface.

Syntax
bfd shutdown

no bfd shutdown

Modes

Interface subtype configuration mode

Usage Guidelines

The no form of the command re-enables BFD sessions on an interface.

Examples

The following example disables BFD sessions on an Ethernet interface.

device# configure terminal
device (config) # interface ethernet 1/4
device (conf-if-eth-1/4)# bfd shutdown

The following example disables BFD sessions on a virtual Ethernet (VE) interface.

device# configure terminal
device (config) # interface ve 24
device (config-if-ve-24)# bfd shutdown
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bgp-redistribute-internal

Causes the device to allow the redistribution of IBGP routes from BGP into OSPF for non-default VRF
instances.

Syntax
bgp-redistribute-internal

no bgp-redistribute-internal

Command Default

This feature is disabled.

Modes

BGP address-family IPv4 unicast configuration mode
BGP address-family IPv6 unicast configuration mode
BGP address-family IPv4 unicast VRF configuration mode

BGP address-family IPv6 unicast VRF configuration mode

Usage Guidelines

Use the no form of the command to restore the defaults.

By default, with default VRF instances, the device does not allow the redistribution of IBGP routes from
BGP4 and BGP4+ into OSPF. This helps to eliminate routing loops. In non-default VRF instances, use this
command to allow the redistribution of IBGP routes from BGP into OSPF. This command is enabled only
if a non-default VRF instance has been specified.

Examples

This example enables BGP4 route redistribution.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipvdu) # bgp-redistribute-internal

This example enables BGP4+ route redistribution for VRF instance "red".

device# configure terminal

device (config) # router bgp

device (config-bgp-router) # address-family ipv6 unicast vrf red
device (config-bgp-ipvéeu-vrf) # bgp-redistribute-internal
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bpdu-drop-enable

Enables dropping Layer 2 (L2) bridge protocol data units (BPDUs) on endpoints in L2 interfaces.

Syntax
bpdu-drop-enable

no bpdu-drop-enable

Command Default
Dropping of L2 BPDUs is disabled. L2 BPDUs are allowed on endpoints in L2 interfaces.

Modes
Global Configuration Mode

Physical Interface Configuration Mode

Port-Channel Interface Configuration Mode

Usage Guidelines

The no form of the command disables dropping of Layer 2 (L2) bridge protocol data units (BPDUs) in
Layer 2 interfaces.

Examples

The following example shows how to enable dropping of L2 BPDUs for all L2 Interfaces.

device# configure terminal
device (config) # bpdu-drop-enable

The following example shows how to enable dropping of L2 BPDUs for L2 Physical Interface.

device# configure terminal
device (config) # interface Ethernet 0/40
device (conf-if-eth-0/40) # bpdu-drop-enable

The following example shows how to enable dropping of L2 BPDUSs for L2 Port-Channel Interface.

device# configure terminal
device (config)# interface Port-channel 30
device (conf-Port-channel-30) # bpdu-drop-enable
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breakout mode

Configures breakout mode for the supported connectors.

Syntax
breakout mode { 4x10g | 4x25g | 4x1lg }

no breakout

Command Default

By default, breakout mode is not configured.

Parameters
4x10g
Configures four 10g breakout interfaces on a port.
4x25g
Configures four 25g breakout interfaces on a port.
4x1g
( SLX 9250 only) Configures four 1g breakout interfaces on a port.

Modes

Hardware connector configuration mode

Usage Guidelines

You do not need to reboot a device for the breakout configuration change to take effect.

When you configure a breakout mode on an Ethernet port, the original interface is deconfigured and
deleted. The new breakout interfaces in the default configuration are created automatically. These new
interfaces are identified with the name of the original interface followed by a suffix. For example, the
breakout interfaces of connector 0/25 have the following naming convention:

interface ethernet 0/25:1
interface ethernet 0/25:2
interface ethernet 0/25:3
interface ethernet 0/25:4

Use the no form of the command to reset the port to non-breakout mode. When you run the no form of
the command, the breakout interfaces are deconfigured and deleted. The original Ethernet interface in
the default configuration is created automatically.

To switch from one breakout mode to another, set the port to non-breakout mode and then run the
command to configure the new breakout mode.
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(SLX 9250) This platform supports only the 4x1g breakout mode, which supports the redundant
management interface feature. This feature is used with Mellanox network adapters and 1GB copper
SFPs.

(SLX 9150, SLX 9540, SLX 9640) These platforms support the 4x10g and 4x25g breakout modes. The
number of connectors and connector IDs that support the breakout function varies by platform. For
more information, see the Technical Specifications guide for your platform.

(SLX 9740) This platform has breakout restrictions related to port macros (PM). A PM is a port group.
Each PM has four ports, which are contiguous. PMO has ports 0/1 - 0/4, PM1 has ports 0/5 - 0/8, PM2
has ports 0/9 - 0/12, and so on. In any PM, 40g and 10g ports cannot coexist with 25g ports. The
following configurations are not supported.
* |fany portinaPMis configured as 40g or 4x10g breakout, no 4x25g breakout is allowed in the PM
unless the 40g ports will be removed as part of the breakout operation. For example:
o If0/1or 0/2is 40g, you cannot configure 0/3 as 4x25g breakout.
o IfO/1or 0/2is 40g, you can configure O/1as 4x25g breakout because 0/1and 0/2 will be
removed.
* |f 4x25g breakout is configured in a PM, no 40g or 4x10g is allowed in the PM. For example:
o |f O/1is configured as 4x25g breakout, you cannot configure 0/3 or 0/4 as 40g.
o |f 0/3is configured as 4x25g breakout, you cannot configure 0/1 as 4x10g breakout.

Examples
This example configures 4x25g breakout mode on connector 0/25 on SLX 9640.

device (config) # hardware
device (config-hardware) # connector 0/25
device (config-connector-0/25) # breakout mode 4x25g

This example reverts a port to non-breakout mode on SLX 9640.
device (config) # hardware

device (config-hardware) # connector 0/25

device (config-connector-0/25)# no breakout

This example configures 4x10g breakout mode on connector 0/25 on SLX 9640.
device (config) # hardware

device (config-hardware) # connector 0/25

device (config-connector-0/25) # breakout mode 4x10g

This example configures 4x1g breakout mode on connector 0/15 on SLX 9250.
device (config) # hardware

device (config-hardware) # connector 0/21

device (config-connector-0/15) # breakout mode 4xlg
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bridge-domain

Creates a bridge domain, which represents a switching or inter-connection domain for a wide range of
service end-point types.

Syntax
bridge-domain bd-id [ p2mp | p2p ]

no bridge-domain bd-id [ p2mp | p2p ]

Command Default

No bridge domain is configured.

Parameters
bd-id

Specifies a unigue numeric bridge-domain identifier. For supported values, see the Usage
Guidelines.

p2mp
Specifies a multipoint service type. This is the default service type.

p2p
Specifies a point-to-point cross-connect service type.

Modes

Global configuration mode.

Usage Guidelines

The range of supported bridge-domain ID values varies with device:
*  XGS devices—From 1through 1024.
* DNX devices—From 1 through 4096.

(DNX devices only) VPLS performs any-to-any switching between Ethernet attachment circuits (ACs)
and MPLS pseudowires (PWSs). VLL performs one-to-one switching between Ethernet AC and MPLS
PWs. Use the bridge-domain to specify the related configuration for both VPLS and VLL.

The no version of this command removes the bridge-domain configuration.
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Examples

The following example shows how to configure bridge domain 1and specifies a point-to-point cross-
connect service for the domain.

device# configure terminal
device (config) # bridge-domain 1 p2p

The following example shows the error message that is displayed when the specified bridge-domain ID
is out of range.

device# configure terminal
device (config) # bridge-domain 10000000
Error: syntax error: "10000000" is out of range.

The following example shows the error message that is displayed when the bridge-domain creation is
not successful in the back-end.

device# configure terminal
device (config) # bridge-domain 110
Error: bridge-domain: connection instance creation failed.
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bridge-domain (EVPN)

Specifies a bridge domain (BD), or adds or removes a range VLANs from the BD, for an Ethernet Virtual
Private Network (EVPN) instance.

Syntax
bridge-domain BD-ID
no bridge-domain BD-ID

bridge-domain { add | remove } {VLAN-range }

Command Default
Disabled

Parameters
BD-ID
Specifies a BD.
add
Adds a range of VLANSs to the BD for default EVPN instance.
remove
Removes a range of VLANSs from the BD for the default EVPN instance.
VLAN-range

Specifies a hyphen-delimited VLAN range to be added to or removed from BD for the EVPN
instance.

Modes

EVPN configuration mode

Usage Guidelines

Each VLAN/BD added to an EVPN configuration is considered as an EVPN instance and is assigned a
unique EVPN instance ID (EVI) internally. The EVI is calculated as shown in the following table.

Extreme SLX-OS
Command Reference, 20.3.3 181



bridge-domain (EVPN) Commands A -B

When adding a bridge domain, use the clear bgp evpn neighbor all soft in command for
the change to take effect.

Table 6: Calculating EVI values from VLAN/BD values

VLAN/BD EVI value
VLAN: 1-4096 VLAN ID
BD: 1-4096 BD ID + 4096

» Important
To interoperate with third-party vendors, the RTs across the interoperating devices must be
the same. If third-party devices do not support automatic RT assigment, or the EVIs are not
calculated as shown in the above table, the VLAN/BD instances must be configured manually
to ensure that RTs across the devices are compatible.

Examples
To specify a BD and enter EVPN BD configuration mode:

device# configure terminal

device (config) # evpn

device (config-evpn-default)# bridge-domain 100
device (evpn-bridge-domain-100) #

To add BDs 100 through 200 to the default EVPN instance:

device# configure terminal

device (config) # evpn

device (config-evpn-default)# bridge-domain add 100-200
device (config-evpn-default) #

To remove BDs 150 through 180 from the default EVPN instance:

device# configure terminal

device (config) # evpn

device (config-evpn-default) # bridge-domain remove 150-180
device (config-evpn-default) #
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bridge-priority

Specifies the bridge priority for the common instance.

Syntax
bridge-priority priority

no bridge-priority

Command Default
The default priority is 32768.

Parameters
priority

Specifies the bridge priority. Valid values range from O through 61440 in increments of 4096.

Modes

Protocol Spanning Tree mode

Usage Guidelines

The priority values can be set only in increments of 4096.
Using a lower priority value indicates that the bridge might become root.

Enter no bridge-priority to return to the default priority.

Examples
To specify the bridge priority:

device# configure terminal
device (config) # protocol spanning-tree stp
device (conf-stp) # bridge-priority 8192

device# configure terminal
device (config) # protocol spanning-tree rstp
device (conf-rstp) # bridge-priority 8192

device# configure terminal
device (config) # protocol spanning-tree mstp
device (conf-mstp) # bridge-priority 8192
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bsr-candidate

Configures a bootstrap router (BSR) as a candidate to distribute rendezvous point (RP) information to
the other PIM-SM (Sparse Mode) devices in a PIM-SM domain.

Syntax

bsr-candidate interface {ethernet | loopback | port-channel | ve } num
mask length [priority value]

no bsr-candidate

Command Default

By default, the PIM router is not part of the BSR election process.

Parameters

ethernet num

Specifies the Ethernet interface for the candidate BSR.
loopback num

Specifies the loopback interface for the candidate BSR.
ve num

Specifies the virtual interface for the candidate BSR.
port-channel num

Specifies the port-channel number for the candidate BSR.
mask

Specifies the mask for the candidate BSR.
length

Specifies the hash mask length. Valid values range from 1-32 for IPv4 PIM.
priority value

Specifies the BSR priority. Valid values range from 0-255.

Modes

PIM Router configuration mode

Usage Guidelines

Each PIM-SM domain has one active BSR. For redundancy, you can configure ports on multiple devices
as candidate BSRs. PIM-SM uses an election process to select one of the candidate BSRs as the BSR for
the domain. The BSR with the highest BSR priority is elected. If the priorities result in a tie, the
candidate BSR interface with the highest IP address is elected.

Although you can configure the device as only a candidate BSR or an RP, a best practice is to configure
the same interface on the same device as both a BSR and an RP.
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The no bsr-candidate form of this command makes the PIM router cease to act as a candidate
BSR.

Examples

The following example configures a physical interface as a candidate BSR.

device (config) # router pim
device (config-pim-router) # bsr-candidate ethernet 2/2 30 255

The following example configures a loopback interface as a candidate BSR.

device (config) # router pim
device (config-pim-router) # bsr-candidate interface loopback 11 mask 32

The following example configures a virtual interface as a candidate BSR.

device (config) # router pim
device (config-pim-router) # bsr-candidate ve 120 30 250
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bypass-Isp

Creates a bypass LSP by using the bypass-1sp command. Thereafter, in the bypass LSP context, you
must specify at least one interface as an excluded or protected interface.

Syntax
bypass-1sp name
no bypass-1lsp name
Parameters
name
Specifies the name of the target LSP.
Modes

MPLS router configuration mode

Usage Guidelines

The name variable must be uniqgue among all regular LSPs and bypass LSPs.
The no form of the command deletes the bypass LSP from the system.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example selects the xm4-by LSP as a bypass LSP.

device>configure

device (config) # router mpls

device (config-router-mpls) # bypass-lsp xmd-by
device (config-router-mpls-bypasslsp-xmd-Dby) #
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bypass-Isp (Telemetry)

Indicates the MPLS Bypass-LSP to be used for the mpls-traffic-bypass profile.

Syntax
bypass-1sp { bypass-lsp-name }
no bypass-1lsp { bypass-lsp-name }
Parameters
bypass—-1sp—-name
Specifies the name of the target LSP for the profile.
Modes

Telemetry profile configuration mode

Usage Guidelines

The bypass-1sp-name variable must be unique among all regular LSPs and bypass LSPs.
The no form of the command deletes the bypass LSP from the profile.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples
The following example selects the xm2by LSP as the bypass LSP for the profile.
device (config) # telemetry profile mpls-traffic-bypass

default mpls traffic bypass statistics
device (config-telemetry-profile) # bypass-lsp xm2by
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capability as4-enable on page 194

ccm-interval on page 195

cee-map on page 196

certutil import sshkey on page 197

certutil sshkey on page 199

certutil sshx509v3 on page 201

cfm linktrace on page 203

cfm loopback on page 205

cfm y1731 domain on page 207

channel-group on page 208

chassis on page 211

cipherset on page 212

cisco-interoperability on page 214

class on page 215

class-map on page 217

clear arp on page 218

clear bfd neighbors on page 219

clear bgp evpn I2routes on page 220

clear bgp evpn local routes on page 221

clear bgp evpn neighbor on page 222

clear bgp evpn neighbor dynamic all on page 224
clear bgp evpn routes on page 225

clear bgp ip flowspec local on page 227

clear bgp ip flowspec neighbor on page 228

clear bgp ip flowspec routes on page 230

clear bgp ip neighbor ipv6 on page 231

clear cfm y1731 client-signal-fail statistics on page 233
clear cfm y1731 statistics on page 234

clear cfm y1731 statistics delay-measurement on page 235
clear cfm y1731 statistics synthetic-loss-measurement on page 236
clear counters on page 237

clear counters access-list on page 238

clear counters access-list overlay type vxlan on page 241
clear counters storm-control on page 242
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clear dotlx statistics on page 244

clear erp statistics on page 245

clear erp wtb-time on page 246

clear erp wtr-time on page 247

clear filter-change-update on page 248

clear ip arp inspection statistics on page 249
clear ip arp suppression-cache on page 250
clear ip arp suppression-statistics on page 251
clear ip bgp dampening on page 252

clear ip bgp flap-statistics on page 253

clear ip bgp local routes on page 254

clear ip bgp neighbor on page 255

clear ip bgp neighbor dynamic on page 257
clear ip bgp routes on page 258

clear ip bgp rpki server on page 259

clear ip bgp traffic on page 260

clear ip dhcp relay statistics on page 261
clear ip dhcp snooping binding on page 262
clear ip flowspec rules statistics on page 263
clear ip igmp groups on page 264

clear ip igmp statistics on page 265

clear ip multicast snooping mcache on page 266
clear ip pim mdt on page 267

clear ip ospf on page 268

clear ip route on page 270

clear ipv6 bgp dampening on page 271

clear ipv6 bgp flap-statistics on page 272
clear ipv6 bgp local routes on page 273
clear ipv6 bgp neighbor on page 274

clear ipv6 bgp neighbor dynamic on page 276
clear ipv6 bgp routes on page 277

clear ipv6 bgp traffic on page 278

clear ipv6 counters on page 279

clear ipv6 dhcp relay statistics on page 280
clear ipv6 nd suppression-cache on page 281
clear ipv6 nd suppression-statistics on page 282
clear ipv6 neighbor on page 283

clear ipv6 ospf on page 284

clear ipv6 route on page 286

clear ipv6 vrrp statistics on page 287

clear isis all on page 289

clear isis counts on page 290
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clear isis database on page 291

clear isis force-spf on page 292

clear isis force-v6spf on page 293

clear isis ipv6 spf-log on page 294

clear isis neighbor on page 295

clear isis route on page 296

clear isis spf-log on page 297

clear isis traffic on page 298

clear lacp on page 299

clear lacp counters on page 300

clear link-oam statistics on page 301

clear lldp neighbors on page 302

clear lldp statistics on page 304

clear logging raslog on page 306

clear loop-detection on page 308

clear loop-detection bridge-domain on page 309
clear mac-address-table on page 310

clear mpls auto-bandwidth-samples on page 312
clear mpls Isp on page 313

clear mpls statistics on page 314

clear mvrp statistics on page 316

clear overlay-gateway on page 317

clear policy-map-counters on page 318
clear gos flowcontrol statistics on page 319
clear spanning-tree counter on page 320
clear spanning-tree detected-protocols on page 321
clear statistics bridge-domain on page 322
clear statistics vlan on page 323

clear tm voqg-stat ingress-device on page 324
clear tm voq-stat slot on page 325

clear tunnel statistics on page 326

clear udld statistics on page 327

clear vrrp statistics on page 328

CLI on page 330

client on page 333

client-interface on page 334
client-interface (Y1731) on page 335
client-interfaces-shutdown on page 337
client-pw on page 338
client-to-client-reflection on page 339
clock set on page 341

clock timezone on page 342
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cluster on page 343

cluster-track on page 344

commit on page 346
compare-med-empty-aspath on page 347
compare-routerid on page 348
confederation identifier on page 349
confederation peers on page 350
configure terminal on page 351
connector on page 352

control-word on page 353

console on page 355

copy on page 357
core-isolation-disable on page 360
core-isolation-track on page 361

cos (MPLS) on page 362

cos (Y1731) on page 363

crypto ca authenticate on page 364
crypto ca enroll on page 366

crypto ca import on page 368

crypto ca import-pkcs on page 370
crypto ca trustpoint on page 372
crypto cert on page 373

crypto import on page 375

crypto key on page 377

csnp-interval on page 379
cspf-computation-mode on page 380
cspf-interface-constraint on page 382
cspf-group on page 383
cspf-group-computation on page 384
dampening on page 386
database-overflow-interval (OSPFv2) on page 388
database-overflow-interval (OSPFv3) on page 389
debug access-list-log buffer on page 390
debug arp packet buffer on page 391
debug dhcp packet buffer on page 393
debug dotlx packet on page 395
debug ip bgp on page 397

debug ip bgp neighbor on page 400
debug ip igmp on page 402

debug ip pim on page 404

debug ipv6 bgp on page 406

debug ipv6 bgp neighbor on page 408
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debug ipv6 ospf graceful-restart on page 410
debug lacp on page 411

debug lldp dump on page 413

debug lldp packet on page 414

debug spanning-tree on page 416

debug udld packet on page 418
default-information-originate (BGP) on page 420
default-information-originate (IS-IS) on page 421
default-information-originate (OSPFv2) on page 422
default-information-originate (OSPFv3) on page 424
default-ipv6-gateway on page 426
default-link-metric on page 428
default-local-preference on page 430
default-metric (BGP) on page 431
default-metric (IS-1S) on page 432
default-metric (OSPF) on page 433
default-passive-interface on page 434

delay on page 435

delay-link-event on page 436

delete on page 438

delete-packet on page 439

deploy on page 441

description (BD) on page 443

description (event-handler) on page 444
description (interfaces) on page 445
description (LLDP) on page 446

description (STP) on page 447

description (VRRP) on page 448
designated-forwarder-hold-time on page 449
destination on page 450

dhcp ztp cancel on page 451

dhcp ztp log on page 452

dir on page 454

disable on page 455
disable-adjacency-check on page 456
disable-incremental-spf-opt on page 457
disable-inc-stct-spf-opt on page 458
disable-partial-spf-opt on page 459
disallow-oar-ac on page 460

discard-packet on page 461
discard-voqg-packet on page 463

distance (BGP) on page 465
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distance (IS-1S) on page 466

distance (OSPF) on page 467
distribute on page 469

distribute-list prefix-list (OSPFv3) on page 470
distribute-list route-map on page 471
domain-name on page 472
dotlag-compliance on page 473

dotlx authentication on page 474
dotlx enable on page 475

dotlx filter-strict-security on page 476
dotlx max-req on page 478

dotlix port-control on page 479

dotlx quiet-period on page 481

dotlx reauthenticate on page 482
dotlx reauthentication on page 483
dotlx reauthMax on page 484

dotlx test eapol-capable on page 485
dotlx test timeout on page 486

dotlx timeout on page 487

dpod on page 489

dscp (QoS) on page 491

dscp (Tunnel) on page 492
dscp-ttl-mode on page 493
duplicate-mac-timer (EVPN default instance) on page 494
dynamic-bypass on page 495
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capability as4-enable

Enables 4-byte autonomous system number (ASN) capability at the BGP global level.

Syntax
capability as4-enable

no capability

Command Default

This feature is disabled.

Modes

BGP configuration mode

Usage Guidelines

Use the no form of this command to disable this functionality.

Examples
The following example enables 4-byte ASN capability.
device#configure terminal

device (config) # router bgp
device (config-bgp-router)# capability as4-enable
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ccm-interval

Sets the time interval between two successive Continuity Check Messages (CCMs) that are sent by
Maintenance End Points (MEP) in the specified Maintenance Association (MA).

Syntax

ccm-interval [1-second | 10-second | 3.3-ms | 10-ms | 100-ms ]

Parameters

l1-second

Sets the time interval between two successive CCM packets to 1second.
10-second

Sets the time interval between two successive CCM packets to 10 seconds.
3.3-ms

Ssets the time interval between two successive CCM packets to 3.3 milliseconds.
10-ms

Sets the time interval between two successive CCM packets to 10 milliseconds.
100-ms

Sets the time interval between two successive CCM packets to 100 milliseconds.

Modes

CFM protocol configuration mode

Usage Guidelines

The default value is 10 seconds.

Examples

device# configure terminal

device (config) # protocol cfm

device (config-cfm)# domain name mdl level 4

device (config-cfm-md-mdl) # ma-name mal id 1 vlan-id 30 priority 4
device (config-cfm-md-ma-mal) #ccm-interval 10-second
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cee-map

Converged Enhanced Ethernet (CEE) enables you to configure the ETS/CEE parameters including
mapping of incoming priorities (traffic with different CoS) to traffic-classes, assigning weights and
corresponding bandwidths to those priorities, and scheduling of all occupied traffic-class traffic to
egress wire.

Syntax
cee-map <cee map name>
Parameters
<cee map name>
Sets the name of the CEE policy being created.
Modes

Priv EXEC Mode

Usage Guidelines

You can define only one CEE map and the name that must be assigned to this policy should always be
default. All other names will result in an error. Attempts to create more than one CEE map will also
result in an error.

Examples

device# configure terminal
device (config) # cee-map default
device (config-cee-map-default) #
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certutil import sshkey

Imports an SSH public key for a local SSH user from a remote host using the login credentials and path
name.

Syntax
certutil import sshkeydirectory ssh public key path file file-name host
remote 1ip address login login id password password source-ip source-
ip user user acct
Parameters
directory path
Specifies the path to the certificate on the remote host.
file filename
Specifies the SSH public key with a .pub extension.
host remote ip
Specifies the IP address of the remote host.
login login id
Specifies the login name in the remote host.
password password
Specifies the password to access the remote host.
source-ip source-ip
(SCP only) Specifies the source IP address to use in the header.
user user acct
Specifies a local user name.
Modes

Privileged EXEC mode

Usage Guidelines

When using the password parameter with special characters (such as #$@ ") use single or double-
quotes around the password. Alternatively, precede the special characters by a backslash (\) character.

To delete a public key for a specific user, use to the no cerutil sshkey command.
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Examples

The following example shows how to import an SSH public key for an SSH user named admin from a
remote host (10.70.4.106). The command specifies the SSH public key directory on the remote host as
well as login credentials to the remote host.

device# certutil import sshkey user admin host 10.70.4.106 directory /users/home4d0/
bmeenaks/.ssh file id rsa.pub login fvt password passl
The following example demonstrates the use of special characters in a password.

device# certutil import ssh host 192.168.10.10 dir /home/brcdl/.ssh file id rsa.pub user
admin login brcdl pass Abcde\! login brcdl pass "Abcde!"
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certutil sshkey

Syntax

Enters an SSH public key for a specific user by using the command line interface (CLI).

certutil sshkeyuser user-acct pubkey public-key

no certutil sshkeyuser user-acct

Parameters

Modes

user user-acct

Specifies a user name. The user must be a pre-existing user on the device. By default there are
two users: “admin” and “user”.

pubkey public-key
Specifies a public key.

Privileged EXEC mode

Usage Guidelines

Examples

After an SSH public key is configured, the SSH server restarts on all VRF instances and all existing SSH
connections are disconnected.

The user for whom a public key is to be configured by using the certutil sshkey command must
already be configured on the device. By default, two users (admin and user) are configured on the
device. Additional users are configured by using the username command in global configuration
mode.

The public key must be entered within double quotes (" ").

To generate a public key, run the ssh-keygen -t rsa command on any server from which you want
to start an SSH session to the device. Once you run this command, and have not entered any other path
while generating the key, the public key is generated at /root/.ssh/id_rsa.pub by default. Open this file
and copy all its contents after the pubkey option in the CLI.

The no form of the command removes the public key configuration for the specified user.

The following example shows how to enter an SSH public key directly into the CLI under the username
admin.

device# certutil sshkey user admin pubkey “ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDnim
+0fjx/1d32z2jDxXu9DcMuQqVqg/NKi2Lms

+g7dA5Dgww8) 1 rOGawG8tMySOvnBlZEvJIt1kgNneRi4160t4/7hfd99rIOPGBP/NJs6xTLUrQhDgxB78ddTg
+6euBtkYLTAATC7kbXGXcO8VVBI+4xrH+0bkvjUIRRVGIguUfdiFKEfIGVOyt0atdHi1ldmgQ9BEOcO65nc/
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19MjMJedBel74/QT4TxeGeEgaQ57c2AL5It2V4CzrZBDtnixdnHUOSw2vmBR61LZIDVT1 fuX/
xYxDAmM9H8SDpDX8pZ 1l fFpQOBy/wrkIYPZ/p4OLrUApPB/XAJGujrIlN1ZLEU9UIMPVM/ root@ldap.hc-fusion.in”
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certutil sshx509v3

Configures the SSH user certificate Distinguished Name (DN).

Syntax
certutil sshx509v3 { user user—-name DN DN-attributes }

no certutil sshx509v3 { user user-name }

Command Default
By default, a DN is not configured.

Parameters
user user—name
Specifies the user name associated with the DN.
DN DN-attributes
Specifies the attributes of the DN, which can include any of the following:
* SERIALNUMBER: Certificate serial number
* emailAddress: Email address
* UID, USERID: User ID
* CN: Common name
* T:Title
* OU: Organizational Unit
¢ DC: Domain component
¢ (O:Organization
* STREET: Street or street address
* L:Locality
* ST, SP, S: State or Province
* PC: Postal or zip code

C: Country

Modes
Privileged EXEC mode

Usage Guidelines

Use the no form of the command to remove the DN.
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Examples

This following is a typical example.

device# certutil sshx509v3 user userl DN “C=US, ST=California, L=SJC,
O=ExtrNet Inc, OU=DCIP EMIS, CN=userl/emailAddress=myname@mycompany.com”

Extreme SLX-OS
202 Command Reference, 20.3.3



Commands C - D cfm linktrace

cfm linktrace

Transmits a linktrace message to a Maintenance End Point (MEP) in the domain

Syntax
cfm linktrace { domain name | ma ma-name | src-mep mep-id { target-mip
HH:HH:HH:HH:HH:HH | target-mep mep-id }| timeout time | ttl ttl-value
Parameters
domain name
Specifies the maintenance domain to be used for a linktrace message. The name attribute is
case-sensitive.
ma ma-—-name
Specifies the maintenance association to be used for a linktrace message. The ma-name
attribute is case-sensitive.
src-mep mep-id
Specifies the Source ID. The range of valid values is from 1through 8192.
target-mip HH:HH:HH:HH:HH:HH
Specifies the MAC address of the MIP linktrace destination.
target-mep mep-id
Specifies the destination ID. The range of valid values is from 1through 8192.
ttl ttl-value
specifies the initial TTL field value. The range of valid values is from 1through 64.
timeout time
Specifies the timeout used to wait for linktrace reply in seconds.
Modes

Privileged EXEC mode .

Usage Guidelines

The efm linktrace command sends a trace message to a specified MEP in the domain to diagnose
the path of the MEP link.

Examples

The following example transmits a successful trace from MEP 21 to MEP 1.

device# cfm linktrace domain mdl ma mal src-mep 21 target-mep 1 timeout 10

Linktrace to 000c.dbfb.5378 on Domain mdl, level 4: timeout 10ms, 4 hops

Hops MAC Ingress Ingress Action Relay Action
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Forwarded Egress Egress Action Nexthop

1 000c.dbe2.6eal RLY FDB
Forwarded 5/4 EgrOK

2 000c.dbfb.5378 7/2 IgrOK RLY HIT

Not Forwarded
Destination 000c.dbfb.5378 reached
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cfm loopback

Transmits a loopback message to a specific Maintenance End Point (MEP) or Maintenance Intermediate
Point (MIP) in a specified domain.

Syntax
cfm loopback { domain name | ma ma-name | src-mep mep-id { target-mip
HH:HH:HH:HH:HH:HH | target-mep mep-id }| number value | timeout time
Parameters
domain name
Specifies the maintenance domain to be used for a loopback message. The name attribute is
case sensitive.
ma ma-name
Specifies the maintenance association to be used for a loopback message. The ma-name
attribute is case-sensitive.
src-mep mep-id
Specifies the Source ID. The range of valid values is from 1 through 8192.
target-mip HH:HH:HH:HH:HH:HH
Specifies the MAC address of the MIP loopback destination.
target-mep mep-id
Specifies the destination ID. The range of valid values is from 1through 8192.
number value
Specifies the number of loopback messages to be sent.
timeout time
Specifies the timeout used to wait for loopback reply in seconds.
Modes

Privileged EXEC mode

Usage Guidelines

The cfm loopback command sends a loopback message to a specific MEP or MIP in a specified domain
for testing purposes.

Examples

Command example sending a message from MEP 2 to MEP 1 a total of ten times.

device# cfm loopback domain mdl ma mal src-mep 2 target-mep 1 timeout 10 number 10

cfm: Sending 10 Loopback to 000c.dbfb.5378, timeout 10 msec
Type Control-c to abort
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Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply

from
from
from
from
from
from
from
from
from

A total of

000c.

000c
000c
000c

000c.
000c.
000c.
000c.
000c.

dbfb.
.dbfb.
.dbfb.
.dbfb.
dbfb.
dbfb.
dbfb.
dbfb.
dbfb.
10 loopback replies received.
Success rate is 100 percent

5378:
5378:
5378:
5378:
5378:
5378:
5378:
5378:
5378:

time=1ms
time<lms
time<lms
time<lms
time<lms
time<lms
time<lms
time<lms
time<lms

(10/10),

round-trip min/avg/max=0/0/1 ms.
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cfm y1731 domain

Sets the on-demand two-way delay measurement or two-way synthetic loss measurement parameters.

Syntax

cfm yl1731 domain domain-name ma ma-name src-mep mep-id target-mep mep-id
test-profile profile-name

Parameters:
domain-name
Specifies the domain name.
ma
Specifies the maintenance association (MA).
ma—-name
Specifies the MA name.
src-mep mep-1id
Specifies the source mep-id.
target mep-id
Specifies the taraget mep-id.
profile
Specifies the default or configured test profile.
profile-name

Specifies the profile name.

Modes
Privilieged EXEC mode

Examples

This example shows how to run on-demand two-way delay measurement or two-way synthetic loss
measurement parameters.

device# cfm yl731 domain mdl ma mal src-mep 1 target-mep 2 test-profile

2dm_default profile

device# cfm yl731 domain mdl ma mal src-mep 1 target-mep 2 test-profile
2slm default profile
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channel-group

Enables link aggregation on an interface.

Syntax
channel-group number mode { active | passive | on } [ type standard ]

no channel-group

Command Default

The value for type is set to standard.

Parameters
number
Specifies the port-channel to which you are assigning the interface.
mode

Specifies the mode of Link Aggregation.
active

Enables the initiation of LACP negotiation on an interface.
passive
Disables LACP on an interface.
on
Enables static link aggregation on an interface.
type standard
Specifies the 802.3ad standard-based LAG.

Modes

Interface subtype configuration mode
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Usage Guidelines

Port channel scale and support for SLX 9740

Table 7: Port-channel scale for SLX 9740 device.

SLX 9740-40 default 1-256; Only 77 64
portchannels may be
created at any one time

SLX 9740-80 default Only 153 portchannels |64
may be created at any
one time.
WY Note

* For the 1U SLX 9740-40, the number of LAGs will be 77, where:
o 76 are the front end ports (all breakouts)
o 1(insight port)

* For the 2U SLX 9740-80, the number of LAGs will be 153. where:
o 152 are the front end ports (all breakouts)
o 1(insight port)

(For SLX 9540 and SLX 9640) Maximum numbers of port-channel IDs and links per port-channel vary
with device and LAG profile, as follows:

Table 8: Port-channel scale for SLX 9540 and SLX 9640 devices

SLX 9540 default 1-256; Only 64 port- 64
SLX 9640 channels may be
created at any one time.

SLX 9540 lag-profile-1 1-256; Only 64 port- 32
SLX 9640 channels may be
created at any one time.
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(SLX 9150 and SLX 9250) Maximum numbers of port-channel IDs and links per port-channel vary only
with device, as follows:

Table 9: Port-channel support for SLX 9150 and SLX 9250 devices

Device or series Supported port-channel IDs Maximum links per port-channel

SLX 9150, SLX 9250 1-256; Only 128 port-channels 04
may be created at any one time.

uhe Note
E Non-default LAG profiles are not supported for the SLX 9150 and SLX 9250 devices.

To remove the interface from a port-channel, enter the no form of this command.

Examples

The following example associates interface 0/9 with port-channel 4 and activates LACP.

device# configure terminal
device (config) # interface ethernet 0/9
device (conf-if-eth-0/9)# channel-group 4 mode active

Extreme SLX-OS
210 Command Reference, 20.3.3



Commands C - D chassis

chassis

Sets the IPv4 or IPv6 address of a device.

Syntax
chassis { virtual-ip IPv4-address | virtual-ipv6 IPvé6-address }

no chassis

Command Default

The default is the initial device address.

Parameters
virtual-ip IPv4-address
Sets an IPv4 address in dotted-decimal notation with a CIDR prefix (mask).
virtual-ipvé IPv6-address

Sets an IPv6 address in colon-separated hexadecimal notation with a CIDR prefix.

Modes

Global configuration mode

Usage Guidelines

This command changes the current IPv4 or IPv6 address.

Use this command to change the IP address to facilitate management, for example, if a device is moved
to a different subnet. The IP address of the management platform should be in the same subnet as the
devices it manages.

Use the no form of this command to revert to the default address.

Examples
IPv4:

device# configure terminal
device (config) # chassis virtual-ip 10.11.12.13/20

IPv6:

device# configure terminal
device (config) # chassis virtual-ipv6 2001:db8:8086:6502/64

Extreme SLX-OS
Command Reference, 20.3.3 211



cipherset Commands C-D

cipherset

Configures FIPS-compliant ciphers for the Lightweight Directory Access Protocol (LDAP).

Syntax

cipherset { ldap | radius }

Command Default

There are no restrictions on LDAP ciphers.

Parameters
radius
Specifies secure RADIUS ciphers.
ldap
Specifies secure LDAP ciphers.

Modes
Privileged EXEC mode

Usage Guidelines

A device must be configured with secure ciphers for SSH before that device can be FIPS compliant. If
LDAP authentication is to be used, the LDAP ciphers are also required before a device can be FIPS
compliant.

The secure LDAP ciphers are EAS128-SHA and DES-CBC3-SHA.

This command can be used only from a user account to which an administrative role is assigned.

pac Note
E Use the ssh client cipher or the ssh server cipher commands to set the SSH
client's cipher lists for SSH clients and servers.

Examples
This example configures secure RADIUS ciphers.

device# cipherset radius

RADIUS cipher list configured successfully.
RADIUS Cipher List (FIPS 140-2 Approved) : AES256-SHA256 AES256-SHA AES128-SHA256 AES128-
SHA
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This example configures secure LDAP ciphers.

device# cipherset ldap

ldap cipher list configured successfully.
LDAP Cipher List(FIPS 140-2 Approved) : AES256-SHA256 AES256-SHA AES128-SHA256 AES128-SHA
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cisco-interoperability

Configures the device to interoperate with some legacy Cisco switches.

Syntax

cisco-interoperability { disable | enable }

Command Default

Cisco interoperability is disabled.

Parameters
disable
Disables Cisco interoperability for the Multiple Spanning Tree Protocol (MSTP) device.
enable

Enables Cisco interoperability for the MSTP enabled device.

Modes
Protocol Spanning Tree MSTP mode

Usage Guidelines

For some devices, the MSTP field, Version 3 Length, does not adhere to the current standards.

If Cisco interoperability is required on any device in the network, then all devices in the network must be
compatible, and therefore enabled using this command for interoperability with a Cisco switch.

Examples

To enable Cisco interoperability on a device:

device# configure terminal
device (config) # protocol spanning-tree mstp
device (conf-mstp) # cisco-interoperability enable

To disable Cisco interoperability on a device:

device# configure terminal
device (config) # protocol spanning-tree mstp
device (conf-mstp) # cisco-interoperability disable
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class

Creates a class map in a policy map and enters the class map configuration mode.

Syntax
class class—-mapname

no class class-mapname

Command Default

A policy map is not created.

Parameters
class-mapname

The designated name for the class map.

Modes

Policy map configuration mode

Usage Guidelines

Use this command to configure a class map for a police policy map with QoS and policing parameters
for inbound or outbound traffic. The class map must be previously created and associated with match
criteria using the class-map command. (Refer to the qos cos command.)

When you enter the elass command and access policy-map class configuration mode, you can
configure QoS and policing parameters for the class map using the commands for the specific
parameters.

Each policy map can contain one class map.
The police cir command is mandatory for configuring a class map.

Enter no police while in config-policymap-class mode to remove all policing parameters for the class
map.

Enter no police command followed by a policing parameter name to remove a specific parameter.

i Note

E The eir is mandatory for configuring a class map. Other parameters are optional. If optional
parameters are not set then they will be treated as disabled. To delete the mandatory CIR
parameter, you must delete all policer parameters while in the policy map class configuration
mode using the no police command.
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Examples

This example configures a class-map called "default” within a policy-map.

device# configure terminal

device (config)# policy-map policymapl

device (config-policymap) # class default

device (config-policymap-class)# police cir 40000
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class-map

Enters class (classification) map configuration mode.

Syntax
class-map class—-map-name

no class-map class-map-name

Command Default

The class map name "default” is reserved and cannot be created by users.

Parameters
class-map-name

Name of classification map. The map name is restricted to 64 characters.

Modes

Global configuration mode.

Usage Guidelines

Enter no map class-map class-map-name While in global configuration mode to remove the
classification map.

Examples

The following example accesses class map configuration mode for the default class map:

device (config)# class-map default
device (config-classmap) #

The following example creates a class map, accesses class map configuration mode, and adds a match
statement to a VLAN:

device (config) # class-map cl
device (config-classmap) # match vlan 500

The following example creates a class map, accesses class map configuration mode, and adds a match
statement to a bridge domain:

device (config) # class-map BD-1000
device (config-classmap) # match bridge-domain 1000
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clear arp

Clears some or all Address Resolution Protocol (ARP) entries.

Syntax
clear arp [ ethernet slot / port | ip ip-address | ve ve-id ] [ no-
refresh ] [ vrf vrf-name ]
Parameters
ethernet
Specifies a physical Ethernet interface.
slot
Specifies a valid slot number. For devices that do not support line cards, specify 0.
port
Specifies a valid port number.
ip ip-address
Specifies a next-hop IP address.
ve ve-id
Specifies a virtual Ethernet (VE) interface.
no-refresh
Clears the ARP cache without resending ARP requests to the local hosts.
vrf vrf-name
Specifies a VRF instance.
Modes

Privileged EXEC mode

Usage Guidelines

If the no-refresh keyword is not included, ARP requests are automatically triggered for the cleared
entries. To avoid this triggering, include the no-refresh keyword. It is required to include the no-
refresh keyword, in case the number of ARP entries reaches the system threshold

Examples

The following example clears all ARP entries on the device.

device# clear arp
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clear bfd neighbors

Clears Bidirectional Forwarding Detection (BFD) neighbors.

Syntax
clear bfd neighbors [ ipv4-addr | ipvé-addr ]
Parameters
ipv4-addr
Specifies an IPv4 address.
ipvé-addr
Specifies an IPv6 address.
Modes
Privileged EXEC mode
Examples

The following example clears a specified IPv4 BFD neighbor.

device# clear bfd neighbors 10.1.1.1

The following example clears all BFD neighbor.

device# clear bfd neighbors
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clear bgp evpn I2routes
Clears routes from the BGP EVPN Layer 2 route table.

Syntax

clear bgp evpn l2routes type { arp |igmp-join-sync | igmp-leave-sync |
inclusive-multicast | mac | nd}

Parameters
type
Specifies the type of route.
arp
Specifies Address Resolution Protocol routes.
igmp-join-sync
Specifies Join Sync routes.
igmp-leave-sync
Specifies Leave Sync routes.
inclusive-multicast
Specifies inclusive multicast routes.
mac
Specifies MAC routes.
nc

Specifies neighbor discovery routes.

Modes
Privileged EXEC mode

Examples

This example clears all routes from the BGP EVPN route table.

device# clear bgp evpn l2routes

This example clears all Leave Sync routes from the BGP EVPN route table.

device# clear bgp evpn 12 routes type igmp-leave-sync
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clear bgp evpn local routes

Clears routes from the BGP EVPN local route table.

Syntax

show bgp evpn local routestype { arp |igmp-join-sync | igmp-leave-sync |
ipv4-prefix | ipvé-prefix |mac | nd}

Parameters
type
Specifies the type of route.
arp
Specifies Address Resolution Protocol routes.
igmp-join-sync
Specifies Join Sync routes.
igmp-leave-sync
Specifies Leave Sync routes.
ipv4-prefix
Specifies IPv4 routes.
ipv6-prefix
Specifies IPv6 routes.
mac
Specifies MAC routes.
nc

Specifies neighbor discovery routes.

Modes
Privileged EXEC mode

Examples

The following example clears all Leave Sync routes from the BGP EVPN local route table.

device# clear bgp evpn local routes type igmp-leave-sync
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clear bgp evpn neighbor

Requests a dynamic refresh of BGP EVPN connections or routes from a neighbor, with a variety of
options.

Syntax
clear bgp evpn neighbor { all | ipv4-addr | ipvé-addr } [ soft [ in |
out ] ]

clear bgp evpn neighbor { all | ipv4-addr | ipvé6-addr } [ soft-outbound ]

Parameters
all
Resets and clears all BGP EVPN connections to all neighbors.
ipv4-addr
Specifies an IPv4 address.
ipvé-addr
Specifies an IPv6 address.
soft
Refreshes routes received from or sent to the neighbor.
in
Refreshes received routes.
out
Refreshes sent routes.
soft-outbound

Refreshes all outbound routes by applying new or changed filters, but sends only the existing
routes affected by the new or changed filters to the neighbor.

uid Note
E Use soft-outbound only if the outbound policy is changed. This operand
updates all outbound routes by applying the new or changed filters. However,
the device sends to the neighbor only the existing routes that are affected by the
new or changed filters. The soft out operand updates all outbound routes and
then sends the entire route table on the device to the neighbor after the device
changes or excludes the routes affected by the filters.

dynamic all

Clears all dynamic neighbors in the EVPN address family.

Modes
Privileged EXEC mode
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Examples

This example refreshes all BGP EVPN neighbor connections.

device# clear bgp evpn neighbor all

This example clears BGP EVPN connections with a specified IPv6 address.

device# clear bgp evpn neighbor 2001::1

This example refreshes routes received from a neighbor with the IP address 10.0.0.1.

device# clear bgp evpn neighbor 10.0.0.1 soft in
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clear bgp evpn neighbor dynamic all

Clears all BGP dynamic neighbors in an EVPN address family.

Syntax

clear bgp evpn neighbor dynamic all
Modes

Privileged EXEC mode
Examples

This example clears all dynamic neighbors in an EVPN address family.

device# configure terminal
device (config)# clear bgp evpn neighbor dynamic all
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clear bgp evpn routes

clear bgp evpn routes

Syntax
clear bgp evpn routes
tag-id
tag-id
clear bgp evpn routes type [ igmp-join-sync|
Parameters

Clears routes from the BGP EVPN route table and resets the routes.

clear bgp evpn routes type arp ip address mac mac address ethernet-tag

clear bgp evpn routes type ipvé-prefix ip address/mask

clear bgp evpn routes type ipvé6-prefix ipvé address/mask

clear bgp evpn routes type mac mac addressethernet-tag tag-id

clear bgp evpn routes type nd IPv6 address mac mac address ethernet-tag

arp

Specifies address-resolution protocol (ARP) routes.

ip address
Specifies an IP address.

mac mac address

igmp-leave-sync]

Specifies Media Access Control (MAC) routes and a MAC address. The valid format is

HHHH.HHHH.HHHH.
ethernet-tag tag-id

Specifies an Ethenet tag. Valid values range from 1 through 4294967295.

ipvd-prefix

Specifies IPv4 prefix routes.
IPv4 address/mask

Specifies an IPv4 address and mask.
ipvé6-prefix

Specifies IPv6 prefix routes.
IPvé6 address/mask

Specifies an IPv6 address and mask.
mac

Specifies MAC routes.
nd

Specifies neighbor-discovery (ND) routes.

igmp-join-sync
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Specifies Join Sync routes.
igmp-leave-sync

Specifies Leave Sync routes.

Modes
Privileged EXEC mode

Examples

This example clears all routes from the BGP EVPN route table.

device# clear bgp evpn routes

This example clears all ARP routes from the BGP EVPN route table.

device# clear bgp evpn routes type arp

This example clears a specified MAC route from the BGP EVPN route table.

device# clear bgp evpn routes type mac 000.abba.baba ethernet-tag 0

This example clears all Leave Sync routes from the BGP EVPN route table.

device# clear bgp evpn routes type igmp-leave-sync
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clear bgp ip flowspec local

Removes and re-installs local routes for Border Gateway Protocol flow specification (BGP flowspec).

Syntax
clear bgp ip flowspec local routes vrf vrf-name
Parameters
routes
Specifies clearing BGP route information.
vrf vrf-name
Specifies a VRF instance.
Modes
Privileged EXEC mode
Examples

The following example shows how to remove and re-install local routes for BGP flowspec in a VRF
named red.

device# clear bgp ip flowspec local routes vrf red
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clear bgp ip flowspec neighbor

Removes and re-installs Border Gateway Protocol flow specification (BGP flowspec) information for
BGP neighbors.

Syntax

clear bgp ip flowspec neighbor { asn-number | ip-address | peer-group |
dynamic |all } [ soft ] [ soft-outbound ] [ vrf vrf-name ]

Parameters
asn-number
Specifies the autonomous system number of the neighbors.
ip-address
Specifies a neighbor IP address in IPv4 format.
peer-group
Specifies a neighbor peer group.
dynamic
Specifies dynamic BGP flowspec neighbors.
all
Clears all BGP flowspec neighbors.
soft
Causes a soft reconfiguration.
soft-outbound
Causes a soft reconfiguration and advertisement only of updated routes.
vrf vrf-name

Specifies a neighbor VRF instance.

Modes
Privileged EXEC mode

Examples

This example shows how to refresh BGP flowspec information for all BGP flowspec neighbors.

device# clear bgp ip flowspec neighbor all

2018/10/12-00:37:02, [BGP-1006], 96176,, INFO, Avalanche-P6, BGP: 10.50.50.254 DOWN
(User Reset Peer Session).

2018/10/12-00:37:02, [BGP-1006], 96177,, INFO, Avalanche-P6, BGP: 10.51.51.254 DOWN
(User Reset Peer Session).

2018/10/12-00:37:13, [BGP-1005], 96178,, INFO, Avalanche-P6, BGP: 10.50.50.254 UP
(ESTABLISHED) .

2018/10/12-00:37:13, [BGP-1005], 96179,, INFO, Avalanche-P6, BGP: 10.51.51.254 UP
(ESTABLISHED) .
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This example shows how to clear all dynamic BGP flowspec neighbors.

device# clear bgp ip flowspec neighbor dynamic all
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clear bgp ip flowspec routes

Removes and re-installs Border Gateway Protocol flow specification (BGP flowspec) routes into the
hardware.

Syntax

clear bgp ip flowspec routes [vrf vrf-name ]

Parameters
vrf vrf-name

Specifies a VRF instance.

Modes
Privileged EXEC mode

Examples

The following example shows how to uninstall and re-install BGP flowspec rules into the hardware.

device# clear bgp ip flowspec routes
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clear bgp ip neighbor ipv6

clear bgp ip neighbor ipv6

Syntax
clear bgp ip neighbor ipvé {as-num | ipvé6-addr [ last-packet-with-error
notification-errors | soft [ in | out ] | soft-outbound | traffic ]
clear bgp ip neighbor ipv6all [ soft [ in | out ] | soft-outbound ]
clear bgp ip neighbor ipv6 dynamic all
Parameters

Requests a dynamic refresh of Border Gateway Protocol (BGP) connections to IPv4 over IPv6
neighbors.

as—num

Specifies an autonomous system number. Range is from 1through 4294967295.
ipvé-addr

Specifies an IPv6 address in dotted-decimal format.
last-packet-with-error

Specifies clearing connections identified as having the last packet received with an error.
notification-errors

Specifies clearing connections identified as having notification errors.
soft

Refreshes routes received from or sent to the neighbor.
in

Refreshes only received routes.

out

Refreshes only sent routes.
soft-outbound

Refreshes all outbound routes by applying new or changed filters, but sends only the existing
routes affected by the new or changed filters to the neighbor.

e Note

E Use soft-outbound only when the outbound policy is changed. This operand
updates all outbound routes by applying the new or changed filters. However,
the device sends to the neighbor only the existing routes that are affected by the
new or changed filters. The soft out option updates all outbound routes and
then sends the entire BGP4 route table on the device to the neighbor after the
device changes or excludes the routes affected by the filters.

traffic
Clears the counters (resets them to 0) for BGP4 messages.

all
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Resets and clears all BGP4 connections to all neighbors.
dynamic all

Clears dynamically-learned neighbors through the listen range.

Modes
Privileged EXEC mode

Examples

The following example refreshes connections with all IPv4 over IPv6 neighbors.

device# clear bgp ip neighbor ipvé6
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clear cfm y1731 client-signal-fail statistics

Clears ETH-CSF statistics for all Maintenance Entity Group End Point (MEP) and associated Client
interfaces.

Syntax

clear cfm yl1731 client-signal-fail statistics

Command Default

Interfaces are not cleared by default.

Modes
Privileged EXEC mode

Examples

This example clears ETH-CSF statistics.

device# clear cfm yl1731 client-signal-fail statistics
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clear cfm y1731 statistics

Clears all Y.1731 statistics.

Syntax

clear cfm yl1731 statistics
Modes

Privileged EXEC mode
Examples

This example shows how to clears all Y.1731 statistics.

device# clear cfm yl731 statistics
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clear cfm y1731 statistics delay-measurement

Clears all Y.1731 statistics for Two-Way ETH-DM.

Syntax

clear cfm yl1731 statistics delay-measurement
Modes

Privileged EXEC mode
Examples

This example shows how to clears all Y.1731 statistics for Two-Way ETH-DM.

device# clear cfm yl731 statistics delay-measurement
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clear cfm y1731 statistics synthetic-loss-measurement
Clears all Y.1731 statistics for Two-way ETH-SLM.

Syntax

clear cfm yl1731 statistics
Modes

Privileged EXEC mode
Examples

This example shows how to clears all Y.1731 statistics for Two-Way ETH-SLM.

device# clear cfm yl731 statistics
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clear counters

Clears the IP counter statistics on the device.

Syntax
clear counters { all | interface { ve ve-id } }
clear counters slot slot-id
Parameters
all
Clears all IP counter statistics on the device or the selected interface. It also clears all VE
Statistics.
interface
Specifies an interface.
ve ve-id
Clears all VE statistics for the specified VE ID.
slot slot-id
For devices that do not support line cards, specify 0.
Modes

Privileged EXEC mode

This example clears all VE statistics for the specified VE ID.

9540
SLX# clear counters interface ve 138
9640
SLX# clear counters interface ve 15
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clear counters access-list

Clears access-control list (ACL) statistical information for a given network protocol and inbound or
outbound direction.

Syntax

clear counters access-list interface { ethernet slot / port | port-
channel index | wvlan vlan-id } { in | out }

clear counters access-list interface management mgmt-id in

clear counters access-list interface ve vlian-id { in | out }
clear counters access-list global-subnet-broadcast ip acl-name
clear counters access-list{ ip | ipv6 } [ acl-name { in | out } ]

clear counters access-list subnet-broadcast ip [ acl-name [ interface
{ ethernet slot / port | ve vlan-id } ] ]

clear counters access-list{ ip | ipv6é } acl-name interface { ethernet
slot / port | port-channel index | ve vlan-id } { in | out }

clear counters access-list{ ip | ipv6é } acl-name interface management
mgmt-1id in

clear counters access-listreceive { ip | ipv6é } [ acl-name ]
clear counters access-listmac [ acl-name { in | out } ]

clear counters access-listmac acl-name interface { ethernet slot / port
| port-channel index | vlan vlan-id } { in | out }

Parameters
interface
Specifies an interface.
ethernet

Specifies a physical Ethernet interface.
slot

Specifies a valid slot number. For devices that do not support linecards, specify 0.

port

Specifies a valid port number.
global-subnet-broadcast ip

(SLX 9540 and SLX 9640 devices) Specifies an IP broadcast ACL (bACL) applied at device level.
management mgmt-id

Specifies the management interface. The only supported value is 0.
port-channel index

Specifies a port-channel.
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clear counters access-list

Modes

in

Specifies incoming binding direction.
out

Specifies outgoing binding direction.

subnet-broadcast ip

(SLX 9540 and SLX 9640 devices) Specifies an IP broadcast ACL (bACL) applied at physical-

interface or VE level.
vlan vlian-id
(Available only on Layer 2) Specifies a VLAN.

ve vlan-id

(Available only on Layer 3) Specifies a virtual Ethernet (VE) interface.

ip

Specifies the IPv4 Layer 3 network protocol.
ipvé

Specifies the IPv6 Layer 3 network protocol.

mac

Specifies the medium access control (MAC) Layer 2 network protocol.

receive
Specifies an ACL that applies to device recieve-path traffic.

acl-name

Specifies the ACL name. To clear statistics on all counters of an ACL-type, do not specify acl-

name.

Privileged EXEC mode

Usage Guidelines

Examples

You can clear all statistics for a specified ACL or only for that ACL on a specified interface.

You can also clear statistical information for all ACLs bound to a specified Ethernet or management

interface, a port-channnel, VLAN, or VE.

The following example clears ACL statistics on a specified Ethernet interface.

device# clear counters access-list interface ethernet 0/1

The following example clears ACL statistics for a specified MAC ACL on a specified Ethernet interface.

device# clear counters access-list mac MAC ACL 1 interface ethernet 0/2
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The following example clears ACL statistics for a specified MAC ACL on all interfaces on which this ACL
is applied.

device# clear counters access-list mac MAC_ACL_1

The following example clears ACL statistics for a specified IPv4 ACL on a specified interface.

device# clear counters access-list ip IP ACL 1 interface ethernet 0/3

The following example clears ACL statistics for a specified IPv4 ACL on all interfaces on which it is
applied.

device# clear counters access-list ip IP ACL 1

The following example clears incoming ACL statistics for a specified IPv6 ACL on a virtual Ethernet (VE)
interface.

device# clear counters access-list ipv6 ip acl 3 interface ve 10 in

The following example clears IPv6 receive-path ACL statistics.

device# clear counters access-list receive ipv6
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clear counters access-list overlay type vxlan

Clears statistics of a specific overlay VXLAN ACL.

Syntax
clears counters access-list overlay type vxlan acl-name
Parameters
acl-name
Specifies the ACL name.
Modes

Privileged EXEC mode

Usage Guidelines

This command clears counters for overlay VXLAN ACLs applied to overlay transit nodes.

Overlay ACLs are not supported for SLX 9150 or SLX 9250 devices.

Examples

The following example clears the statistics of a specific overlay VXLAN ACL.

device# clear counters access-list overlay type vxlan abc ext
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clear counters storm-control

Clears all broadcast, unknown unicast, and multicast (BUM) related counters in the system.

Syntax
clear counters storm-control
clear counters storm-control [ broadcast | multicast | unknown-unicast ]
[ interface ethernet slot/port ]
Parameters
broadcast
Clears all BUM-related counters in the system for the broadcast traffic type.
multicast
Clears all BUM-related counters in the system for the multicast traffic type.
unknown-unicast
Clears all BUM-related counters in the system for the unknown-unicast traffic type.
interface ethernet slot/port
Clears all BUM-related counters in the system for the specified interface. For devices that do not
support linecards, specify O.
Modes

Privileged EXEC mode.

Usage Guidelines

This command clears the counters for broadcast, unknown-unicast, and multicast traffic for the entire
system, for specified traffic types, for specified interfaces, or for specified traffic types on specified
interfaces.

Examples

Clear counters for broadcast traffic on an Ethernet interface.

device# clear counters storm-control broadcast interface ethernet 0/1
Clear counters for all traffic types enabled on an Ethernet interface.

device# clear counters storm-control interface ethernet 0/1

Clear counters for all multicast traffic in the system.

device# clear counters storm-control multicast
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Clear all BUM-related counters in the system.

device# clear counters storm-control
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clear dotlx statistics

Clears all accumulated dotlx port authentication statistics on the ports.

Syntax

clear dotlx statistics [ interface ethernet slot/port ]

Parameters
interface ethernet slot/port

Specifies to clear all dotlx statistics for a specified interface port.

Modes
Privileged EXEC mode

Examples

This example clears all accumulated dotlx port authentication statistics on all ports.
device# clear dotlx statistics

This example clears all dotlx statistics for a specified interface port.

device# clear dotlx statistics interface ethernet 1/1
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clear erp statistics

Clears statistics of all Ethernet Ring Protection (ERP) interfaces for all ERP instances, or for a specified
instance.

Syntax

clear erp statistics [ erp id ]
Parameters

erp id

Specifies an ERP ID.
Modes

Privileged EXEC mode

Usage Guidelines

This command clears the statistics of all the ERP instances present in the device. Use the erp idto
clear the statistics of a given ERP instance.

Examples

The following example clears all ERP statistics.

device# clear erp statistics

The following example clears ERP statistics for instance 1.

device# clear erp statistics 1
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clear erp wtb-time

Clears the Wait to Block (WTB) timer of a specified Ethernet Ring Protection (ERP) protocol instance.

Syntax
clear erp wtb-time erp id
Parameters
erp id
Specifies an ERP ID.
Modes

Privileged EXEC mode

Usage Guidelines

This command is allowed only on the RPL-owner node. An error message is issued if it is executed on
another node.

Examples

The following example clears the WTB timer for ERP instance 1.

device# clear erp wtb-time 1
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clear erp wtr-time

Clears the Wait to Restore (WTR) timer of a specified Ethernet Ring Protection (ERP) protocol instance.

Syntax
clear erp wtr-timeerp id
Parameters
erp id
Specifies an ERP ID.
Modes

Privileged EXEC mode

Usage Guidelines

This command is allowed only on the RPL-owner node. An error message is issued if it is executed on
another node.

Examples

The following example clears the WTR timer for ERP instance 1.

device# clear erp wtr-time 1
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clear filter-change-update

Clears the filter change update delay period.

Syntax

clear filter-change-update

Modes
Privileged EXEC mode

Usage Guidelines

When a previously-distributed BGP flowspec route map is updated, by default the changes are applied
after a delay of 10 seconds. When you make multiple updates and to send a lesser number of changes
to the hardware, you can configure a longer delay period by using the £ilter-change-update-
delay command.

The clear filter-change-update command clears any previously-configured delay time. This
prevents unnecessary delay in installing BGP flowspec rule changes in the hardware. When the delay
time is cleared, all route-map changes are propagated to the hardware.

Examples

The following example shows how to clear the filter change update delay period so that all route-map
changes are propagated to the hardware.

device# clear filter-change-update
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clear ip arp inspection statistics

Clears Dynamic ARP Inspection (DAI) statistics for all DAl-enabled VLANS.

Syntax

clear ip arp inspection statistics

Modes
Privileged EXEC mode

Usage Guidelines

The capacity of each statistic counter is 64 bits, beyond which such a counter is reset to zero.

Examples

The following example clears DAl statistics for all DAl-enabled VLANS.

device# clear ip arp inspection statistics
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clear ip arp suppression-cache

Clears the IPv4 ARP-suppression cache and downloads the current forwarding database from BGP-
EVPN. You can also clear the cache for a specified bridge domain or VLAN.

Syntax
clear ip arp suppression-cache [ bridge-domain bridge-domain-id | wvlan
vlian—-id ]
Parameters
bridge-domain bridge-domain-id
Specifies a bridge domain.
vlan vlian-id
Specifies a VLAN interface. The range is from 1through 4090.
Modes

Privileged EXEC mode

Usage Guidelines

Running this command might impact traffic.

Examples

The following example clears the ARP-suppression cache.

device# clear ip arp suppression-cache

Extreme SLX-OS
250 Command Reference, 20.3.3



Commands C - D clear ip arp suppression-statistics

clear ip arp suppression-statistics

Clears ARP suppression statistics. You can also clear statistics for a specified bridge domain or VLAN.

Syntax
clear ip arp suppression-statistics [ bridge-domain bridge-domain-id |
vlan vian-id ]
Parameters
bridge-domain bridge-domain-id
Specifies a bridge domain.
vlan vian-id
Specifies a VLAN interface. The range is from 1 through 4090.
Modes
Privileged EXEC mode
Examples

The following example clears all ARP suppression statistics.

device# clear ip arp suppression-statistics
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clear ip bgp dampening

Reactivates suppressed BGP4 routes.

Syntax
clear ip bgp dampening [ ip-addr { / mask } ] [ vrf vrf-name ]
Parameters
ip-addr
IPv4 address of a specified route in dotted-decimal notation.
mask
(Optional) IPv4 mask of a specified route in CIDR notation.
vrf vrf-name
Specifies the name of a VRF instance.
Modes
Privileged EXEC mode
Examples

This example unsuppresses all suppressed BGP4 routes.
device# clear ip bgp dampening
This example unsuppresses suppressed BGP4 routes for VRF "red".

device# clear ip bgp dampening vrf red
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clear ip bgp flap-statistics

Clears the dampening statistics for a BGP4 route without changing the dampening status of the route.

Syntax

clear ip bgp flap-statistics [ ip-addr { / mask } | neighbor ip-addr |
regular-expression string ] [ vrf vrf-name ]

Parameters
ip-addr
IPv4 address of a specified route in dotted-decimal notation.
mask
(Optional) IPv4 mask of a specified route in CIDR notation.
neighbor

Clears dampening statistics only for routes learned from the specified neighbor.
ip-addr

IPv4 address of the neighbor.
regular-expression

Specifies a regular expression.
string

Regular expression.
vrf vrf-name

Specifies the name of a VRF instance.

Modes
Privileged EXEC mode

Examples
This example clears the dampening statistics for a BGP4 route.

device# clear ip bgp flap-statistics 10.0.0.0/16

This example clears the dampening statistics for a BGP4 route for VRF "red".

device# clear ip bgp flap-statistics 10.0.0.0/16 vrf red
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clear ip bgp local routes

Clears BGP4 local routes from the IP route table and resets the routes.

Syntax

clear ip bgp local routes [ vrf vrf-name ]

Parameters
vrf vrf-name

Specifies the name of a VRF instance.

Modes
Privileged EXEC mode

Examples
This example clears all BGP4 local routes.

device# clear ip bgp local routes

This example clears BGP4 local routes for VRF "red".

device# clear ip bgp local routes vrf red
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clear ip bgp neighbor

Requests a dynamic refresh of BGP4 connections or routes from a neighbor, with a variety of options.

Syntax
clear ip bgp neighbor { all | as-num | ip-addr | peer-group-name }
[ last-packet-with-error | notification-errors | soft [ in [ prefix-
filter] | out ] | soft-outbound | traffic ] [ vrf vrf-name ]
Parameters
all

Resets and clears all BGP4 connections to all neighbors.
as—num

Clears all BGP4 connections within this autonomous system. Range is from 1through
4294967295.

peer—-group-name

Clears all BGP4 connections in this peer group. Range is from 1 through 63 characters.
ip-addr

Clears all BGP4 connections with this IPv4 address, in dotted-decimal notation.
last-packet-with-error

Clears all BGP4 connections identified as having the last packet received with an error.
notification-errors

Clears all BGP4 connections identified as having notification errors.
soft

Refreshes routes received from or sent to the neighbor.

in

Refreshes received routes.

prefix-filter

Refreshes Outbound Route Filters (ORFs) that are prefix-based.

out

Refreshes sent routes.

soft-outbound
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Refreshes all outbound routes by applying new or changed filters, but sends only the existing
routes affected by the new or changed filters to the neighbor.

uie Note
E Use soft-outbound only if the outbound policy is changed. This operand
updates all outbound routes by applying the new or changed filters. However,
the device sends to the neighbor only the existing routes that are affected by the
new or changed filters. The soft out operand updates all outbound routes and
then sends the entire BGP4 route table on the device to the neighbor after the
device changes or excludes the routes affected by the filters.

traffic
Clears the counters (resets them to 0) for BGP4 messages.
vrf vrf-name

Specifies the name of a VRF instance.

Modes
Privileged EXEC mode

Examples

This example refreshes all BGP4 neighbor connections.

device# clear ip bgp neighbor all

This example refreshes all BGP4 neighbor connections for VRF "red".

device# clear ip bgp neighbor all vrf red
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clear ip bgp neighbor dynamic

Clears all dynamic neighbor connections on a device, in a specified VRF, or in a VPNv4 or VPNv5
address family.

Syntax
clear ip bgp neighbor dynamic [ all | vrf vrf-name ]
clear ip bgp vpnv4 neighbor dynamic all
clear ip bgp vpnv6é neighbor dynamic all
Parameters
all | vrf
Specifies whether to clear all dynamic neighbors or only the neighbors in the specified VRF.
vrf-name
Specifies the name of the VRF from which to clear neighbors.
Modes
Privileged EXEC mode
Examples

This example removes all dynamic BGP4 neighbors.

device# configure terminal

device (config) # clear ip bgp neighbor dynamic all

This example removes all dynamic BGP4 neighbors from the VRF named vrf-red.

device# configure terminal
device (config) # clear ip bgp neighbor dynamic vrf vrf-red
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clear ip bgp routes

Clears BGP4 routes from the IP route table and resets the routes.

Syntax
clear ip bgp routes [ ip-addr [ / mask ] ] [ vrf vrf-name ]
Parameters
ip-addr
IPv4 address of a specified route in dotted-decimal notation.
mask
(Optional) IPv4 mask of a specified route in CIDR notation.
vrf vrf-name
Specifies the name of the VRF instance to associate with subsequent address-family
configuration mode commands.
Modes
Privileged EXEC mode
Examples

This example clears all BGP4 routes.

device# clear ip bgp routes 10.0.0.0/16

This example clears BGP4 routes for VRF instance "red":

device# clear ip bgp routes 10.0.0.0/16 vrf red
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clear ip bgp rpki server

Use this command to stop and restart the RTR library configuration for this particular RPKI server. This
command closes the current session and tries to re-establishes connection with the configured RPKI
server. The all format of this command closes all sessions and tries to re-establish connections.

Syntax
clear ip bgp rpki server { hostname | address } port port no
clear ip bgp rpki server all
Parameters
hostname
The hostname of the remote RPKI cache server. You can use one of hostname or IP address.
address
The IP address of the remote RPKI cache server. You can use one of hostname or IP address.
port port no
The port number on which this RPKI cache server can be accessed.
all
This keyword indicates that the command must be performed on all the remote RPKI cache
servers configured on this device.
Modes

Privileged EXEC mode

Usage Guidelines

uid Note
E Since you can only connect to one remote RPKI server at a time, the two commands perform
the same function.

Examples

This example command closes the TCP connection to the remote RPKI cache server with IP address
192.168.14.2, purges the ROAs downloaded from the server, reconnects back to the server, and
downloads the ROAs again.

SLX# clear ip bgp rpki server 192.168.14.2 port 1030

Possible completions:
<cr>
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clear ip bgp traffic

Clears the BGP4 message counter for all neighbors.

Syntax

clear ip bgp traffic [ vrf vrf-name ]
Parameters

vrf vrf-name

Specifies the name of a VRF instance.

Modes

Privileged EXEC mode
Examples

The following example clears the BGP4 message counters.

device# clear ip bgp traffic
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clear ip dhcp relay statistics
Clears IP DHCP Relay statistics.

Syntax

clear ip dhcp relay statistics ip-address ip-address

Command Default

DHCP relay statistics are present on the DHCP server.

Parameters
ip-address ip-address

IPv4 address of DHCP server where client requests are to be forwarded.

Modes
Privileged EXEC mode

Usage Guidelines

Use this command to clear IP DHCP Relay statistics for a specific IP DHCP Relay address or all addresses
on the device.

Examples

The following example clears statistics for IP DHCP Relay

device# clear ip dhcp relay statistics ip-address 10.1.0.1
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clear ip dhcp snooping binding

Deletes the specified binding entries from the DHCP snooping binding database.

Syntax

clear ip dhcp snooping binding [ [ mac-addr| ip-addr ] |vlan vlan-id |
interface switchport interface ]

clear ip dhcp snooping bindingvlan vlan-id

clear ip dhcp snooping binding interface switchport interface

Command Default
By default, DHCP snooping binding entries are present in the binding database.

Parameters
binding [ mac-addr| ip-addr ]
Specifies the MAC or IP address of the host for the entry in the binding database.
vlan vlian-id | interface [ switchport | physical interface ]]
Deletes the specified binding entry from the binding database.
vlan vlan-id
Deletes all binding entries for the specified VLAN from the binding database.
interface switchport interface

Deletes all binding entries from the binding database that were learned on the specified
switchport.

Modes
Privileged EXEC mode

Examples

This example clears one binding entry from the database.

device# clear ip dhcp snooping binding <mac-addr> <ip-addr> vlan <vlan-id>
interface <switchport/physical interface>

This example clears all binding entries for the specified VLAN.

device# clear ip dhcp snooping binding vlan <vlan-id>

This example clears all binding entries learned on the specified switchport.

clear ip dhcp snooping binding interface <switchport/physical interface>
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clear ip flowspec rules statistics

Clears statistics for Border Gateway Protocol flow specification (BGP flowspec) rules.

Syntax
clear ip flowspec rules statistics [ vrf vrf-name ]
Parameters
vrf-name
Name of a VRF instance in which BGP flowspec rules are used.
Modes

Privileged EXEC mode

Usage Guidelines

When a VRF is not specified, the clear ip flowspec rules statistics command clears BGP
flowspec rule statistics for the default VRF.

Examples

The following example shows how to clear BGP flowspec rule statistics for a VRF named red.

device# clear ip flowspec rules statistics vrf red

The following example shows how to clear BGP flowspec rule statistics for the default VRF.

device# clear ip flowspec rules statistics
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clear ip igmp groups

Removes the accumulated information about learned groups for a specified VLAN, bridge domain, MCT
(Multi-Chassis Trunking) cluster, or CCEP (Cluster Client Edge Port) client.

Syntax
k
clear ip igmp groups [ vlan id | bridge-domain id | cluster id | client
id ]
Parameters
vlan
Specifies the VLAN for which you want to remove group information.
id
Specifies the ID of the VLAN.
bridge-domain
Specifies the bridge domain for which you want to remove group information.
id
Specifies the ID of the bridge domain.
cluster
Specifies the MCT cluster for which you want to remove group information.
id
Specifies the ID of the cluster.
client
Specifies the CCEP client for which you want to remove group information.
id
Specifies the ID of the client.
Modes
Privileged EXEC mode
Examples

The following example clears the groups information for a VLAN.

clear ip igmp groups vlan 100
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clear ip igmp statistics

Removes the accumulated IGMP statistics on the specified VLAN or bridge domain.

Syntax

clear ip igmp statistics [ vlan id | bridge-domain id ]

Parameters

vlan
Specifies the VLAN for which you want to remove IGMP statistics.
id
Specifies the ID of the VLAN.

bridge-domain
Specifies the bridge domain for which you want to remove IGMP statistics.
id
Specifies the ID of the bridge domain.

Modes
Privileged EXEC mode

Examples

The following example clears the statistics for a VLAN.

clear ip igmp statistics vlan 100
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clear ip multicast snooping mcache

Removes the accumulated information about the multicast forwarding cache for a VLAN or a bridge
domain.

Syntax

clear ip multicast snooping mcache [ vlan id | bridge-domain id ]

Parameters
vlan

Specifies the VLAN for which you want to clear the forwarding cache.
id
Specifies the ID of the VLAN.
bridge-domain
Specifies the bridge domain for which you want to clear the forwarding cache.
id
Specifies the ID of the bridge domain.

Modes
Privileged EXEC mode

Examples

The following example clears the forwarding cache for a VLAN.

clear ip multicast snooping mcache vlan 100
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clear ip pim mdt
Clears the MDTs maintained by PIM.

Syntax

clear ip pim mdt [ group GROUP-IP-ADDRESS ]
Parameters

group GROUP-IP-ADDRESS

Specifies the group ip address.
Modes

Privileged EXEC mode
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clear ip ospf

Clears OSPF data processes, graceful restart, counters, neighbors, or routes.

Syntax
clear ip ospfall [ vrf vrf-name ]
clear ip ospf graceful-restart { vrf vrf-name | all-vrf }

clear ip ospf counters { all | ethernet slot/port | loopback number |
port-channel number | ve vlan-id } [ vrf vrf-name ]

clear ip ospfneighbor { ip-addr | all } [ vrf vrf-name ]

clear ip ospf routes { ip-addr/mask | all } [ vrf vrf-name ]

Parameters
all
Clears all OSPF data processes.
vrf name
Specifies a VRF.

gr vrf-name

Gracefully restarts the OSPF session for the specified VRF. If no VRF is specified, the default-vrf
session is restarted.

counters

Clears OSPF counters.
all

Clears all counters.

ethernet slot / port

Specifies an Ethernet slot and port.

loopback number

Specifies a loopback interface. Valid values range from 1 through 255.

port-channel number

Specifies a port-channel.

ve vlan-id

Specifies a virtual Ethernet (VE) interface. Valid values range from 1through 4096.
neighbor

Clears neighbors.
ip-addr

Specifies the IP address of the neighbor.
all

Clears all neighbors.
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routes

Clears matching routes or clears all routes.
ip-addr/mask

Clears all routes that match the prefix and mask that you specify.
all

Clears all routes.

Modes
Privileged EXEC mode

Examples

The following example restarts all OSPF processes.

device# clear ip ospf all

This example gracefully restarts the OSPF session for the VRF named "red.”

device# clear ip ospf gr red
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clear ip route

Clears a specified route or all IP routes in the IP routing tables.

Syntax
clear ip route{ A.B.C.D | A.B.C.D/M } [ vrf vrf-name ]

clear ip routeall [ vrf vrf-name ] ]

clear ip routeslot line-card-number [ A.B.C.D | A.B.C.D/M ]

name ]

Parameters
A.B.C.D
Specifies an IPv4 address.
A.B.C.D/M
Specifies an IPv4 address and mask.
vrf vrf-name
Specifies a VRF instance from which the user is currently retrieving routes.
all
Specifies all routes.
slot line-card-number

Specifies a line card.

Modes
Privileged EXEC mode

Examples
The following example clears the IP route specified by IP address 192.158.1.1/24.

device# clear ip route 192.158.1.1/24

[ vrf vrf-
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clear ipv6 bgp dampening

Reactivates suppressed BGP4 routes.

Syntax
clear ipv6é bgp dampening [ ipvé-addr { / mask } 1 [ vrf vrf-name ]
Parameters
ipvé-addr
IPv6 address of a specified route in dotted-decimal notation.
mask
IPv6 mask of a specified route in CIDR notation.
vrf vrf-name
Specifies the name of a VRF instance.
Modes
Privileged EXEC mode
Examples

The following example unsuppresses all suppressed BGP4+ routes.
device# clear ipv6 bgp dampening
The following example unsuppresses suppressed BGP4+ routes for VRF "red".

device# clear ipv6 bgp dampening vrf red
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clear ipv6 bgp flap-statistics

Clears route-flap statistics for BGP4+ routes.

Syntax

clear ipvé6 bgp flap-statistics [ ipvé6-addr { / mask } | neighbor ipvé6-
addr | regular-expression string ] [ vrf vrf-name ]

Parameters
ipvé-addr
IPv6 address of a specified route in dotted-decimal notation.
mask
(Optional) IPv6 mask of a specified route in CIDR notation.
neighbor

Clears route-flap statistics only for routes learned from the specified neighbor.
ipvé-addr

IPv6 address of the neighbor.
regular-expression

Specifies a regular expression.
string

Regular expression.
vrf vrf-name

Specifies the name of a VRF instance.

Modes
Privileged EXEC mode

Examples
This example clears all dampening statistics for a BGP4+ route.
device# clear ipv6 bgp flap-statistics
This example clears the dampening statistics for a BGP4+ route for VRF "red".

device# clear ipv6 bgp flap-statistics vrf red
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clear ipv6 bgp local routes

Clears BGP4+ local routes from the IP route table and resets the routes.

Syntax

clear ipv6 bgp local routes [ vrf vrf-name ]
Parameters

vrf vrf-name

Specifies the name of a VRF instance.

Modes

Privileged EXEC mode
Examples

This example clears all BGP4+ local routes.

device# clear ipv6 bgp local routes
This example clears BGP4+ local routes for VRF "red".

device# clear ipv6 bgp local routes vrf red
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clear ipv6 bgp neighbor

Requests a dynamic refresh of BGP4+ connections or routes from a neighbor, with a variety of options.

Syntax
clear ipv6 bgp neighbor [ all | as-num | peer-group-name | ipvé-addr ]
[ last-packet-with-error | notification-errors | soft [ in [ prefix-
filter ] | out ]] | soft-outbound | traffic ] [ vrf vrfname ]
Parameters
all

Resets and clears all BGP4+ connections to all neighbors.
as—num

Clears all BGP4+ connections within this autonomous system. Range is from 1through
4294967295.

peer—-group-name

Clears all BGP4+ connections in this peer group. Range is from 1 through 63 characters.
ipvé-addr

Clears all BGP4+ connections with this IPv6 address, in dotted-decimal notation.
last-packet-with-error

Clears all BGP4+ connections identified as having the last packet received with an error.
notification-errors

Clears all BGP4+ connections identified as having notification errors.
soft

Refreshes routes received from or sent to the neighbor.

in

Refreshes received routes.

prefix-filter

Refreshes Outbound Route Filters (ORFs) that are prefix-based.

out

Refreshes sent routes.

soft-outbound
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Refreshes all outbound routes by applying new or changed filters, but sends only the existing
routes affected by the new or changed filters to the neighbor.

uie Note

E Use soft-outbound only if the outbound policy is changed. This operand
updates all outbound routes by applying the new or changed filters. However,
the device sends to the neighbor only the existing routes that are affected by the
new or changed filters. The soft out operand updates all outbound routes and
then sends the entire BGP4+ route table on the device to the neighbor after the
device changes or excludes the routes affected by the filters.

traffic
Clears the counters (resets them to O) for BGP4+ messages.

vrf vrf-name

Specifies the name of a VRF instance.

Modes
Privileged EXEC mode

Examples

This example refreshes all BGP4+ neighbor connections.

device# clear ipv6 bgp neighbor all

This example resets all the counters for BGP4+ messages.

device# clear ipv6 bgp neighbor all traffic

This example clears BGP4+ connections with a specified peer group.

device# clear ipv6 bgp neighbor P1

This example clears BGP4+ connections with a specified peer group for VRF "red".

device# clear ipv6 bgp neighbor Pl vrf red

Extreme SLX-OS
Command Reference, 20.3.3 275



clear ipv6 bgp neighbor dynamic Commands C - D

clear ipv6 bgp neighbor dynamic

Clears all dynamic neighbor connections on a device or all dynamic neighbor connections in a specified

VRF.
Syntax
clear ipv6é bgp neighbor dynamic [ all | vrf vrf-name ]
Parameters
all | vrf
Specifies whether to clear all dynamic neighbors or only the neighbors in the specified VRF.
vrf-name
Specifies the name of the VRF from which to clear neighbors.
Modes
Privileged EXEC mode
Examples

This example removes all dynamic BGP4+ neighbors.

device# configure terminal

device (config) # clear ipv6 bgp neighbor dynamic all

This example removes all dynamic BGP4+ neighbors from the VRF named vrf-red.

device# configure terminal
device (config) # clear ipv6 bgp neighbor dynamic vrf vrf-red
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clear ipv6 bgp routes

Clears BGP4+ routes from the IP route table and resets the routes.

Syntax
clear ipv6 bgp routes [ ipvé-addr [ / mask ] ] [ vrf vrfname ]
Parameters
ipvé-addr
IPv6 address of a specified route in dotted-decimal notation.
mask
(Optional) IPv6 mask of a specified route in CIDR notation.
vrf vrf-name
Specifies the name of a VRF instance.
Modes
Privileged EXEC mode
Examples

This example clears specific BGP4+ routes.

device# clear ipv6 bgp routes 2000::/64

This example clears specific BGP4+ routes for VRF "red".

device# clear ipv6 bgp routes 2000::/64 vrf red
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clear ipv6 bgp traffic

Clears the BGP4+ message counter for all neighbors.

Syntax

clear ipv6 bgp traffic [ vrf vrf-name ]
Modes

Privileged EXEC mode
Parameters

vrf vrf-name

Specifies the name of a VRF instance.

Examples

This example clears all BGP4+ message counters.

device# clear ipv6 bgp traffic
This example clears BGP4+ message counters for VRF "red".

device# clear ipv6 bgp traffic vrf red
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clear ipv6 counters

Clears IPv6 counters on all interfaces or on a specified interface.

Syntax

clear ipv6 counters { all | interface { ethernet slot/port | loopback
port-number | port-channel number | ve ve-id }}

Parameters
all
Specifies all interfaces.
ethernet

Represents a valid, physical Ethernet subtype.
slot

Specifies a valid slot number. For devices that do not support line cards, specify 0.
port
Specifies a valid port number.

loopback

Specifies a loopback interface.
port-number

Port number of the loopback interface. The range is from 1through 255.
port-channel number

Specifies a port-channel.
ve

Specifies a virtual Ethernet (VE) interface.
ve id

ID of the VE interface. The range is from 1through 4096.

Modes
Privileged EXEC mode

Examples

The following example clears counters on Ethernet 2/3.

device# clear ipv6 counters interface ethernet 2/3
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clear ipv6 dhcp relay statistics
Clears IPve DHCP Relay statistics

Syntax

clear ipv6 dhcp relay statistics ip-address ip-address

Command Default

DHCP relay statistics are present on the DHCP server.

Parameters
ip-address ip-addr
IPv6 address of DHCP server where client requests are to be forwarded.

Modes
Privileged EXEC mode

Usage Guidelines

Use this command to clear all the DHCP Relay statistics.

Examples
Clear all the DHCP Relay statistics on the device.

device# clear ipv6 dhcp relay statistics
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clear ipv6 nd suppression-cache

Clears the neighbor discovery (ND)-suppression cache. You can also clear the cache for a specified
bridge domain or VLAN.

Syntax
clear ipv6é nd suppression-cache [ bridge-domain bridge-domain-id | vlan
vlian-id ]
Parameters
bridge-domain bridge-domain-id
Specifies a bridge domain. The range is from 1through 8192.
vlan vlian-id
Specifies a VLAN interface. The range is from 1through 4090.
Modes
Privileged EXEC mode
Examples

The following example clears the ND-suppression cache.

device# clear ipv6 nd suppression-cache
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clear ipv6 nd suppression-statistics

Clears suppression statistics for neighbor discovery. You can also clear statistics for a bridge domain or

VLAN.
Syntax
clear ipv6 nd suppression-statistics [ bridge-domain bridge-domain-id |
vlan vlian-id ]
Parameters
bridge-domain bridge-domain-id
Specifies a bridge domain.
vlan vlian-id
Specifies a VLAN interface. The range is from 1through 4090.
Modes
Privileged EXEC mode
Examples

The following example clears all neighbor discovery suppression statistics.

device# clear ipv6 nd suppression-statistics
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clear ipv6 neighbor

Removes entries from the IPv6 neighbor table.

Syntax
clear ipv6 neighbor [ ipv6-address ] [ ethernet port/slot | ve ve-
number ] [ force-delete | no-refresh | vrf vrf-name ]
Parameters
ipvé-address
Removes cache entries for the specified IPv6 address.
ethernet
Removes neighbor entries for the Ethernet interface.
ve ve-number
Removes neighbor entries for the the specified Virtual Ethernet (VE) interface.
force-delete
Force deletes all the dynamic neighbor entries.
no-refresh
Deletes all the dynamic neighbor entries.
vrf vrf-name
Removes entries from the IPv6 neighbor table for the specified VRF instance.
Modes

Privileged EXEC mode

Usage Guidelines

You must specify the ipvé-address parameter in hexadecimal using 16-bit values between colons as
documented in RFC 2373.

Examples

The following example removes neighbor entries for Ethernet interface 1/3.

device# clear ipv6 neighbor ethernet 1/3 force-delete
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clear ipv6 ospf

Clears OSPFv3 data processes, graceful restart, counters, force-spf, neighbors, redistribution, routes,
and traffic.

Syntax
clear ipv6é ospfall [ vrf vrf-name ]
clear ipv6é ospf graceful-restart { vrf vrf-name | all-vrf }
clear ipv6 ospf counts [ vrf vrf-name ]
clear ipv6 ospf counts neighbor A.B.C.D [ vrf vrf-name ]

clear ipv6 ospf counts neighbor interface { ethernet slot/port | loopback
number | port-channel number | ve vlan id } [ A.B.C.D ]

clear ipv6é ospf { force-spf | redistribution | traffic } [ vrf vrf-name ]
clear ipv6é ospfneighbor A.B.C.D [ vrf vrf-name ]
clear ipv6é ospfneighbor all [ vrf vrf-name ]

clear ipv6 ospf neighbor interface { ethernet slot/port | loopback number
| port-channel number | ve vlan id } [ A.B.C.D ]

clear ipv6é ospf routes { IPvéaddr | all } [ vrf vrf-name ]

Parameters
all
Clears all OSPFv3 data.
gr vrf-name

Gracefully restarts the OSPFv3 session for the specified VRF. If no VRF is specified, the default-
vrf session is restarted.

counts
Clears OSPFv3 counters.
neighbor

Clears all OSPFv3 counters for a specified neighbor.
A.B.C.D

Specifies a neighbor.
vrf vrf-name
Specifies a VRF.
interface
Specifies an interface.
ethernet slot / port
Specifies an Ethernet slot and port.

loopback number
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Modes

Specifies a loopback interface. Valid values range from 1through 255.
port-channel number

Specifies a port-channel.
ve vlan id

Specifies a virtual Ethernet (VE) interface. Valid values range from 1 through 4096.
force-spf

Performs the shortest path first (SPF) calculation without clearing the OSPFv3 database.
redistribution

Clears OSPFv3 redistributed routes.
traffic

Clears OSPFV3 traffic statistics.
routes

Clears OSPFv3 routes.

Privileged EXEC mode

Usage Guidelines

Examples

Use the force-spf keyword to perform the shortest path first (SPF) calculation without clearing the
OSPFv3 database.

The following example restarts the OSPFv3 processes.

device# clear ipv6 ospf all

The following example clears all OSPFv3 counters for a specified neighbor.

device# clear ipv6 ospf counts neighbor 10.10.10.1

This example gracefully restarts the OSPFv3 session for the VRF named "red.”

device# clear ipv6 ospf gr red
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clear ipv6 route

Clears IPv6 routes.

Syntax

clear ipv6 route [ ipv6-address vrf vrf-name ] [ all vrf vrf-name ]

Parameters
ipvé-address
Removes IPv6 routes for the specified IPv6 address.
vrf vrf-name
Removes IPv6 routes for the specified VPN Routing and Forwarding (VRF) instance.
all
Removes all IPv6 routes.
slot line-card-number

(Not currently supported) Removes IPv6 routes for the specified line card.

Modes
Privileged EXEC mode

Examples
The following example clears IPv6 routes associated with the prefix 2000:7838::/32.

device# clear ipv6 route 2000:7838::/32
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clear ipv6 vrrp statistics

Clears IPve VRRPV3 session statistics for all virtual groups, for a specified interface, or for a specified
virtual group.

Syntax
clear ipv6é vrrp statistics [ all ]
clear ipv6 vrrp statistics [ interface { ethernet slot/port | ve
vlian id } ]
clear ipv6 vrrp statistics [ session VRID ]
Parameters
all
Clears all IPv6 VRRP statistics.
session VRID
Specifies the virtual group ID on which to clear statistics. The range is from 1 through 128.
interface
Specifies an interface.
ethernet slot port
Specifies a valid, physical Ethernet interface with a slot and port number.
ve vlan id
Specifies the VE VLAN number. The range is from 1 through 4096.
Modes

Privileged EXEC mode

Usage Guidelines
This command is supported in IPv6 VRRPv3 and VRRP-E-V3.

Examples

The following example clears all IPv6 VRRPv3 statistics for all virtual groups.

device# clear ipv6 vrrp statistics all

The following example clears statistics for an IPv6 VRRPv3 session of virtual group 25.

device# clear ipv6 vrrp statistics session 25
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The following example clears IPve VRRPvV3 statistics on a specified virtual Ethernet interface.

device# clear ipv6 vrrp statistics interface ve 10
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clear isis all

Clears all IS-IS information.

Syntax

clear isis all

Modes
Privileged EXEC mode

Usage Guidelines

IS-1S is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

This example clears all IS-IS information for a device.

device# clear isis all
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clear isis counts

Clears IS-IS error statistics for a device.

Syntax

clear isis counts

Modes
Privileged EXEC mode

Usage Guidelines

IS-1S is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

This example clears IS-IS error statistics.

device# clear isis counts
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clear isis database

Clears IS-IS database entries.

Syntax
clear isis database [ lsp-id level-1 | level-2 ]
Parameters
1sp-id
Specifies a link-state packet (LSP) n HHHH.HHHH.HHHH.HH-HH format or by entering a name,
HH-HH.
level-1
Specifies Level 1 packets only.
level-2
Specifies Level 2 packets only.
Modes

Privileged EXEC mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples
This example clears IS-1S database entries, specifying an LSP name of “XMR.00-00".

device# clear isis database XMR-1.00-00

This example clears IS-IS database entries for Level 1 LSPs.

device# clear isis database level-1
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clear isis force-spf

Performs the shortest path first (SPF) calculation without clearing the IS-IS database.

Syntax
clear isis force-spf [ level-1 | level-2 ]
Parameters
level-1
Specifies Level 1 packets only.
level-2
Specifies Level 2 packets only.
Modes

Privileged EXEC mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

This example specifies that SPF calculations can be performed without clearing the IS-IS database for
Level 2 packets.

device# clear isis force-spf level-2
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clear isis force-v6spf

Performs the IPv6 shortest path first (SPF) calculation without clearing the IS-IS database.

Syntax
clear isis force-véspf [ level-1 | level-2 ]
Parameters
level-1
Specifies Level 1 packets only.
level-2
Specifies Level 2 packets only.
Modes

Privileged EXEC mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

This example specifies that IPv6 SPF calculations can be performed without clearing the IS-IS database
for Level 1 packets.

device# clear isis force-v6spf level-1
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clear isis ipv6 spf-log
Clears IPv6 IS-IS SPF logs.

Syntax
clear isis ipv6 spf-log [ level-1 | level-2 ]
Parameters
level-1
Specifies Level 1 packets only.
level-2
Specifies Level 2 packets only.
Modes

Privileged EXEC mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

This example clears IPv6 IS-IS logs for Level 1 packets.

device# clear isis ipvé spf-log level-1
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clear isis neighbor

Clears IS-IS neighbors.

Syntax

clear isis neighbor { lsp-id | all } [ ethernet slot/port | ve vlan id ]

Parameters
1lsp-id
Specifies a link-state packet (LSP) n HHHH.HHHH.HHHH.HH-HH format or by entering a name,
HH-HH.

all
Specifies all neighbors.
ethernet slot / port
Specifies an Ethernet slot and port.
ve vlan id

Specifies a virtual Ethernet (VE) interface.

Modes
Privileged EXEC mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples
This example clears IS-IS neighbors, specifying a LSP name of “XMR.00-00".

device# clear isis neighbor XMR-1.00-00

This example clears all IS-IS connections for a specified Ethernet interface.

device# clear isis neighbor all ethernet 1/1

This example refreshes all IS-IS neighbors.

device# clear isis neighbor all
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clear isis route

Clears IS-IS routes.

Syntax

clear isis route { ip-address | ip-address/mask | all }

Parameters
ip-address
Clears all routes that match the prefix that you specify.
ip-address/mask
Clears all routes that match the prefix and mask that you specify.
all

Specifies all routes.

Modes
Privileged EXEC mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

This example clears IS-IS routes that match the IP address 10.1.1.1.

device# clear isis route 10.1.1.1

This example clears all IS-IS routes.

device# clear isis route all
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clear isis spf-log
Clears IPv4 1S-IS SPF logs.

Syntax
clear isis spf-log [ level-1 | level-2 ]
Parameters
level-1
Specifies Level 1 packets only.
level-2
Specifies Level 2 packets only.
Modes

Privileged EXEC mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

This example clears IPv4 IS-IS logs for Level 2 packets.

device# clear isis spf-log level-2
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clear isis traffic

Clears IS-IS packet counters.

Syntax

clear isis traffic

Modes
Privileged EXEC mode

Usage Guidelines

IS-1S is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

This example clears IS-IS packet counters.

device# clear isis traffic
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clear lacp

Clears the Link Aggregation Group Control Protocol (LACP) counters on a specific port-channel.

Syntax
clear lacp number counters
Parameters
number
Specifies the port channel-group number.
counters
Clears traffic counters.
Modes
Privileged EXEC mode
Examples

To clear the LACP counters for a specific port-channel:

device# clear lacp 10 counters
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clear lacp counters

Clears the Link Aggregation Group Control Protocol (LACP) counters on all port-channels.

Syntax

clear lacp counters
Modes

Privileged EXEC mode
Examples

To clear the counters for all port-channels:

device# clear lacp counters
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clear link-oam statistics

Clears the Link OAM statistics.

Syntax

clear link-oam statistics
Modes

Privileged EXEC mode
Examples

This example shows how to clears the Link OAM statistics.

device# clear link-oam statistics
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clear lldp neighbors

Clears the Link Layer Discovery Protocol (LLDP) neighbor information on all or specified ethernet
interfaces.

Syntax

clear 1lldp neighbors [ interface ethernet slot/port ]

Parameters
ethernet
Use this parameter to specify an ethernet interface, followed by the slot or port number.
slot
Specifies a valid slot number.
port

Specifies a valid port number.

Modes

Privileged EXEC mode

Usage Guidelines

If the interface parameter is not specified, this command clears the LLDP neighbor information
received on all the interfaces.

Examples

To clear the LLDP neighbor information for all interfaces:

device# clear 1lldp neighbors

To clear LLDP neighbor information on a specific ethernet interface:

device# clear 1lldp neighbors interface ?
Possible completions:
ethernet Ethernet interface
device# clear 1lldp neighbors interface ethernet ?
Description: The list of Ethernet interfaces.
Possible completions:

1/1

1/2

1/3

1/4

1/5

1/6

1/8
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1/9
1/10
1/11
1/12
1/13
1/14
1/15
1/16
1/17
1/18
1/19
1/20
1/21
1/22
1/23
1/24
1/25
1/29
1/30
1/31
device# clear 1lldp neighbors interface ethernet 1/24
device#
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clear lldp statistics

Clears LLDP statistics for all interfaces or a specified Ethernet interface.

Syntax

clear 1lldp statistics [ interface ethernet slot/port ]

Parameters
ethernet
Use this parameter to specify an ethernet interface, followed by the slot or port number.
slot
Specifies a valid slot number. For devices that do not support linecards, specify O.
port

Specifies a valid port number.

Modes
Privileged EXEC mode

Usage Guidelines

If the inter£face parameter is not specified, this command clears all the LLDP statistics on all
interfaces.

Examples

To clear all the LLDP statistics for all interfaces:

device# clear 1lldp statistics

To clear LLDP neighbor information on a specific ethernet interface:

device# clear 1ldp statistics interface ?
Possible completions:
ethernet Ethernet interface
device# clear 1ldp statistics interface ethernet ?
Description: The list of Ethernet interfaces.
Possible completions:

0/1

0/2

0/3

0/4

0/5

0/6

0/8

0/9

0/10

0/11
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0/12
0/13
0/14
0/15
0/16
0/17
0/18
0/19
0/20
0/21
0/22
0/23
devicef#clear 1ldp statistics interface ethernet 0/23
device#
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clear logging raslog

Clears RASLog messages from the router.

Syntax
clear logging raslog [ message-type { DCE | SYSTEM } ]

Command Default

Clear all RASLog messages on the local router.

Parameters
message-type

Clears RASLog messages of the specified repository type.
SYSTEM

Clears system LOG messages.
DCE

Clears DCE application messages.

Modes
Privileged EXEC mode

Usage Guidelines

This command clears all RASLog messages by default.

SLX-OS maintains two separate internal message storage repositories, SYSTEM and DCE. A RASLog
message can have one or more type attributes. For example, a message can be of type DCE, FFDC, and
AUDIT.

pac Note

E A message cannot have both LOG and DCE type attributes. LOG type messages are stored in
the SYSTEM message-type repository and DCE type messages are stored in the DCE
message-type repository. LOG type messages are not stored in the DCE message-type
repository and DCE type messages are not stored in the SYSTEM message-type repository.

Examples

To clear all RASLog messages:

device# clear logging raslog

DCE Raslogs are cleared
SYSTEM Raslogs are cleared

Extreme SLX-OS
306 Command Reference, 20.3.3



Commands C - D

clear logging raslog

To clear all messages from the DCE message-type repository:

device# clear logging raslog message-type DCE

DCE Raslogs are cleared

To clear all messages from the SYSTEM message-type repository:

device# clear logging raslog message-type SYSTEM

SYSTEM Raslogs are cleared
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clear loop-detection

Enables ports that were disabled by the loop detection (LD) protocol, and clears LD statistics at the
global, interface, or VLAN level.

Syntax

clear loop-detection [ interface { ethernet interface | port-channel
interface } | vlan vlan-id ]

Command Default

This feature is disabled.

Parameters
interface

Specifies an Ethernet or port-channel interface.
ethernetinterface

Specifies an Ethernet interface.

port-channelinterface

Specifies a port-channel interface.
vlan vlan-id

Specifies a VLAN.

Modes
Privileged EXEC mode

Examples

To enable LD-disabled ports and clear LD statistics on all interfaces:

device# clear loop-detection

To enable LD-disabled ports and clear LD statistics on an Ethernet interface:

device# clear loop-detection interface ethernet 2/6

To enable LD-disabled ports and clear LD statistics on a port-channel interface:

device# clear loop-detection interface port-channel 20

To enable LD-disabled ports and clear LD statistics on a VLAN:

device# clear loop-detection interface vlan 10
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clear loop-detection bridge-domain

Enables ports associated with the bridge domain (BD) that were disabled as part of loop detection, and
also clears the LD statistics per BD.

Syntax

clear loop-detection bridge-domain BD ID

Command Default

None

Parameters
BD ID

Specifies a BD.

Modes
Privileged EXEC mode

Examples

The following example enables ports associated with BD 8 and clears LD statistics for that BD.

device# clear loop-detection bridge-domain 8

Extreme SLX-OS
Command Reference, 20.3.3 309



clear mac-address-table Commands C - D

clear mac-address-table

Removes interface entries from the MAC address table.

Syntax
clear mac-address-table { cluster cluster-id [client [client-id] ] }
clear mac-address-table dynamic [address mac-address | bridge-domain
[id ] | interface ethernet slot/port | port-channel number | logical-
interface ethernet slot/port [:brk-out]. 1lif-id | vlan vlan-id]
clear mac-address-tablemac-move [shut-list ]
Parameters
bridge-domain
Specifies clearing MAC addresses learned under a bridge domain.
id
Specifies a bridge-domain identifier.
cluster cluster-id
Specifies clearing MAC addresses from an MCT cluster ID. The ID range is 1- 65535.
client client-id
Specifies clearning the client instance. Specify the client ID with a maximum of 64 characters.
dynamic address MAC-address
Specifies clearning the dynamic MAC address. The valid format is H.H.H (available in Privileged
EXEC mode only).
interface ethernet slot/port
Specifies clearning the ethernet interface with a valid slot number/port number.
port-channel number
Specifies clearning the port channel interface number.
logical-interface ethernet siot/port [:brk-out]. 1if-id
Specifies clearning the logical ethernet interface on a specified slot/port number. The breakout
interface option can be used with the LIF ID.
vlan vlan id
Specifies clearning the VLAN interface. The VLAN ID range is from 1- 4090.
shut-list
Specifies clearning the interfaces from the shutdown list.
Modes

Privileged EXEC mode.
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Usage Guidelines

Examples

When a bridge-domain identifier is not specified, MAC addresses learned under all bridge domains are
removed from the MAC address table. If a specific address is not specified, all dynamic mac-addresses
are deleted from the MAC address table.

The following example shows how to clear MAC addresses learned under bridge domain 1 from the MAC
address table.

device# clear mac-address-table dynamic bridge-domain 1

The following example shows how to clear MAC addresses learned from vlan 1 from the MAC address
table.

device# clear mac-address-table dynamic vlan 1

The following example shows how to clear MAC addresses from a logical interface ethernet 3/10 LIF
breakout interface.

device# clear mac-address-table dynamic 3/10:5.200
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clear mpls auto-bandwidth-samples

Deletes the sample-history from the auto-bandwidth LSPs.

Syntax
clear mpls auto-bandwith-samples [ 1lsp Isp name | all ]
Parameters
lsp Isp name
The 1sp option clears the auto-bandwidth sample history for the LSP specified through the
Isp_name.
all
Clears all the auto-bandwidth sample history.
Modes

Privileged EXEC mode

Usage Guidelines

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example clears the sample history for LSP1.

device# auto-bandwidth-samples lsp lspl
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clear mpils Isp

Allows the user to reset normal LSPs. The user has the option of supplying the primary or secondary
parameter for a normal LSP to reset only the primary or secondary path of the LSP.

Syntax
clear mpls lsp Isp name [ primary | secondary ]
Parameters
Isp name
Specifies the target LSP by name.
primary
Specifies that the primary LSP path associated with the 1sp name s reset and restarted.
secondary
Specifies that the secondary LSP path associated with the 1sp name s reset and restarted.
Modes

Privileged EXEC mode

Usage Guidelines

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

When the user resets an LSP with the clear mpls Isp command, the following information message is
displayed.

"Disconnecting signaled LSP name"
"Connecting signaled LSP name"
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clear mpls statistics
Clears the MPLS statistics.

Syntax
clear mpls statistics oam
clear mpls statistics { transit [ label label | 1ldp [ ip addr | submask |
label ] | rsvp label ] }
clear mpls statistics { tunnel [ destination ip addr | index vif index |
ldp [ destination ip addr | index vif index ] | rsvp [ destination
ip addr | index vif index | name name ] ] }
Parameters

oam
Clears the MPLS OAM statistics.
transit

Clears the MPLS transit statistics.
label label

Clears the MPLS transit statistics for the selected label.
ldp ip addr
Clears the MPLS transit LDP statisticsfor the selected IP address.
rsvp
Clears the MPLS transit RSVP statistics .
tunnel

Clears the MPLS tunnel statistics.
destination destination

Clears the MPLS tunnel statistics for the selected tunnel destination.
index vif index

Clears the MPLS tunnel statistics for the selected tunnel index.

1dp

Clears the MPLS tunnel LDP statistics.

destination destination

Clears the MPLS tunnel statistics for the selected tunnel destination.
index vif index

Clears the MPLS tunnel statistics for the selected tunnel index.
rsvp

Clears the MPLS tunnel RSVP statistics.

destination destination

Clears the MPLS tunnel statistics for the selected tunnel destination.
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index vif index
Clears the MPLS tunnel statistics for the selected tunnel index.
name name

Clears the MPLS tunnel statistics for the selected named tunnel.

Modes
MPLS policy mode

Usage Guidelines

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example clears the MPLS statistics.

device# configure

device (config)# router mpls

device (config-router-mpls)# policy

device (config-mpls-policy)# clear mpls statistics
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clear mvrp statistics

Clears the MVRP statistics for all Ethernet and port-channel interfaces, or for a specific Ethernet or port-
channel interface.

Syntax

clear mvrp statistics [ interface { ethernet slot/port | port-channel
number } ]

Parameters
interface

Clears the MVRP statistics for a specific interface.
ethernet slot/port

Specifies an Ethernet interface.
port-channel number

Specifies the port-channel interface.

Modes
Privileged EXEC mode

Usage Guidelines

If you enter this command without any options, the MVRP statistics for all Ethernet and port-channel
interfaces are cleared.

This feature is supported on the SLX 9250, SLX 9540, SLX 9640, and SLX 9740 devices.

Examples
The following command clears the MVRP statistics for all Ethernet and port-channel interfaces.

device# clear mvrp statistics

The following command clears the MVRP statistics for a specified Ethernet interface.

device# clear mvrp statistics interface ethernet 0/1
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clear overlay-gateway

Clear counters for the specified gateway.

Syntax

clear overlay-gateway name { statistics | vlan statistics }

Parameters
name
Specifies the name of the VXLAN gateway profile.
statistics
Clears all statistics for the VXLAN gateway.
vlan statistics
Clears per-VLAN statistics for the VXLAN gateway.

Modes
Privileged EXEC mode

Usage Guidelines
If you specify the VXLAN gateway name, the gateway must already be configured.

If you specify VLAN IDs, these VLANS must already be configured as exported VLANSs for the gateway.

Examples

The following example clears all counters for the already configured VXLAN gateway named gatewayl.

device# clear overlay-gateway gatewayl statistics
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clear policy-map-counters

Clears the policy map counters.

Syntax

clear policy-map-counters [ control-plane [ policy-map-name ]1]|
[ interface ethernet slot/port ] [ in | out ]

Parameters
control-plane [ policy-map-name ]

Clears the control-plane policy map counters. You can optionally enter the name of the policy-
map name.

interface
Specifies an interface.
ethernet
Represents a valid, physical Ethernet type for all available Ethernet speeds.
slot/port
Specifies a slot and port number.
in
Specifies clearing the ingress counters.
out

Specifies clearing the egress counters.

Modes
Privileged EXEC mode

Usage Guidelines

Use the clear policy-map-counters command without any keyword options to clear all of the
policy map counters.

Examples

To clear the control-plane policy map counters, use the following command:

device# clear policy-map-counters control-plane

To clear the policy map counters for a specific interface use the following command:

device# clear policy-map-counters interface ethernet 2/2
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clear qos flowcontrol statistics

Clears flow control statistics for a specific interface, port channel, or all interfaces on the device.

Syntax
clear gos flowcontrol statistics { all | ethernet slot/port | port-
channel number }
Parameters
all
Clears the flow control statistics on all interfaces in the device.
ethernet slot/port
Clears the flow control statistics on the specified interface.
port-channel number
Clears the flow control statistics on the interface for the specified port channel.
Modes
Privileged EXEC mode
Examples

The following example clears the flow control statistics for all interfaces, as displayed by the show qos
flowcontrol interface command

device# clear gos flowcontrol statistics interface all
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clear spanning-tree counter

Clears all spanning-tree counters on an Ethernet or port-channel interface.

Syntax

clear spanning-tree counter [ interface { ethernet slot/port | port-
channel number } ]

Parameters
interface

Specifies an interface.
ethernet

Specifies an Ethernet interface.
slot

Specifies a valid slot number. Must be O if the switch does not contain slots.
port

Specifies a valid port number.

port-channel number

Specifies a port-channel.

Modes
Privileged EXEC mode

Usage Guidelines

If the interface parameter is not specified, spanning-tree counters are cleared for all interfaces.

Examples

To clear spanning-tree counters for all interfaces:

device# clear spanning-tree counter

To clear spanning-tree counters for an Ethernet interface:

device# clear spanning-tree counter interface ethernet 0/1

To clear spanning-tree counters for port-channel 23:

device# clear spanning-tree counter interface port-channel 23
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clear spanning-tree detected-protocols

Syntax

Clears all spanning-tree detected protocols on an Ethernet or port-channel interface.

clear spanning-tree detected-protocols [ interface { ethernet slot/port

port-channel number } ]

Parameters

Modes

interface

Specifies an interface.
ethernet

Specifies an Ethernet interface.
slot

Specifies a valid slot number. Must be O if the switch does not contain slots.
port

Specifies a valid port number.

port-channel number

Specifies a port-channel.

Privileged EXEC mode

Usage Guidelines

Examples

If the interface parameter is not specified, spanning-tree detected protocols are cleared for all
interfaces.

To clear detected protocols on all interfaces:

device# clear spanning-tree detected-protocols

To clear detected protocols on an Ethernet interface:

device# clear spanning-tree detected-protocols interface ethernet 0/1

To clear detected protocols on port-channel 23:

device# clear spanning-tree detected-protocols interface port-channel 23
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clear statistics bridge-domain

Clears the statistics for all the logical interfaces on bridge domains.

Syntax

clear statistics bridge-domain bd-id

Parameters
bd-id
The bridge domain ID.

Command Default

Statistics are disabled.

Modes
Privileged EXEC mode

Usage Guidelines

This command is also available in global configuration mode.

The clear statistics bridge-domain bd-id command clears the statistics for all the logical
interfaces on a specific bridge domain.

Examples

The following example shows how to clear the statistics for all the logical interfaces on all bridge
domains.

device# clear statistics bridge-domain
The following example shows how to clear the statistics for all the logical interfaces on bridge domain 1.

device# clear statistics bridge-domain 1
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clear statistics vilan

Clears the statistics for all the ports and port channels on configured VLANS.

Syntax

clear statistics vlanvlan-id

Parameters
vlian-id

The specific VLAN ID.

Command Default

Statistics are disabled.

Modes
Privileged EXEC mode

Usage Guidelines

This command is also available in global configuration mode.

The clear statistics wvlan vlan-id command clears the statistics for all the ports and port
channels on the given VLAN.

Examples

The following example shows how to clear the statistics for all the ports and port channels on the given
VLAN.

device# clear statistics vlan
The following example shows how to clear the statistics for all the ports and port channels on VLAN 10.

device# clear statistics vlan 10
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clear tm voq-stat ingress-device

Clears the traffic management VOQ statistics on the ingress device for a specified Ethernet port, or for
all ports.

Syntax

clear tm vog-stat ingress-device ethernet slot/port egress-port
{ ethernet slot/port | all }

clear tm vog-stat ingress-device all egress-port { ethernet slot/port
all }

Parameters
ethernet slot/port
Specifies the Ethernet interface in slot/port format.
egress-port ethernet slot/port
Specifies clearing the traffic management statistics on the egress Ethernet slot/ port.
all

Specifies clearing the traffic management statistics for all ports.

Modes
Privileged EXEC mode

Examples

To clear VOQ statistics information on the egress-port for Ethernet 0/1, use the following command.

device# clear tm vog-stat ingress-device ethernet 0/1 egress-port ethernet 0/1

To clear all VOQ statistics information on the egress-port for Ethernet 0/1, use the following command.

device# clear tm vog-stat ingress-device all egress-port ethernet 0/1
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clear tm voq-stat slot

Clears the traffic management VOQ (virtual output queuing) statistics for one or all CPU group or one
or all egress ports.

Syntax
clear tm vog-stat slot Iline-card-number cpu-group { all | cpu-group-id }

clear tm vog-stat slot line-card-number egress-port { all | ethernet
slot/port }

Parameters
line-card-number
Specifies the line card slot. For devices without line cards, specify 0.
cpu-group cpu-group-id
Specifies the ID number for the CPU group.
egress-port
Specifies an Ethernet egress port.
ethernet slot/port
Specifies the Ethernet interface in slot/port format.
all
Specifies clearing the traffic management statistics for all CPU groups or all egress ports.

Modes
Privileged EXEC mode

Examples

The following example clears information about the VOQ for the line card in slot O CPU group 1.

device# clear tm vog-stat slot 0 cpu-group 1
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clear tunnel statistics

Clears statistics from the tunnel interfaces.

Syntax

clear tunnel statistics tunnel-id

Parameters
tunnel-id

Specifies the tunnel ID.

Modes
Privileged EXEC mode

Examples

This example removes statistics from a tunnel interface.

device# clear tunnel statistics 10

Extreme SLX-OS
326 Command Reference, 20.3.3



Commands C - D clear udld statistics

clear udld statistics
Clears UDLD statistics.

Syntax
clear udld statistics[ interface { ethernet slot/port } ]
Parameters
interface
Specifies an interface.
ethernet slot port
Specifies a valid, physical Ethernet interface with a slot and port number.
Modes

Privileged EXEC mode

Usage Guidelines

Clears either all unidirectional link detection (UDLD) protocol statistics or clears the statistics on a
specified port.

Examples

To clear UDLD statistics on a specific interface:

device# clear udld statistics interface 0/1
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clear vrrp statistics
Clears VRRP statistics.

Syntax
clear vrrp statistics
clear vrrp statistics [ interface { ethernet slot/port | ve vlan id } ]

clear vrrp statistics session VRID

Parameters
interface
Specifies an interface.
ethernet slot port
Specifies a valid, physical Ethernet interface with a slot and port number.
ve vlan id
Specifies the VE VLAN number. The range is from 1 through 6144.
session VRID

Specifies the virtual group ID on which to clear statistics. The range is from 1 through 255.

Modes
Privileged EXEC mode

Usage Guidelines

This command clears VRRP session statistics for all virtual groups, for a specified interface or for a
specified virtual group.

This command is for VRRP and VRRP-E. VRRP-E supports only the ve vian idinterface type.

To clear all vrrp statistics, use the clear vrrp statistics command with no operands.

Examples

The following example clears all VRRP statistics for all virtual groups.

device# clear vrrp statistics

The following example clears statistics for Ethernet interface 1/6.

device# clear vrrp statistics interface ethernet 1/6

The following example clears statistics for a session for a VRRP virtual group called "vrrp-group-25".

device# clear vrrp statistics session 25
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The following example clears VRRP statistics on a specified virtual Ethernet (VE) interface.

device# clear vrrp statistics interface ve 10
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CLI

In a Python shell, runs a device CLI command or series of commands. You can also assign the output of
such commands to a Python object.

Syntax

CLI (' device-CLI-command ' [ \n ' device-CLI-command ' ] [ [ do_print
=] { True | False } ] )

Parameters
device-CLI-command
An SLX-OS CLI command. You separate additional commands with \n.
do print =

Specify whether or not to print the output of device-CLI-command to the default device. The

default is to print the output.
True

Print the output.
False

Do not print the output.

Modes

Python command shell

Usage Guidelines

Divergences between the CLI syntax and Python syntax include the following differences:
¢ Although in general, the CLI syntax is not case-sensitive, our convention is to use lower-case.

* Python syntax is case sensitive. Regarding the syntax documented in the current topic, note the
following:

o The syntax of the command is upper case (CLI) and not lower case (cli).
o The syntax of the do_print = optionsis to capitalize the first letter: { True | False }

In Python, double quotes (™) and single quotes (') are equivalent.
As delimiter between multiple CLI commands, use \n.

There is a difference between running a sequence of SLX-OS CLI commands in the Python shell rather
than in the standard SLX-OS interface. Whereas in the standard interface the result of a command is
persistent, in the Python shell each CLI ( ) statement is independent of any preceding ones.

For support of the CLI ( ) command, although a Python script must include a from CLI import
CLI statement, this statement is automatically implemented when launching the Python interpreter
interactively.
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Within a script or interactive session, if you assign a CLI command or series of commands to a Python
variable, you can then append the following functions to the variable:

* .rerun () —updates the variable from a new run of the CLI command or series of commands.

device# python

Python 3.5.2 (default, Apr 11 2019, 13:05:18)

[GCC 4.8.2] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> cmd_show running ve = CLI('show running-config interface ve')
!Command: show running-config interface ve

!Time: Mon Aug 22 16:53:13 2016

o°

No entries found.

# The SLX-0S show running-config interface ve command is run,
# and that command is assigned to the Python variable cmd show running ve.
>>> cmd_config ve = CLI('configure \n interface ve 101-103'")

# A series of three commands are run and assigned to the Python variable cmd config ve.
!Command: configure

interface ve 101-103

!Time: Mon Aug 22 16:53:13 2016

>>> cmd_show running ve.rerun()

# The rerun() function appended to cmd show running ve gives the following output:
!Command: show running-config interface ve

!Time: Mon Aug 22 16:53:13 2016

interface Ve 101
shutdown

1

interface Ve 102
shutdown

1

interface Ve 103

shutdown
1
1

* .get_output () —returns the value of a new run of the CLI command or series of commands, as a

list. Running this script displays the "Firmware name" line of the show wersion command.

#Required in all scripts for SLX:
from CLI import CLI

# Import the Python Regular Expressions (re) module:
import re

# Create Python objects:
slot firmware = {}

cmd show ver = CLI("show ver", False)

# Using .get output (), assign the result of show ver to a Python object named output:
output = cmd show ver.get output ()

for line in output:

found = re.search(r'” (Firmware name:) \s+(\S+)$', line, re.M)
if found:
slot firmware[found.group(l)] = found.group(2)

print ("FIRMWARE:\n")
for key in slot firmware:
print ("\t", key, "\t=> ", slot firmware[key])
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Examples

The following example launches the Python shell and then both assigns a series of CLI configuration
commands to a Python variable and runs those commands.

device# python

Python 3.5.2 (default, Apr 11 2019, 13:05:18)
[GCC 4.8.2] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> cmd config ve = CLI('configure \n interface ve 101-103')

!Command: configure

interface ve 101-103

!Time: Mon Aug 22 16:57:36 2016
>>>

The following example launches the Python shell and then both assigns a CLI operational command
(reload system) to a Python variable and runs that command.

device# python
Python 3.5.2 (default, Apr 11 2019, 13:05:18)
[GCC 4.8.2] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> cmd_reload system = CLI('reload system \n y')
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client
Configures a Multi-Chassis Trunking (MCT) client for a cluster and access cluster client configuration
mode.
Syntax
client client-name client-id
no client client-name client-id
Parameters
client—-name
Specifies the client name as an ASCII string. The name can be up to 64 characters in length.
client-id
Specifies the cluster client ID. The ID value range can be from 1 through 512.
Modes

Cluster client configuration mode

Usage Guidelines

On both MCT nodes, you must configure the same client ID.

The no form of the command removes the client from the MCT cluster configuration.

Examples

The following example configures a cluster client.

device (config) # cluster MCT1 1
device (config-cluster-1)# client MCTl-client 200
device (config-cluster-client-200) #
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client-interface

Configures a CEP or CCEP interface to the cluster client instance.

Syntax
client-interface { ethernet slot/port | port-channel number }

no client-interface

Parameters
ethernet slot/port
Configures the specified Ethernet port as the client CEP or CCEP.
port-channel number

Configures the specified port channel as the client CEP or CCEP. The port channel number
specifies the LAG ID.

Modes

Cluster client configuration mode

Usage Guidelines

The no form of the command removes the client interface.
The same client interface cannot be added under multiple client entries.

A client interface is not allowed to be updated when the client is in deploy state. It needs to be removed
first before adding a new interface.

Examples

The following example shows how to configure a client interface.

device (config) # cluster MCT1 1
device (config-cluster-1)# client MCTl-client 200
device (config-cluster-client-200)# client-interface port-channel 3
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client-interface (Y1731)

Associates either a physical interface or a port-channel interface to a Y1731 Maintenance Entity Group
End Point (MEP) as a client interface.

Syntax

client-interface { ethernet slot/port [:subport ] | port-channel number }
csf-type { loss-of-signal } tx-period [l-minute | l-second ]

no client-interface { ethernet slot/port [:subport ] | port-channel
number }

Command Default

This command has no defaults.

Parameters
ethernet slot/port
Specifies an Ethernet slot and port with optional subport.
port-channel number
Specifies a port-channel.
csf-type loss-of-signal
Specifies the Client Signal Failure (CSF) type as C-LOS (the currently supported option).
tx-period
Specifies a transmission period. The following options are currently supported.
T-minute
Specifies 1 minute.
1-second
Specifies 1 second.

Modes

MEP configuration mode

Usage Guidelines

This command associates an Ethernet Client Signal Fail (ETH-CSF) client interface to an MEP and
configures a transmission-period for the ETH-CSF frames to be transmitted towards the peer Remote
MEP (RMEP).

Use the no form of this command to remove the association of the client interface with the MEP.
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Examples

This example specifies a client interface on Ethernet interface 1/2 with CSF type C-LOS and transmission
period of 1 minute for Down MEP 1in MD md1 and MA mal.

device# configure terminal

Entering configuration mode terminal

device (config)# protocol cfm

device (config-cfm) # domain-name mdl id 1 level 3

device (config-cfm-md-mdl) # ma-name mal id 1 vlan 10 priority 7

device (config-cfm-md-ma-mal) # mep 1 down ethernet 1/1

device (config-cfm-md-ma-mep-1)# client-interface ethernet 1/2 csf-type loss-of-signal tx-
period l-minute

This example removes the association of the client interface with the MEP.

device (config-cfm-md-ma-mep-1) # no client-interface ethernet 1/2
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client-interfaces-shutdown

Disables the local client interfaces administratively in the cluster to move all traffic on the device to a
remote MCT peer device, resulting in failover of traffic to the peer device.

Syntax
client-interfaces shutdown

no client-interfaces shutdown

Modes

Cluster configuration mode

Usage Guidelines

You can use this command to move traffic to a peer device when you are upgrading the local client
interfaces.

The no form of the command reenables the local client interfaces.

Examples

The following example shows the disabling of all the client interfaces in the cluster.

device (config)# cluster MCT1 1
device (config-cluster-1)# client-interfaces shutdown
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client-pw

Configures the pseudowire (PW) client for an MCT cluster used with VPLS or VLL and access cluster
client PW configuration mode.

Syntax
client-pw

no client-pw

Modes

Cluster configuration mode

Usage Guidelines
This command is not supported on the SLX 9150 or SLX 9250 devices.

Only one instance of the PW client represents all VPLS or VLL PWs over all bridge domains.

The no form of the command removes the PW client from the MCT cluster configuration.

Examples

The following example configures a cluster client.

device# configure terminal

device (config)# cluster MCT1 1
device (config-cluster-1)# client-pw
device (config-cluster-client-pw) #
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client-to-client-reflection
Enables routes from one Route Reflector (RR) client to be reflected to other clients by the host device
on which it is configured.
Syntax

Command

Modes

client-to-client-reflection

no client-to-client-reflection

Default
Enabled

BGP address-family IPv4 unicast configuration mode
BGP address-family IPv6 unicast configuration mode

BGP address-family L2VPN EVPN configuration mode

Usage Guidelines

Examples

When this command is used, the host device on which it is configured becomes the route-reflector
server.

The no form of the command disables route reflection between clients.

The following example configures client-to-client reflection on the BGP host device for the IPv4 unicast
address-family.

device# configure terminal
device (config) # router bgp
device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipvdu) # client-to-client-reflection

The following example disables client-to-client reflection on the BGP host device for the IPv6 unicast
address-family.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipv6 unicast
device (config-bgp-ipvou)# no client-to-client-reflection

The following example configures client-to-client reflection in L2VPN EVPN configuration mode.

device# configure terminal
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device (config) # router bgp
device (config-bgp-router) # address-family l2vpn evpn
device (config-bgp-evpn) # client-to-client-reflection
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clock set

Sets the local clock time and date.

Syntax
clock set hh:mm:ss mm-dd-yy/yyyy
Parameters
hh:mm:ss
Specifies the local clock time in hours, minutes, and seconds.
mm-dd-yy/yyyy
Specifies the local clock date in month, day, and year format. Year may be specified with two or
four numbers.
Modes

Privileged EXEC mode

Usage Guidelines
Valid date and time settings range from January 1, 1970 to December 31, 2035.

An active NTP server, if configured, automatically updates and overrides the local clock time.

Examples

The following example sets the time and date to 31 minutes past 4 pm in the afternoon on July 28, 2016,
for the local device:

device# clock set 16:31:35 07-28-16
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clock timezone

Sets the device system clock time zone options using either Greenwich Mean time (GMT) or one of the
US time zones that uses Universal Time Coordinated (UTC) plus or minus a number of hours.

Syntax
clock timezone { gmt gmt-time | us us-time }
no clock timezone { gmt gmt-time | us us-time }
Parameters
gmt gmt-time
Specifies the GMT time zone. The value can be one of the following: gmt+00 (United Kingdom),
gmt+01 (France, Germany), gmt+02 (Eastern Europe, South Africa), gmt+03, gmt+03:30, gmt
+04, gmt+04:30, gmt+05, gmt+05:30 (India), gmt+06, gmt+06:30, gmt+07, gmt+08 (China,
Hong Kong, Taiwan), gmt+09 (Japan, Korea), gmt+09:30, gmt+10 (Australia), gmt+10:30, gmt+11,
gmt+11:30, gmt+12, gmt-01, gmt-02, gmt-03, gmt-03:30, gmt-04, gmt-05, gmt-06, gmt-07,
gmt-08, gmt-08:30, gmt-09, gmt-09:30, gmt-10, gmt-11, gmt-12.
us us-time
Specifies the US time zone. The value can be one of the following: alaska, aleutian, arizona,
central, east-indiana, eastern, hawaii, michigan, mountain, pacific, samoa.
Modes
Global configuration mode
Examples

The following example sets the system date and time to the US Samoa time zone.

device (config)# clock timezone us samoa

Extreme SLX-OS
342 Command Reference, 20.3.3



Commands C - D cluster

cluster
Configures a Multi-Chassis Trunking (MCT) cluster and access the cluster configuration mode.
Syntax
cluster cluster—-name
no cluster cluster-name
Parameters
cluster—-name
Specifies the cluster name as an ASCII string. The cluster name can be up to 64 characters in
length.
Modes

Global configuration mode

Usage Guidelines

The no form of the command removes the MCT cluster configuration.

Examples

The following example configures an MCT cluster.

device (config)# cluster MCT1
device (config-cluster-MCT1) #
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cluster-track

Configures interface to track state of MCT cluster.

Syntax
cluster-track
[no] cluster-track
Parameters
cluster-track
Configures interface to track state of MCT cluster.
Modes

Interface sub-mode

Usage Guidelines

This command helps reduce convergence for reload cases by diverting traffic to alternate paths. The
cluster tracked ports are brought down along with MCT clients for these reasons:

1. Maintenance mode is enabled or cluster ‘shutdown all.”
2. Peer-interface goes down on the MCT secondary node, while the peer node is up (split-brain).
3. Cluster bring-up is in progress after reload .

Once the cluster status comes up, the cluster tracking interfaces are brought up along with the cluster
clients. When none of the above conditions are true, the configuration has no effect on the interface
state.

When the interface is disabled due to cluster status, admin shut/no shut on the port has no effect. [no
cluster-track] removes the cluster-track configuration from the port. This port no longer tracks
the status of the MCT cluster.

This command can be configured on L2 or L3 Ethernet or port-channel interfaces. The interface should
not be a port channel member and is only valid when cluster configuration is present.

Cluster-track cannot be configured on an interface if it is configured with any of the below:

Peer-interface (under cluster)
Cluster-client

Channel-group

Reload-delay enable

N N
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cluster-track

Examples

SLX (config) # int eth 0/3

SLX (conf-if-eth-0/3)# cluster-track

SLX (conf-if-eth-0/3)# do sh run int eth 0/3
interface Ethernet 0/3

description uplink spinel

cluster-track

switchport

switchport mode trunk

switchport trunk tag native-vlan

no shutdown

SLX# show interface ethernet 0/3

Ethernet 0/3 is admin down, line protocol is down

(Cluster triggered shutdown)
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commit
Use the commit command to commit modifications done to adaptive parameters of a bypass LSP. This
command also applies to LSPs. This is not a configuration persistent command; it is a functional
command.

Syntax

commit

Command Default

Modes

Automatic commit is considered when it is configured to do so in the MPLS global mode.

MPLS router bypass LSP configuration mode (config-router-mpls-bypass-/sp_name).

Usage Guidelines

Examples

Once modifying one or more adaptive parameters, the user can commit the changes such that the new
instance of the bypass LSP can be brought up. When successful, then a make-before-break switch
happens from the current instance of the bypass to the new UP instance.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The following example shows the configuration for the commit command.

device# configure terminal

device (config)# router mpls

device (config-router-mpls) # bypass-lsp my-bypass-1lsp

device (config-router-mpls-bypass-lsp-my-bypass-1sp)# commit
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compare-med-empty-aspath

Enables comparison of Multi-Exit Discriminators (MEDs) for internal routes that originate within the
local autonomous system (AS) or confederation

Syntax
compare-med-empty-aspath

no compare-med-empty-aspath

Command Default
Disabled.

Modes

BGP configuration mode

Usage Guidelines

The no form of the command restores the default.

Examples
The following example configures the device to compare MEDs.
device# configure terminal

device (config) # router bgp
device (config-bgp-router) # compare-med-empty-aspath
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compare-routerid

Enables comparison of device IDs, so that the path-comparison algorithm compares the device IDs of
neighbors that sent otherwise equal-length paths.

Syntax

compare-routerid

no compare-routerid
Modes

BGP configuration mode
Examples

The following example configures the device always to compare device IDs.

device# configure terminal
device (config) # router bgp
device (config-bgp-router) # compare-routerid
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confederation identifier

Configures a BGP confederation identifier.

Syntax
confederation identifier autonomous-system number

no confederation identifier

Command Default

No BGP confederation identifier is identified.

Parameters
autonomous-system number

Specifies an autonomous system number (ASN). The configurable range of values is from 1
through 4294967295.

Modes

BGP configuration mode

Usage Guidelines

The no form of the command removes a BGP confederation identifier.

Examples

The following example specifies that confederation 65220 belongs to autonomous system 100.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# local-as 65220

device (config-bgp-router)# confederation identifier 100
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confederation peers

Configures subautonomous systems to belong to a single confederation.

Syntax

confederation peers autonomous-system number [ ..autonomous-system
number ]

no confederation peers

Command Default

No BGP peers are configured to be members of a BGP confederation.

Parameters
autonomous-system number

Autonomous system (AS) numbers for BGP peers that will belong to the confederation. The
configurable range of values is from 1through 4294967295.

Modes

BGP configuration mode

Usage Guidelines

The no form of the command removes an autonomous system from the confederation.

Examples

The following example configures autonomous systems 65520, 65521, and 65522 to belong to a single
confederation under the identifier 100.

device# configure terminal

device (config) # router bgp

device (config-bgp-router) # local-as 65020

device (config-bgp-router)# confederation identifier 100

device (config-bgp-router)# confederation peers 65520 65521 65522
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configure terminal

Enters global configuration mode.

Syntax

configure terminal
Modes

Privileged EXEC mode
Examples

The following example moves from privileged EXEC mode to global configuration mode.

device# configure terminal
Entering configuration mode terminal
device (config) #
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connector

Accesses connector configuration mode for the ports that support the breakout feature and the insight
port feature.

Syntax
connector 0/port
Parameters
0/port
Specifies a valid port number on the device that supports breakout mode or insight mode.
Modes

Hardware configuration mode

Usage Guidelines

In connector configuration mode, you can break out the port that supports the breakout feature into
four 10G or 25G breakout interfaces, or you can enable or disable the port that supports the insight port
feature.

Examples

This example shows how to access the connector configuration mode on a supported port on SLX
9640.

device# configure terminal
device (config) # hardware
device (config-hardware) # connector 0/25
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control-word

Enables control word for a pseudowire (PW) profile.

Syntax
control-word

no control-word

Command Default
By default, control word is disabled for PW profiles.

Modes

Pseudowire profile configuration mode

Usage Guidelines
The no form of the command disables control word for a PW profile.

For a PW that is sensitive to packet misordering to operate correctly, all packets in the PW must follow
the same path over a Multi-Protocol Label Switched (MPLS) packet switched network (PSN).

PW control word is a mechanism that prevents packet misordering. Without the control word
mechanism, a label switching router (LSR) performing, for example, equal-cost multiple-path load-
balancing (ECMP) could mistake a PW payload for an IPv4 or IPv6 packet and route it over a different
path, resulting in misordered packet delivery to the egress provider edge (PE) device.

When control word is enabled, LSRs use it to distinguish a specific PW payload from an IP payload and
ensure that all packets for the PW follow the same path over the MPLS PSN.

pac Note

E When control word is enabled for a previously configured PW, control word capabilities
between PE devices are activated only after LDP neighbors are cleared by using the clear
mpls 1ldp neighbor command. For further information on clearing LDP neighbors, refer
to Extreme SLX-OS MPLS Configuration Guide.

Examples

The following example shows how to enable PW control word for a PW profile named pw_example

device# configure terminal
device (config) # pw-profile pw example
device (config-pw-pw_example)# control-word

The following example shows how to disable PW control word for a PW profile named pw_example

device# configure terminal
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device (config) # pw-profile pw example
device (config-pw-pw_example)# no control-word
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console

Configures the height and width of the serial console terminal.

Syntax

console [ height number of rows] [ width number of columns ]

Command Default

By default, the serial console is 24 rows high and 80 rows wide.

Parameters
height number of rows
Specifies the height of the serial console in rows. Valid values range from 1 through 256.
width number of columns

Specifies the width of the serial console in columns. Valid values range from 1through 256.

Modes
Privileged EXEC mode

Usage Guidelines

Configure the size of the serial console terminal to prevent overwritten or misaligned console output
when multiple users connect to the serial console. The terminal emulators that connect to the console
must have the same window size as the console to prevent overwritten or misaligned output.

The configuration of the console size does not persist after a reboot.

Use the console command without options to display the size of the serial console terminal.

Examples

The following example displays the size of the serial console terminal.

device# console

Serial console height 24 width 80

The following example configures a height of 43 rows and a width of 132 columns.
device# console height 43 width 132

Set serial console height 43 width 132
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The following example configures a height of 24 rows.

device# console height 24

Set serial console height 24

The following example configures a width of 80 columns.
device# console width 80

Set serial console width 80
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copy

copy

Copies configuration data.
Syntax

copy source file destination file [ remove-tpvm ]
Parameters

source file

The source file to be copied. Specify one of the following parameters:
default-config

The default configuration.
running-config
The running configuration.
startup-config
The startup configuration.
flash:// filename
A file in the local flash memory.
ftp:// username:password@host ip address/path
A file on a remote host. Transfer protocol is FTP.
scp:// username:password@host ip address/path
A file on a remote host. Transfer protocol is SCP.
sftp:// username:password@host ip address/path
A file on a remote host. Transfer protocol is SFTP.
tftp:// username:password@host ip address/path
A file on a remote host. Transfer protocol is TFTP.
usb:// path
A file on an attached USB device.
destination file

The destination file. Specify one of the following parameters:
default-config

The default configuration.
running-config

The running configuration.
startup-config

The startup configuration.
flash:// filename

A file in the local flash memory.

ftp:// username:password@host ip address//path
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Modes

A file on a remote host. Transfer protocol is FTP.
scp:// username:password@host ip address//path
A file on a remote host. Transfer protocol is SCP.
sftp:// username:password@host ip address/path
A file on a remote host. Transfer protocol is SFTP.
tftp:// username:password@host ip address/path
A file on a remote host. Transfer protocol is TFTP.
usb:// path
A file on an attached USB device.

remove-tpvm

By default, TPVM configuration is persisted and the TPVM is reinstalled and reconfigured when
the copy default-config startup-config isexecuted. When the copy default-
config startup-command command is executed with this parameter, any installed TPVM is
also removed and the device reboots with a clean install without TPVM.

Privileged EXEC mode

Usage Guidelines

Examples

Use this command to back up and restore configuration files with various protocols.
This command is supported only on the local switch.
IPv4 and IPv6 addresses are supported.

The special characters of dollar sign "$" and exclamation point "!I" can be used as part of the password
variable, provided they are paired with the correct escape characters. The "$" must be paired with two
backslashes "\\". For example, if your password choice was "$password” on a remote server, you must
use "username\\$password@1.1.1.1" for the copy command. The exclamation point must be paired with
a single backslash in the copy command, such as "username:\!password@1.1.1.1".

When using a file to restore a backed up configuration as the startup configuration, care must be taken
to ensure that the source file's TPVM configuration is the same as the running TPVM's configuration.
Particularly, if the source's TPVM configuration is partial, and does not have some of the configured
parameters of the running TPVM instance. In such a scenario, it is advised not to proceed with this
change as it will result in the configuration of the installed TPVM not being similar to the configuration
of the previous TPVM instance.

To save the running configuration to a file:

device# copy running-config flash://myconfig
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To overwrite the startup configuration with a locally saved configuration file:

device# copy flash://myconfig running-config

To overwrite the startup configuration with a remotely archived configuration file:

device# copy scp://user:password@10.10.10.10//myconfig startup-config

To overwrite the startup configuration with a configuration file saved on an attached USB device:

device# copy usb://myconfig startup-config

To overwrite the startup configuration with the default configuration. This will wipe out the device's
configuration but will reinstall and reconfigure the TPVM installation on the device.

device# copy default-config startup-config

To overwrite the startup configuration with the default configuration. This will wipe out the device's
configuration including the TPVM installed on the device.

device# copy default-config startup-config remove-tpvm
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core-isolation-disable

Core Isolation feature shuts down ESI interface(s) when all the core interfaces between the Leaf and
Spine nodes go down. This feature is enabled by default. Use this command to disable this feature.
When disabled, the ESI interface will not be brought down when all the core interfaces between the
Leaf and Spine go down.

Syntax

core-isolation-disable

no core-isolation-disable

Command Default

Core Isolation is enabled by default. It has to be explicitly disabled using this command.

Modes

Global configuration mode

Examples

The following example shows the disabling of the core-isolation feature

SLX # configure terminal
SLX (config)# core-isolation-disable
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core-isolation-track

Syntax

Command

Modes

Core Isolation feature shuts down ESI interface(s) when all the core interfaces between the Leaf and
Spine nodes go down. During core-isolation, data traffic will be black-holed in the multi-homing nodes if
the single homed edge port interfaces are present and the Ethernet VPN Instance VLANSs are shared
with these interfaces. These single homed edge port interfaces need to be brought up/down along with
the ESI client interfaces for better data convergence. This command enables tracking these single
homed edge port interfaces to ensure that they are brought up/down along with ESI client interfaces.

core-isolation-track

no core-isolation-track

Default

Core Isolation tracking is disabled by default. It has to be explicitly enabled using this command.

Interface Configuration Mode (for Ethernet and Port Channel interfaces only).

Usage Guidelines

Examples

This command ensures that that the configured single homed edge port interface is brought down
along with the ESI interfaces. When the BGP EVPN sessions come up, these tracked single homed edge
port interfaces are brought up along with the ESl interfaces to have better data traffic convergence.

This feature is only available when ESI is configured on (at least) a single interface.

Core [solation Tracking cannot be applied to an interface that is a port-channel member. That is, the
interface must not have channel-group configuration present.

The interface on which Core [solation Tracking is applied to, must not be a multi-homed client. Post this
configuration, the tracked interface cannot be assigned as a PO member or a multi-homing client.

During firmware downgrade, core-isolation track configurations are removed.

The following example shows the configuration of Core Isolation Tracking on a port-channel interface.

SLX (config)# interface port-channel 1
SLX (config-Port-channel-1)# core-isolation-track

The following example shows the configuration of Core Isolation Tracking on an ethernet interface.

SLX (config)# interface ethernet 0/1
SLX (config)# core-isolation-track
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cos (MPLS)

Configures the a Class of Service (CoS) priority value for all packets traveling through the LSP.

Syntax
cos number
no cos number
Parameters
number
Specifies the CoS priority value. Enter a number from O to 7. The lowest priority is O, the default
value. The highest priority is 7.
Modes

MPLS LSP configuration mode.
MPLS router bypass LSP configuration mode (config-router-mpls-bypass-Isp-bypass _name).

MPLS router MPLS interface dynamic bypass configuration mode (config-router-mpls-if-ethernet-
slot/port-dynamic-bypass)

Usage Guidelines

The 3-bit EXP field in the MPLS header defines a CoS value for packets traveling through the LSP. When
you set the CoS value, it is applied to the EXP field in the MPLS header of all packets entering this LSP.
Then, all packets traveling through an LSP have the same priority as they travel the MPLS domain.

The MPLS CoS value determines the priority within an MPLS domain only. When the label is pops, the
CoS value in the MPLS header is discarded and it is not copied back to the IP ToS field.

Use the no form of the command to remove the configured setting.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".
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cos (Y1731)

Configures class of service (CoS).

Syntax
cos class-of-service
no cos
Parameters
class-of-service
Specifies the CoS value. The range is from 1to 8. The default value is 7.
Modes

Y1731 configuration mode

Usage Guidelines

Use the no form of the command to delete the CoS configuration.

Examples

This example shows how to configure CoS.

device# configure terminal

device (config-cfm)# prtocol cfm

device (config-cfm)# y1731

device (config-cfm-yl1731) # test-profile my test profile

device (config-cfm-yl731-test-profile-my test profile)# type delay-measurement
device (config-cfm-yl731-test-profile-my test profile)# tx-interval 60

device (config-cfm-yl731-test-profile-my test profile)# measurement-interval 30
device (config-cfm-yl731-test-profile-my test profile)# start at 00:00:00 daily
device (config-cfm-yl731-test-profile-my test profile)# stop at 23:59:00

device (config-cfm-yl731-test-profile-my test profile)# cos 7
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crypto ca authenticate

|dentifies the root CA certificate, which is used to sign the Certificate Signing Request (CSR) to
generate the server certificate.

Syntax
crypto ca authenticate {trustpoint-name cert-type { commoncert | https |
ssh-x509v3}directory dirname file file-name host host-address
protocol source-ipsource-ip{FTP | SCP} user user-name password
password}
no crypto ca authenticate { trustpoint name cert-type { commoncert |
https | ssh-x509v3}
Parameters
trustpoint-name
Defines the name of the trustpoint you are authenticating. This name needs to be the same as
that of the trustpoint created by the erypto ca trustpoint command. The string for the
name cannot be left blank. The length of the string can range from 1through 64 characters.
cert-type {commoncert | https | ssh-x509v3}
Indicates that the certificate is used for common, HTTPS, or SSH-x509v3 server authentication.
directory dir-name
Defines the path to the directory where the certification file resides.
file file-name
Defines the name of the certification file.
host host-address
Specifies the host name or IP address of the remote certificate server.
protocol {FTP | SCP}
Specifies the use of either FTP or SCP protocol for accessing the certification file.
user user—name
Specifies the user name for the host server.
source-ip source-ip
(SCP only) Specifies the source IP address to use in the header.
password password
Specifies the password for the user to access the host server.
Modes

Privileged EXEC mode
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Usage Guidelines

Use this command to identify the CA certificate of the Trusted CA that you want to sign the CSR and
generate the identity certificate.

The trustpoint-name name needs to be the same as that of the trustpoint created by the erypto
ca trustpoint command.

The no form of the command deletes the specified certificate.

uid Note
a As a best practice, do not list the password in the command line for security purposes. The
user will be prompted for the password.

Examples
This example specifies HTTPS authentication and the SCP protocol.

device# crypto ca authenticate tl cert-type https protocol SCP host 10.70.12.102
user fvt directory /users/home/crypto file cacert.pem password ****

This example specifies SSH-x509v3 authentication and the SCP protocol.

crypto ca enroll myca cert-type ssh-x509v3 protocol SCP country IN state KA

locality Bangalore organization Extreme orgunit Engg common 10.24.12.xx directory /root/
certs

host x.x.x.x user root password ****
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crypto ca enroll

Enrolls the trustpoint by generating the Certificate Signing Request (CSR) and exporting it to the
remote certificate server.

Syntax
crypto ca enroll {trustpoint-name cert-type {commoncert | https | ssh-
x509v3} common common-name country country-name state state-name
locality locality-name organization org-name orgunit org-unit
directory dir-name file file-name host host-address source-ip source-
ip protocol {FTP | SCP} user user-name password password}
Parameters

trustpoint-name

Defines the name of the trustpoint you are enrolling. This name needs to be the same as that of
the trustpoint created by the erypto ca trustpoint command. The string for the name
cannot be left blank. The length of the string can range from 1 through 64 characters.

cert-type commoncert | https | ssh-x509v3}
Indicates that the certificate is used for common, HTTPS, or SSH-x509v3 server authentication.
common common-—-name

|dentifies the name used to connect to the device through HTTPS. Enter a Fully Qualified Domain
Name (FQDN) or IP address. If a FQDN is used, you need to configure a domain name and name
server on the device.

country country-name
Defines the two-letter country code for generating the CSR.
state state-name
Defines the state name for generating the CSR.
locality locality-name
Defines the locality name for generating the CSR.
organization org-name
Defines the organizational unit name for generating the CSR.
orgunit orgunit
Defines the name of the certification file.
directory dir name
Defines the path of the directory to export the Certificate Signing Request.
file file-name
Defines the file name of the CSR.
host host-address
Specifies the host name or IP address of the remote certificate server,

source-ip source-ip
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(SCP only) Specifies the source IP address to use in the header.
protocol {FTP | SCP}

Specifies the use of either FTP or SCP protocol for exporting the certification file.
user user—name

Defines the user name for the host server.
password password

Defines the password for the user name for the host server.

uid Note
a As a best practice, do not list the password in the command line for security
purposes. The user will be prompted for the password.

Modes
Privileged EXEC mode

Usage Guidelines

The trustpoint name name needs to be the same as that of the trustpoint created by the crypto
ca trustpoint command.

Examples

Typical command example:

device# crypto ca enroll tl cert-type https country US state CA locality SJ
organization EXT orgunit SFI common myhost.extreme.com protocol SCP host 10.70.12.102
user fvt directory /proj/crypto
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crypto ca import

Imports the Identity Certificate for security configuration.

Syntax

crypto ca import { trustpoint-name cert-type {commoncert | https | ssh-
x509v3 } protocol {FTP | SCP} directory dir-name file file-name host
host-address user user—-name password password source-ip source-ip}

no crypto ca import {trustpoint-name cert-type {commoncert | https | ssh-
x509v3 } }

Parameters
trustpoint-name

Defines the name of the trust point you are authenticating. This name needs to be the same as
that of the trust point created by the erypto ca trustpoint command. The string for the
name cannot be left blank. The length of the string can range from 1through 64 characters.

cert-type commoncert | https | ssh-x509v3}
Indicates that the certificate is used for common, HTTPS, or SSH-x509v3 server authentication.
protocol {FTP | SCP}
Specifies the use of either FTP or SCP protocol for accessing the certificate file.
directory dir-name
Defines the directory where the certificate resides.
file file-name
Defines the name of the certificate file.
host host-address
Defines the host name or IP address of the remote certificate server.
user user—name
Defines the user name for the host server.
source-ip source-ip
(SCP only) Specifies the source IP address to use in the header.
password password

Defines the password for the user name on the host server.

uie Note
E As a best practice, do not list the password in the command line for security
purposes. The user will be prompted for the password.

Modes
Privileged EXEC mode
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Usage Guidelines
The trustpoint-name name needs to be the same as that of the trust point created by the crypto

ca trustpoint command.

Use the no form of the command to remove the certificate.

Examples
This example specifies HTTPS authentication and the SCP protocol.

device# crypto ca import tl certificate cert-type https protocol SCP host 10.70.12.102
user fvt directory /users/crypto file cacert.pem
Password: * Kk ok ok ok k ok k kK

This example specifies SSH-x509v3 authentication and the SCP protocol.

device# crypto ca import myca certificate cert-type ssh-x509v3 protocol SCP
directory /root/certs file sshserver.pem host X.x.x.xX user root password ****
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crypto ca import-pkcs

Imports a TLS server certificate and a private key in PKCS12 format.

Syntax
crypto ca import-pkcs {type pkcsl2 cert-type { ssh-x509v3 | https | gNMI-
server } protocol {FTP | SCP} directory dir-name file file-name
source-ip source-ip host host-address user user-name password scp-
password [ pkcs-passphrase pkcs-export-password ] [ use-vrf vrf-
name ]}
no crypto ca import-pkcs type pkcsl2 cert-type { ssh-x509v3 | https |
gNMI-server }
Parameters

type pkcsl2

Indicates that the private key for the CA certificate is in the <term>pkcsi2</term> format.
cert-type {https | ssh-x509v3| gNMI-server)}

Indicates that the certificate is used for HTTPS, SSH-x509v3 or gNMI server authentication.
protocol {FTP | SCP}

Specifies the use of either FTP or SCP protocol for accessing the remote certificate file.
directory dir name

Defines the remote directory where the certificate resides.
file file-name

Defines the file name of the certificate file in .pfx or .p12 format.
host host-address

Defines the host name or IP address of the remote certificate server.
source-ip source-ip

(SCP only) Specifies the source IP address to use in the header.
user user—name

Defines the user name for the remote certificate server.
password scp-password

Defines the password for the user name on the remote certificate server.

oot Note
E When the password is not provided in the CLI command, the user will be
prompted for it when the CLI is executed.

pkcs-passphrase pkcs-export-password
Defines the password used at the creation of the .pfx or .p13 certificate file.

use-vrf vrf-name

Defines the VRF to use to reach the remote certificate server.
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Modes

Privileged EXEC mode

Usage Guidelines

Examples

Use this command to import a TLS server certificate and private key (in PKCS12 format) to an SLX
device (with no trust point) and establish a secure connection

Use the no form of the command to remove a certificate and key.

This example specifies HTTPS authentication and SCP using a VRF named red.

device# crypto ca import-pkcsl2 cert-type https protocol SCP host 10.70.12.102
user fvt directory /users/crypto file pkcsl2cert.pl2 password ****kxxkkxx
pkcs-passphrase *******xx yse-vrf red

This example removes an HTTPS certificate and key.

device# no crypto ca import-pkcs type pkcsl2 cert-type https

This example specifies gNMI server authentication.

device# crypto ca import-pkcs type pkcsl2 cert-type gNMI-server directory /root/gselvaraj/
NH217/ file nh217.pfx protocol SCP host 10.24.12.107 user root password *** pkcs-
passphrase ***

This example removes gNMI server certificate and key.

device# no crypto ca import-pkcs type pkcsl2 cert-type gNMI-server
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crypto ca trustpoint

Defines the trust point for HTTPS security configuration.

Syntax
crypto ca trustpoint trustpoint-name
no crypto ca trustpoint trustpoint-name
Parameters
trustpoint-name
Defines the name of the trustpoint. The string for the name cannot be left blank. The length of
the string can range from 1through 64 characters.
Modes

Global configuration mode

Usage Guidelines

Use the no form of the command to remove the trustpoint.

Examples

Typical command examples:

device (config) # crypto ca trustpoint tl

device (config) # crypto ca trustpoint trustpoint2
device (config) # crypto ca trustpoint tp3

device (config) # crypto ca trustpoint t4

device (config) # crypto ca trustpoint t5

Example using the no form of the command:

device (config) # no crypto ca trustpoint tl
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crypto cert

Configures generating RASLog entries for certificate expiry. Depending on the number of days to
certificate expiry, RASLog entries with different warnings can be generated.

Syntax

crypto cert expiry-level [ info | minor | major | critical ] period 1-90

no crypto certexpiry-level [ info | minor | major | critical ] period
1-90

Parameters
expiry-level [ info | minor | major | critical ]
Type of certificate expiry warning.
period 1-90
Number of days till certificate expires.

Modes

Configuration mode

Usage Guidelines

When configured, a RASLog is created with a warning with the configured severity level along with a
serial number of the certificate for which this entry is being generated. A RASLog entry is generated for
every certificate that will expire within the next ninety (90) days.

A single warning is generated when the number of days remaining for expiry is equal to (=) or becomes
(<) lesser than the configured period for that severity level.

Certificate expiry checks are done once every day at 00:00 hours (midnight). Depending on the setting
of the notAfterfield in each certificate, RASLog generation may be delayed up to 24 hours.

Note
E RASLog is generated only after the configuration.

When a certificate expires, a RASLog with an severity error is generated every 24 hours till the expired
certificate is renewed. This RASLog is not affected by the configurations of the expiry levels.

If the SLX device's system time is manually changed after a RASLog is generated, SLX does not send
the RASLog again unless the specific crypto severity level is reconfigured to previous RASLog or the
specfic certificate for which RASLog is sent is re-imported.

Server certificates imported using the crypto commands are provided with pkcsi2 option. This pkcsi2
option is considered when expiry is checked. CAs of TLS clients are imported using different import
commands. These import commands do not support pkcsi2 options and are not considered for expiry
check.
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When more than one alert level is configured with same period value, RASLog is generated for higher

severity level.

Examples

The following example show the configuration of the four (4) certificate expiry warning levels.

SLX # configure terminal

SLX (config)#
SLX (config)#
SLX (config)
SLX (config)
)

#
#
SLX (config)#

crypto
crypto
crypto
crypto

cert
cert
cert
cert

expiry-level
expiry-level
expiry-level
expiry-level

info period 90
minor period 45
major period 15
critical period 5
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crypto import

crypto import

Imports the Identity Certificate for security configuration.

Syntax
crypto import { ldapca | radiusca | syslogca | ssh-x509v3ca |
gnmiclientca | oauth2pkicert } directory dir-name file file-name host
host-address protocol {FTP | SCP } source-ip source-ip user user—name
password password
no crypto import { ldapca |radiusca | syslogca | ssh-x509v3ca |
gnmiclientca | oauth2pkicert }
Parameters

ldapca |radiusca | syslogca | ssh-x509v3ca | oauth2pkicert |
gnmiclientca

Defines the type of certificate to import. Select from /dapca, radiusca, syslogca, ssh-x509v3ca,
gnmiclientca or oauth2pkicert.

directory dir-name

Defines the remote directory where the certificate file resides.
file file-name

Defines the name of the certification file.
host host-address

Defines the host name or IP address of the remote certificate server.
protocol {FTP | SCP}

Specifies the use of either FTP or SCP protocol for accessing the certificate file.
source-ip source-ip

(SCP only) Specifies the source IP address to use in the header.
user user—name

Defines user name for the remote certificate server.
password password

Defines the password for the user name for the remote certificate server.

‘g" Note

=] When the password is not provided in the CLI command, the user will be
prompted for it when the CLI is executed.

"g" Note

=] 9gNMiClient CA is needed for mutual TLS communication. For server based

authentication, gNMI Client CA is optional.
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Modes
Privileged EXEC mode

Usage Guidelines

Use the no form of the command to remove the Identity Certificate.

The OAuth2 PKI certificate validates the signature in the OAuth2 token.

Examples
This example imports a RADIUS certificate over SCP.

device# crypto import radiusca tl certificate protocol SCP host 10.10.10.10
user fvt directory /users/crypto file cacert.pem password ****

This example imports an SSH-x509v3 certificate over SCP.

device# crypto import ssh-x509v3ca protocol SCP host 10.10.10.10
directory /root/certs file cacert.pem user root password ****

This example imports an Oauth2 PKI certificate over SCP.

device# crypto import ocauth2pkicert directory <path-to-pki-file> file
oauthcert.pem host 10.10.10.10 protocol SCP user <remote-user> password ***x*

This example deletes an Oauth2 PKI certificate.

device# no crypto import ocauth2pkicert

This example imports a gNMl client CA certificate over SCP.

device# crypto import gnmiclientca directory /home/kokila/ocsp cert 116/certs/ file
ca.cert.pem host 10.23.20.116 protocol SCP user kokila password ***

This example deletes gNMI client CA certificate.

device# no crypto import gnmiclientca
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crypto key

Generates an RSA, ECDSA, or DSA key pair to sign or encrypt and decrypt the security payload during
security protocol exchanges for applications. You must sign and encrypt or decrypt the key pair before
you obtain a certificate for your device.

Syntax
crypto key label key-name [rsa | ecdsa | dsa] [modulus bit-value]

no crypto key label key-name

Parameters
label key-name
The name of the key pair.

rsa

Generates an RSA key pair.
ecdsa
Generates an ECDSA key pair.
dsa
Generates a DSA key pair.
modulus bit-value
Specifies the key size. The corresponding key sizes supported for each key type are:
* RSA:1024 or 2048
* DSA:1024
* ECDSA: 256,384, or 521

Modes

Global configuration mode

Usage Guidelines

Use the no form of this command to remove the key pair.

The key label must contain alphanumeric characters.

Examples

Typical command examples for generating a key pair.

device (config) # crypto key label k1l rsa modulus 1024
device (config) # crypto key label key2 rsa modulus 2048
device (config)# crypto key label pvtkey3 dsa modulus 1024
device (config) # crypto key label k4 ecdsa modulus 384
device (config) # crypto key label k5 ecdsa modulus 521
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The following is an example of removing a key pair.

device (config) # no crypto key label kl
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csnp-interval

Configures the Complete Sequence Number PDU (CSNP) interval.

Syntax
csnp-interval secs

no csnp-interval

Command Default
The default CSNP interval is 10 seconds.

Parameters

secs

Specifies the interval in seconds. Valid values range from O through 65535 seconds.

Modes

IS-1S router configuration mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The interval configured on the device applies to both Level 1and Level 2 CSNPs and Partial Sequence
Number PDUs (PSNPs).

The no form of the command restores the default value.

Examples

The following example configures a CSNP interval of 25 seconds.

device# configure terminal
device (config)# router isis
device (config-isis-router)# csnp-interval 25
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cspf-computation-mode

The path calculation metric implementation allows you to specify the path calculation for a given tunnel.

Syntax

cspf-computation-mode { [ ignore-overload-bit | metric-type [ use-bypass-
metric | use-igp-metric | use-te-metric ] ] }

no cspf-computation-mode { [ ignore-overload-bit | metric-type [ use-
bypass-metric | use-igp-metric | use-te-metric ] ] }

Command Default
By default, all LSPs use the TE-metric global configuration.

Parameters
ignore-overload-bit
Ignores the overload bit during CSPF computation.
metric-type

Select for CSPF computation.
use-bypass-metric

Use the bypass metric to enable the bypass path cost for the backup path.
use-igp-metric

Use to configure the metric plane to IGP-configured metric while computing the CSPF path.
use-te-metric

Use to configure the metric plane to the TE-configured metric while computing the CSPF path.

Modes

Global level (config-router-mpls-policy): This configuration covers all RSVP LSPs (primary, secondary
LSPs).

MPLS router bypass LSP configuration mode. (config-router-mpls-bypass-Isp)
Individual LSP mode: This configuration covers all RSVP LSPs.

MPLS router MPLS interface dynamic bypass configuration mode (config-router-mpls-if-ethernet-
slot/port-dynamic-bypass).

Usage Guidelines

The CLI configuration at the LSP level always overrides the configuration at the global level. That is, the
decision to use-te-metric or use-igp-metric for CSPF path calculation if configured at the LSP
level, always overrides the configuration at the global level.
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Examples

The user can configure the CSPF computation mode for the CSPF Path calculation of dynamic bypass
LSPs that get created. CSPF can make use of either the TE-metric as cost or the IGP metric as cost for
the shortest path first algorithm.

The no form of the command removes the CSPF computation mode.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

In the following example, the CSPF computation mode is set back to a default value of the te-metric
at the global level.

device# configure

device (config) # router-mpls

device (config-router-mpls)# policy

device (config-router-mpls-policy)# cspf-computation-mode metric-type use-igp-metric
device (config-router-mpls-policy)# no cspf-computation-mode metric-type use-te-metric
Error:CSPF computation is configured to use igp-metric

device (config-router-mpls-policy)# no cspf-computation-mode metric-type use-igp-metric

In the following example, the CSPF computation mode is set back to a default value of the use-te-
metric at the LSP level.

device# configure

device (config) # router mpls

device (config-router-mpls)# lsp test

device (config-router-mpls-1lsp-test)# cspf-computation-mode metric-type use-igp-metric

device (config-router-mpls-policy)# no cspf-computation-mode metric-type use-te-metric

Error:CSPF computation is configured to use-igp-metric

device (config-router-mpls-policy)# no cspf-computation-mode metric-type use-igp-metric

In the following example, both the cost and number of riding backups are considered using the use-
bypass-metric command.

device# configure

device (config) # router-mpls

device (config-router-mpls)# policy

device (config-router-mpls-policy)# cspf-computation-mode metric-type use-bypass-metric

In the following example, both the cost and number of riding backups are considered using the use-
igp-metric command for dynamic bypass MPLS Ethernet interface 0/8.

device# configure

device (config) # router-mpls

device (config-router-mpls) # mpls-interface ethernet 0/8

device (config-router-mpls-if-ethernet-0/8)# dynamic-bypass

device (config-router-mpls-if-ethernet-0/8-dynamic-bypass) # cspf-computaion-mode use-igp-
metric
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cspf-interface-constraint

Forces the CSPF calculation to include any specified interface when creating an LSP.

Syntax
cspf-interface-constraint

no cspf-interface-constraint

Command Default

The command is disabled, by default.

Modes
MPLS policy mode.

Usage Guidelines

The command may be dynamically turned on or off. Turning the command off or on has no effect on
LSPs that have already been established (primary and secondary). For LSPs that are currently retried,
changing the constraint setting changes the behavior on the next retry such as when an LSP whose
path is configured to use that interface fails to come up due to an interface down condition.

The command has significance for the ingress node only, where the CSPF calculation takes place for an
LSP or a detour segment.

The no form of the command disables the configuration.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example configures the command.

device# configure

device (config) # router mpls

device (config-router-mpls) # policy

device (config-router-mpls-policy)# cspf-interface-constraint
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cspf-group

Configures a CSPF fate-sharing group by assigning a name to the group.

Syntax
cspf-group group name

no cspf-group

Command Default
The command is disabled by default.

Parameters

group name

Specifies the name of the fate-sharing group. The group-name variable can be up to128
characters. The objects that can be specified for a fate-sharing group are interface, point-to-
point link, node, and subnet.

Modes
MPLS router mode

Usage Guidelines

The no form of the command disables the command.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example assigns the name group3 to the fate sharing group configuration.

device# configure
device (config) # router mpls
device (config-router-mpls)# cspf-group group3
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cspf-group-computation

Use the espf-group-computation mode when setting up a fate-sharing group.

Syntax

cspf-group-computation [ add-penalty | ignore-overload-bit | metric-type
[ use-igp-metric | use-te-metric ] | use-bypass-metric ]

no cspf-group-computation

Command Default
The CSPF group computation mode is disabled, by default.

Parameters
add-penalty
Adds penalty of all matching cspf-groups to TE metric of the TE link.
ignore-overload-bit
Ignores the overload bit during CSPF computaton.
metric-type

Selects the metric type for CSPF computation.
use-igp-metric

Uses the IGP metric of the link for CSPF computation.
use-te-metric
Uses the TE metric of the link for CSPF computation.

use-bypass-metric
Uses the bypass LSPs path cost for the selection between bypass LSPs

Modes

MPLS policy configuration mode (config-router-mpls-policy).

Usage Guidelines

The no form of the command disables the CSPF group computation mode.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".
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Examples

The following example specifies the CSPF-group computation for a fate-sharing group, and enables the
add-penalty option.

device# configure

device (config)# router mpls

device (config-router-mpls)# policy

device (config-router-mpls-policy)# cspf-group-computation add-penalty

The following example enables the liberal mode of the bypass LSP selection.

device# configure

device (config) # router mpls

device (config-router-mpls)# policy

device (config-router-mpls-policy)# cspf-group-computation use-bypass-liberal
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dampening

Sets dampening parameters for the route in BGP address-family mode.

Syntax

dampening { half-life reuse suppress max-suppress—-time | route-map route-
map }

no dampening

Command Default
Disabled.

Parameters
half-1ife

Number of minutes after which the route penalty becomes half its value. Range is from 1 through
45, Default is 15.

reuse

Minimum penalty below which the route becomes usable again. Range is from 1through 20000.
Default is 750.

suppress

Maximum penalty above which the route is suppressed by the device. Range is from 1 through
20000. Default is 2000.

max-suppress—time

Maximum number of minutes a route can be suppressed by the device. Range is from 1 through
255. Default is 40.

route-map

Enables selection of dampening values established in a route map by means of the route-map

command.
route-map

Name of the configured route map.

Modes

BGP address-family IPv4 unicast configuration mode

BGP address-family IPv6 unicast configuration mode

Usage Guidelines

Use the no form of this command to disable dampening.

Use dampening without operands to set default values for all dampening parameters.
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Examples

To use the dampening values established in a route map, configure the route map first, and then enter
the route-map command, followed by the name of the configured route map.

A full range of dampening values (half-1ife, reuse, suppress, max-suppress—-time) can also
be set by means of the set as-path prepend command.

The following example enables default dampening as an IPv4 address-family function.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipviu) # dampening

The following example changes all the dampening values as an IPv6 address-family function.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipv6 unicast
device (config-bgp-ipvé6u)# dampening 20 200 2500 40
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database-overflow-interval (OSPFv2)

Configures frequency for monitoring database overflow.

Syntax
database-overflow-interval interval

no database-overflow-interval

Command Default

0 seconds. If the device enters OverflowState, you must reboot before the device leaves this state.

Parameters
interval

Time interval at which the device checks to see if the overflow condition has been eliminated.
Valid values range from O through 86400 seconds.

Modes

OSPF router configuration mode

OSPF router VRF configuration mode

Usage Guidelines

This command specifies how long a device that has entered the OverflowState waits before resuming
normal operation of external LSAs. However, if the external link state database (LSDB) is still full, the
device lapses back into OverflowState. If the configured value of the database overflow interval is zero,
then the device never leaves the database overflow condition.

When the maximum size of the LSDB is reached (this is a configurable value in the external-Isdb-limit
CLI), the device enters OverflowState. In this state, the device flushes all non-default AS-external-LSAs
that the device had originated. The devie also stops originating any non-default external LSAs. Non-
default external LSAs are still accepted if there is space in the database after flushing. If no space exists,
the Non-default external LSAs are dropped and not acknowledged.

The no form of the command disables the overflow interval configuration.

Examples
The following example configures a database-overflow interval of 60 seconds.
device# configure terminal

device (config) # router ospf
device (config-router-ospf-vrf-default-vrf) # database-overflow-interval 60
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database-overflow-interval (OSPFv3)

Configures frequency for monitoring database overflow.

Syntax
database-overflow-interval interval

no database-overflow-interval

Command Default

10 seconds. If the router enters OverflowState, you must reboot before the router leaves this state.

Parameters
interval

Time interval at which the device checks to see if the overflow condition has been eliminated.
Valid values range from O through 86400 seconds (24 hours).

Modes

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

This command specifies how long after a router that has entered the OverflowState before it can
resume normal operation of external LSAs. However, if the external link state database (LSDB) is still full,
the router lapses back into OverflowState.

When the maximum size of the LSDB is reached (this is a configurable value in the external-Isdb-limit
CLI), the router enters OverflowState. In this state, the router flushes all non-default AS-external-LSAs
that the router had originated. The router also stops originating any non-default external LSAs. Non-
default external LSAs are still accepted if there is space in the database after flushing. If no space exists,
the Non-default external LSAs are dropped and not acknowledged.

The no form of the command disables the overflow interval configuration.

Examples
The following example configures a database-overflow interval of 120 seconds.
device# configure terminal

device (config)# ipv6 router ospf
device (config-ipv6-router-ospf-vrf-default-vrf) # database-overflow-interval 120
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debug access-list-log buffer

Configures or clears the ACL buffer.

Syntax

debug access-list-log buffer { circular | linear } packet-count count-
value

debug access-list-log buffer clear

no debug access-list-log buffer

Parameters
circular
Specifies circular buffer type.
linear
Specifies linear buffer type.
packet-count count-value
Specifies a value from 64 through 2056.
clear

Clears the buffer contents.

Modes
Privileged EXEC mode

Usage Guidelines

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands
and interpreting their results.

Use the no form of this command to disable debugging.

Examples

The following example clears the buffer.

device# debug access-list-log buffer clear
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debug arp packet buffer

Configures or clears the ARP-packet buffer.

Syntax
debug arp packet buffer all
no debug arp packet buffer all
debug arp packet buffer { circular | linear } packet-count num-packets
[ vrf vrf-name |
debug arp packet buffer clear [ vrf vrf-name ]
debug arp packet buffer interface { ethernet slot / port | port-channel
number | ve ve-id } [ rx | tx ]
no debug arp packet buffer interface { ethernet slot / port | port-
channel number | ve ve-id } [ rx | tx ]
Parameters
all

Specifies all ARP-packet buffers.
circular

Specifies circular buffer type.
linear

Specifies linear buffer type.
packet-count num-packets

Specifies a value from 64 through 2056.
clear

Clears the buffer contents.
vrf vrf-name

Specifies the name of the VRF instance. If this option is not used, details for the default VRF are
shown in the output.

interface
Specifies an Ethernet or VE interface.
ethernet

Specifies a physical Ethernet interface.
slot

Specifies a valid slot number. For devices that do not support linecards, specify O.

port
Specifies a valid port number.

port-channel number
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Modes

Specifies a port-channel interface.

ve ve-id

Specifies a virtual ethernet (VE) interface.

rx

Specifies whether to capture only transmitted packets.

tx

Specifies whether to capture received packets.

Privileged EXEC mode

Usage Guidelines

Examples

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands
and interpreting their results.

If neither £x nor tx are specified, both transmitted and received packets are captures.

To disable ARP packet capture on a specified interface, use the no debug dhcp packet buffer
interface command.

To disable ARP packet capture on all interfaces, use the no debug dhcp packet buffer all
command.

The following command enables ARP packet capture for transmitting data on Ethernet interface 1/5.

device# debug arp packet buffer interface ethernet 1/5 tx

The following command disables ARP packet capture on all interface.

device# no debug arp packet buffer all
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debug dhcp packet buffer

Configures a buffer to capture DHCP packets.

Syntax

debug dhcp packet buffer [all | circular packet count | clear vrf name |
interface ethernet/port-channel | linearpacket count]

Command Default

The buffer wraps around to overwrite earlier captures (circular).

Parameters
circular
Buffer wraps around to overwrite earlier captures.
linear
Buffer stops capture when the packet-count value is reached.
clear
Clears the packet buffer.
all
Captures DHCP packets on all interfaces.
interface
Represents a valid interface such as Ethernet or port channel.
Modes

Privileged EXEC mode

Usage Guidelines

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands

and interpreting their results.

This command configures the capturing buffer behavior by allowing captures to wrap and overwrite
earlier captures or stop capturing when a packet-count limit is reached. The current buffer content is
cleared when the configuration changes.

Use the no form of this command to disable debugging.
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Examples

The following example configures a buffer to capture 510 maximum packets in a circular fashion.

device# debug dhcp packet buffer circular packet-count 510
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debug dot1x packet

Displays processing information related to IEEE 802.1X port-based access control.

Syntax
debug dotlx packet { all | interface ethernet slot/port } [ detail ]
[ both | rx | tx ]
no debug dotlx packet { all | interface ethernet sliot/port }
Parameters
all
Causes the display of information for all interfaces.
interface
Causes the display of information for a specific interface.
ethernet slot/port
Specifies an Ethernet interface in slot and port number format; when the device does not
contain slots, the slot number must be 0.
detail
Causes the display of detailed information.
both
Causes the display of information about received and transmitted packets. By default,
information about both received and transmitted packets is displayed.
rx
Causes the display of information about only received packets.
tx
Causes the display of information about only transmitted packets.
Modes

Privileged EXEC mode

Usage Guidelines

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands

and interpreting their results.

The no form of the command disables the display of processing information related to IEEE 802.1X
port-based access control.
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Examples

The following example shows how to display detailed processing information related to IEEE 802.1X
port-based access control for all interfaces.

device# debug dotlx packet all detail

2017/04/26-04:16:35.131863 [DOT1X]: [EAP-Request]: TX SA(609c.9f5a.251le)
DA (0180.c200.0003) Port: Ethernet 0/6 Type: Identity

The follow example shows how to disable the display of processing information related to IEEE 802.1X
port-based access control for port 0/1.

device# no debug dotlx packet interface ethernet 0/1
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debug ip bgp

Displays information related to the processing of BGP4, with a variety of options.

Syntax
debug ip bgp { cli | dampening | events | general | graceful-restart |
ip-prefix ip-addr/mask-len | ip-prefix-list name | keepalives |
route-map name | route-selection | traces | updates [ rx | tx ] }
[ all-vrfs | vrf vrf-name ]
no debug ip bgp
Parameters

cli

Displays information about BGP CLI
dampening

Displays BGP4 dampening.
events

Displays all BGP4 events.
general

Displays BGP4 common events.
graceful-restart

Displays BGP graceful restart events.
ip-prefix

Displays information filtered by IP prefix.

ip-addr

IPv4 address in dotted-decimal notation.

mask-len

IPv4 mask length in CIDR notation.
ip-prefix-list

Displays information filtered by IP prefix list.
name

Name of IP prefix list.
keepalives

Displays BGP4 keepalives.
route-map

Displays configured route map tags.
name

Name of route map.

route-selection
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Modes

Displays BGP4 route selection.
traces

Displays BGP traces.
updates

Displays BGP4 updates.

rx

Displays BGP4 received updates.

tx

Displays BGP4 transmitted updates
all-vrfs

Specifies all VRFs.

vrf

Specifies a VRF instance or all VRFs.

vrf-name

Specifies a VRF instance

Privileged EXEC mode

Usage Guidelines

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands

Examples

and interpreting their results.

If you want to see BGP4 keepalives for a specific neighbor, you must first specify the neighbor using the
debug ip bgp neighbor command. Only keepalive traces for the specified neighbor will appear in

the debugging message.

The no form of the command disables debugging.

The following example sets debugging on BGP4 events.

device# debug ip bgp events

The following example sets debugging on BGP4 graceful restart events.

device# debug ip bgp graceful-restart
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The following example specifies that BGP4 keepalives for a specified neighbor appear in debugging
messages.

device# debug ip bgp keepalive
device# debug ip bgp neighbor 10.1.1.1

The following example sets debugging on BGP4 events for VRF instance "red".

device# debug ip bgp events vrf red
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debug ip bgp neighbor

Displays information related to the processing of BGP4 for a specific neighbor.

Syntax
debug ip bgp neighbor ip-addr [ all-vrfs | vrf vrf-name ]

no debug ip bgp neighbor ip-addr [ all-vrfs | vrf vrf-name ]

Parameters
ip-addr
IPv4 address in dotted-decimal notation.
all-vrfs
Specifies all VRFs.
vrf

Specifies a VRF instance or all VRFs.
vrf-name

Specifies a VRF instance.

Modes
Privileged EXEC mode

Usage Guidelines

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands
and interpreting their results.

The no form of the command disables debugging.

Examples

The following example sets debugging on information related to the processing of BGP4 for a specific
neighbor.

device# debug ip bgp neighbor 10.11.12.13

The following example specifies that BGP4 keepalives for a specified neighbor appear in debugging
messages.

device# debug ip bgp keepalive
device# debug ip bgp neighbor 10.1.1.1
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The following example sets debugging on information related to the processing of BGP4 for a specific
neighbor for VRF instance "red".

device# debug ip bgp neighbor 10.11.12.13 vrf red

The following example sets debugging information related to the processing of BGP4 for a specific
neighbor for all VRFs.

device# debug ip bgp neighbor 10.11.12.13 all-vrfs
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debug ip igmp

Enables or disables debugging for IGMP information.

Syntax
debug ip igmp { all | errors | group A.B.C.D | packet | rx | tx |
interface ethernet | port-channel tunnel | vlan vlan id | bridge-
domain bd id }
no debug ip igmp
Parameters
all
Enables all debugs.
errors
Enables only error type debugs, such as memory allocation failures.
group A.B.C.D
Specifies the group address, as a subnet number in dotted decimal format (for example,
10.0.0.1), as the allowable range of addresses included in the multicast group.
packet
Enables debug for queries or reports per the chosen option.
rx
Specifies only ingressing flow debugs to be captured in traces.
tx
Specifies only egressing packet flows to be captured in traces.
interface
Specifies the interface (ethernet, port-channel, tunnel) to be monitored.
vlan
Specifies the VLAN to be monitored.
bridge-domain
Specifies the bridge domain to be monitored.
Modes

Privileged EXEC mode

Usage Guidelines

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands
and interpreting their results.
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When debugging is enabled, all of the IGMP packets received and sent and IGMP-host related events
are displayed.

The no form of this command disables debugging.

Examples

The following example enables error debug flags.

device# debug ip igmp error
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debug ip pim

Enables debugging for IP Protocol Independent Multicast.

Syntax

debug ip pim { add-del-oif | bootstrap | group | join-prune | nbr-change
| packets | parent | regproc | route-change | rp | source | state |
all }

no debug ip pimall

Command Default

All flags are disabled.

Parameters

add-del-oif

Controls the OIF change flag.
bootstrap

Controls the bootstrap processing flag.
group

Controls the processing for a group flag.
join-prune

Controls the Join/Prune processing flag.
nbr-change

Controls the neighbor changes flag.
packets

Controls the packet processing flag.
parent

Controls the parent change processing flag.
regproc

Controls the register processing flag.
route-change

Controls the route changes flag.
rp

Controls the Rendezvous Point (RP) processing flag.
source

Controls the processing for a source flag.
state

Controls the state processing flag.
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all
Controls all of the states.

Modes
Privileged EXEC mode

Usage Guidelines

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands

and interpreting their results.

Use the no debug ip pim all command to disable debugging.
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debug ipv6 bgp

Displays debug information related to BGP processing for IPv6 prefix lists.

Syntax
debug ipv6é bgp ipvé-prefix ipvé-address /mask [ all-vrfs | vrf vrf-name ]
debug ipv6 bgp ipv6-prefix name [ all-vrfs | vrf vrf-name ]
debug ipv6 bgp ipvé6-prefix-list name [ all-vrfs | vrf vrf-name ]
no debug ipv6é bgp ipvé6-prefix ipvé-address /mask [ all-vrfs | vrf vrf-
name ]
no debug ipvé bgp ipvé-prefix name [ all-vrfs | vrf vrf-name ]
no debug ipv6é bgp ipvé-prefix-list name [ all-vrfs | vrf vrf-name ]
Parameters
ipv6-address /mask
Specifies an IPv6 address and network mask.
all-vrfs
Specifies all VRFs.
vrf
Specifies a VRF instance or all VRFs.
vrf-name
Specifies a VRF instance
name
Specifies a prefix list name.
Modes

Privileged EXEC mode

Usage Guidelines

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands
and interpreting their results.

Use the no form of this command to disable debugging.

Examples

This example enables debugging for IPv6 prefix list "myv6list” for VRF instance "red".

device# debug ipv6 bgp ipvé-prefix-list myvé6list vrf red
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This example enables debugging for a specified IPv6 address for all VRFs.

device# debug ipv6 bgp ipvé6-prefix 2001::/16 all-vrfs
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debug ipv6 bgp neighbor

Displays debug information related to BGP processing for a specified neighbor.

Syntax
debug ipv6é bgp neighbor ipvé6-addr [ all-vrfs | vrf vrf-name ]
no debug ipv6é bgp neighbor ipvé6-addr [ all-vrfs | vrf vrf-name ]
Parameters
ipvé6-addr
IPv6 address of a neighbor.
all-vrfs
Specifies all VRFs.
vrf
Specifies a VRF instance or all VRFs.
vrf-name
Specifies a VRF instance.
Modes

Privileged EXEC mode

Usage Guidelines

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands
and interpreting their results.

The no form of the command disables debugging.

Examples

The following example sets debugging for a neighbor.

device# debug ipv6 bgp neighbor 2000::1

The following example specifies that BGP keepalives for a specified neighbor appear in debugging
messages.

device# debug ip bgp keepalive
device# debug ipv6 bgp neighbor 2001::1

The following example sets debugging for a neighbor for VRF instance "red".

device# debug ipv6 bgp neighbor 2000::1 vrf red
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The following example sets debugging for a neighbor for all VRFs.

device# debug ipv6 bgp neighbor 2000::1 all-vrfs
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debug ipv6 ospf graceful-restart

Enables or disables graceful restart debugs for all VRFs or the specified VRF.

Syntax
debug ipv6é ospf graceful-restart {all-vrfs | vrf vrf-name }
no debug ipv6 ospf graceful-restart {all-vrfs | vrf vrf-name }
Parameters
all-vrfs
Specifies the IPv6 OSPFv3 debugs on all VRFs.
vrf vrf-name
Specifies the IPve OSPFv3 debugs on the indicated VRF.
Modes

Privileged EXEC mode

Usage Guidelines

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands
and interpreting their results.

When this command is enabled, it begins logging debugs related to graceful restart.

Examples
This example enables debug logging for the VRF named "red.”

device# debug ipv6 ospf graceful-restart vrf red

The following example disables the debugs on all VRFs.

device# no debug ipvé6 ospf graceful-restart all-vrfs
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debug lacp

debug lacp

Syntax

Enables or disables debugging for the Link Aggregation Control Protocol (LACP).

debug lacp{ all | cli | event | ha | pdu [ rx { all | interface ethernet

slot/port | tx { all | sync | timer | trace level number }

no debug lacp

Command Default

LACP debugging is disabled.

Parameters
all
Turns on all debugging.
cli
Turns on command line interface debugging.
event
Turns on event debugging.
ha
(Not currently supported) Echo HA events to the console.
pdu
Echo PDU content to the console.
rx all
Turns on debugging for received LACP packets on all interfaces.
rx interface
Turns on debugging for received LACP packets on the specified interface.
interface
Specifies the interface to be monitored.
ethernet

Represents a valid, physical Ethernet interface.
slot

Specifies a valid slot number. The only valid value is O.

port

Specifies a valid port number.

tx all

Turns on debugging for transmitted LACP packets on all interfaces.

tx interface
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Turns on debugging for transmitted LACP packets on the specified interface.
sync

Echo synchronization to consoles.
timer

Echo timer expiration to console.
trace level number

Specifies the trace level number. Valid values range from 1through 7.

Modes
Privileged EXEC mode

Usage Guidelines

Enter terminal monitor to display debugging outputs on a particular cmsh session.

Enter no debug lacp to disable LACP debugging.

Examples

To enable debugging of LACP PDUs for transmitted and received packets on all interfaces:
device# debug lacp pdu tx all

device # debug lacp pdu rx all

device# show debug lacp

LACP rx debugging is on
LACP tx debugging is on
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debug lidp dump

Dumps debugging information for the Link Layer Discovery Protocol (LLDP) to the console.

Syntax

debug 11dp dump { all | [ ethernet slot/port ] [ both ] ] | [ detail
[ both | rx | tx ] }

Command Default
LLDP debugging is disabled.

Parameters
all
Dumps all information to the console.
ethernet

Represents a valid, physical Ethernet port.
slot

Specifies a valid slot number. The only valid value is O.
port

Specifies a valid port number.

both

Turns on debugging for both transmit and receive packets.
detail

Turns on debugging with detailed information.
both

Turns on detailed debugging for both transmit and receive packets.
rx

Turns on detailed debugging for only received LLDP packets.

tx

Turns on detailed debugging for only transmitted LLDP packets.

Modes
Privileged EXEC mode
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debug lidp packet

Enables or disables debugging for the Link Layer Discovery Protocol (LLDP).

Syntax

debug 11dp packet { all | [ ethernet sliot/port ] [ both ] ] | [ detail
[ both | rx | tx ] }

no debug 1l1ldp packet { all | interface ethernet slot/port }

Command Default
LLDP debugging is disabled.

Parameters
all
Turns on LLDP packet debugging on all interfaces.
ethernet

Represents a valid, physical Ethernet port.
slot

Specifies a valid slot number. For devices that do not support linecards, specify 0.
port

Specifies a valid port number.

both

Turns on debugging for both transmit and receive packets.

detail

Turns on debugging with detailed information.
both

Turns on detailed debugging for both transmit and receive packets.
rx

Turns on detailed debugging for only received LLDP packets.

tx

Turns on detailed debugging for only transmitted LLDP packets.

Modes
Privileged EXEC mode

Usage Guidelines

Enter terminal monitor to display debugging outputs on a particular cmsh session.
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Enter no debug 1lldp packet to disable LLDP debugging.

Examples

To enable debugging of LLDP for both received and transmitted packets on the 10-gigabit Ethernet
interface O/1;

device# debug lldp packet interface ethernet 0/1 both
device# show debug lldp

LLDP debugging status:
Interface 0/1 : Transmit Receive
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debug spanning-tree

Enables debugging for the Spanning Tree Protocol (STP).

Syntax
debug spanning-tree { all | bpdu [ rx | tx [ all | [ interface { ethernet

slot/port | port-channel number }

no debug spanning-tree { all | bpdu [ rx | tx [ all | [ interface
{ ethernet slot/port | port-channel number }

Command Default
STP debugging is disabled.

Parameters
all
Turns on spanning tree packet debugging on all interfaces.
bpdu

Turns on Bridge Protocol Data Unit debugging.
rx

Turns on debugging for only received spanning-tree packets.

tx

Turns on debugging for only transmitted spanning-tree packets.
interface

Specifies an interface.
ethernet

Specifies an Ethernet interface.
slot

Specifies a valid slot number. Must be O if the switch does not contain slots.
port

Specifies a valid port number.

port-channel number

Specifies a port-channel.

Modes
Privileged EXEC mode
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debug spanning-tree

Usage Guidelines

Examples

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands

and interpreting their results.

Enter terminal monitor to display debugging outputs.

Enter no debug spanning-tree to disable debugging.

To enable debugging of spanning-tree for both Rx and Tx on Ethernet interface 0/1;

device# debug spanning-tree bpdu rx interface ethernet 0/1

device# debug spanning-tree bpdu tx interface ethernet 0/1

device# show debug spanning-tree

MSTP debugging status:

Spanning-tree
Eth 0/1 rx is
Spanning-tree
Eth 0/1 tx is

rx
on
tx
on

debugging is off

debugging is off
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debug udld packet

Enables debugging for the Unidirectional Link Detection (UDLD) protocol.

Syntax

debug udld packet { all | interface ethernet slot/port } { both | rx |
tx }

no debug udld packet

Command Default
UDLD debugging is disabled.

Parameters
all
Activates UDLD debugging on all ports on the switch.
ethernet
Represents a valid, physical Ethernet type for all available Ethernet speeds.
slot/port
Specifies a valid slot and port number. For devices that do not support linecards, specify 0 for
the slot.
both
Sets debugging for both received and transmitted packets.
rx
Sets debugging for received packets only.
tx
Sets debugging for transmitted packets only.
Modes

Privileged EXEC mode

Usage Guidelines

Diagnostic commands are developed and intended for specialized troubleshooting. Work closely with
Extreme Networks technical support when running debug or show system internal commands
and interpreting their results.

When debugging is enabled, UDLD PDUs are written to the console as they are transmitted and
received on one or all ports.

Use the show debug udld command to view your current debug settings.

Extreme SLX-OS
418 Command Reference, 20.3.3



Commands C - D debug udld packet

Use the no form of this command to turn off either all dumping of UDLD PDUs or dumping on a specific
port.

Examples

To turn on debugging of transmitted packets on a specific ethernet interface:

device# debug udld packet interface ethernet 0/1 tx
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default-information-originate (BGP)

Configures the device to originate and advertise a default BGP route.

Syntax
default-information-originate

no default-information-originate

Modes

BGP address-family IPv4 unicast configuration mode
BGP address-family IPv6 unicast configuration mode
BGP address-family IPv4 unicast VRF configuration mode

BGP address-family IPv6 unicast VRF configuration mode

Usage Guidelines

The no form of the command restores the default.

Examples

The following example originates and advertises a default BGP4 route.

device# configure terminal
device (config) # router bgp
device (config-bgp-router) # address-family ipv4 unicast
device (config-bgp-ipv4u) # default-information-originate

The following example originates and advertises a default BGP4+ route for VRF "red".

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipvé unicast vrf red
device (config-bgp-ipvou-vrf) # default-information-originate
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default-information-originate (IS-IS)

Generates a default route into an Intermediate System-to-Intermediate System (IS-IS) routing domain.

Syntax
default-information-originate [ route-map name ]

no default-information-originate [ route-map name ]

Command Default
Disabled.

Parameters
route-map name

Specifies that the default route is generated if the route map is satisfied. The route map name
can be from 1through 63 characters in length.

Modes

IS-IS address-family IPv4 unicast configuration mode

IS-IS address-family IPv6 unicast configuration mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The no form of the command disables default route origination.

Examples

The following example generates a default external route into an IS-IS domain.

device# configure terminal

device (config)# router isis

device (config-isis-router)# address-family ipv4 unicast

device (config-router-isis-ipv4u) # default-information-originate

The following example generates a default external route into an IS-IS domain if the route map
“myroutemap” is satisfied.

device# configure terminal

device (config)# router isis

device (config-isis-router)# address-family ipv6 unicast

device (config-router-isis-ipvéu) # default-information-originate route-map myroutemap
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default-information-originate (OSPFv2)

Controls distribution of default information to an OSPFv2 device.

Syntax

default-information-originate [ always ] [ metric metric ] [ metric-type
{ typel | type2 } ] [ route-map name ]

no default-information-originate

Command Default

The default route is not advertised into the OSPFv2 domain.

Parameters
always

Always advertises the default route. If the route table manager does not have a default route, the
router advertises the route as pointing to itself.

metric metric

specifies the cost for reaching the rest of the world through this route. If you omit this parameter
and do not specify a value using the default-metric router configuration command, a
default metric value of 1is used. Valid values range from 1through 65535. The default is 10.

metric-type
Specifies how the cost of a neighbor metric is determined. The default is typel. However, this

default can be changed with the metric-type command.
typel

Type 1external route.

type2

Type 1external route,
route-map name

Specifies that the default route is generated if the route map is satisfied. This parameter
overrides other options. If the set metric and set metric-type commands are specified
in the route-map, the command-line values of metric and metric-type if specified, are “ignored”
for clarification.

Modes

OSPF router configuration mode

OSPF router VRF configuration mode
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Usage Guidelines

This configuration provides criteria for the redistribution of any default routes found in the route table
manager (RTM),whether static or learned from another protocol, to its neighbors.

The corresponding route-map should be created before configuring the route-map option, along
with the default-information-originate command. If the corresponding route-map is not
created beforehand, an error message is displayed stating that the route-map must be created.

The route-map option cannot be used with a non-default address in the match conditions. The default
route LSA is not generated if a default route is not present in the routing table and amatch ip
address condition for an existing non-default route is configured in the route-map. The match ip
address command in the route-map is a no-op operation for the default information originate
command.

The no form of the command disables default route origination.

Examples

The following example creates and advertises a default route with a metric of 30 and a type 1 external
route.

device# configure terminal

device (config) # router ospf

device (config-router-ospf-vrf-default-vrf) # default-information-originate metric 30
metric-type typel
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default-information-originate (OSPFv3)

Controls distribution of default information to an OSPFv3 device.

Syntax

default-information-originate [ always ] [ metric metric ] [ metric-type
{ typel | type2 } ]

no default-information-originate

Command Default

The default route is not advertised into the OSPFv3 domain.

Parameters
always

Always advertises the default route. If the route table manager (RTM) does not have a default
route, the router advertises the route as pointing to itself.

metric metric

Used for generating the default route, this parameter specifies the cost for reaching the rest of
the world through this route. If you omit this parameter, the value of the default-metric
command is used for the route. Valid values range from 1through 65535.

metric-type

Specifies the external link type associated with the default route advertised into the OSPF
routing domain.
typel

The metric of a neighbor is the cost between itself and the router plus the cost of using this
router for routing to the rest of the world.

The default is typel.
type2

The metric of a neighbor is the total cost from the redistributing routing to the rest of the world.

Modes

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

This configuration provides criteria for the redistribution of any default routes found in the RTM
(whether static or learned from another protocol) to its neighbors.

The no form of the command disables default route origination.
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Examples

The following example specifies a metric of 20 for the default route redistributed into the OSPFv3
routing domain and an external metric type of Type 2.

device# configure terminal

device (config) # ipv6 router ospf

device (config-ipv6-router-ospf-vrf-default-vrf) # default-information-originate metric 20
metric-type type2
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default-ipv6-gateway

Configures the IPv6 address of the default gateway on a VLAN.

Syntax
default-ipvé6-gateway ipvé-address [metric ]
no default-ipv6-gateway
Parameters
ipvé6-address
IPv6 address of the default gateway.
metric
A decimal value from 1through 5.
Modes

VLAN configuration mode

Usage Guidelines

A device should have a default gateway, for the following reasons:

* Although IPv6 discovers neighbors and routes dynamically, in some cases Router Advertisement
(RA) and Router Solicitation (RS) operations are disabled and a default gateway is required to send

traffic. RA and RS are not suppressed if a default gateway is confifured.

* Management devices (for example, TFTP servers, Telnet or SSH clients) are not members of the

same subnet as the management IPv6 address.

If a management VLAN is not configured, the device can have only one IPv6 default gateway in the

global configuration.

If a management VLAN is configured, the device can have a maximum of 5 IPv6 default gateways, with
an optional metric (1 through 5), under the management VLAN. Multiple gateways can have the same

metric value.

Configured gateway addresses and the default gateway address must be in same subnet.

The best default gateway is first chosen as the device whose neighbors are reachable (in the REACH
state), in the sequence of metric values. Otherwise, the gateway with the highest priority (the lowest

metric value) is chosen.

If a static default gateway is configured, that gateway takes precedence over the best default gateway
configured by means of RA. If the static default-gateway configuration is removed, the best default

gateway learned by RA is restored.

Use the no form of the command to remove the IPv6 address and disable the default gateway.
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Selection of the best default router among configured IPv6 routers occurs under the following
conditions:

* Disabling an interface

* Processing of an NA message receipt

* Adding or deleting an IPv6 neighbor to or from the neighbor list

* Configuring the IPv6 static default gateway by means of the CLI

The process of resolving the link layer for the IPv6 default gateway by sending NS occurs during the
following conditions:

* Configuration of the default gateway configured by means of the CLI
* Addition or deletion of a management VLAN configuration

Examples

The following example configures the maximum of 5 IPv6 default gateways with the management
VLAN configuration, and specifies metrics for each.

device# configure terminal

device (config) # vlan 66

device (config-vlan-66) # default-ipvé6-gateway 2620:100:
device (config-vlan-66) # default-ipv6-gateway 2620:100:
device (config-vlan-66)# default-ipv6-gateway 2620:100:
device (config-vlan-66) # default-ipvé6-gateway 2620:100:
device (config-vlan-66) # default-ipv6-gateway 2620:100:

:£e23:10:37:65:129
:£e23:10:37:65:129
:£e23:10:37:65:130
:fe23:10:37:65:131
:£e23:10:37:65:132

Q Q0 Q
a R NN W

Use the show ipv6é command to confirm the configuration and view the best default gateway
(router).

device (config) # show ipve6
Global Settings
IPv6 is enabled
Link-local address (es) :
fe80::768e:£8ff:fef9:6d80 [Preferred]
Global unicast address(es):
2620:100:c:fe23:768e:f8ff:fef9:6d80 [Preferred], subnet is 2620:100:c:fe23::/64
Joined group address (es):
£f£f02::1:£££9:6d80
£ff02::1
Best Default Router : 2620:100:c:£fe23:10:37:65:129 PMTUS : 0O
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 3
ND reachable time is 30000 miliseconds
ND retransmit interval is 1000 miliseconds
Current Hop Limit is 64
Hosts use stateless autoconfig for addresses
No Inbound Access List Set
No Outbound Access List Set
No IPv6 Domain Name Set
No IPv6 DNS Server Address set
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default-link-metric

Configures the metric value globally on all active Intermediate System-to-Intermediate System (IS-1S)
interfaces for a specified address family.

Syntax

default-link-metric { level-1 | level-2 } value

no default-link-metric { level-1 | level-2 }

Command Default
Disabled.

Parameters
level-1
Specifies the default-link-metric parameter as Level 1.
level-2
Specifies the default-link-metric parameter as Level 2.
value

Specifies the default-link-metric value in metric style. The narrow metric range is from 1through
63. The wide metric range is from 1through 16777215. The default is 10.

Modes

IS-1S address-family IPv4 unicast configuration mode

IS-1S address-family IPv6 unicast configuration mode

Usage Guidelines

IS-1S is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

This command is useful when you have a common IS-IS metric value on all IS-IS interfaces (other than
the default metric value of 10). This command is not applicable to MPLS IS-IS shortcuts and tunnel
interfaces.

If you change the metric style configuration, the value of the default link metric also changes. The new
value of the default link metric is equal to the minimum of the configured value and the maximum value
supported by the new metric style. For example, if the metric style changes from wide metric to narrow
metric, and the default-link-metric value is greater than 63, the default-link-metric value changes to 63
because it is the maximum value supported in the narrow metric style. When the metric style changes
from a narrow metric to a wide metric, there is no change to the default-link-metric value.
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Examples

You can change the metric value for a specific interface using the isis metric command or the
isis ipv6 metric command. The isis metric command configuration takes precedence over
the default-1link metric value command configuration.

The no form of the command resets the metric value to the default value 10.

The following example configures the IS-IS default-link-metric value to 30 for Level 1 for the IPv4 unicast
address family.

device# configure terminal

device (config)# router isis

device (config-isis-router)# address-family ipv4 unicast

device (config-router-isis-ipv4u)# default-link-metric level-1 30

The following example configures the IS-IS default-link-metric value to 30 for Level 1, and the IS-IS
default-link-metric value to 40 for Level 2 for the IPv6 unicast address family.

device# configure terminal

device (config)# router isis

device (config-isis-router)# address-family-ipv6 unicast

device (config-router-isis-ipvou)# default-link-metric level-1 30
device (config-router-isis-ipvou) # default-link-metric level-2 40
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default-local-preference

Enables setting of a local preference value to indicate a degree of preference for a route relative to that
of other routes.

Syntax
default-local-preference num
no default-local-preference
Parameters
num
Local preference value. Range is from O through 65535. The default is 100.
Modes

BGP configuration mode

Usage Guidelines

Local preference indicates a degree of preference for a route relative to that of other routes. BGP4
neighbors can send the local preference value as an attribute of a route in an UPDATE message.

Examples
The following example sets the local preference value to 200.
device# configure terminal

device (config) # router bgp
device (config-bgp-router)# default-local-preference 200
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default-metric (BGP)

Changes the default metric used for redistribution.

Syntax
default-metric value

no default-metric

Command Default

The default metric value is 1.

Parameters
value

Metric value. Range is from O through 4294967295.

Modes

BGP address-family IPv4 unicast configuration mode
BGP address-family IPv6 unicast configuration mode
BGP address-family IPv4 unicast VRF configuration mode

BGP address-family IPv6 unicast VRF configuration mode

Usage Guidelines

The no form of the command restores the default.

Examples

The following example changes the default metric used for redistribution to 100.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipvdu) # default-metric 100
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default-metric (1S-IS)

Sets the default redistribution metric value for the Intermediate System-to-Intermediate System (IS-1S)
routing protocol.

Syntax
default-metric value

no default-metric

Command Default

The default metric value is O.

Parameters
value

Specifies the default metric value. Valid values range from O through 65535. The default is O.

Modes

IS-1S address-family IPv4 unicast configuration mode

IS-IS address-family IPv6 unicast configuration mode

Usage Guidelines

IS-1S is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The no form of the command resets the default metric value to the default value of O.

Examples

The following example sets the default metric value to 20 for the IPv4 unicast address family.

device# configure terminal

device (config) # router isis

device (config-isis-router)# address-family ipv4 unicast
device (config-router-isis-ipvdu) # default-metric 20

The following example sets the default metric value to 40 for the IPv6 unicast address family.

device# configure terminal

device (config) # router isis

device (config-isis-router)# address-family ipv6 unicast
device (config-router-isis-ipvou) # default-metric 40
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default-metric (OSPF)

Sets the default metric value for the OSPFv2 or OSPFv3 routing protocol.

Syntax
default-metric metric
no default-metric
Parameters
metric
OSPF routing protocol metric value. Valid values range from 1 through 65535. The default is 10.
Modes

OSPF router configuration mode
OSPFv3 router configuration mode
OSPF router VRF configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

This command overwrites any incompatible metrics that may exist when OSPFv2 or OSPFv3
redistributes routes. Therefore, setting the default metric ensures that neighbors use the correct cost
and router computation.

The no form of the command restores the default setting.

Examples
The following example sets the default metric to 20 for OSPF.
device# configure terminal

device (config) # router ospf
device (config-router-ospf-vrf-default-vrf)# default-metric 20
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default-passive-interface

Marks all OSPFv2 and OSPFv3 interfaces passive by default.

Syntax
default-passive-interface

no default-passive-interface

Modes

OSPF router configuration mode
OSPFv3 router configuration mode
OSPF router VRF configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

When you configure the interfaces as passive, the interfaces drop all the OSPFv2 and OSPFv3 control
packets.

You canuse the ip ospf active and ip ospf passive commands in interface subconfiguration
mode to change active/passive state on specific OSPFv2 interfaces. You can use the ipvé ospf
active and ipvé ospf passive commands in interface subconfiguration mode to change the
active and passive state on specific OSPFv3 interfaces.

The no form of the command disables the passive state.

Examples
The following example marks all OSPFv2 interfaces as passive.
device# configure terminal

device (config)# router ospf
device (config-router-ospf-vrf-default-vrf)# default-passive-interface
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delay

For an implementation of an event-handler profile, specifies a delay from when a trigger is received until
execution of the event-handler action.

Syntax
delay seconds

no delay

Command Default

There is no delay from when a trigger is received until execution of the event-handler action.

Parameters
seconds

Specifies the number of seconds from when a trigger is received until the execution of the
specified action begins. Valid values are O or a positive integer.

Modes

Event-handler activation mode

Usage Guidelines

The no form of this command resets the delay setting to the default O seconds.

Examples

The following example specifies a delay of 60 seconds.

device# configure terminal
device (config) # event-handler activate eventHandlerl
device (config-activate-eventHandlerl) # delay 60

The following example resets delay to the default value of O seconds.

device# configure terminal
device (config) # event-handler activate eventHandlerl
device (config-activate-eventHandlerl) # no delay
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delay-link-event

Configures the port transition hold timer to set a delay in the sending of port up or down port events, or
both, to Layer 2 protocols.

Syntax
delay-link-event multiple-iteration { down | up | both }

no delay-link-event

Command Default

The sending of an up or down port event is not delayed.

Parameters
multiple-iteration

Specifies the number of times that the polling iteration occurs. Enter an integer from 1to 200.

The polling iteration is 50 ms. The delay time isthe multiple-iteration times 50 ms.

both
Sets the delay for the port down and up events.
down

Sets the delay for the port down event.

up
Sets the delay for the port up event.

Modes

Interface Ethernet configuration mode.

Usage Guidelines

Use the no form of the command to remove the delay from the port events on the interface.

While link down events are reported immediately in the Syslog, their effect on higher level protocols
such as OSPF is delayed according to how the hold timer is configured. When configured, the timer
affects the physical link events. However, the resulting logical link events are also delayed.

whe Note
E All LAG member ports must have the same delayed-link-event configuration.

uid Note
E The delayed-link-event configuration is applicable only on a physical interface. It is not valid
ona VLAN, VE, LAG, or loopback interfaces.
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700 Note
E The port transition hold timer does not take effect when the interface is administratively shut
down.

Examples

The following example shows the steps in the previous configuration.

device# configure terminal
device (config) # interface ethernet 4/2
device (conf-if-eth-4/2)# delay-link-event 2 down
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delete

Deletes a user-generated file from the flash memory.
Syntax

delete file
Parameters

file

The name of the file to be deleted.

Modes

Privileged EXEC mode

Usage Guidelines

The delete operation is final; there is no mechanism to restore the file.

System configuration files cannot be deleted. If you try to delete a system configuration file, an
appropriate message is displayed.

Examples

To delete a user-generated copy of a configuration file:

device# delete myconfig

o

% Warning: File will be deleted (from flash:)!
Continue? (y/n): y
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delete-packet

Configures the logging or monitoring interval for all Traffic Management (TM) deleted packets on the
SLX-OS device.

Syntax

delete-packet { logging-interval minutes } | { threshold deleted-
packets }

no delete-packet logging-interval | threshold

Command Default

The logging interval is 60 minutes.

The default threshold is zero (O) deleted packets.

Parameters
logging-interval minutes
Specifies the logging interval in minutes. Enter an integer from from 10 to 2880.
threshold deleted-packets

Specifies the threshold limit for all deleted packets of the TM device. Enter a value from O to
10000. The value of O disables the monitoring of the all TM deleted packets.

Modes

System monitor TM configuration mode

Usage Guidelines

Use the no version of this command to reset the default interval or threshold values.

A RASlog message for the TM device statistics is generated within the logging interval similar to the
following format:

M1 | Active, WARNING, SLX, TM threshold, Head deleted packets 34462
on device 3.1.1.

Examples

The following example configures the logging interval to 120 minutes.

device# configure terminal
device (config) # system-monitor tm
device (config-sys-mon-tm) # delete-packet logging-interval 120
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The following example configures the threshold to 50 deleted packets.

device# configure terminal
device (config) # system-monitor tm
device (config-sys-mon-tm) # delete-packet threshold 50
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deploy

Deploys the MCT cluster or cluster client.
Syntax

deploy

no deploy
Modes

Cluster configuration mode
Cluster client configuration mode

Cluster client PW configuration mode ( SLX 9540 and SLX 9640 devices only)

Usage Guidelines
Before deploying a cluster, the cluster client must be configured.

Before deploying a cluster client, the client interface and ESI settings must be configured under the
client configuration.

On the SLX 9540 and SLX 9640 devices:

* Before deploying a cluster PW client, the ESI value must be configured under the PW client
configuration.

* An LSP is automatically created when you deploy a cluster. When you undeploy a cluster, the LSP is
removed.

The client will not operate in MCT mode unless the remote client is also deployed.
The no form of the command undeploys the cluster or cluster client.

When the client is undeployed, all MAC addresses are removed locally and a withdraw message is sent
to the MCT peer to remove all associated client MAC addresses.

Examples

The following example shows the deployment of a cluster.

device (config)# cluster MCT1 1
device (config-cluster-1)# deploy

The following example shows the deployment of a cluster client.

device (config)# cluster MCT1 1
device (config-cluster-1)# client MCTl-client 200
device (config-cluster-client-200)# deploy
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On the SLX 9540 and SLX 9640 devices, the following example shows the deployment of a PW cluster
client.
device (config) # cluster MCT1 1

device (config-cluster-1)# client-pw
device (config-cluster-client-pw)# deploy
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description (BD)

Specify a string that contains the description for a bridge-domain or multiple bridge-domains.

Syntax
description [ description-string ]
no description [ description-string ]
Parameters
description-string
Specifies the description in a string format. The space character between the description
keyword and the description-stringis allowed.
Modes

Global bridge-domain configuration mode.

Usage Guidelines

The no description of the command removes the description specified for a bridge-domain.

The show bridge-domain command displays an extra field in the output displaying the description
of the bridge-domain.

Examples
The following example shows how to specify a description for bridge-domain 10.
device# configure terminal

device (config)# bridge-domain 10
device (config-bridge-domain-10) # description myBD10

Extreme SLX-OS
Command Reference, 20.3.3 443



description (event-handler) Commands C-D

description (event-handler)

Defines a description for an event-handler profile.

Syntax
description description-text

no description

Command Default

No description is defined.

Parameters
description-text

Characters describing the event-handler profile. The string can be 1through 128 ASCII characters
in length. Do not use the ? character. If you need to use ! or \, precede each with \.

Modes

Event-handler configuration mode

Usage Guidelines

An event-handler profile supports only one description.
To delete a description, use the no form of this command.

To change a description, you do not need to first delete the existing description. Just create a new
description.

Examples

The following example defines a description for eventHandler].

device# configure terminal
device (config)# event-handler eventHandlerl
device (config-event-handler-eventHandlerl) # description This is a sample description.
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description (interfaces)

Specify a string that contains the description of a specified interface.

Syntax

description line

Parameters
line

Specifies characters describing the interface. The string must be between 1and 63 ASCII
characters in length.

Modes

Interface subtype configuration mode

Examples
To set the string describing internal Ethernet interface 3/2:
device# configure terminal

device (config) # interface ethernet 3/2
device (conf-if-eth-3/2)# description converged 101
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description (LLDP)

Specifies a string that contains the LLDP description.

Syntax
description string
no description
Parameters
string
Characters describing LLDP. The string must be between 1and 50 ASCII characters in length.
Modes

Protocol LLDP and profile configuration modes

Usage Guidelines

Enter no description toremove the LLDP description.

The LLDP description can also be configured for a specific LLDP profile. When you apply an LLDP
profile on an interface using the 11dp profile command, it overrides the global configuration. If a
profile is not present, then the default global profile is used until you create a valid profile.

Examples
To set the strings describing LLDP:

device (conf-11dp) # description Extreme-LLDP

To set the strings describing LLDP for a specific LLDP profile, test2, enter the following:

device (conf-11dp) # profile testl
device (config-profile-testl) # description test2
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description (STP)

Describes an xSTP configuration.

Syntax
description description
no description
Parameters
description
Characters describing the xSTP configuration. The string must be between 1and 64 ASCII
characters in length.
Modes

xSTP configuration mode

Usage Guidelines

Enter no description to remove the description.

Examples

To specify the bridge priority:

device# configure terminal
device (config) # protocol spanning-tree stp
device (conf-stp)# description STP-S1

device# configure terminal
device (config) # protocol spanning-tree rstp
device (conf-rstp)# description RSTP-S1

device# configure terminal
device (config) # protocol spanning-tree mstp
device (conf-mstp) # description MSTP-S1
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description (VRRP)

Describes a Virtual Router Redundancy Protocol extended (VRRP-E) interface.

Syntax
description description
no description
Parameters
description
Characters describing the VRRP-E interface. The string must be between 1and 64 ASCII
characters in length.
Modes

Virtual-router-group configuration mode

Usage Guidelines

Enter no description to remove the description.

Examples
To describe the VRRP-E group 10 interface:

device# configure terminal

device (config)# interface ve 25

device (config-ve-25) # vrrp-extended-group 10

device (config-vrrp-extended-group-10) # description vrrpe group 10
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designated-forwarder-hold-time

Configures the time in seconds to wait before electing a designated forwarder.

Syntax
designated-forwarder-hold-time seconds

designated-forwarder-hold-time

Command Default

The default setting is three seconds.

Parameters
seconds

Specifies the hold time in seconds. Enter an integer from 1to 60.

Modes

Cluster configuration mode

Usage Guidelines
Use the no form of the command to reset the default setting of three seconds.

The designated forwarder is a PE in a set of multi-homing PEs connected to the same Ethernet segment
that is responsible for sending BUM traffic to a client for a particular VLAN ID on an Ethernet segment.

DF election is not triggered unless at least one remote CCEP is configured. When a CCEP goes up or
down, DF election is triggered as soon as the Ethernet route acknowledgment from remote peer is
received.

When a client is deployed locally or remotely, or the BGP session comes up, the DF timer does not start
and DF election is not performed until the timer expired.

Examples

The following example configures a 20-second hold time for DF election.

device (config) # cluster MCT1 1
device (config-cluster-1)# designated-forwarder-hold-time 20
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destination

Configures the destination address for the tunnel interface.

Syntax
destination ip-address

no destination ip-address

Command Default

No tunnel interface destination is configured.

Parameters

ip-address

Specifies the IPv4 address.

Modes

Interface tunnel configuration mode

Usage Guidelines

Usethe no tunnel destination command to remove the destination configuration.

You must ensure that a route to the tunnel destination exists on the tunnel source device and create a
static route if necessary.

Examples
This example configures the IP address 10.1.2.3 as the destination address.
device# configure terminal

device (config) # interface tunnel 5
device (config-intf-tunnel-5)# destination 10.1.2.3
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dhcp ztp cancel

Syntax

Modes

The Zero Touch Provisioning (ZTP) session indefinitely retries detecting the DHCP server to establish a

network connection for firmware download. Once canceled, the ZTP session stops retrying.

dhcp ztp cancel

Privileged EXEC mode

Usage Guidelines

Examples

By default, cancelling the ZTP session stops the session and stops all retry attempts, regardless of
whether the process succeeds or not. If the firmware download has completed successfully, the device
returns to Normal mode. The following limitations apply:

* If the firmware download has not started, you will need to reboot the switch manually to bring the
switch back to normal mode.

* |fthe firmware download has already started, you must wait for firmware download to complete
before running any other commands, power cycling the switch, starting a new firmware download,
or starting a new ZTP session.

* |f the firmware download completes and the switch fails to reboot, you must reboot the switch
manually to bring the switch back to normal mode.

The following example cancels the ZTP retry.

device# dhcp ztp cancel
Warning: This command will terminate the existing ZTP session
Do you want to continue? [y/n] y

You can confirm that ZTP is canceled by running the dhep ztp cancel command again. The output
confirms that ZTP is disabled.

device# dhcp ztp cancel
ZTP is not enabled.
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dhcp ztp log

Displays the Zero Touch Provisioning progress log.

Syntax

dhcp ztp log

Modes

Privileged EXEC mode

Usage Guidelines

The progress log displays if Zero Touch Provisioning is enabled.

Examples

The following example shows the ZTP progress log.

device# dhcp
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========== ZTP start ==========
disable raslog

CLI is ready

inband ports are enabled

serial number = EXH3343L014

model name = SLX9140

use inband interfaces only

get link down on all the interfaces
retry in 10 seconds

inband ports are enabled

serial number = EXH3343L014

model name = SLX9140

use inband interfaces only

get link down on all the interfaces
retry in 10 seconds

inband ports are enabled

serial number = EXH3343L014

model name = SLX9140

use inband interfaces only

checking inband interfaces link status

find link up on intefaces: Eth0.6 Eth0.8

start dhcp process on interfaces: Eth0.6 Eth0.8

interface Eth0.8 receives dhcp response

config ip address 192.169.0.147/24 on interface Eth0.8

ping ftp server 192.169.0.2
ping succeed

download ZTP config file from ftp://192.169.0.2/config/

receive ZTP configuration file [ztp.cfg]

interface Eth0.8 connectivity test pass
download script file [ztp.py]

ZTP configuration sanity check pass
========== 7TP continue ==========
disable raslog

CLI is ready

running configuration script [ztp.py]
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ZTP, Wed Jun 29 17:39:25 2016, commit configuration

ZTP, Wed Jun 29 17:39:25 2016, ZTP succeed

ZTP, Wed Jun 29 17:39:25 2016, enable raslog

ZTP, Wed Jun 29 17:39:25 2016, ========== 7TP completed ==========
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dir
Lists the contents of the device flash memory.
Syntax
dir
Modes
Privileged EXEC mode
Examples

The following example lists the contents of the flash memory.

device# dir
total 572

drwxr-xr-x 2 251 1011 4096
drwxr-xr-x 3 251 1011 4096
-rw-r--r-- 1 root sys 410
-rw-r—--r-- 1 root sys 695
-rw-r--r—-- 1 root root 185650

Jun
Mar
Jun
Jun
Jun

w W

07:
:00
00:

00

08

56

:56
09:

38

defaultconfig.standalone
defaultconfig.cluster
startup-config
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disable

Use the disable command to disable the dynamic bypass in MPLS router or on a MPLS Ethernet
interface without deleting the configurations of dynamic bypass configuration block.

Syntax
disable

no disable

Command Default

The default configurationis no disable.

Modes

MPLS router dynamic bypass configuration mode (config-router-mpls-dynamic-bypass).

MPLS router MPLS interface dynamic bypass configuration mode (config-router-mpls-if-ethernet-
slot/port-dynamic-bypass).

Usage Guidelines

The command brings down and deletes all the existing dynamic bypasses in the system.
The no form of the command enables dynamic bypass in MPLS router.
The no form of the command enables the dynamic bypass configuration on the MPLS interface.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example disables the dynamic bypass in the MPLS router.

device# configure

device (config)# router mpls

device (config-router-mpls) # dynamic-bypass

device (config-router-mpls-dynamic-bypass)# disable

The following example disables dynamic bypass on MPLS Ethernet interface 0/8 .

device# configure

device (config) # router mpls

device (config-router-mpls)# mpls-interface ethernet 0/8

device (config-router-mpls-if ethernet-0/8)# dynamic bypass

device (config-router-mpls-if-ethernet-0/8-dynamic-bypass) # disable
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disable-adjacency-check

Disables Intermediate System-to-Intermediate System (IS-1S) IPv6 protocol-support consistency checks
that are performed prior to forming adjacencies on hello packets.

Syntax
disable-adjacency-check

no disable-adjacency-check

Command Default
Disabled.

Modes

IS-IS address-family IPv6 unicast configuration mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The no form of the command re-enables the IS-IS IPv6 protocol-support consistency checks.

Examples

The following example disables the IS-IS IPv6 protocol-support consistency checks.

device# configure terminal

device (config)# router isis

device (config-isis-router)# address-family ipv6 unicast
device (config-router-isis-ipvéu) # disable-adjacency-check

The following example re-enables the IS-1S IPv6 protocol-support consistency checks.

device# configure terminal

device (config) # router isis

device (config-isis-router)# address-family ipv6 unicast
device (config-router-isis-ipvéu)# no disable-adjacency-check
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disable-incremental-spf-opt

Disables incremental full SPF optimizations for Intermediate System-to-Intermediate System (IS-IS).

Syntax
disable-incremental-spf-opt

no disable-incremental-spf-opt

Command Default
Disabled.

Modes

IS-IS router configuration mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

If you disable the partial SPF optimizations using the disable-partial-spf-opt command, IS-IS
automatically disables the incremental SPF optimizations and always runs full SPF. However, if you
disable incremental SPF optimizations using this command, IS-IS does not disable partial optimizations.

The no form of the command restores incremental SPF optimizations for 1S-IS.

Examples
The following example disables incremental SPF optimizations for IS-IS.
device# configure terminal

device (config)# router isis
device (config-isis-router)# disable-incremental-spf-opt

The following example restores incremental SPF optimizations for 1S-IS.

device# configure terminal
device (config)# router isis
device (config-isis-router) # no disable-incremental-spf-opt

Extreme SLX-OS
Command Reference, 20.3.3 457



disable-inc-stct-spf-opt Commands C - D

disable-inc-stct-spf-opt

Disables incremental shortcut LSP SPF optimization.

Syntax
disable-inc-stct-spf-opt

disable-inc-stct-spf-opt

Command Default
Disabled.

Modes

IS-IS router configuration mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The no form of the command restores incremental shortcut LSP SPF optimization.

Examples

The following example disables incremental shortcut LSP SPF optimization.

device# configure terminal
device (config) # router isis
device (config-isis-router)# disable-inc-stct-spf-opt
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disable-partial-spf-opt

Disables partial SPF optimizations for Intermediate System-to-Intermediate System (IS-IS).

Syntax
disable-partial-spf-opt

no disable-partial-spf-opt

Command Default
Disabled.

Modes

IS-IS router configuration mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

If you disable the partial SPF optimizations using this command, IS-IS automatically disables the
incremental SPF optimizations and always runs full SPF. However, if you disable incremental SPF
optimizations using the disable-incremental-spf-opt command, IS-IS does not disable partial
optimizations.

The no form of the command restores partial SPF optimizations for IS-IS.

Examples

The following example disables partial SPF optimizations for IS-IS.

device# configure terminal
device (config) # router isis
device (config-isis-router)# disable-partial-spf-opt

The following example restores partial SPF optimizations for IS-IS.

device# configure terminal
device (config)# router isis
device (config-isis-router)# no disable-partial-spf-opt
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disallow-oar-ac

Allows multiple attachment circurit (AC) endpoints on a virtual router interface that is configured for a
VPLS instance.

Syntax
disallow-oar-ac

no disallow-oar-ac

Command Default

A bridge domain created for a Virtual Private LAN Service (VPLS) application is also known as a VPLS
instance. By default, multiple AC endpoints are allowed on a virtual router interface that is bound to a
VPLS instance.

Modes

Router interface configuration mode.

Usage Guidelines
This feature is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

When multiple AC endpoints are not required on a VPLS instance and to help with system scaling of
hardware resources, use this command to disallow multiple AC endpoints.

This command cannot be used when multiple AC endpoints already exist on the interface.

Use the no form of the command to restore the default configuration.

Examples

The following example shows how to bind a virtual router interface numbered 10 to a bridge domain
numbered 5 and to then disallow multiple AC endpoints on router interface 10.

device# configure terminal

device (config) # bridge-domain 5

device (config-bridge-domain-5)# router interface 10
device (config-router-interface-10)# disallow-oar-ac
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discard-packet

Configures the logging or monitoring interval for all Traffic Management (TM) discarded packets on the
SLX-OS device.

Syntax

discard-packet { logging-interval minutes | threshold discarded-packets }

no discard-packet { logging-interval | threshold }

Command Default

The logging interval is 60 minutes.

The default threshold is zero (O) discarded packets.

Parameters
logging-interval minutes
Specifies the logging interval in minutes. Enter an integer from from 10 to 2880.
threshold discarded-packets

Specifies the threshold limit for all discarded packets of the TM device. Enter a value from O to
10000. The value of O disables the monitoring of the all TM device packets.

Modes

System monitor TM configuration mode

Usage Guidelines

Use the no version of this command to reset the default interval or threshold values.

A RASlog message for the TM device statistics is generated within the logging interval. The message
consists of the time stamp, the number of discarded packets, and ingress slot, tower and core, similar to
the following example:

device# show logging raslog reverse count 10
2017/01/05-10:56:58, [SYSD-1005], 788, M2 | Active | DCE, WARNING, SLX, TM threshold,
Tail discarded packets 20734462 on device 3.1.1.

Examples
The following example configures the logging interval to 120 minutes.

device# configure terminal
device (config) # system-monitor tm
device (config-sys-mon-tm) # discard-packet logging-interval 120
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The following example configures the threshold to 50 discarded packets.

device# configure terminal
device (config) # system-monitor tm
device (config-sys-mon-tm) # discard-packet threshold 50
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discard-voqg-packet

Configures the logging interval or threshold for all Virtual Output Queue (VOQ) discarded packets.

Syntax

discard-vog-packet { logging-interval minutes | threshold discarded-
packets }

no discard-vog-packet { logging-interval | threshold }

Command Default

The logging interval is 60 minutes.

The default threshold is zero (O) discarded packets.

Parameters
logging-interval minutes
Specifies the logging interval in minutes. Enter an integer from from 10 to 2880.
threshold discarded-packets

Specifies the threshold limit for all VOQ discarded packets. Enter a value from O to 10000. The
value of O disables the monitoring of the all VOQ packets.

Modes

System monitor TM configuration mode

Usage Guidelines

Use the no version of this command to reset the default interval or threshold values.

A RASlog message for the TM VOQ statistics is generated within the logging interval. The message
consists of the time stamp, destination slot and port, priority, and ingress slot, tower and core, similar to
the following example.

device# show logging raslog reverse count 100 | inc SYSD-1003
2017/01/05-11:03:59, [SYSD-1003], 793, M2 | Active | DCE, WARNING, SLX, TM threshold
2017/01/05-11:00:34, Discarded packets 930587727, interface 3/2 prio 0 on device 3.1.0

The slot and port in the message determines the destination port that is congested at the ingress slot,
tower, and core.

Examples

The following example configures the logging interval to 120 minutes.

device# configure terminal
device (config) # system-monitor tm
device (config-sys-mon-tm) # discard-vog-packet logging-interval 120
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The following example configures the threshold to 50 discarded packets.

device# configure terminal
device (config) # system-monitor tm
device (config-sys-mon-tm) # discard-vog-packet threshold 50
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distance (BGP)

Changes the default administrative distances for eBGP, iBGP, and local BGP.

Syntax
distance external-distance internal-distance local-distance
no distance
Parameters
external-distance
eBGP distance. Range is from 1through 255.
internal-distance
iBGP distance. Range is from 1through 255.
local-distance
Local BGP4 and BGP4+ distance. Range is from 1 through 255.
Modes

BGP configuration mode

Usage Guidelines

To select one route over another according to the source of the route information, the device can use
the administrative distances assigned to the sources. The administrative distance is a protocol-
independent metric that IP devices use to compare routes from different sources. Lower administrative
distances are preferred over higher ones.

Examples
The following example configures the device to change the administrative distance.
device# configure terminal

device (config) # router bgp
device (config-bgp-router)# distance 100 150 200
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distance (IS-IS)

Configures an administrative distance value for Intermediate System-to-Intermediate System (IS-IS)
routes.

Syntax
distance number

no distance number

Command Default
The default is 115.

Parameters
value

Specifies the administrative distance. Valid values range from 1 through 255. The default is 115.

Modes

IS-IS address-family IPv4 unicast configuration mode

IS-IS address-family IPv6 unicast configuration mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Routes with a distance value of 255 are not installed in the routing table.

The no form of the command resets the distance value to the default value of 115.

Examples

The following example sets an administrative distance of 40 for the IPv4 unicast address family.

device# configure terminal

device (config) # router isis

device (config-isis-router)# address-family ipv4 unicast
device (config-router-isis-ipv4u)# distance 40

The following example sets an administrative distance of 60 for the IPv6 unicast address family.

device# configure terminal

device (config) # router isis

device (config-isis-router)# address-family ipv6 unicast
device (config-router-isis-ipvéu) # distance 60
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distance (OSPF)

Configures an administrative distance value for OSPFv2 and OSPFv3 routes.

Syntax
distance { external | inter-area | intra-area } distance

no distance

Command Default
The administrative distance value for OSPFv2 and OSPFv3 routes is 110.

Parameters
external
Sets the distance for routes learned by redistribution from other routing domains.
inter-area
Sets the distance for all routes from one area to another area.
intra-area
Sets the distance for all routes within an area.
distance

Administrative distance value assigned to OSPF routes. Valid values range from 1through 255.
The default is 110.

Modes

OSPF router configuration mode
OSPFv3 router configuration mode
OSPF router VRF configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

You can configure a unique administrative distance for each type of OSPF route.

The distances you specify influence the choice of routes when the device has multiple routes from
different protocols for the same network. The device prefers the route with the lower administrative
distance. However, an OSPFv2 or OSPFVv3 intra-area route is always preferred over an OSPFv2 or
OSPFv3 inter-area route, even if the intra-area route’s distance is greater than the inter-area route’s
distance.

The no form of the commands reverts to the default setting.
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Examples
The following example sets the distance value for all external routes to 125.
device# configure terminal

device (config) # router ospf
device (config-router-ospf-vrf-default-vrf)# distance external 125

The following example sets the distance value for intra-area routes to 80.

device# configure terminal
device (config) # router ospf
device (config-router-ospf-vrf-default-vrf)# distance intra-area 80

The following example sets the distance value for inter-area routes to 90.

device# configure terminal
device (config)# ipvé router ospf
device (config-ipvé6-router-ospf-vrf-default-vrf)# distance inter-area 90
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distribute

Enables advertisement of Border Gateway Protocol flow specification (BGP flowspec) rules that are
configured under a route map.

Syntax
distribute route-map-name

no distribute route-map-name

Command Default

The advertisement of BGP flowspec rules is disabled.

Parameters
route-map-name

Name of a route map that is configured with the flowspec rules to be advertised.

Modes

BGP address-family IPv4 flowspec configuration mode

Usage Guidelines

The no form of the command disables advertisement of BGP flowspec rules.

Examples

The following example shows how to enable advertisement of flowspec rules configured under a route
map named route_map_flowspecl for the IPv4 address family.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# address-family ipv4 flowspec
device (config-bgp-ipv4fs) # distribute route map flowspecl
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distribute-list prefix-list (OSPFv3)

Applies a prefix list to OSPF for IPv6 routing updates. Only routes permitted by the prefix-list can go
into the routing table.

Syntax
distribute-list prefix-list Iist-name in

no distribute-list prefix-list

Command Default
Prefix lists are not applied to OSPFv3 for IPv6 routing updates.

Parameters
list—-name

Name of a prefix-list. The list defines which OSPFv3 networks are to be accepted in incoming
routing updates.

in

Applies the prefix list to incoming routing updates on the specified interface.

Modes

OSPFv3 router configuration mode

OSPFv3 VRF router configuration mode

Usage Guidelines

The no form of the command removes the prefix list.

Examples

The following example configures a distribution list that applies the filterOspfRoutes prefix list globally:

device# configure terminal

device (config)# ipv6 router ospf

device (config-ipv6-router-ospf-vrf-default-vrf)# distribute-list prefix-list
filterOspfRoutes in
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distribute-list route-map

Creates a route-map distribution list.

Syntax
distribute-list route-map map in
no distribute-list route-map
Parameters
map
Specifies a route map.
in
Creates a distribution list for an inbound route map.
Modes

OSPF router configuration mode
OSPFv3 router configuration mode
OSPF router VRF configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

The distribution list can filter Link State Advertisements (LSAs) received from other OSPF devices
before adding the corresponding routes to the routing table.

The no form of the command removes the distribution list.

Examples

The following example creates a distribution list using a route map named filter1 that has already been
configured.

device# configure terminal
device (config) # router ospf
device (config-router-ospf-vrf-default-vrf)# distribute-list route-map filterl in
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domain-name

Creates a maintenance domain at a specified level and name and enters the maintenance domain mode
specified in the command argument.

Syntax
domain-name name level level

no domain-name name level level

Command Default

There is no domain configured.

Parameters
name
Specifies the domain name.
level level

Sets the domain level.

Modes

CFM protocol configuration mode

Usage Guidelines
The name parameter is case sensitive. The 1evel parameter sets the domain level in the range O - 7.
When the domain already exists, the level argument is optional. Typically, the levels are:
* Customer’s Domain Levels: 5 -7
* Provider Domain Levels: 3-4
* QOperator Domain Levels: 0 - 2

The no form of the command removes the specified domain from the CFM protocol configuration
mode.

Examples

device# configure terminal

device (config) # protocol cfm

device (config-cfm)# domain-name mdl level 4
device (config-cfm-md-mdl) #
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dotlag-compliance

Enables IEEE 802.1ag (Dotlag) compliance configuration mode to configure left and right interfaces, by
associating MD name, MA name, MEP ID, and RMEP ID per interface for both ERP left and right
interfaces for signal failure and recovery. This allows MDs, MAs, and MEPs to be configured as part of
Dotlag and to be associated with an Ethernet Ring Protection (ERP) instance to achieve faster
convergence.

Syntax

dotlag-compliance

no dotlag-compliance

Command Default
[EEE 802.1ag compliance is not configured by default.

Modes

ERP configuration mode

Usage Guidelines

IEEE 802.1ag can be used to monitor ERP interfaces for signal failures. This command uses Dotlag link
status as a signal failure/recovery indication following a link status change on ERP ring interfaces,
linking Dotlag MEP status to ERP switching functionality.

Use the no form of this command to disable this feature.

Examples

The following example uses the erp command to enter Dotlag compliance configuration mode. In this
mode the user configures MD name, MA name, MEP ID, and RMEP ID per interface for both ERP left and
right interfaces.

device# configure terminal

Entering configuration mode terminal

device (config-erp-2)# dotlag-compliance

device (config-dotlag-compliance)# left-interface domain-name mdl ma-name ma4 mep 2 remote-
mep 1

device (config-dotlag-compliance) # right-interface domain-name mdl ma-name ma3 mep 1
remote-mep 2

The following example disables Dotlag compliance.

device# configure terminal
device (config)# erp 1
device (config-erp-1) # no dotlag-compliance
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dotlx authentication

Enables 802.1x authentication on a port.
Syntax

dotlx authentication

no dotlx authentication

Command Default

802.1x authentication is disabled for ports.

Modes

Interface configuration mode

Usage Guidelines

Port control must be configured to activate authentication on an 802.1x-enabled interface using the

dotlx port-control auto command from interface configuration mode.

Before activating the authentication using the dotlx port-control auto command on a port, you

must remove configured static ACLs and static VLANS, if any, from the port.

Enter the no dotlx authentication command to disable dotlx on the port and remove the

configuration from 802.1x management.

Examples

The following example enables 802.1x authentication on a specific port:

device# configure terminal

device (config) # interface Ethernet 1/1
device (conf-if-eth-1/1)# dotlx authentication
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dotix enable

Enables 802.1X authentication globally.

Syntax
dotlx enable

Command Default

802.1x authentication is not enabled.

Modes

Global configuration mode

Usage Guidelines

The dotlx enable command enables 802.1x authentication globally on all ports.

uie Note
a 802.1x port authentication is not supported by LAG (Link Aggregation Group) or interfaces
that participate in a LAG.

Examples

The following example enables 802.1X authentication globally on all interfaces.

device (config)# dotlx enable
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dotlx filter-strict-security

Enables or disables strict filter security for dotlx authentication on the interface.

Syntax
dotlx filter-strict-security

no dotlx filter-strict-security

Command Default

Strict filter security is enabled.

Modes

Interface configuration mode

Usage Guidelines

By default, strict security mode is enabled; that is the client is not authenticated if the Filter-1d attribute
returned by RADIUS contains invalid information, or if insufficient system resources are available to
implement the IP ACLs or MAC address filters.

When strict security mode is enabled:

* |fthe Filter-1d attribute in the Access-Accept message contains a value that does not refer to an
existing filter (that is, a MAC address filter or IP ACL configured on the device), then the client will
not be authenticated, regardless of any other information in the message (for example, if the Tunnel-
Private-Group-ID attribute specifies a VLAN on which to assign the port).

* |f the Vendor-Specific attribute specifies the syntax for a filter, but there are insufficient system
resources to implement the filter, then the client will not be authenticated.

* |fthe device does not have the system resources available to dynamically apply a filter to a port,
then the client will not be authenticated.

When strict security mode is disabled:

* |f the Filter-Id attribute in the Access-Accept message contains a value that does not refer to an
existing filter (that is, a MAC address filter or IP ACL configured on the device), then the client is still
authenticated, but no filter is dynamically applied to it.

* |f the Vendor-Specific attribute specifies the syntax for a filter, but there are insufficient system
resources to implement the filter, then the client is still authenticated, but the filter specified in the
Vendor-Specific attribute is not applied to the port.

The no form of the command disables strict filter security.
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Examples

The following example enables strict filter security.

device (config)# interface Ethernet 1/1
device (conf-if-eth-1/1)# dotlx filter-strict-security
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dotlx max-req

Configures the retransmission parameter that defines the maximum number of times EAP request/
challenge frames are retransmitted when EAP response/identity frame is not received from the client.

Syntax
dotlx max-req count

no dotlx max-req count

Command Default

The device retransmits the EAP-request/challenge twice.

Parameters
count
Specifies the number of EAP frame re-transmissions. Th range is from from 1through 10. The
default value is 2.
Modes

Interface configuration mode

Usage Guidelines

The no form of the command disables this functionality.

Examples

The following example configures the device to retransmit an EAP-request/challenge frame to a client a
maximum of three times.

device (config) # interface Ethernet 1/1
device (conf-if-eth-1/1)# dotlx max-req 3
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dotlx port-control

Controls port-state authorization and configures the port control type to activate authentication on an
802.1X-enabled interface.

Syntax

dotlx port-control { auto | force-authorized | force-unauthorized }

no dotlx port-control { auto | force-authorized | force-unauthorized }

Command Default

The default port state is auto.

Parameters
auto

Enables authentication on a port. It places the controlled port in the unauthorized state until
authentication takes place between the client and authentication server. Once the client passes
authentication, the port becomes authorized. This activates authentication on an 802.1X-enabled
interface. The controlled port remains in the authorized state until the Client logs off.

force-authorized

Places the controlled port unconditionally in the authorized state, allowing all traffic to pass
between the client and the authenticator. This also allows connection from multiple clients.

force-unauthorized

Places the controlled port unconditionally in the unauthorized state, denying any traffic to pass
between the client and the authenticator.

Modes

Interface subtype configuration mode

Usage Guidelines

Before activating the authentication using the dotlx port-control auto command on a port, you
must remove the configured static ACL and static VLANSs, if any, from the port.

802.1x port authentication is not supported by LAG (Link Aggregation Group) or interfaces that
participate in a LAG.

The no form of the command resets the port control type to the default state.

Extreme SLX-OS
Command Reference, 20.3.3 479



dotlx port-control Commands C - D

Examples

The following example configures the interface to place the port unconditionally in the unauthorized
state until authentication takes place between the client and authentication server. Once the client
passes authentication, the port becomes authorized.

device (config) # interface Ethernet 1/1
device (conf-if-eth-1/1)# dotlx port-control auto

The following example configures the interface to place the controlled port unconditionally in the
authorized state.

device (config)# interface Ethernet 1/1
device (conf-if-eth-1/1)# dotlx port-control force-authorized

The following example configures the interface to place the controlled port unconditionally in the
unauthorized state.

device (config) # interface Ethernet 1/1
device (conf-if-eth-1/1)# dotlx port-control force-unauthorized
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dotlx quiet-period

Configures the time interval that the device remains idle between a failed authentication and a
reauthentication attempt.

Syntax
dotlx quiet-period seconds

no dotlx quiet-period

Command Default
The default quiet period is 60 seconds.

Parameters
seconds
Specifies the time between failed reauthentication and reauthentication attempt. Valid values
range from 1 through 65535 seconds.
Modes

Interface configuration mode

Usage Guidelines

Changing the quiet-period interval time to a number lower than the default can result in a faster
response time.

The no dotlx quiet-period command restores the default setting.

Examples
The following example sets the idle time as 200 seconds for the device before attempting
reauthentication after an authentication failure.

device (config) # interface Ethernet 1/1
device (conf-if-eth-1/1)# dotlx quiet-period 200
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dotlx reauthenticate

Initiates 802.1X reauthentication on a specified interface.

Syntax

dotlx reauthenticate interface ethernet slot/port

Parameters
interface ethernet slot/port

Specifies a physical inteface ethernet port in terms of slot number and port nummber.

Modes
Privileged EXEC mode

Examples

The following example initiates reauthentication of a client connected to physical interface 1/1:

device# dotlx reauthenticate interface ethernet 1/1
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dotlx reauthentication

Configures the device to periodically reauthenticate the clients connected to 802.1X-enabled interfaces
at regular intervals.

Syntax
dotlx reauthentication

no dotlx reauthentication

Command Default

Periodic reauthentication is disabled.

Modes

Interface configuration mode

Usage Guidelines
When periodic reauthentication is enabled using the dotlx reauthentication command, the

device reauthenticates the clients every 3,600 seconds by default.

The reauthentication interval is configurable using the dotlx timeout re-authperiod command.
The reauthentication interval configured using the dotlx timeout re-authperiod command
takes precedence.

Theno dotlx reauthentication command disables periodic reauthentication.

Examples

The following example enables 802.1x reauthentication.

device# configure terminal
device (config) # interface Ethernet 1/1
device (conf-if-eth-1/1)# dotlx reauthentication
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dotlx reauthMax

Sets the maximum number of times that a port attempts 802.1x reauthentication before the port
changes to the unauthorized state.

Syntax
dotlx reauthMax number

no dotlx reauthMax

Command Default

The number of times that a port attempts 802.1x authentication is 2.

Parameters
number
Specifies the maximum number of reauthentication attempts before the port goes to the
unauthorized state. Valid values range from 1 through 10.
Modes

Interface configuration mode

Usage Guidelines

The no dotlx reauthMax command restores the default setting.

Examples

The following example sets the maximum number of reauthentication attempts to 5.

device# configure terminal
device (config)# interface Ethernet 1/1
device (conf-if-eth-1/1)# dotlx reauthMax 5
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dotlx test eapol-capable

Executes the 802.1x readiness check on the switch.

Syntax

dotlx test eapol-capable interface ethernet slot/port
Parameters

interface ethernet slot/port

Specifies a physical inteface ethernet port in terms of slot number and port nummber.
Modes

Privileged EXEC mode

Usage Guidelines

This command monitors 802.1x activity on all the switch ports and displays information about the
devices connected to the ports that support 802.1x. You can use this feature to determine if the devices
connected to the switch ports are 802.1x-capable. When you configure the dotlx test eapol-
capable command on an 802.1x-enabled port, and the link comes up, the port queries the connected

client about its 802.1x capability. When the client responds with a notification packet, it is designated as
802.1x-capable.

The readiness check can be sent on a port that handles multiple hosts (for example, a PC that is
connected to an IP phone). The readiness check is not available on a port that is configured with the
command dotlx port-control force-unauthorized.

The readiness check is typically used before 802.1x is enabled on the switch.
802.1x authentication cannot be initiated while the 802.1x readiness test is in progress.
The 802.1x readiness test cannot be initiated while 802.1x authentication is active.

802.1x readiness can be checked on a per-interface basis. Readiness check for all interfaces at once is
not supported.

Examples

The following example configures readiness check on an interface to determine if the devices connected
to the ports are 802.1x-capable.

device# dotlx test eapol-capable interface ethernet 1/1
device# 2016/07/18-00:49:03, [DOT1-1012], 5006, M2 | Active | DCE, INFO, swO,
DOT1X PORT EAPOL CAPABLE: Peer connected to port Ethernet 1/1 is EAPOL capable.
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dotlix test timeout

Sets the 802.1X readiness test timeout.

Syntax

dotlx test timeout timeout

Command Default

The default readiness test interval is 10 seconds.

Parameters
timeout

Specifies the readiness test interval value in seconds. Valid values range from 1 through 65535.

Modes

Global configuration mode

Examples

The following example sets the test timeout to 30 seconds:

device (config)# dotlx test timeout 30
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dotlx timeout

Configures the timeout parameters that determine the time interval for client reauthentication and EAP
retransmissions.

Syntax

dotlx timeout {re-authperiod seconds | supp-timeout seconds | tx-period
seconds }

no dotlx timeout {re-authperiod seconds | supp-timeout seconds | tx-
period seconds }

Command Default

The timeout parameters are not applied to the device.

Parameters
re-authperiod seconds

Specifies the interval at which clients connected to 802.1X authentication enabled ports are
periodically reauthenticated. When periodic reauthentication is enabled using the dot1x
reauthentication command, the device reauthenticates the clients every 3,600 seconds by
default. The re-authperiod option allows you to specify the time interval between
reauthentication attempts. The reauthentication interval configured using the dotlx timeout
re-authperiod command takes precedence.

supp-timeout seconds

Specifies the EAP response timeout for 802.1x authentication. By default, when the device relays
an EAP-Request frame from the RADIUS server to the client, it expects to receive a response
from the client within 30 seconds. If the client does not respond within the allotted time, the
device retransmits the EAP-Request frame to the client. The timeout value for retransmission of
EAP-Request frames to the client can be configured using the supp-timeout seconds
parameters.

tx-period seconds

Specifies the EAP request retransmission interval, in seconds, with the client. By default, if the
device does not receive an EAP-response/identity frame from a client, the device waits 30
seconds, then retransmits the EAP-request/identity frame. You can optionally change the
amount of time the device waits before re-transmitting the EAP-request/identity frame to the
client. If the client does not send back an EAP-response/identity frame within 60 seconds, the
device will transmit another EAP-request/identity frame. The tx-period is a value from 1 through
4294967295. The default is 30 seconds.

Modes

Interface configuration mode
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Usage Guidelines

The no form of the command disables dotlx timeout.

Examples
The following example sets 25 seconds as the amount of time between reauthorization attempts on a
specific interface.

device (config)# interface Ethernet 1/1
device (conf-if-eth-1/1)# dotlx timeout re-authperiod 25

The following example sets 45 seconds as the switch-to-client retransmission time for the EAP request
frame on a specific interface.

device (config) # interface Ethernet 1/1
device (conf-if-eth-1/1)# dotlx timeout supp-timeout 45

The following example sets 34 seconds as the waiting period for a response to an EAP-request or
identity frame from the client before retransmitting the request on a specific interface.

device (config) # interface Ethernet 1/1
device (conf-if-eth-1/1)# dotlx timeout tx-period 34
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dpod

Manages Dynamic Ports on Demand (POD) assignments.

Syntax

dpod slot/port { reserve | release }

Parameters
slot
Specifies a slot number.
port
Specifies a port number.
reserve

Reserves a POD assignment for a port that is currently not able to come online but is expected
to be viable in the future. A port license assignment that is reserved will be associated with the
first port set that has a vacancy.

release

Removes a port from the port set to which it is currently assigned.

Modes

Global configuration mode

Usage Guidelines
A port POD assignment can only be released if the port is currently offline. Enter shutdown to take the

port offline.

Do not release a port unless you plan to disconnect the optical link or disable the port persistently. If the
link (server or optical) is left in a state where the port could be brought online, the Dynamic POD
mechanism will detect this unassigned port and attempt to reassign it to a port set.

Examples
The following example reserves a POD assignment.
device# configure terminal

device (config) # dpod 8/15 reserve
device (config-dpod-8/15) # exit

The following example removes a port from a POD port set.

device# configure terminal
device (config) # dpod 8/15 release

Extreme SLX-OS
Command Reference, 20.3.3 489



dpod Commands C - D

device (config-dpod-8/15) # exit
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dscp (QoS)
Defines the DSCP-to-EXP values for an MPLS QoS DSCP-to-EXP mutation map.

Syntax
dscp dscp-value to exp exp-value ]

no dscp dscp-value

Command Default
The default DSCP value.

Parameters
dscp-value
Specifies the DSCP value.
exp exp-value

Specifies the EXP value.

Modes
DSCP-EXP configuration mode

Usage Guidelines
Use the no form of the command to reset the DSCP value.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example defines the DSCP-to-EXP mutation map.

device# configure terminal
device (config) # gos-mpls map dscp-exp dscpExpMap
device (dscp-exp-dscpExpMap) # dscp 0 to exp 7
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dscp (Tunnel)

Configures the tunnel differentiated services code point (DSCP).

Syntax
dscp dscp-value
no dscp
Parameters

dscp-value

Specifies the DSCP value. The range is from O to 63.

Command Default

The default value is O.

Modes

Interface tunnel configuration mode

Usage Guidelines

Use the no form of this command to remove the DSCP configuration.

Examples

This example configures DSCP value for the tunnel interface.

device# configure terminal

device (config)# interface tunnel 5

device (config-intf-tunnel-5)# mode gre ip

device (config-intf-tunnel-5)# source 10.1.1.10
device (config-intf-tunnel-5)# source ve 4

device (config-intf-tunnel-5)# destination 10.1.1.11
device (config-intf-tunnel-5) # router-interface ve 3
device (config-intf-tunnel-5) # dscp-ttl-mode pipe
device (config-intf-tunnel-5)# dscp 10
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dscp-ttl-mode

Configures tunnel differentiated services code point (DSCP) time to live (TTL) mode.

Syntax
dscp-ttl-mode { pipe | uniform }

no dscp-ttl-mode

Command Default

By default, set to pipe mode for all tunnels.

Parameters
pipe
Specifies pipe mode.
uniform

Specifies uniform mode.

Modes

Interface tunnel configuration mode

Usage Guidelines

Use the no form of this command to remove the QoS mode configuration.

Supporting the QoS mutation configuration on the VE is not supported.

Examples

This example shows how to configure the guality of service (QoS) mode.

device# configure terminal

device (config) # interface tunnel 5

device (config-intf-tunnel-5) # mode gre ip

device (config-intf-tunnel-5)# source 10.1.1.10
device (config-intf-tunnel-5)# source ve 4

device (config-intf-tunnel-5)# destination 10.1.1.11
device (config-intf-tunnel-5)# router-interface ve 3
) #

device (config-intf-tunnel-5 dscp-ttl-mode pipe
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duplicate-mac-timer (EVPN default instance)

Configures a duplicate MAC detection timer for the detection of continuous MAC moves.

Syntax
duplicate-mac-timer interval max-count interval
no duplicate-mac-timer interval max-count interval
Parameters
interval
Specifies the duplicate MAC detection timer interval in seconds. Valid values range from 5
through 300. The default is 5.
max-count value
Specifies the maximum threshold of MAC moves that can occur within the configured time
interval before the MAC address is treated as a duplicate address and further advertisements for
that MAC address are blocked. Valid values range from 3 through 10. The default is 3.
Modes

EVPN instance configuration mode

Usage Guidelines

The no form of the command restores the default values.

Examples

The following example sets the duplicate MAC detection timer interval to 180 and the maximum count
to 5 for the default EVPN instance.

device# configure terminal
device (config) # evpn
device (config-evpn-default)# duplicate-mac-timer 180 max-count 5

The following example restores the default duplicate MAC detection timer and maximum count values.

device# configure terminal
device (config) # evpn
device (config-evpn-default) # no duplicate-mac-timer
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dynamic-bypass

Syntax

The dynamic-bypass command enables dynamic bypass on a MPLS router or on an Ethernet
interface.

dynamic-bypass

no dynamic-bypass

Command Default

Modes

There is no dynamic bypass configuration in the default mode.

MPLS router configuration mode (config-router-mpls).

MPLS router MPLS interface dynamic bypass configuration mode (config-router-if-ethernet-slot/port).

Usage Guidelines

Dynamic bypass is enabled or disabled in the MPLS router using this command. Upon configuring this
command, the configuration mode changes to dynamic bypass and enables dynamic bypass. If the
dynamic bypass is already configured under router MPLS, then there is no change in the configured
state of dynamic bypass.

Use the dynamic-bypass command to manually enable dynamic bypass on a MPLS interface.

A dynamic bypass LSP is created to protect an interface only when

1. The dynamic bypass is globally enabled AND
2. The global dynamic bypass enable-all-interfaces is configured OR interface level dynamic
bypass is enabled.

The no form of the command in the MPLS router mode removes dynamic bypass from the MPLS router,
and dynamic bypass is disabled in the system. The command deletes all configurations under the router
mode dynamic bypass configuration block. This command brings down and deletes all the existing
dynamic bypasses in the system.

The no form of the command in the interface mode deletes the dynamic bypass configuration from the
MPLS interface and disables dynamic bypass on the interface when the MPLS router mode enable-
all-interfaces is not configured.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".
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Examples

The following example enables dynamic bypass.

device>configure

device (config)# router-mpls

device (config-router-mpls)# dynamic-bypass
device (config-router-mpls-dynamic-bypass) #

The following example configures dynamic bypass on Ethernet interface 0/8.

device>configure

device (config)# router mpls

device (config-router-mpls) # mpls-interface ethernet 0/8
device (config-router-mpls-if-ethernet-0/8)# dynamic-bypass
device (config-router-mpls-if-ethernet-0/8-dynamic-bypass) #
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enable on page 499

enable (ERP) on page 500

enable (GRUB) on page 501

enable (management-heartbeat) on page 502
encryption-level on page 504
enable-all-interfaces on page 505
enforce-first-as on page 506

eol on page 507

erp on page 508

error-disable-timeout enable on page 509
error-disable-timeout interval on page 510
esi on page 512

esi (BGP EVPN Multi-homing) on page 514
ethernet-segment on page 515

event on page 516

event-handler on page 518

event-handler abort action on page 520
event-handler activate on page 521

evpn on page 524

exclude-any on page 525
exclude-interface on page 527

exp on page 529

export-vrf-leaked-routes on page 531
export-map on page 532

extend bridge-domain on page 533
extend vlan on page 534
external-lsdb-limit (OSPFv2) on page 535
external-Isdb-limit (OSPFv3) on page 536
facility-backup on page 537
fast-convergence on page 539
fast-external-fallover on page 540
fast-flood on page 541

fastboot on page 542

fast-wtr-time on page 543
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fec (telemetry) on page 544
filter-change-update-delay on page 545
filter-fec-in on page 546

filter-fec-out on page 548

firmware activate on page 549

firmware commit on page 550

firmware download on page 551

firmware download ftp on page 554

firmware download fullinstall on page 556
firmware download interactive on page 558
firmware download scp on page 559
firmware download sftp on page 561
firmware download tftp on page 563
firmware download usb on page 565
firmware peripheral-update cpld on page 567
firmware peripheral-update fpga on page 568
firmware recover on page 569

firmware restore on page 570

flex-cli show link-fault-signaling on page 571
flex-cli show local-fault interface on page 572
flex-cli show local-fault slot on page 573
flex-cli show remote-fault interface on page 574
flex-cli show remote-fault slot on page 575
flow-label on page 576

flowspec validation on page 577

force-switch on page 579

format RFC-5424 on page 580

forward-delay on page 582

from on page 584

frr on page 586
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enable

Enables the bypass LSP.

Syntax
enable

no enable

Command Default

The default value is disabled.

Modes
MPLS router bypass LSP configuration mode

Usage Guidelines

Enable the bypass LSP only after configuring the to-address and exclude-interface.
The no form of the command disables the bypass LSP.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example enables the bypass LSP with the name my-bypass-Isp.

device# configure terminal

device (config)# router mpls

device (config-router-mpls) # bypass-1lsp my-bypass-1lsp

device (config-router-mpls-bypass-lsp-my-bypass-1sp)# enable
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enable (ERP)

Activates an Ethernet Ring Protection (ERP) instance by accepting the configurations and initializing
protocol state machines.

Syntax
enable

no enable

Command Default
An ERP instance is not enabled by default.

Modes

ERP configuration mode

Usage Guidelines

Within an interconnected ring topology, in the major ring, you must first configure two interfaces. In a
sub-ring, you must configure at least one interface before enabling the ERP instance.

pac Note

E You must enable the major ring before enabling any sub-rings attached to the major ring
(whose ERP ID is configured as parent-ring-id). Conversely, this order must be followed in
reverse to disable an ERP instance.

Use the no form of this command to deactivate the ERP instance.

Examples

The following example configures a non-RPL node in a major ring.

device# configure terminal

device (config)# erp 1

device (config-erp-1)# right-interface vlan 2 e 1/2
device (config-erp-1)# left-interface vlan 2 e 1/1
device (config-erp-1) # enable
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enable (GRUB)

Enables securing the GRUB bootloader with a password on the SLX device.

Syntax
enable

no enable

Command Default

By default, GRUB is not secured with a password. This command is used to explicitly enable this feature.
Once enabled, the username command becomes available for configuring the username and
password to secure GRUB.

E Note
Reboot is required for this feature to take effect.

Modes
GRUB mode

Usage Guidelines

The enable command is executed to enable securing the GRUB with a username and password
combination. When enabled, this username and password combination is applicable to the ON/E and
Offline Diagnostics options of the GRUB menu and and GRUB environment “e” - edit the commands
before booting and “c” - command-line. It is not applicable to the SLX-OS option of the GRUB menu.
You can launch the SLX-OS without providing credentials.

When enabled, the password protection feature get enabled from the next reboot of the SLX device.

The no form of the command disables GRUB Password Protection. This is also applicable from the next
reboot of the SLX device.

Examples

The following example enables the GRUB Password Protection.

SLX (config-grub)# enable
SLX (config-grub) #

GRUB Password Protection is enabled from the next reboot of the SLX device.

The following example disables GRUB Password Protection.

SLX (config-grub)# no enable
SLX (config-grub) #
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enable (management-heartbeat)

Enables Management Heartbeat mode on the SLX device.

Syntax
enable

no enable

Command Default

By default, Management Heartbeat mode is disabled. This command is used to explicitly enable this
mode.

Modes

Management Heartbeat mode

Usage Guidelines

The enable command must only be executed after setting the desired threshold and action for the
Management Heartbeat mode. This command can be executed immediately if you want to retain the
default values for threshold and action for this mode. When this command is executed, the SLX device's
Admin state becomes UP.

The no form of the command disables Management Heartbeat mode. However, the mode is not
removed from the running-config.

Examples

The following example enables the Management Heartbeat mode.

SLX (config-management-heartbeat-manage) # enable
SLX (config-management-heartbeat-manage) # do show running-config management-heartbeat
manager
management-heartbeat manager
enable
threshold-timer 1
action no-action

SLX (config-management-heartbeat-manage) #

The following example disables the Management Heartbeat mode.

SLX (config-management-heartbeat-manage) # no enable
SLX (config-management-heartbeat-manage) # do show running-config management-heartbeat
manager
management-heartbeat manager
threshold-timer 1
action no-action
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SLX (config-management-heartbeat-manage) #

Extreme SLX-OS
Command Reference, 20.3.3 503



encryption-level Commands E - F

encryption-level

Configures the encryption level to use for communication with the Remote Authentication Dial-In User
Service (RADIUS) server.

Syntax
encryption-level encryption level value

no encryption-level

Command Default

The default value is 7; the key is stored in encrypted format.

Parameters
encryption level value

Specifies the encryption level value for shared-secret key operation. Valid values are O and 7. A
value of O sprecifies that the key is stored in cleartext format. A value of 7 specifies that the key
is stored in encrypted format. The default value is 7.

Modes
RADIUS server host VRF configuration mode

Usage Guidelines

The no form of the command restores the command default value.

uie Note

E Before downgrading to a software version that does not support the encryption-level
command, set the encryption level value to 0. Otherwise, the firmware download displays an
error requesting that the encryption level value be set to O.

Examples

The following example shows how to specify an encryption level of O; the shared secret key is stored in
cleartext format

device# configure terminal
device (config) # radius-server host 10.37.73.180 use-vrf green-vrf
device (config-host-10.37.73.180/green-vrf)# encryption-level 0
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enable-all-interfaces

Syntax

Command

Modes

Use the enable-all-interfaces command to enable dynamic bypass on all the MPLS interfaces. This
command disables dynamic bypass on all interfaces where dynamic bypass is not disabled using the
interface level commands. MPLS interface specific dynamic bypass configurations take precedence over
this configuration.

enable-all-interfaces

no enable-all-interfaces

Default

Disabled on all interfaces unless the user enables dynamic bypass on the MPLS interfaces.

MPLS router dynamic bypass configuration mode (config-router-mpls-dynamic-bypass).

Usage Guidelines

Examples

The no form of the command disables dynamic bypass on all interfaces where dynamic bypass is not
enabled using the interface level commands.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The following example enables dynamic bypass on all interfaces.

device# configure terminal

device (config) # router mpls

device (config-router-mpls) # dynamic-bypass

device (config-router-mpls-dynamic-bypass)# enable-all-interfaces
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enforce-first-as

Enforces the use of the first autonomous system (AS) path for external BGP (eBGP) routes.

Syntax
enforce-first-as

no enforce-first-as

Command Default

The device does not require the first AS listed in the AS_SEQUENCE field of an AS path update
message from eBGP neighbors be the AS of the neighbor that sent the update.

Modes

BGP configuration mode

Usage Guidelines

The no form of the command disables this feature.

This command causes the router to discard updates received from eBGP peers that do not list their AS
number as the first AS path segment in the AS_PATH attribute of the incoming route.

The device accepts the update only if the AS numbers match. If the AS numbers do not match, the
device sends a notification message to the neighbor and closes the session. This requirement applies to
all updates received from eBGP neighbors.

Examples
The following example configures the device to enforce the use of the first AS path.
device# configure terminal

device (config) # router bgp
device (config-bgp-router) # enforce-first-as
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eol

Enables the end-of-lib configuration mode.
Syntax

eol

no eol
Modes

MPLS LDP configuration mode

Usage Guidelines

Use the no form of this command to remove this mode and attribute under it.

The end-of-lib mode contains all the attributes of the end of lib capability and notification. Also, when
you enable the end-of-lib mode, you can determine whether the two RFCs 5561 and 5919 are enabled
by the LSR.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example enables the end-of-lib configuration mode.

device (config)# router mpls

device (config-router-mpls)# ldp
device (config-router-mpls-1dp)# eol
device (config-router-mpls-1ldp-eol) #
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erp

Asigns an an Ethernet Ring Protection (ERP) ID and creates an ERP instance.

Syntax
erp erp 1id

no erperp id

Command Default

An ERP instance is not configured by default.

Parameters
erp id
Specifies an ERP instance. Range is from 1 through 255.

Modes

Global configuration mode

Usage Guidelines

You must assign an ERP ID. This ID number is used to do the following:

* Filter and clear statistics associated with a particular ERP ID
* Delete the nonrevertive mode in the case of an RPL owner
* (Clear WTR and WTB timers

Use the no form of this command to delete the instance.

Examples

The following example specifies ERP instance 1and enters ERP configuration mode.

device# configure terminal
device (config)# erp 1
device (config-erp-1) #
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error-disable-timeout enable

error-disable-timeout enable

Syntax

Modes

Enables the timer to bring the interface out of the error-disabled state.

error-disable-timeout enable

Spanning tree configuration mode

Usage Guidelines

Examples

When the Spanning Tree Protocol (STP) Bridge Protocol Data Unit (BPDU) guard disables a port, the
port remains in the disabled state unless the port is enabled manually. This command allows you to

enable the interface from the disabled state.

The command is the same regardless of which type of STP is enabled.

To bring the interface out of the disabled state:

device# configure terminal
device (config) # protocol spanning-tree stp
device (conf-stp) # error-disable-timeout enable

device# configure terminal
device (config) # protocol spanning-tree rstp
device (conf-rstp)# error-disable-timeout enable

device# configure terminal
device (config) # protocol spanning-tree mstp
device (conf-mstp) # error-disable-timeout enable

device# configure terminal
device (config) # protocol spanning-tree pvst
device (conf-pvst)# error-disable-timeout enable

device# configure terminal
device (config) # protocol spanning-tree rpvst
device (conf-rpvst)# error-disable-timeout enable
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error-disable-timeout interval

Sets the timeout interval for errors on an interface.

Syntax
error-disable-timeout interval seconds

no error-disable-timeout interval

Command Default
300 seconds

The timeout feature is disabled.

Parameters
seconds
Specifies the time for the interface to time out. Valid values range from 10 through 1000000
seconds.
Modes

Spanning tree configuration mode

Usage Guidelines

Enter no error-disable-timeout interval to return to the default setting.

The command is the same regardless of which type of STP is enabled.

Examples

Follow these examples to set the timeout interval.

device# configure terminal
device (config) # protocol spanning-tree stp
device (conf-stp) # error-disable-timeout interval 100

device# configure terminal
device (config) # protocol spanning-tree rstp
device (conf-rstp)# error-disable-timeout interval 100

device# configure terminal
device (config) # protocol spanning-tree mstp
device (conf-mstp) # error-disable-timeout interval 100

device# configure terminal
device (config) # protocol spanning-tree pvst
device (conf-pvst)# error-disable-timeout interval 100
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device# configure terminal
device (config) # protocol spanning-tree rpvst
device (conf-rpvst) # error-disable-timeout interval 100
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esi
Sets the Ethernet Segment ID (ESI) value, which is used to uniquely identify the client for the MCT
client, or configures an auto-generated ESI value for a port channel client interface running LACP.
Syntax
esi {HH:HH:HH:HH:HH:HH:HH:HH:HH | auto lacp }
no esi
Parameters
HH:HH:HH:HH:HH:HH:HH:HH:HH
Specifies the 9-octect ESI value. Enter HH in hexadecimal format.
auto lacp
Configures an auto-generated ESI value for a port channel client interface running LACP.
Modes

Cluster client configuration mode

Cluster client PW configuration mode ( SLX 9540 and SLX 9640 devices only)

Usage Guidelines

Use the no form of the command to delete the ESI setting for the client.

Only one ESl is allowed under a client.

You must configure the same ESI value on both devices in an MCT cluster.

For an MCT client, the configuration of the ESI value creates the MCT client LAG.
The same ESI cannot be added under multiple client entries.

The esi auto lacp command is available only in cluster client configuration mode. When a client
interface is a port channel and LACP is running on the port channel, MCT supports an automatically-
generated ESI value, as defined in RFC 7432. This ESI is encoded as type 1, as follows:

* J-byte ESltype =1
* 9-byte ESI value = 6-byte LACP system MAC address of the client followed by the 2-byte LACP port
key, and then a 1-byte 0x00

The manually configured ESI uses type O.
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Examples

The following example shows the setting of the ESI value for the cluster client.

device (config) # cluster MCT1 1
device (config-cluster-1)# client MCTl-client 200
device (config-cluster-client-200)# esi 00.al.b2.c3.d4.e5.£6.89.00

The following example shows the configuration of an auto-generated ESI for the cluster client.

device (config) # cluster MCT1 1
device (config-cluster-1)# client MCTl-client 200
device (config-cluster-client-200)# esi auto lacp

On the SLX 9540 and SLX 9640 devices, the following example shows the setting of the ESI for the
cluster PW client.
device (config)# cluster MCT1 1

device (config-cluster-1)# client-pw
device (config-cluster-client-pw)# esi 01:02:03:04:05:06:07:08:0a
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esi (BGP EVPN Multi-homing)

Ethernet Segment Identifier (ESI) is a 10-octet identifier value that denotes an Ethernet Segment. It is
used to discover and group the various interfaces of a multi-homed client. This command is used to
manually assign Ethernet Segment Identifier (ESI) value to the segment. The same local port-channel id
should be used by the multi-homed leaf peers on links connected to the same host.

Syntax
esi es-id
[no] esi es-id
Parameters
es-id
The 10 digit ESI value. Manually assigned ESI values must be in Hexadecimal and should always
start with Ox00.
Modes

Ethernet Segment mode within Ethernet and Port-channel interface modes.

Usage Guidelines

Ethernet Segment Identifier is a 10-octet identifier value that denotes an Ethernet Segment. It is used to
discover and group the various interfaces of a multi-homed client.

The [no] format of the command removes the Ethernet Segment Identifier value mapped to ethernet
segment of the selected interface.

Examples

The following example shows the configuration of a leaf node with connections to two different multi-
homed hosts.

SLX (config)# interface Ethernet 0/1

SLX (conf-if-eth-0/1) #ethernet-segment

SLX (conf-if-eth-0/1-es)# esi 00:11:22:33:44:55:66:77:88:99

SLX (config)# interface Port-channel 1

SLX (config-Port-channel-1) # ethernet-segment

SLX (config-Port-channel-1l-es)# esi 00:11:11:22:22:33:33:44:44:55
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ethernet-segment

When a host device connects to multiple leaf nodes in a fabric through its interfaces, the aggregation of
these links is termed as an Ethernet Segment (ES). Each host is assigned an unique 10-octet Ethernet
Segment Identifier (ESI) that identifies this aggregation of connected ports. The assigned ESI value is
used to discover other leaf nodes within the same ESI. This command navigates into a new
configuration mode within which all ES configuration must be done.

ESI values are not assigned to single homed nodes.

Syntax
ethernet-segment

[no] ethernet-segment

Modes

Ethernet and Port-Channel modes. Navigates into the Ethernet Segment configuration mode.

Usage Guidelines

The command indicates that the current interface is a part of an Ethernet Segment and an Ethernet
Segment Identifier (ESI) value must be assigned to it.

The [no] function removes the current interface from the ES.

Examples

The following example creates the Ethernet-Segment for configuring and generating the Ethernet
Segment Identifier (ESI) value for a multi-homed client. In this example, two different interfaces are
configured. For each interface, the Ethernet Segment mode is enabled.

SLX (config)# interface Ethernet 0/1

SLX (conf-if-eth-0/1) #fethernet-segment

SLX (conf-if-eth-0/1-es)#

SLX (config)# interface Port-channel 1

SLX (config-Port-channel-1)# ethernet-segment
SLX (config-Port-channel-1-es) #
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event

Configures an event and action.

Syntax

event{ average-threshold | max-threshold | ccm-down | ccm-up } actions
{ interface-down | event-handler | all }

no event

Parameters

average-threshold

Specifies average thereshold.
max-threshold

Specifies maximum thereshold.
ccm-down

Specifies CCM is down
ccm-up

Specifies CCM is up.
actions

Specifies the actions.
interface-down

Specifies interface down.
event—-handler

Specifies event handler.
all

Specifies all.

Modes

Y1731 configuration mode

Usage Guidelines

Use the no form of the command delete the corresponding configured action profile also
corresponding associations with Source and Target MEP pair.

Examples

This example shows how to create an action profile.

device# configure terminal
device (config) # protocol cfm
device (config-cfm) # y1731
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device (config-cfm-y1731) # action-profile action-prof-actl
device ((protocol-cfm)# event max-threshold actions all
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event-handler

Creates or accesses an event-handler profile, which can execute a Python script when a specified
trigger occurs.

Syntax

event-handler event-handler-name [ action python-script file-name ]
event-handler event-handler-name [ description description-text ]

event-handler event-handler-name | trigger trigger-id raslog raslog-id
[ pattern posix-ext-regex ] ]

no event-handler event-handler—-name

Command Default

No event-handler profile is enabled.

Parameters
event-handler-name
Specifies the name of the event-handler profile. Valid values can have from 1through 32
characters. The first character must be alphabetic.
action python-script file-name
Specifies a Python file that runs when a trigger-condition occurs. Valid values range from 4
through 32 characters (including the . py extension). The first character must be alphanumeric.
description description-text
Specifies a string describing the event-handler profile. The string can be 1through 128 ASCII
characters in length. Do not use the 2 character. If you need to use ! or \, precede each with \.
trigger trigger-id
Defines an event-handler trigger and specifies an ID number for the trigger. Valid values are 1
through 100, and must be unique per event-handler profile. When the trigger-condition occurs, a

Python script is run.
raslog raslog-id

Specifies a RASIog message ID as the trigger.
pattern posix-ext-regex

Specifies a POSIX extended regular expression to search for a match within the specified RASlog
message ID. For examples, refer to the "trigger” topic.

Modes

Global configuration mode

Event-handler configuration mode for an existing event handler. (There is no need to enter the exit
command to return to global configuration mode.)
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Usage Guidelines

Examples

You can create multiple event-handler profiles.

You can optionally specify a description, a trigger, or the Python script with this command; or specify
them later.

An event-handler command creates or accesses an event-handler profile and can also define one of
the following parameters:

* Description
* One trigger
* The Python-script action that runs on any trigger

You can also define the above parameters—including one or more triggers—from event-handler
configuration mode.

A Python event-handler script runs only if all of the following occur:
* Using the copy command, copy the Python file to the £1ash: // location on the device.
* Using the event-handler command, create an event-handler profile.
* Either using the event-handler command or in configuration mode for that profile:
o Using the trigger command, create one or more triggers.
o Using the action command, specify the Python script that will be triggered.
* Using the event-handler activate command, activate an instance of the event handler.

* The trigger event occurs.

If an event-handler profile is not activated, the no form of this command deletes it.

The following example creates an event-handler profile and accesses its configuration mode.

device# configure terminal
device (config) # event-handler eventHandlerl
device (config-event-handler-eventHandlerl) #
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event-handler abort action

Under Python event-management, aborts a specified event handler that is currently running.

Syntax

event-handler abort action event-handler-name
Parameters

event-handler-name

Specifies the name of the event-handler profile.

Modes

Privileged EXEC mode
Examples

The following command successfully aborted event-handler action "eh1".

device# event-handler abort action ehl

This operation will abort an event handler action that is currently running and may leave
the switch in an inconsistent state. Do you want to continue? [y/n]:y

Operation completed successfully.
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event-handler activate

Activates an event handler and accesses event-handler activation mode, from which you can enter
advanced configuration commands. You can also append the advanced commands to event-
handler activate

Syntax
event-handler activate event-handler—-name
event-handler activate event-handler-name [ action-timeout minutes ]
[ delay seconds ] [ iterations num-iterations ] [ interval seconds ]

[ trigger-mode mode ] [ trigger-function { OR | AND [ time-window
seconds ] } ]

no event-handler activate event-handler-name

Command Default

No event handler is activated on the device.

Parameters
event-handler-name
Specifies the name of the event-handler profile.
action-timeout minutes

Specifies the number of minutes to wait for an action-script to complete execution. If you specify
"0", no timeout is set. Valid timeout values are any positive integer.

delay seconds

Specifies a number of seconds from when a trigger is received until the execution of the
specified action begins. Valid values are O or a positive integer.

iterations num-iterations

Specifies the number of times an event-handler action is run, when triggered. Valid values are
any positive integer. The default value is 1.

interval seconds

Specifies the number of seconds between iterations of an event-handler action, if triggered.
Valid values are O or a positive integer. The default is O.

trigger-mode mode

Specifies if an event-handler action can be triggered only once or more than once. The default is
each time the trigger condition occurs, the event-handler action is launched.
each-instance

The event-handler action is launched on each trigger instance received.
on-first-instance

As long as the device is running, the event-handler action is launched only once. Following a
device restart, the event-handler action can be triggered again.
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only-once
For the duration of a device's configuration, the event-handler action is launched only once.
trigger-function

For an implementation of an event-handler profile, if multiple triggers are defined for an event-
handler action, specifies if the action runs only if all of the triggers occur; or if one is sufficient.
OR

The event-handler action runs if any of the triggers occur.
AND

The event-handler action runs only if all of the triggers occur.
time-window seconds

In seconds, specify the time window within which all of the triggers must occur in order that the
event-handler action runs. Once all triggers have been received and on each subsequent trigger
received, the action will be launched when the time difference between the latest trigger and the
oldest trigger is less than or equal to the configured time-window.

Modes

Global configuration mode

Event-handler activation mode for an existing event handler. (There is no need to enter the exit
command.)

Usage Guidelines

You can activate up to 10 different event-handler profiles on a device.

A Python event-handler script runs only if all of the following occur:
* Using the copy command, copy the Python file to the f1ash: // location on the device.
¢ Using the event-handler command, create an event-handler profile.
* In configuration mode for that profile:
o Using the trigger command, create one or more triggers.
o Using the action command, specify the Python script that will be triggered.
* Using the event-handler activate command, activate an instance of the event handler.

* The trigger event occurs.

Following an initial triggering of an event-handler action, any subsequent trigger launches the action an
additional time if the following conditions are true:

* The trigger-mode parameter is set to the default each-instance.

* The subsequent trigger occurs within the specified time-window.

For additional usage guidelines regarding the advanced configuration commands, see the following
topics:

®* action-timeout
®* delay

® iterations
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® interval
® trigger-mode
® trigger-function

To inactivate an event-handler instance on a device, use the no form of this command. If an event-
handler Python script is running, it is executed to completion before inactivation of the event handler.

Examples
This example activates eventHandler1 on the device.

device# configure terminal
device (config) # event-handler activate eventHandlerl

device (config-activate-eventHandlerl) #

Extreme SLX-OS
Command Reference, 20.3.3 523



evpn Commands E - F

evpn

Creates an EVPN instance and enables EVPN instance configuration mode.
Syntax

evpn [ name ]

no evpn { default |name }
Modes

Global configuration mode

Usage Guidelines

Use the no form of this command to remove the EVPN instance.
When you enter the evpn command without a name, a default EVPN instance is created.

The device allows only one EVPN instance.

Examples

The following example configures the default EVPN instance.

device# configure terminal
device (config) # evpn
device (config-evpn-default) #

The following example creates an EVPN instance named myinstance.

device# configure terminal
device (config) # evpn myinstance
device (config-evpn-myinstance) #
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exclude-any

Interfaces that are not part of these groups, as well as interfaces that are not part of any group, are
eliminated from consideration.

Syntax

exclude-any admin group name | admin group name [admin group name |
admin group name ]

no exclude-any admin group name | admin group name [admin group name |
admin group name ]

Command Default

There are no excluded interfaces in the command default mode.

Parameters
name

Specifies the group, by name, the interface must be a member of. The name can be the name of
the administrative group to which an administrative group number is associated by configuration
in router MPLS mode. More than one parameter can be provided.

number

Specifies the group, by number, the interface must be a member of. Number can be from O to 31
representing 32 admin groups. More than one parameter can be provided.

Modes

MPLS LSP configuration mode (config-router-mpls Isp-1sp name)
MPLS router Bypass LSP configuration mode (config-router-mpls-bypass-Isp-/sp_name)

MPLS router MPLS interface dynamic bypass configuration mode (config-router-mpls-if-ethernet-
slot/port-dynamic-bypass)

Usage Guidelines

More than one group may be configured at a time.

Use the interface level exelude-any command to configure administrative groups for dynamic
bypass LSPs to be created corresponding to a protected link.

The no form of the command removes the interface administrative group configuration.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".
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Examples

The following example eliminates interfaces in either administrative group gold or silver when the
path for LSP tunnell is calculated.

device# configure

device (config)# router mpls

device (config-router-mpls) # lsp tunnell

device (config-router-mpls-1lsp-tunnell)# exclude-any gold silver

The following example eliminates bypass LSP administration groups 15 and 16 .

device# configure

device (config) # router mpls

device (config-router-mpls)# bypass-lsp my-bypass-1lsp

device (config-router-mpls-bypass-lsp-my-bypass-1lsp)# exclude any 15 16

The following example eliminates groups 10 and 11 from consideration for dynamic bypass MPLS
Ethernet interface 0/8.

device# configure

device (config) # router mpls

device (config-router-mpls)# mpls-interface ethernet 0/8

device (config-router-mpls-if-ethernet-0/8)# dynamic-bypass

device (config-router-mpls-if-ethernet-0/8-dynamic-bypass) # exclude-any 10 11
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exclude-interface

Configures one or more exclude interfaces for the bypass LSP.

Syntax

exclude-interface { [ ethernet slot/port | port-channel number | ve ve-
num ] }

no exclude-interface { [ ethernet slot/port | port-channel number | ve
ve num ] }

Command Default

There is no default value. This is a mandatory parameter.

Parameters
ethernet slot/port
Specifies the physical slot and port on the Ethernet interface.
port-channel number
Specifies a port-channel interface.
ve ve num

Specifies the Virtual Ethernet (VE) number on the VE interface.

Modes
MPLS router Bypass LSP configuration mode.

Usage Guidelines
The no form of this command removes an exclude interface of the bypass LSP.
The user can configure one or more exclude interfaces for the bypass LSP. The interface can be an

Ethernet or a virtual Ethernet type. To enable a bypass LSP, the system requires at least one exclude
interface configuration.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example excludes Ethernet interface2 /8 on bypass LSP my-bypass-1sp.

device# configure

device (config) # router mpls

device (config-router-mpls) # bypass-1lsp my-bypass-1lsp

device (config-router-mpls-bypass-1lsp-my-bypass-1sp)# exclude-interface Ethernet 0/8
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The following example excludes VE interface 108 on bypass LSP my-bypass-1sp.

device# configure

device (config) # router mpls

device (config-router-mpls) # bypass-1lsp my-bypass-1lsp

device (config-router-mpls-bypass-lsp-my-bypass-1sp)# exclude-interface ve 108
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exp

exp

Defines the QoS MPLS EXP-to-DSCP or EXP-to-traffic class mutation mapping.

Syntax

exp exp-value to { dscp dscp-value } | { traffic class traffic-class-
value drop-precedence }

no exp exp-value

Command Default
The default EXP-to-DSCP mapping is as follows:

Exp : 0O 1 2 3 4 5 6 7
traffic-class : 0o 1 2 3 4 5 6 17
drop-precedence : o 0 0 0O O 0 0 O

Parameters
exp-value
Specifies the EXP value. Enter an integer from O through 7.
dscp dscp-value
Specifies the DSCP value. Enter an integer from O through 63.
traffic class traffic-class-value
Specifies the traffic class value. Enter an integer from O through 7.
drop-precedence

Specifies the drop precedence for the traffic class. Enter an integer from O through 3.

Modes
QoS MPLS map EXP-DSCP and EXP-traffic-class configuration mode

Usage Guidelines

After configuring the mutation mapping, you can apply the map globally.

Use the no form of this command to reset the default mapping.
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Examples
The following example is an MPLS QoS EXP-to-DSCP mutation map configuration.

device# configure terminal

device (config) # gos-mpls map exp-dscp expDscpMap
device (exp-dscp-expDscpMap) # exp 0 to dscp 7
device (exp-dscp-expDscpMap) # exp 1 to dscp 23
device (exp-dscp-expDscpMap) # exp 3 to dscp 31

The following example is an MPLS QoS EXP-to-traffic class mutation map configuration.

device# configure terminal
device (config) # gos-mpls map exp-traffic-class expTcMap
device (exp-traffic-class-expTcMap) # exp 0 to traffic-class 7 drop-precedence 0
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export-vrf-leaked-routes

Allows exporting VRF leaked routes to Layer VPN.

Syntax
export-vrf-leaked-routes

no export-vrf-leaked-routes

Modes

BGP address-family IPv4 unicast VRF configuration mode

Usage Guidelines

The no form of the command disables exporting VRF leaked routes to Layer VPN.

Examples

This example shows how to export VRF leaked routes to Layer VPN.

device# configure terminal

device (config) # router bgp

device (config-bgp) # address-family vpnv4 unicast
device (config-bgp-vpnv4u) # export-vrf-leaked-routes
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export-map

Exports the target-VPN community.

Syntax
export-map route-map
no export-map route-map
Parameters
route-map
Specifies the route-map name.
Modes

VRF configuration mode

Usage Guidelines

The no form of the command to apply a route-map filter on the routes to be exported.

Examples

The following example shows how to export the target-VPN community.

device# configure terminal

device (config)# vrf vpnl

device# (config-vrf-vpnl)# rd 1:2

device# (config-vrf-vpnl) # vpn-statistics

device# (config-vrf-vpnl)# address-familin ipv4 unicast

device# (config-vrf-vpnl-ipv4-unicast) # route-target-import 100:1
device# (config-vrf-vpnl-ipv4-unicast)# export-map import-route-mapl
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extend bridge-domain

Configures a bridge domain (BD) to a site for a VXLAN Layer 2 gateway.

Syntax
extend bridge-domain { add | remove } bridge domain id
Parameters
add
Adds a bridge-domain ID to a tunnel.
remove
Removes a bridge-domain ID from a tunnel.
bridge domain id
Specifies the configured bridge domain ID.
Modes
Site configuration mode
Examples

The following example configures the bridge domain to the site of the VXLAN Layer 2 gateway.

device# configure terminal

device (config) # overlay-gateway gatewayl

device (config-overlay-gw-gatewayl) # site mysite

device (config-overlay-gw-gatewayl-site-mysite)# extend bridge-domain add 10
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extend vian

Configures switchport VLANS for the tunnels to the containing site in VXLAN overlay gateway
configurations.

Syntax
extend vlan { add | remove } vlian id
no extend vlan
Parameters
add
Specifies a VLAN ID or range of VLAN IDs to be added to a tunnel.
remove
Specifies a VLAN ID or range of VLAN IDs to be removed from a tunnel.
vlian id
A VLAN ID or range of VLAN IDs. See the Usage Guidelines.
Modes

VXLAN overlay gateway site configuration mode

Usage Guidelines

The VXLAN Network Identifier (VNI) classification is derived from the "map vlan" configuration of the
parent overlay gateway. This command results in the provisioning or unprovisioning of the VLANSs. Use
theno extend vlan vian idcommand to unprovisiona VLAN.

All of the VLAN IDs that are specified must be VLANSs that have been mapped by means of the map
vlan vlan idvni vnicommand on the parent overlay gateway, unless automatic VNI mapping has
been enabled by means of themap wvlan wvni auto command.

Usetheno attach vlan vian idcommand to remove all switchport configurations from the
tunnels to the containing site.

Examples
To configure a switchport VLAN and range of VLANS:

device# configure terminal

device (config) # overlay-gateway gatewayl

device (config-overlay-gw-gatewayl) # site mysite

device (config-overlay-gw-gatewayl-site-mysite) # extend vlan add 10,20-30
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external-Isdb-limit (OSPFv2)

Configures the maximum size of the external link state database (LSDB).

Syntax
external-lsdb-limit value
no external-lsdb-limit
Parameters
value
Maximum size of the external LSDB. Valid values range from 1through 14913080. The default is
14913080.
Modes

OSPF router configuration mode

OSPF router VRF configuration mode

Usage Guidelines

If you change the value, make sure to save the running-config file and reload the software. The change
does not take effect until you reload or reboot the software.

The no form of the command restores the default setting.

Examples
The following example sets the limit of the LSDB to 20000.
device# configure terminal

device (config) # router ospf
device (config-router-ospf-vrf-default-vrf)# external-lsdb-1limit 20000
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external-Isdb-limit (OSPFv3)

Configures the maximum size of the external link state database (LSDB).

Syntax
external-lsdb-limit value
no external-lsdb-limit
Parameters
value
Maximum size of the external LSDB. Valid values range from 1through 250000. The default is
250000.
Modes

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

If you change the value, you must save the running-config file and reload the software. The change does
not take effect until you reload or reboot the software.

The no form of command reverts to the default setting.

Examples
The following example sets the limit of the external LSDB to 15000.
device# configure terminal

device (config)# ipv6 router ospf
device (config-ipv6-router-ospf-vrf-default-vrf)# external-lsdb-limit 15000
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facility-backup

Enables facility backup (many-to-one) Fast Reroute (FRR) on a Label Switched Path (LSP).

Syntax

facility-backup [ bandwidth | exclude-any name | hop-limit name |
include-all | include-any | link-protection | priority | revertive ]

no facility-backup [ bandwidth | exclude-any name | hop-limit name |
include-all | include-any | link-protection | priority | revertive ]

Command Default
By default, a FRR LSP is a one-to-one (detour) protection LSP with the desired node protection.

Parameters

bandwidth

Specifies the bandwidth for the detour or backup LSP.
exclude-any name

Excludes any of the specified administrative groups.
hop-limit num

Specifies the limit of hops the detour or backup LSP can traverse.
include-all

Specifies to include all of the administrative groups.
include-any

Specifies to include any of the administrative groups.
link-protection

Requests link protection for the LSP.
priority

Requests setup and hold priorities.
revertive

Activates FRR revertiveness.

Modes
MPLS router LSP FRR configuration mode.

Usage Guidelines

When enabled at every Point of Local Repair (PLR), the LSP outgoing interface is expected to be
protected by a bypass LSP. The user can create bypass LSPs manually or they can be created
automatically using dynamic bypass.
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The no form of the command sets the FRR LSP to the detour (one-to-one) mode.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples
The following example enables facility backup on LSP named my-fbkup-1sp.

device# kconfigure

device (config)# router mpls

device (config-router-mpls) #1sp my-fbkup-1lsp

device (config-router-mpls-1lsp-my-fbkup-1lsp)# frr

device (config-router-mpls-1lsp-my-fbkup-lsp-frr)# facility-backup
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fast-convergence

Enables fast convergence of devices in the Ethernet Ring Protection (ERP) ring.

Syntax
fast-convergence

no fast-convergence

Command Default

Fast convergence is disabled by default.

Modes

ERP configuration mode

Usage Guidelines

A convergence time of less than 50-msec can be achieved with 4-device ring topology on 1-RU devices.
If the number of nodes in the topology increases, a small linear increase in convergence time occurs
accordingly.

The no form of the command disables fast-convergence.

Examples

The following example enables fast convergence in the ERP instance 1.

device# configure terminal
device (config)# erp 1
device (config-erp-1) fast-convergence

Extreme SLX-OS
Command Reference, 20.3.3 539



fast-external-fallover Commands E - F

fast-external-fallover

Resets the session if a link to an eBGP peer goes down.

Syntax
fast-external-fallover

no fast-external-fallover

Modes

BGP configuration mode

Usage Guidelines

Use this command to terminate and reset external BGP sessions of a directly adjacent peer if the link to
the peer goes down, without waiting for the timer, set by the BGP timers command, to expire. This
can improve BGP conversion time, but can also lead to instability in the BGP routing table as a result of
a flapping interface.

Examples
The following example configures the device to reset the session if a link to an eBGP peer goes down.
device# configure terminal

device (config) # router bgp
device (config-bgp-router) # fast-external-fallover
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fast-flood

Configures Intermediate System-to-Intermediate System (IS-IS) to flood Link State PDUs to other
devices in the network before running SPF.

Syntax
fast-flood Isp-count

no fast-flood sp-count

Command Default
Four LSPs are flooded before running SPF.

Parameters

lsp-count

Specifies the number of LSPs that must be flooded before running SPF. Valid values range from 1
through 15. The default value is 4.

Modes

IS-1S router configuration mode

Usage Guidelines
IS-1S is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The no form of the command resets the LSP count to the default value of 4.

Examples

The following example configures IS-IS to flood 10 LSPs before running SPF.

device# configure terminal
device (config) # router isis
device (config-isis-router)# fast-flood 10
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fastboot

Reboots the device without a power-on self-test (POST).
Syntax

fastboot
Modes

Privileged EXEC mode

Usage Guidelines

All reboot operations are disruptive, and the commands prompt for confirmation before executing.
When you reboot a device, all traffic to and from it stops. All ports on that device remain inactive until
the device comes back online.

Any unsaved configurations are lost.

Examples

The following example shows the use of the £fastboot command.

device# fastboot
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fast-wtr-time

Sets the Wait to Restore (WTR) time for Ethernet Ring Protection (ERP) from minutes to seconds.

Syntax

fast-wtr-time

no fast-wtr-time

Command Default
The WTR value is in minutes by default.

Modes

ERP configuration mode

Usage Guidelines

Use the no form of this command to restore the WTR value to minutes.

Examples

The following example configures a WTR time value to seconds.

device# configure terminal
device (config)# erp 1
device (config-erp-1)# fast-wtr-time
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fec (telemetry)

Indicates the MPLS FEC address to be used for the mpls-traffic-fec profile.

Syntax
fec fec-address
no fec fec-address
Parameters
fec-address
Specifies the address of the target FEC for the profile.
Modes

Telemetry profile configuration mode

Usage Guidelines

The fec-address variable must be unique.
The no form of the command deletes the FEC address from the profile.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples
The following example selects 20.10. 3. 4 as the FEC address for the profile.

device (config) # telemetry profile mpls-traffic-fec default mpls traffic fec statistics
device (config-telemetry-profile)# fec 20.10.3.4
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filter-change-update-delay

Configures the delay period before application of a change to a Border Gateway Protocol flow
specification (BGP flowspec) route-map rule.

Syntax
filter-change-update-delay delay

no filter-change-update-delay

Command Default

By default, changes to BGP flowspec route-map rules are applied after a delay of 10 seconds.

Parameters
delay

Delay period (in seconds) before changes to BGP flowspec route-map rules are applied.

Modes

Global configuration mode

Usage Guidelines

The no from of the command restores the default configuration.

Examples

The following example shows how to set (to 500 seconds) the delay period for application of changes
to BGP flowspec route-map rules.

device# configure terminal
device (config)# filter-change-update-delay 500
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filter-fec-in

Configures LDP inbound or outbound FEC filtering to filter inbound label bindings on a MPLS router.

Syntax
filter-fec-inprefix-1ist-name

no filter-fec-inprefix-list-name

Command Default

By default, LDP distributes all FECs that are learned locally or from LDP neighbors to all other LDP
neighbors.

Parameters
prefix-list—-name

Specifies the prefix-list name.

Modes
MPLS LDP configuration mode

Usage Guidelines

Use the no form of this command to remove the FEC filtering configuration.

LDP inbound-FEC filtering allows the control the amount of memory and CPU processing involved in
installing and advertising label bindings not used for forwarding. It also serves as a tool to avoid DOS
attack. For inbound FEC filter, consider the following:

* The FECs filtered by the LDP inbound-FEC filter do not install in the forwarding plane or advertise to
the upstream neighbors. The FEC remains in the retained state.

* The LDP inbound-FEC filter are changed directly without deleting the one previously configured.
The change automatically applies and triggers the filtering of inbound FECs.

* (Changes to a referenced prefix-list automatically applies to LDP inbound-FEC filtering. This triggers
filtering by way of the new configuration, filtering any existing FECs which violate the filter.

¢ To allow multiple route filter updates, the device waits for default 10 seconds before notifying the
application of the filter change. The time for notification is configurable.

* When the LDP inbound-FEC filter is not configured, LDP does not filter any inbound FECs.

¢ By default, when the prefix-list referenced by the LDP inbound-FEC filter has no configuration, it is
an implicit deny. All inbound FECs are filtered out and retained. The behavior is the same when the
prefix list is deleted after setting it in the inbound FEC filter configuration. This behavior is consistent
with other protocols which use device filters and also with the use of the advertise-fec
command for LDP route injection.

* Inbound FEC filtering is applicable only for Layer 3 FECs and not for VC FECs. Inbound FEC filtering
is not applicable for Layer 2 VPNs.
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MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example configures the LDP inbound-FEC filter.

device# configure terminal

device (config)# ip prefix-list list-abc permit 10.20.20.0/24
device (config) # router mpls

device (config-router-mpls) # 1ldp

device (config-router-mpls-1dp) # filter-fec-in list-abc
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filter-fec-out

Configures LDP outbound FEC filtering to filter outbound label bindings on a MPLS router.

Syntax
filter-fec-out prefix-I1ist-name

no filter-fec-outprefix-list-name

Command Default

By default, LDP distributes all FECs that are learned locally or from LDP neighbors to all other LDP
neighbors.

Parameters
prefix-list—-name

Specifies the prefix-list name.

Modes
MPLS LDP configuration mode

Usage Guidelines

Use the no form of this command to remove the FEC filtering configuration.

LDP outbound FEC filtering gives you the ability to control which FECs can be advertised and to which
LDP neighbors. It also reduces the number of labels distributed to neighbors and the number of
messages exchanged with peers. Through this filtering, LDP scalability and convergence, security, and
performance are improved.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example configures the LDP outbound-FEC filter.

device# configure terminal

device (config)# ip prefix-list list-out deny 10.40.40.0/24
device (config)# ip prefix-list list-out permit 0.0.0.0/0 ge 32
device (config) # router mpls

device (config-router-mpls)# 1ldp

device (config-router-mpls-1dp) # filter-fec-out list-out
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firmware activate

Activates the firmware that was downloaded with firmware download noactivate command.

Syntax

firmware activate

Command Default

Activation of the firmware is performed manually by default after a download.

Modes
Privileged EXEC mode

Usage Guidelines

By default, the £irmware download command downloads the firmware to the system, reboots the
system, and commits the firmware automatically. You can specify the noactivate parameter to
download the firmware to the system without activating it (the node is not rebooted). The user can run
the firmware activate command later to activate the firmware.

Examples

To activate firmware on the device:

device# firmware activate
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firmware commit

Commits a firmware upgrade.

Syntax

firmware commit

Modes
Privileged EXEC mode

Usage Guidelines

The firmware download command updates the secondary partitions only. When the £irmware
download command completes successfully and the device reboots, the system swaps partitions. The
primary partition (with the previous firmware) becomes the secondary partition, and the secondary
partition (with the new firmware) becomes the primary partition.

By default, firmware download automatically commits the firmware after the device reboots. If you
disable auto-commit mode when running firmware download, you must execute £irmware
commit to commit the new firmware to the secondary partition.

You must run the £irmware download command with the nocommit parameter set for the
following firmware commit operation to succeed.

Examples

To commit the firmware:

device# firmware commit

Validating primary partition...
Doing firmwarecommit now.
Please wait ...

Replicating kernel image

FirmwareCommit completes successfully.
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firmware download

Downloads the firmware on the device, reboots the system, and commits the firmware.

Syntax

firmware download { default-config | ftp | scp | sftp | tftp | usb |
interactive } [ manual ] [ nocommit ] [ noreboot ] [ noactivate ]
[ coldboot ] host { hostname | host ip address } user username
password password directory directory [ file file name ] [ use-vrf
vrf-name] ]

Command Default

By default, firmware download downloads the firmware to the system, reboots the system, and
commits the firmware automatically. The user can specify noactivate to download the firmware to
the system without activating it (the node is not rebooted). You can run the firmware activate
command later to activate the firmware.

Parameters
default-config
Sets the configuration back to default.
ftp | scp | sftp | usb

Valid protocols are £tp (File Transfer Protocol), sep (Secure Copy), sf£tp (SSH File Transfer
Protocol), t£tp (Trivial File Transfer Protocol), or usb (Universal Serial Bus). The values are not
case-sensitive.

interactive

Runs firmware download in interactive mode. You are prompted for input.
manual

Currently, this keyword has no effect.
nocommit

Disables auto-commit mode. When auto-commit mode is disabled, firmware is downloaded only
to the primary partition. You must execute the firmware commit command manually to
propagate the new image to the secondary partition.

noreboot

Disables auto-reboot mode. When auto-reboot mode is disabled, you must reboot the device
manually.

noactivate

Downloads the firmware to the system without activating it, so the device is not automatically
rebooted. You canrun the firmware activate command later to activate the firmware.

coldboot

Downloads the firmware to the system and reboots the device.
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host

Specifies the host by DNS name or IP address.
hostname

Specifies an IPv4 DNS host name.

host ip address

Specifies the host IP address. IPv4 and IPv6 addresses are supported.
directory directory

Specifies a fully qualified path to the directory where the firmware is located.
file file name

Specifies the firmware .plist file. This parameter is optional; if unspecified, the default file,
release.plist, is used.

user username

Specifies the user login name for the host.
password password

Specifies the account password.
use-vrf vrf-id

Use this option to specify the name of the VRF where the host is located. If this option is not set,
mgmt-vrf is used by default.

Modes
Privileged EXEC mode

Usage Guidelines

Unless you specify noactivate, the upgrade or downgrade involves system reboots that disrupt
traffic.

If the firmware download command is interrupted because of an unexpected reboot, such as a
result of a software error or power failure, the command automatically recovers the corrupted
secondary partition. Wait for the recovery to complete before beginning another firmware download.

Examples
Example of firmware download with the coldboot option:

device# firmware download ftp directory /buildsjc/sre/SQA/slxos/17r.1.00/17r.1.00 host
10.31.2.27 user releaseuser password releaseuser coldboot

Performing system sanity check...
This command will cause a cold/disruptive reboot and will require that existing telnet,

secure telnet or SSH sessions be restarted.

Do you want to continue? [y/n]y
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Example of firmware download with the default-config option:

device# firmware download default-config ftp directory /buildsjc/sre/SQA/slxos/
17r.1.00/17r.1.00 host 10.31.2.27 user releaseuser password releaseuser

Performing system sanity check...

This command will cause a cold/disruptive reboot and will require that existing telnet,
secure telnet or SSH sessions be restarted.

Do you want to continue? [y/n]y
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firmware download ftp

Specifies FTP as the protocol used to perform a firmware download.

Syntax

firmware download ftp [ coldboot ] [ manual ] [ noactivate ] [ nocommit ]
[ noreboot ] host { hostname | host ip address } use-vrf vrf-name
user username password password directory directory [ file
file name ]

Command Default

By default, downloads the firmware to the system, reboots the system, and commits the firmware
automatically. The user can specify noactivate firmware download to download the firmware to
the system without activating it (the node is not rebooted). The user can run £firmware activate
later to activate the firmware.

Parameters
coldboot
Downloads the firmware to the system and reboots the device.
directory directory
Specifies a fully qualified path to the directory where the firmware is located.
file file name

Specifies the firmware .plist file. This parameter is optional; if unspecified, the default file,
release.plist, is used.

host

Specifies the host by DNS name or IP address.
hostname

Specifies an IPv4 DNS host name.

host ip address

Specifies the host IP address. IPv4 and IPv6 addresses are supported.
manual

Currently, this keyword has no effect.
noactivate

Performs a firmware download without activation on the local device.
nocommit

Disables auto-commit mode. When auto-commit mode is disabled, firmware is downloaded only
to the primary partition. You must execute the firmware commit command manually to
propagate the new image to the secondary partition.

noreboot
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Disables auto-reboot mode. When auto-reboot mode is disabled, you must reboot the device
manually. If auto-commit mode was disabled, you must perform a manual firmware commit
operation after the device comes back up.

password password
Specifies the account password.

use-vrf vrf-name

Specifies a VRF.
user username

Specifies the user login name for the host.

Modes
Privileged EXEC mode

Usage Guidelines
Use this command to download firmware from an external host.

Unless you specify noactivate, the upgrade or downgrade involves system reboots that disrupt
traffic.

If the firmware download command is interrupted because of an unexpected reboot, such as a
result of a software error or power failure, the command automatically recovers the corrupted
secondary partition. Wait for the recovery to complete before beginning another firmware download.

This command does not support pagination.

Examples

This example downloads firmware by means of FTP and specifies a path to the directory where the
firmware is located. A user login name is specified for the host and an account password is specified.

device# firmware download ftp directory /buildsjc/sre/SQA/slxos/17r.1.00/17r.1.00 host
10.31.2.27 user releaseuser password releaseuser
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firmware download fullinstall

Downloads the firmware on the local device.

Syntax

firmware download { fullinstall | ftp | scp | sftp | tftp | usb }
[ manual ] [ nocommit ] [ noreboot ] [ noactivate ] [ coldboot ] host
{ hostname | host ip address } user username password password
directory directory [ file file name ] [ use-vrf vrf-name] ]

Command Default

By default, firmware download downloads the firmware to the system, reboots the system, and
commits the firmware automatically. The user can specify noactivate to download the firmware to
the system without activating it (the node is not rebooted). You can run the firmware activate
command later to activate the firmware.

Parameters
fullinstall

Downloads a larger file selection to cover the differences between 32-bit and 64-bit firmware
when upgrading or downgrading the device.

ftp | scp | sftp | usb

Valid protocols are £tp (File Transfer Protocol), sep (Secure Copy), sf£tp (SSH File Transfer
Protocol), t£tp (Trivial File Transfer Protocol), or usb (Universal Serial Bus). The values are not
case-sensitive.

manual
Currently, this keyword has no effect.
nocommit

Disables auto-commit mode. When auto-commit mode is disabled, firmware is downloaded only
to the primary partition. You must execute the firmware commit command manually to
propagate the new image to the secondary partition.

noreboot

Disables auto-reboot mode. When auto-reboot mode is disabled, you must reboot the device
manually.

noactivate

Downloads the firmware to the system without activating it, so the device is not automatically
rebooted. You can run the firmware activate command later to activate the firmware.

host

Specifies the host by DNS name or IP address.
hostname

Specifies an IPv4 DNS host name.

host ip address
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Specifies the host IP address. IPv4 and IPv6 addresses are supported.
directory directory

Specifies a fully qualified path to the directory where the firmware is located.
file file name

Specifies the firmware .plist file. This parameter is optional; if unspecified, the default file,
release.plist, is used.

user username

Specifies the user login name for the host.
password password

Specifies the account password.

use-vrf vrf-id

Use this option to specify the name of the VRF where the host is located. If this option is not set,
mgmt-vrf is used by default.

Modes
Privileged EXEC mode

Usage Guidelines

Unless you specify noactivate, the upgrade or downgrade involves system reboots that disrupt
traffic.

If the firmware download command is interrupted because of an unexpected reboot, such as a
result of a software error or power failure, the command automatically recovers the corrupted
secondary partition. Wait for the recovery to complete before beginning another firmware download.

The fullinstall option enables upgrading the firmware from a 32-bit version to a 64-bit version.
Additionally, the fullinstall option enables downgrading the firmware from a 64-bit version to a
32-bit version. This feature assumes the device hardware is capable of supporting 64-bit architecture.

The fullinstall option preserves startup-config, SSH host keys, and licenses. However, though the
startup-config is preserved, the system is designed to boot with the default-config. You must manually
apply the configs that were preserved, if configurations are compatible. Manually copying the config file
usesthe copy flash://startup-config running-config command or the copy <file>
running-config command.

It is recommended that you back up your running configuration before running the fullinstall coommand.
Use one of the following commands to do so:

copy flash://<config> startup-config
* copy scp/ftp/tftp:://<config> startup-config

copy running-config startup-config

The system then can use the backed up configuration file to restore your configuration during full install.
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firmware download interactive

Allows the user to select firmware download parameters interactively before starting a firmware
download.

Syntax

firmware download interactive

Command Default

By default, firmware download downloads the firmware to the system, reboots the system, and
commits the firmware automatically.

Modes
Privileged EXEC mode

Usage Guidelines

Use this command to download firmware from an external host or from an attached USB device. You
can run this command interactively or provide the parameters on the command line.

Unless you specify noactivate, the upgrade or downgrade involves system reboots that disrupt
traffic.

If the £irmware download command is interrupted because of an unexpected reboot, such as a
result of a software error or power failure, the command automatically recovers the corrupted
secondary partition. Wait for the recovery to complete before beginning another firmware download.

This command does not support pagination.

Examples

To perform a firmware download in interactive mode using default parameters:

device# firmware download interactive

Server name or IP address: 10.70.4.106

File name: dist

Protocol (ftp, scp, sftp, tftp) [ftp]l: scp

User: fvt

PaSSWOrd: )k Kk Kk k ok ok ok kK

Enter VRF name[mgmt-vrf]:

Select procedure (1=ISSU, 2=coldboot, 3=default-config) [1]:1

Performing system sanity check...

This command will cause a cold/disruptive reboot and will require that existing telnet,
secure telnet or SSH sessions be restarted.

Do you want to continue? [y/n]y
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firmware download scp

Specifies Secure Copy ( SCP) as the protocol used to perform a firmware download.

Syntax
firmware download scp [ coldboot ] [ manual ] [ nocommit ] [ noreboot ]
host { hostname | host ip address } user username password password
directory directory [ file file name ] [ noactivate ] [ use-vrf vrf-
name]

Command Default

A filename is optional. If no filename is specified, release.plist, is used.

Parameters
coldboot
Downloads the firmware to the system and reboots the device.
manual
Currently, this keyword has no effect.
nocommit

Disables auto-commit mode. When auto-commit mode is disabled, firmware is downloaded only
to the primary partition. You must execute the firmware commit command manually to
propagate the new image to the secondary partition. (Skips auto-commit after firmware
download.)

noreboot

Disables auto-reboot mode. When auto-reboot mode is disabled, you must reboot the device
manually. If auto-commit mode was disabled, you must perform a manual firmware commit
operation after the device comes back up.

host

Specifies the host by DNS name or IP address.
hostname

Specifies an IPv4 DNS host name.
host ip address
Specifies the host IP address. IPv4 and IPv6 addresses are supported.
user username
Specifies the user login name for the host.
password password
Specifies the account password.
directory directory
Specifies a fully qualified path to the directory where the firmware is located.

file file name
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Specifies the firmware .plist file. This parameter is optional.
noactivate

Performs a firmware download without activation on the local device.
use-vrf vrf-id

Use this option to specify the name of the VRF where the host is located. If this option is not set,
mgmt-vrf is used by default.

Modes
Privileged EXEC mode.

Usage Guidelines

Use this command to download firmware from an external host or from an attached USB device. You
can run this command interactively or provide the parameters on the command line.

Unless you specify noactivate, the upgrade or downgrade involves system reboots that disrupt
traffic.

If the firmware download command is interrupted because of an unexpected reboot, such as a
result of a software error or power failure, the command automatically recovers the corrupted
secondary partition. Wait for the recovery to complete before beginning another firmware download.

This command does not support pagination.

If the £irmware download is interrupted because of an unexpected reboot as a result of a software
error or power failure, the command automatically recovers the corrupted secondary partition. Wait for
the recovery to complete before starting another firmware download.

Examples

This example downloads firmware by means of SCP and specifies a path to the directory where the
firmware is located. A user login name is specified for the host and an account password is specified.

device# firmware download scp directory /buildsjc/sre/SQA/nos/slx1l7r.1.00/slx17r.1.00
host 10.31.2.27 user releaseuser password releaseuser
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firmware download sftp

Specifies Secure FTP (SFTP) as the protocol used to perform a firmware download.

Syntax
firmware download sftp [ coldboot ] directory directory [ manual ]
[ nocommit ] [ noreboot ] host { hostname | host ip address } user
username password password directory directory [ file file name ]
[ noactivate ] [ use-vrf vrf-name]
Parameters

coldboot

Downloads the firmware to the system and reboots both the device.
directory directory

Specifies a fully qualified path to the directory where the firmware is located.
file filename

Specifies the firmware .plist file. This parameter is optional; if unspecified, the default file,
release.plist, is used.

host

Specifies the host by DNS name or IP address.
hostname

Specifies an IPv4 DNS host name.

host ip address

Specifies the host IP address. IPv4 and IPv6 addresses are supported.
manual

Currently, this keyword has no effect.
noactivate

Performs a firmware download without activation on the local switch.
nocommit

Disables auto-commit mode. When auto-commit mode is disabled, firmware is downloaded only
to the primary partition. You must execute the firmware commit command manually to
propagate the new image to the secondary partition. (Skips auto-commit after firmware
download.)

noreboot

Disables auto-reboot mode. When auto-reboot mode is disabled, you must reboot the switch
manually. If auto-commit mode was disabled, you must perform a manual firmware commit
operation after the switch comes back up.

password password
Specifies the account password.

user username
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Modes

Specifies the user login name for the host.

use-vrf vrf-id

Use this option to specify the name of the VRF where the host is located. If this option is not set,
mgmt-vrf is used by default.

Privileged EXEC mode

Usage Guidelines

Examples

Use this command to download firmware from an external host or from an attached USB device. You
can run this command interactively or provide the parameters on the command line.

Unless you specify noactivate, the upgrade or downgrade involves system reboots that disrupt
traffic.

In addition, default-config causes the loss of configuration because it resets the configuration back to
the default settings during the firmware upgrade process.

If the firmware download command is interrupted because of an unexpected reboot, such as a
result of a software error or power failure, the command automatically recovers the corrupted
secondary partition. Wait for the recovery to complete before beginning another firmware download.

This command does not support pagination.

If the firmware download is interrupted because of an unexpected reboot as a result of a software
error or power failure, the command automatically recovers the corrupted secondary partition. Wait for
the recovery to complete before starting another firmware download.

This example downloads firmware by means of SFTP and specifies a path to the directory where the
firmware is located. A user login name is specified for the host and an account password is specified.

switch# firmware download sftp directory /buildsjc/sre/SQA/sxlos/slx17r.1.00/slx17r.1.00
host 10.31.2.27 user releaseuser password releaseuser
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firmware download tftp

Specifies Trivial FTP (TFTP) as the protocol used to perform a firmware download.

Syntax
firmware download tftp [ coldboot ] directory directory [ manual ]
[ nocommit ] [ noreboot ] host { hostname | host ip address } user
username password password directory directory [ file file name ]
[ noactivate ] [ use-vrf vrf-name]
Parameters

coldboot

Downloads the firmware to the system and reboots both the active and standby MMs.
directory directory

Specifies a fully qualified path to the directory where the firmware is located.
file filename

Specifies the firmware .plist file. This parameter is optional; if unspecified, the default file,
release.plist, is used.

host

Specifies the host by DNS name or IP address.
hostname

Specifies an IPv4 DNS host name.

host ip address

Specifies the host IP address. IPv4 and IPv6 addresses are supported.
manual

Currently, this keyword has no effect.
noactivate

Performs a firmware download without activation on the local device.
nocommit

Disables auto-commit mode. When auto-commit mode is disabled, firmware is downloaded only
to the primary partition. You must execute the firmware commit command manually to
propagate the new image to the secondary partition. (Skips auto-commit after firmware
download.)

noreboot

Disables auto-reboot mode. When auto-reboot mode is disabled, you must reboot the device
manually. If auto-commit mode was disabled, you must perform a manual firmware commit
operation after the device comes back up.

password password
Specifies the account password.

user username
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Modes

Specifies the user login name for the host.

use-vrf vrf-id

Use this option to specify the name of the VRF where the host is located. If this option is not set,
mgmt-vrf is used by default.

Privileged EXEC mode

Usage Guidelines

Examples

Use this command to download firmware from an external host or from an attached USB device. You
can run this command interactively or provide the parameters on the command line.

Unless you specify noactivate, the upgrade or downgrade involves system reboots that disrupt
traffic.

In addition, default-config causes the loss of configuration because it resets the configuration back to
the default settings during the firmware upgrade process.

If the firmware download command is interrupted because of an unexpected reboot, such as a
result of a software error or power failure, the command automatically recovers the corrupted
secondary partition. Wait for the recovery to complete before beginning another firmware download.

This command does not support pagination.

If the firmware download is interrupted because of an unexpected reboot as a result of a software
error or power failure, the command automatically recovers the corrupted secondary partition. Wait for
the recovery to complete before starting another firmware download.

This example downloads firmware by means of TFTP and specifies a path to the directory where the
firmware is located. The host is specified by IP address and a firmware .plist file is specified.

device# firmware download tftp directory /buildsjc/sre/SQA/slx/slx17r.1.00/s1x17r.1.00
host 10.31.2.27 file release.plist
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firmware download usb

Specifies USB as the protocol used to perform a firmware download.

Syntax

firmware download usb [ coldboot ] [ noactivate ] [ nocommit ]
[ noreboot ] [ manual ] directory directory

Command Default

By default, the firmware download process reboots the system and activates the new image.
Finally, the process performs a £firmware commit operation to copy the new image to the other
partition.

Parameters
coldboot

Downloads the firmware to the system and reboots both the active and standby MMs. Caution:
Do not use this option unless instructed to do so by Extreme Technical Support.

directory directory

Specifies a fully qualified path to the directory where the firmware is located.
manual

Currently, this keyword has no effect.
noactivate

Performs a firmware download without activation on the local device.
nocommit

Disables auto-commit mode. When auto-commit mode is disabled, firmware is downloaded only
to the primary partition. You must execute the firmware commit command manually to
propagate the new image to the secondary partition.

noreboot

Disables auto-reboot mode. When auto-reboot mode is disabled, you must reboot the device
manually. If auto-commit mode was disabled, you must perform a manual firmware commit
operation after the device comes back up.

Modes
Privileged EXEC mode

Usage Guidelines

Use this command to download firmware from an external host or from an attached USB device. You
can run this command interactively or provide the parameters on the command line.
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Examples

Unless you specify noactivate, the upgrade or downgrade involves system reboots that disrupt
traffic.

In addition, default-config causes the loss of configuration because it resets the configuration back to
the default settings during the firmware upgrade process.

If the firmware download command is interrupted because of an unexpected reboot, such as a
result of a software error or power failure, the command automatically recovers the corrupted
secondary partition. Wait for the recovery to complete before beginning another firmware download.

This command does not support pagination.

If the firmware download is interrupted because of an unexpected reboot as a result of a software
error or power failure, the command automatically recovers the corrupted secondary partition. Wait for
the recovery to complete before starting another firmware download.

To download firmware from an attached USB device using the command line:

device# firmware download usb directory slx 17r.1.00
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firmware peripheral-update cpld

Syntax

Modes

Updates the Complex Programmable Logic Device (CPLD) flash memory with the latest image from the
installation package.

firmware peripheral-update cpld

Privileged EXEC mode

Usage Guidelines

Examples

This command is supported only on SLX 9540 and SLX 9640 devices.
The following message appears when this command is executed:

WARNING: Hardware image will be upgraded and followed with a board-level power cycling.
Do you want to continue?[y/n]:

After the CPLD is updated, the entire board is power-cycled.

The following example upgrades the firmware on an SLX 9540.

device# firmware peripheral-update cpld
WARNING: Hardware image will be upgraded and followed with a board-level power cycling.
Do you want to continue?[y/n]: y

for cpldO:

erasing ........ done

Programming . ... tin i nnennenns 258 00000000000000000060000000
50 it e e S 100%

for cpldl:

erasing ........ done

Programming ..ot ie e ennennennnn 2 e e
B0% ccococooooo0o0000000000000000 TS coooocoooo0o00000000000000 100%
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firmware peripheral-update fpga

Updates the Field Programmable Gate Array (FPGA) flash memory with the latest image from the
installation package.

Syntax

firmware peripheral-update fpga

Modes
Privileged EXEC mode

Usage Guidelines
This command is supported only on SLX 9540 and SLX 9640 devices.

The following message appears when this command is executed:

WARNING: Hardware image will be upgraded and followed with a board-level power cycling.
Do you want to continue?[y/n]:

After the FPGA is updated, the entire board is power-cycled.

Examples

The following example upgrades the firmware on an SLX 9540.

device# firmware peripheral-update fpga
WARNING: Hardware image will be upgraded and followed with a board-level power cycling.
Do you want to continue?[y/n]: y

erasing \ ....

erasing .. ... done

Programming . ... iin i ennenns 25% cooocooo

Programming ... eeeuen e eeenneeeenenns S e
B0%5 cocococococoooocoooo0o00000000000 TS5 00000000000000000000000300 0 100%
sysfpga image is upgraded successfully.

device#
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firmware recover

Recovers the previous firmware version on the device if a firmware upgrade was unsuccessful.

Syntax

firmware recover

Modes
Privileged EXEC mode

Usage Guidelines

This command reverts the operation that was performed using the firmware download "noactivate”
option.

If you invoke a noactivate firmware download, the firmware is loaded to the secondary node without
swapping partitions. If firmware recover is executed, it performs a forceful commit.

This command does not reboot the node.

Examples

To recover firmware on the device:

device# firmware recover
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firmware restore

Swaps the partition and reboots the device.

Syntax

firmware restore

Modes
Privileged EXEC mode

Usage Guidelines

Caution
. Do not use this command unless instructed by Extreme Technical Support.

Use this command to restore the previously active firmware image. You can run this command only if
auto-commit mode was disabled during the firmware download. After a firmware download and a
reboot (with auto-commit mode disabled), the downloaded firmware becomes active. If you do not
want to commit the firmware, use the firmware restore command.

This command reboots the device and reactivates the previous firmware. After reboot, all primary and
secondary partitions restore the previous firmware image.

This command causes the device to boot up with its older firmware. Later, the image in the primary
partition is automatically committed to the secondary partition.

The firmware download command must have been run with the nocommit parameter for the
firmware restore operation to succeed.

Examples

To restore the previous firmware:

device# firmware restore

Restore old image to be active ...

Restore both primary and secondary image after reboot.

The system is going down for reboot NOW !!

Broadcast message from root (ttyS0) Fri Oct 26 23:48:54 2016...
Doing firmwarecommit now.

Please wait ...
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flex-cli show link-fault-signaling

flex-cli show link-fault-signaling

Syntax

Modes

Output

Examples

Displays information pertaining to link fault signaling (LFS).

flex-cli show link-fault-signaling

Privileged EXEC mode

The flex-cli show link-fault-signaling command displays the following information:

Output field Description

Port Port number
Rx-Link-Fault Displays rx link fault
Tx-Link-Fault Displays tx link fault

This example displays information pertaining to LFS.

device# flex-cli show link-fault-signaling
Tx-Link-Fault

Port Rx-Link-Fault
0/1 ON
0/2 ON
0/3 ON
0/4 ON
0/5 ON
0/6 ON
0/7 ON
0/8 ON
0/9 ON
0/10 ON
0/11 ON
0/12 ON
0/13 ON
0/14 ON
0/15 ON
0/16 ON
0/17 ON
0/18 ON
0/19 ON
0/20 ON
0/21 ON
0/22 ON

ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
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flex-cli show local-fault interface

Displays the local faults of an interface.

Syntax

flex-cli show local-fault interface [ ethernet slot/port | port-channel
port-chnnel-number ]

Parameters

ethernet

Specifies Ethernet interface.
slot-number

Specifies the slot number.
port-channel

Specifies port-channel.
port-channel numbe

Specifies the port-channel number.

Modes
Privileged EXEC mode

Examples

This example displays the local faults of an interface.

device# flex-cli show local-fault interface ethernet 0/9

Port Local-Fault-Detected Local-Fault-Count Time-Last-Local-Fault-Dete
ted

0/9 No 0 N/A
dutC-Aval#

0/4 No 0 N/A
0/5 No 0 N/A
0/6 No 0 N/A
0/7 No 0 N/A
0/8 No 0 N/A
0/9 No 0 N/A
0/10 No 0 N/A
0/11 No 0 N/A
0/12 No 0 N/A
0/13 No 0 N/A
0/14 No 0 N/A
0/15 No 0 N/A
0/16 No 0 N/A
0/17 No 0 N/A
0/18 No 0 N/A
0/19 No 0 N/A
0/20 No 0 N/A
0/21 No 0 N/A
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flex-cli show local-fault slot

Displays the local faults of a slot.

Syntax

flex-cli show local-fault slot slot-number
Parameters

slot—-number

Specifies the slot number.

Modes

Privileged EXEC mode
Examples

This example displays the local faults of a slot.

device# flex-cli show local-fault slot 1

Port Local-Fault-Detected Local-Fault-Count Time-Last-Local-Fault-Deteted
0/1 No 0 N/A
0/2 No 0 N/A
0/3 No 0 N/A
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flex-cli show remote-fault interface

Displays the remote faults of an interface.

Syntax
flex-cli show remote-fault interface [ ethernet slot/port | port-channel
port-channel-number ]
Parameters
ethernet
Specifies an Ethernet interface.
slot/port number
Specifies the slot or port number.
port-channel
Specifies a port-channel.
port-channel-number
Specifies the port-channel number.
Modes
Privileged EXEC mode
Examples

This example displays the remote faults of an interface.

device# flex-cli show remote-fault interface ethernet 0/10
Port RFN-Detected Remote-fault-count Time-last-REN-Detected
0/10 No 0 N/A
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flex-cli show remote-fault slot

flex-cli show remote-fault slot

Displays the remote faults of a slot.

Syntax

flex-cli show remote-fault slot slot-number
Parameters

slot—-number

Specifies the slot number.

Modes

Privileged EXEC mode
Examples

This example displays the remote faults of a slot.

device# flex-cli show remote-fault slot 1

Port RFN-Detected Remote-fault-count
0/1 No 0
0/2 No 0
0/3 No 0
0/4 No 0
0/5 No 0
0/6 No 0
0/7 No 0
0/8 No 0
0/9 No 0
0/10 No 0
0/11 No 0
0/12 No 0
0/13 No 0
0/14 No 0
0/15 No 0
0/16 No 0
0/17 No 0
0/18 No 0
0/19 No 0
0/20 No 0
0/21 No 0
0/22 No 0

Time-last-RFN-Detected

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
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flow-label

Enables flow label for a pseudowire (PW) profile.

Syntax
flow-label

no flow-label

Command Default
By default, control word is disabled for PW profiles.

Modes

Pseudowire profile configuration mode

Usage Guidelines
The no form of the command disables flow label for a PW profile.
Flow label configuration improves load balancing of PW traffic over an MPLS network, particularly in the
context of PWs that transport high volumes of traffic that are comprised of multiple individual traffic

flows (for example, the same source-destination pair for a Transport Control Protocol (TCP) connection
is an individual traffic flow).

Examples

The following example shows how to enable flow label for a PW profile named pw_example

device# configure terminal
device (config) # pw-profile pw_example
device (config-pw-pw_example)# flow-label

The following example shows how to disable flow label for a PW profile named pw_example

device# configure terminal
device (config) # pw-profile pw example
device (config-pw-pw_example)# no flow-label
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flowspec validation

Configures Border Gateway Protocol flow specification (BGP flowspec) route validation at address-
family level.

Syntax
flowspec validation [ redirect ]

no flowspec validation [ redirect ]

Command Default

Flowspec validation is enabled.

Parameters
redirect

Specifies only validation of the redirect IP nexthop address.

Modes

BGP address-family IPv4 flowspec configuration mode

Usage Guidelines

Flowspec validation can be configured at neighbor, peer-group, or address-family level with the
neighbor-level configuration prioritized over peer-group level configuration and the peer-group level
configuration prioritized over the address-family level configuration.

Use the flowspec validation command to configure flowspec validation at address-family level.
To configure flowspec validation at neighbor or peer-group level, refer to the neighbor flowspec
validation command.

By default, flowspec validation is enabled. Use the no form of the flowspec validation command
to completely disable flowspec validation at address-family level. To only disable redirect IP nexthop
validation at address-family level, use the no form of the flowspec wvalidation command
specifying the redirect opton.

Only one flowspec validation configuration is allowed at a time. Configuration operates as follows:

*  When complete flowspec validation is aleady disabled, issuing the no flowspec validation
command specifying the redirect option has no impact; complete flowspec validation remains
disabled.

* When the redirect option is already disabled, issuing the no flowspec validation
command without the redirect option changes the configuration to complete flowspec validation
disabled.
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Examples

The following example shows how to disable IPv4 flowspec validation. In this example and because the
redirect option is specified, only redirect IP nexthop validation is disabled for the IPv4 address-
family in the default VRF.

device# configure terminal

device (config) # router bgp

device (config-bgp-router) # address-family ipv4 flowspec
device (config-bgp-ipv4fs)# no flowspec validation redirect

When flowspec validation is already completely disabled, issuing the no flowspec validation
specifying the redirect option does not change the configuration. The following example shows how
to completely disable flowspec validation for the IPv4 address family in a VRF named red and to verify
the configuration. The no flowspec wvalidation command is then issued specifying the
redirect option, and the configuration is again displayed to show that flowspec validation remains
completely disabled.

device (config) # configure terminal
device (config) # router bgp
device (config-bgp-router)# address-family ipv4 flowspec vrf red
device (config-bgp-ipv4fs-vrf)# no flowspec validation 'completely disables
flowspec validation!
device (config-bgp-ipvi4fs-vrf)# end
device (config)# show running-configuration router bgp address-family ipv4 flowspec vrf
red
!
router bgp
address-family ipv4 flowspec vrf red
no flowspec validation
!
device (config) # configure terminal
device (config) # router bgp
device (config-bgp-router) # address-family ipv4 flowspec vrf red
device (config-bgp-ipv4fs-vrf)# no flowspec validation redirect
device (config-bgp-ipv4fs-vrf)# end
device (config)# show running-configuration router bgp address-family ipv4 flowspec vrf
red
!
router bgp
address-family ipv4 flowspec vrf red
no flowspec validation 'flowspec validation remains completely

disabled!
|
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force-switch

Forces the blocking of a specified link for Ethernet Ring Protection (ERP).

Syntax
force-switch { vlan vlan id ethernet slot/port | port-channel number }

no force-switch { vlanvlan id ethernet slot/port | port-channel number }

Command Default

This feature is not configured by default.

Parameters
vlan vlan id
Specifies a VLAN. Range is from 1 through 4090.
ethernet slot/port
Specifies an Ethernet interface.
port-channel number

Specifies a port-channel.

Modes

ERP configuration mode

Usage Guidelines

An operator can use the forced switch (FS) mechanism when no errors, a single error, or multiple errors
are present in the topology. You can enter this command multiple times. You need to explicitly specify
the VLAN and Ethernet slot and port.

Use the no form of this command to remove the configuration.

Examples

The following example configures FS for a specified interface.

device# configure terminal

device (config)# erp 100

device (config-erp-100) # force-switch vlan 100 ethernet 0/10
device (config-erp-100) #
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format RFC-5424

Configures a specified syslog server to log messages using the RFC-5424 format.

Syntax
format RFC-5424
no format RFC-5424
Parameters
RFC-5424
Syslog message format defined in RFC-5424.
Modes

Syslog server configuration mode

Usage Guidelines

Use this command to configure the router to generate log messages with the RFC-5424 format.
The RFC-5424 syslog message header consists of the following fields:

<prival><version><space>< time-stamp><space><host-name><space><app
name><space><process id><space><Msg Id>

Where:

* privalisthe priority field. This is always <190> for SLXOS 17r.2.00.

* versionisthe version number of the syslog protocol standard. Currently, this can only be 1.

* time-stamp isthe ISO 8601 compatible standard timestamp format (yyyy-mm-ddThh:mm:ss+-
ZONE).

* host-name is the machine that originally sent the message, or if no hostname, a “=“is present
instead.

* app nameis the device or application that generated the message, or if no application, a “-" is
present instead.

* process 1idisthe process name or PID (process ID) of the syslog application that sent the
message, or if no PID, a “~*“ is present instead. This is always - in the SLX-OS 17r.2.00 release.

* Msg Idisthe ID number of the message, orif no Message ID, a “~" is present instead. This is always
- in the SLX-0S 17r.2.00 release.
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Examples

For example:
<190>1 2017-06-19T09:19:52.000003+00:00 SLX raslogd - -

Eo Note
E In the SLX-OS 17r.2.00 release, the process idand Msg Idfields are not filled and are
replaced with - -.

Usetheno format RFC-5424 command to remove the RFC-5424 log message format from the
syslog server configuration.

First, access the global configuration level of the CLI and configure the IP address for the syslog server.
Then, enter the format RFC-5424 command to configure the router to use the RFC-5424 format as
shown in the following example.

device# configure terminal
device (config) # logging syslog-server 192.168.163.233
device (config-syslog-server-192.168.163.233)# format RFC-5424

To verify the syslog server log message format, enter the show running-config logging
syslog-server command as shown in the following example.
device# running-config logging syslog-server

logging syslog-server 192.168.163.233
format RFC-5424

To remove the RFC-5424 format from the configured syslog server, enter the no format RFC-5424
command as shown in the following example.

device (config) # logging syslog-server 192.168.163.233
device (config-syslog-server-192.168.163.233)# no format RFC-5424
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forward-delay

Specifies the time an interface spends in each of the listening and learning states.

Syntax
forward-delay seconds

no forward-delay

Command Default

15 seconds

Parameters
seconds

Specifies the time that an interface spends in the Spanning Tree Protocol (STP) learning and
listening states. Valid values range from 4 through 30 seconds.

Modes

Spanning tree configuration mode

Usage Guidelines

This command specifies how long the listening and learning states last before the interface begins the
forwarding of all spanning-tree instances.

STP interface states:
* Listening - The interface processes the Bridge Protocol Data Units (BPDUs) and awaits possible new
information that might cause it to return to the blocking state.

* Learning - The interface does not yet forward frames (packets), instead it learns source addresses
from frames received and adds them to the filtering database (switching database).

* Forwarding - An interface receiving and sending data, normal operation. STP still monitors incoming
BPDUs that can indicate it should return to the blocking state to prevent a loop.

* Blocking - An interface that can cause a switching loop, no user data is sent or received, but it might
go to the forwarding state if the other links in use fail and the STP determines that the interface may
transition to the forwarding state. BPDU data continues to be received in the blocking state.

When you change the spanning-tree forward-delay time, it affects all spanning-tree instances. When
configuring the forward-delay, the following relationship should be kept:

(2 x (forward-delay - 1)) >= max-age >= (2 x (hello-time + 1))
Enter no forward-delay to return to the default settings.

The command is the same regardless of which type of STP is enabled.
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Examples

To configure the forward-delay time to 18 seconds:

device# configure terminal
device (config)# protocol spanning-tree stp
device (conf-stp) # forward-delay 18

device# configure terminal
device (config) ## protocol spanning-tree rstp
device (conf-rstp)# forward-delay 18

device# configure terminal
device (config) # protocol spanning-tree mstp
device (conf-mstp) # forward-delay 18

device# configure terminal
device (config)# protocol spanning-tree pvst
device (conf-pvst) # forward-delay 18

device# configure terminal
device (config) # protocol spanning-tree rpvst
device (conf-rpvst)# forward-delay 18
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from

Configures only the local interface of the routing device. The command penalizes any link on the
specified interface, but not all links when the link is a multi-access link.

Syntax
fromip addr

no fromip addr

Command Default
The command is disabled, by default.

Parameters
ip addr
Specifies the selected IP address of the fate sharing group

Modes
MPLS CSPF-group configuration mode (config-router-mpls-cspf-group-group name)

MPLS router MPLS interface dynamic bypass configuration mode (config-router-mpls-if-ethernet-
slot/port-dynamic-bypass)

Usage Guidelines

The order in which the local IP address to the remote IP address is configured is insignificant. For
example, the configuration from 10.10.10.10 to0 10.20.20.20 and from 10.20.20.20 to 10.10.10.10 has the
same meaning.

The user can configure an interface level £rom IP address for a dynamic bypass LSP to be created for
the protected MPLS interface. Dynamic bypasses use the £rom address as the IP address.

The no form of the command removes the from-address and is set to default.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example configures the local address 10. 1. 1. 1 of the fate sharing group.

device# configure

device (config)# router mpls

device (config-router-mpls)# cspf-group group3

device (config-router-mpls-cspf-group-group3d)# from 10.1.1.1
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The following example configures the fromaddress 11.11.11.11 for dynamic bypass MPLS Ethernet
interface 0/8.

device# configure

device (config) # router mpls

device (config-router-mpls) # mpls-interface ethernet 0/8

device (config-router-mpls-if-ethernet-0/8)# dynamic-bypass

device (config-router-mpls-if-ethernet-0/8-dynamic-bypass)# from 11.11.11.11
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frr

Configures a Fast Reroute (FRR) path.
Syntax

frr
Modes

Router MPLS configuration mode

Usage Guidelines

Fast Reroute paths are used as secondary routes or backup routes to increase network high availability.
Several reroute options are available; for example, the bandwidth can be configured for the path using
the bandwidth subcommand and the setup and hold priority can be configured for the path using the
priority subcommand. Refer to the Extreme SLX-OS MPLS Configuration Guide for detailed Fast
Reroute configuration information.

uid Note

E Hardware support for LSP FRR is available only for TPID Ox8100. If you require a label
switched path with fast reroute (LSP FRR) configuration, none of the routable interfaces
(whether a router port or a LIF of a VE) can have a nondefault TPID configuration, because
FRR always assumes that the link layer has the default TPID of 0x8100.
The following error message is displayed if you try to configure a fast reroute path using the
£rr command on an interface with a non-default TPID:

%Error: Not allowed, when a non-default TPID (tag-type) is configured on any port-channel or
physical interfaces.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example displays how to configure a Fast Reroute LSP named frr_tunnelA with a
bandwidth of 1000 kbits per second, and a set up and hold priority of 6 and 1.

device# configure

device (config) # router mpls

device (config-router-mpls) # lsp frr tunnellA

device (config-router-mpls-lsp-frr tunneld)# frr

device (config-router-mpls-lsp-frr tunnelA-frr)# bandwidth 1000
device (config-router-mpls-lsp-frr tunnelA-frr)# priority 6 1
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gNMI Server Configuration on page 593
graceful-restart (BGP) on page 594
graceful-restart (LDP) on page 597
graceful-restart (OSPFv2) on page 598
graceful-restart (OSPFv3) on page 600
graceful-restart helper (OSPFv3) on page 601
graceful-restart helper-disable (IS-1S) on page 602
graceful-shutdown on page 603

grub on page 605

guard-time on page 606
handle-isis-neighbor-down on page 607
hardware on page 609

hardware media-database activate on page 610
hardware smt on page 611

hello (LLDP) on page 612

hello (MPLS RSVP) on page 613

hello (UDLD) on page 615

hello padding on page 616
hello-acknowledgements on page 618
hello-interval (LD) on page 619

hello-interval (LDP) on page 620

hello-interval (PIM) on page 621
hello-interval-link on page 622
hello-interval-target on page 623

hello-time on page 624

hello-timeout (LDP) on page 626
hello-timeout-link on page 627
hello-timeout-target on page 628

helper-only on page 629

hold-time on page 630

holdoff-time on page 631

hop-limit on page 632

host-table aging-mode conversational on page 634
host-table aging-time conversational on page 635
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hostname disable on page 636

http server on page 637
implicit-commit on page 639

import 12vpn evpn reoriginate on page 641
import vpnv4 unicast reoriginate on page 642
import vpnv6 unicast reoriginate on page 643
import-map on page 644
inactivity-timer on page 645
include-all on page 646

include-any on page 648
ingress-tunnel-accounting on page 650
init-route-calc-delay on page 651
insight enable on page 653

insight mode on page 655
install-igp-cost on page 656

instance on page 657

interface ethernet on page 659
interface loopback on page 661
interface management on page 662
interface port-channel on page 663
interface (telemetry) on page 665
interface ve on page 666

interval on page 667

interval (telemetry) on page 668

ip access-group on page 670

ip access-list on page 672

ip address on page 674

ip address (site) on page 676

ip anycast-address on page 677

ip arp gratuitous none on page 678

ip arp inspection on page 679

ip arp inspection filter on page 680

ip arp inspection trust on page 681

ip arp learn-any on page 682

ip arp-aging-timeout on page 683

ip dhcp relay address on page 685

ip dhcp relay gateway on page 686

ip dhcp snooping on page 687

ip dhcp snooping enable on page 688
ip dhcp snooping information option on page 689
ip dhcp snooping trust on page 690

ip directed-broadcast on page 691
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ip dns on page 692

ip extcommunity-list on page 694

ip flowspec rules statistics on page 696

ip forward on page 697

ip global-subnet-broadcast-acl on page 698

ip icmp-fragment enable on page 699

ip icmp rate-limiting on page 700

ip icmp redirect on page 701

ip icmp unreachable on page 702

ip igmp immediate-leave on page 703

ip igmp last-member-query-interval on page 704
ip igmp query-interval on page 705

ip igmp query-max-response-time on page 706
ip igmp router-alert-check-disable on page 707
ip igmp snooping enable on page 708

ip igmp snooping fast-leave on page 709

ip igmp snooping last-member-query-interval on page 710
ip igmp snooping mrouter interface on page 711
ip igmp snooping querier enable on page 712
ip igmp shooping query-interval on page 713

ip igmp snooping query-max-response-time on page 714
ip igmp snooping static-group on page 715

ip igmp shooping version on page 716

ip igmp ssm-map on page 717

ip igmp static-group on page 719

ip igmp version on page 720

ip interface loopback (overlay gateway) on page 721
ip irdp on page 722

ip large-community-list extended on page 723
ip large-community-list standard on page 724
ip mtu on page 726

ip option disable on page 728

ip ospf active on page 729

ip ospf area on page 730

ip ospf auth-change-wait-time on page 731

ip ospf authentication-key on page 733

ip ospf bfd on page 734

ip ospf cost on page 735

ip ospf database-filter on page 736

ip ospf dead-interval on page 738

ip ospf hello-interval on page 739

ip ospf Idp-sync on page 740
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ip ospf md5-authentication on page 741
ip ospf mtu-ignore on page 743

ip ospf network on page 744

ip ospf passive on page 746

ip ospf priority on page 747

ip ospf retransmit-interval on page 748
ip ospf transmit-delay on page 749

ip pim dr-priority on page 750

ip pim snooping enable on page 751

ip pim-sparse on page 752

ip pim ttl-threshold on page 753

ip port (telemetry) on page 754

ip policy route-map on page 755

ip prefix-list on page 756

ip proxy-arp on page 758

ip receive access-group on page 759

ip route on page 761

ip route next-hop-recursion on page 764
ip route static bfd on page 765

ip route static bfd holdover-interval on page 767
ip router-id on page 768

ip router isis on page 769

ip source-guard enable on page 770

ip subnet-broadcast-acl on page 771

ip subnet-rate-limit on page 772

ip vrrp-extended auth-type on page 774
ipv6 access-group on page 776

ipv6 access-list on page 778

ipv6 address on page 780

ipv6 anycast-address on page 782

ipv6e dhcp relay address on page 783
ipv6 dns on page 785

ipv6 icmpv6 rate-limiting on page 786
ipv6 icmpv6 unreachable on page 787
ipv6 nd cache expire on page 788

ipv6 nd cache limit on page 789

ipv6e ospf active on page 791

ipv6 ospf area on page 792

ipv6 ospf authentication ipsec on page 793
ipv6 ospf authentication ipsec disable on page 794
ipv6 ospf authentication spi on page 795
ipv6 ospf bfd on page 797
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ipv6 ospf cost on page 798

ipv6 ospf dead-interval on page 799

ipv6 ospf hello-interval on page 800

ipv6 ospf hello-jitter on page 801

ipv6 ospf instance on page 802

ipv6 ospf mtu-ignore on page 803

ipv6 ospf network on page 804

ipv6 ospf passive on page 805

ipv6 ospf priority on page 806

ipv6 ospf retransmit-interval on page 807
ipv6 ospf suppress-linklsa on page 808
ipv6 ospf transmit-delay on page 809
ipv6 policy route-map on page 810

ipv6 prefix-list on page 811

ipv6 protocol vrrp on page 813

ipv6 protocol vrrp-extended on page 814
ipv6 receive access-group on page 815
ipv6 route on page 817

ipv6 route next-hop-recursion on page 820
ipv6 route null on page 821

ipv6 route next-hop-vrf on page 823

ipv6 route static bfd on page 825

ipv6 route static bfd holdover-interval on page 827
ipv6 router isis on page 828

ipv6 router ospf on page 829

ipv6 subnet-zero drop on page 830

ipv6 vrrp-extended auth-type on page 831
ipv6 vrrp-extended-group on page 832
ipv6 vrrp-group on page 833

ipv6 vrrp-suppress-interface-ra on page 834
is-type on page 835

isis auth-check on page 837

isis auth-key on page 838

isis auth-mode on page 840

isis circut-type on page 841

isis hello-interval on page 842

isis hello-multiplier on page 843

isis hello padding on page 845

isis ipv6 metric on page 846

isis Idp-sync on page 848

isis metric on page 849

isis passive on page 851
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isis point-to-point on page 852
isis priority on page 853

isis reverse-metric on page 855
iterations on page 857
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gNMI Server Configuration

Configures the secure gNMl server.

Syntax
gNMI server

no gNMI server

Command Default
By default, non TLS gNMI server runs on port 9339.

Examples

This configures a secure-port for TLS gNMI server. Choose a unique port in the range of 1024 to 49151.
TLS certificates are to be imported for gNMI server should be imported before configuring the secure-
port. For importing TLS server certificate, refer to crypto ca import-pkcs section.

SLX# configure terminal

Entering configuration mode terminal

SLX (config) # gNMI server

SLX (config-gNMI-server)# secure-port ?

Possible completions:

<NUMBER:1024-49151> Port range from 1024 to 49151
SLX (config-gNMI-server)# secure-port <NUMBER>

Example.

SLX (config-gNMI-server) # secure-port 9449
Use the show running-config gNM/ command to view the configuration.

Unconfigures the secure gNMI server. Henceforth, non-TLS gNMI server will be running.

SLX (config-gNMI-server) # no secure-port
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graceful-restart (BGP)

Enables the BGP graceful restart capability.

Syntax

graceful-restart [ purge-time seconds | restart-time seconds | stale-
routes-time seconds ]

no graceful-restart

Command Default
Disabled.

Parameters
purge-time

Specifies the maximum period of time, in seconds, for which a restarting device maintains stale
routes in the BGP routing table before purging them. The default value is 600 seconds. The
configurable range of values is from 1to 3600 seconds.

restart-time

Specifies the restart-time, in seconds, advertised to graceful restart-capable neighbors. The
default value is 120 seconds. The configurable range of values is from 1to 3600 seconds.

stale-routes-time

Specifies the maximum period of time, in seconds, that a helper device will wait for an End-of-
RIB (EOR) message from a peer. All stale paths are deleted when this time period expires. The
default value is 360 seconds. The configurable range of values is from 1to 3600 seconds.

Modes

BGP address-family IPv4 unicast configuration mode
BGP address-family IPv6 unicast configuration mode
BGP address-family IPv4 unicast VRF configuration mode
BGP address-family IPv6 unicast VRF configuration mode

BGP address-family L2VPN EVPN configuration mode

Usage Guidelines

Use this command under a BGP address-family configuration mode to enable or disable the graceful-
restart capability for all BGP neighbors in the address family. When this command is enabled, graceful-
restart capability is negotiated with neighbors in the BGP OPEN message when a session is established.
If the neighbor advertises support for graceful restart, that function is activated for that neighbor
session. Otherwise, graceful restart is not activated for that session, even though it is enabled locally. If
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Examples

the neighbor has not sent graceful-restart parameters, the restarting device will not wait for the
neighbor to start route calculation, but graceful restart will be enabled.

If the graceful-restart capability is enabled after a BGP session has been established, the neighbor
session must be cleared for graceful restart to take effect.

The purge-time parameter is applicable for both restarting and helper devices. The timer starts when
a BGP connection is closed. The timer ends when an EOR is received from all nodes, downloaded into
BGP and an EOR sent to all neighbors. The configured purge-time timer value is effective only on the
configured node.

The restart-time parameter is applicable only for helper devices. The timer starts at the time the

BGP connection is closed by the remote peer and ends when the Peer connection is established. The

configured restart-time timer value is effective only on the peer node, and not in the configured node.
During negotiation time, the timer value is exchanged.

The stale-routes-time parameter is applicable only for helper devices. The timer starts when the
peer connection is established after the HA-failover. The timer ends at the time an EOR is received from
the peer. The configured stale-time timer value is effective only on the configured node.

For non-default VRF instances, graceful restart timers are inherited from the default VRF. The purge-
time, restart-time, and stale-routes-time parameters are not available in BGP address-
family IPv4 unicast VRF configuration mode and BGP address-family IPv6 unicast VRF configuration
mode.

Use the clear ip bgp neighbor command with the all parameter for the changes to the
graceful-restart parameters to take effect immediately.

The no form of the command disables the BGP graceful-restart capability globally for all BGP neighbors
in the address family.

The following example enables the BGP graceful restart capability.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# local-as 1

device (config-bgp-router)# neighbor 1.1.1.1 remote-as 2
device (config-bgp-router)# address-family ipv4 unicast
device (config-bgp-ipvdu) # graceful-restart

The following example sets the purge time to 240 seconds.

device# configure terminal

device (config) # router bgp

device (config-bgp-router) # local-as 1

device (config-bgp-router)# neighbor 1.1.1.1 remote-as 2

device (config-bgp-router)# address-family ipv4 unicast

device (config-bgp-ipvidu)# graceful-restart

$Warning: Please clear the neighbor session for the parameter change to take effect!
device (config-bgp-ipvdu) # graceful-restart purge-time 240

Extreme SLX-OS
Command Reference, 20.3.3 595



graceful-restart (BGP) Commands G - J

The following example sets the restart time to 60 seconds.

device# configure terminal

device (config) # router bgp

device (config-bgp-router)# local-as 1

device (config-bgp-router)# neighbor 1.1.1.1 remote-as 2

device (config-bgp-router) # address-family ipv4 unicast

device (config-bgp-ipvé4u) # graceful-restart

$Warning: Please clear the neighbor session for the parameter change to take effect!
device (config-bgp-ipv4u) # graceful-restart restart-time 60

SWarning: Please clear the neighbor session for the parameter change to take effect!

The following example sets the stale-routes time to 180 seconds.

device# configure terminal

device (config) # router bgp

device (config-bgp-router) # local-as 1

device (config-bgp-router)# neighbor 1000::1 remote-as 2

device (config-bgp-router)# address-family ipv6 unicast

device (config-bgp-ipvou) # neighbor 1000::1 activate

device (config-bgp-ipvéu) # graceful-restart

$Warning: Please clear the neighbor session for the parameter change to take effect!
device (config-bgp-ipvou)# graceful-restart stale-routes-time 180

$Warning: Please clear the neighbor session for the parameter change to take effect!

The following example enables the BGP graceful restart capability and sets the purge time to 220
seconds in L2VPN EVPN configuration mode.

device# configure terminal

device (config) # router bgp

device (config-bgp-router) # address-family l2vpn evpn
device (config-bgp-evpn) # graceful-restart purge-time 220
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graceful-restart (LDP)

Enables the MPLS LDP graceful restart capability for all LDP sessions and accesses the graceful restart
(GR) configuration mode .

Syntax
graceful-restart

no graceful-restart

Command Default
Disabled.

Modes
MPLS LDP configuration mode

Usage Guidelines

When you enable LDP GR, the router waits until it receives an LDP Initialization message from its
neighbor to know whether it must delete its states or start the LDP GR recovery procedure. It is
applicable to all LDP sessions regardless of the adjacency type exists between the neighbors.

The no form of the command disables the LDP graceful-restart capability globally for all LDP sessions
and removed the configuration.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example enables the BGP graceful restart capability.

device# configure terminal

device (config)# router mpls

device (config-router-mpls) # 1ldp

device (config-router-mpls-1dp) # graceful-restart
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graceful-restart (OSPFv2)
Enables the OSPF Graceful Restart (GR) capability.

Syntax
graceful-restart [ helper-disable | restart-time seconds ]

no graceful-restart

Command Default

Graceful restart and graceful restart helper capabilities are enabled.

Parameters
helper-disable
Disables the GR helper capability.
restart-time

Specifies the maximum restart wait time, in seconds, advertised to neighbors. The default value
is 120 seconds. The configurable range of values is from 10 through 1800 seconds.

Modes

OSPF router configuration mode

OSPF router VRF configuration mode

Usage Guidelines
Use no graceful-restart helper-disable to re-enable the GR helper capability.

The no form of the command disables the graceful restart capability.

Examples
The following example disables the GR helper capability.

device# configure terminal
device (config)# router ospf
device (config-router-ospf-vrf-default-vrf)# graceful-restart helper-disable

The following example re-enables the GR helper capability.

device# configure terminal
device (config)# router ospf
device (config-router-ospf-vrf-default-vrf)# no graceful-restart helper-disable
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The following example re-enables the GR capability and changes the maximum restart wait time from
the default value to 240 seconds.

device# configure terminal
device (config)# router ospf
device (config-router-ospf-vrf-default-vrf) # graceful-restart restart-time 240
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graceful-restart (OSPFv3)

Enables the OSPFv3 Graceful Restart capability.

Syntax
graceful-restart [ helper | restart-time seconds ]

no graceful-restart [ helper | restart-time seconds ]

Command Default

By default, graceful restart and graceful restart helper capabilities are enabled.

Parameters
helper
Sets graceful restart helper options.
restart-time seconds

Specifies the maximum restart wait time, in seconds, advertised to neighbors. The default value
is 120 seconds. Valid values range from 10 through 1800 seconds.

Modes

OSPF IPv6 router configuration mode

OSPFIPv6 router VRF configuration mode

Usage Guidelines

Use the no graceful-restart command to disable graceful restart mode.

Use the no graceful-restart helper command to disable the graceful restart helper capability.

Examples

This example disables the graceful restart helper capability.

device# configure terminal
device (config) # ipv6 router ospf
device (config-ipv6-router-ospf-vrf-default-vrf)# no graceful-restart helper

This example sets the graceful restart interval to 130 seconds.

device# configure terminal
device (config) # ipv6 router ospf
device (config-ipv6-router-ospf-vrf-default-vrf)# graceful-restart restart-time 130
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graceful-restart helper (OSPFv3)

Enables the OSPFv3 graceful restart (GR) helper capability.

Syntax
graceful-restart helper { disable | strict-lsa-checking }

no graceful-restart helper

Command Default
GR helper is enabled.

Parameters
disable
Disables the OSPFv3 GR helper capability.
strict-lsa-checking

Enables the OSPFv3 GR helper mode with strict link-state advertisement (LSA) checking.

Modes

OSPFv3 router configuration mode

OSPFv3 router VRF configuration mode

Usage Guidelines

The no form of the command disables the GR helper capability on a device.

Examples

The following example enables GR helper and sets strict LSA checking.

device# configure terminal

device (config)# ipvé router ospf

device (config-ipv6-router-ospf-vrf-default-vrf)# graceful-restart helper strict-lsa-
checking
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graceful-restart helper-disable (I1S-IS)

Disables and enables Intermediate System-to-Intermediate System (IS-1S) graceful restart helper mode.

Syntax
graceful-restart helper-disable

no graceful-restart helper-disable

Command Default

The graceful restart helper is enabled by default.

Modes

IS-IS router configuration mode

Usage Guidelines
IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The no form of the command re-enables the graceful restart helper if it has been disabled.

Examples

The following example disables the IS-IS graceful restart helper.

device# configure terminal
device (config) # router isis
device (config-isis-router)# graceful-restart helper-disable

The following example re-enables the IS-IS graceful restart helper.

device# configure terminal
device (config)# router isis
device (config-isis-router)# no graceful-restart helper-disable
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graceful-shutdown

Gracefully shuts down all BGP neighbors.

Syntax
graceful-shutdown seconds [ community value [ local-preference value ]
local-preference value [ community value ] | route-map route-map-
name ]

no graceful-shutdown seconds [ community value [ local-preference value ]
| local-preference value [ community value ] | route-map route-map-
name ]

Command Default

Default graceful shutdown parameters are applied.

Parameters
seconds

Specifies the number of seconds in which the BGP graceful shutdown will occur. Valid values
range from 30 through 600 seconds.

community value

Sets the community attribute for graceful shutdown. Valid values range from 1through
4294967295.

local-preference value

Sets the local preference attribute for graceful shutdown. Valid values range from O through
4294967295.

route-map route-map-name

Specifies the route map for graceful shutdown attributes.

Modes

BGP configuration mode

Usage Guidelines

The no form of the command de-activates graceful shutdown.

Examples

The following example gracefully shuts down all BGP neighbors and sets the graceful shutdown timer to
180 seconds.

device# configure terminal
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device (config) # router bgp
device (config-bgp-router)# graceful-shutdown 180

The following example gracefully shuts down all BGP neighbors and sets the graceful shutdown timer to
600 seconds. The route map “myroutemap” is specified for graceful shutdown attributes.

device# configure terminal
device (config) # router bgp
device (config-bgp-router)# graceful-shutdown 600 route-map myroutemap

The following example gracefully shuts down all BGP neighbors and sets the graceful shutdown timer to
600 seconds. The community attribute is set to 10.

device# configure terminal
device (config) # router bgp
device (config-bgp-router)# graceful-shutdown 600 community 10
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grub

This command navigates into the GRUB configuration mode.
Syntax

grub
Modes

Global Configuration mode

Usage Guidelines

The GRUB configuration mode is used to configure a password for securing GRUB from unauthorized
changes.

Examples

The following example navigates into the GRUB configuration mode.

SLX # configure terminal
SLX (config)# grub
SLX (config-grub) #
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guard-time

Specifies a value for the Ethernet Ring Protection (ERP) guard timer.

Syntax
guard-time time

no guard-time

Command Default

The guard timer is configured at 1500 milliseconds (ms) by default.

Parameters
time

Time in ms. Range is from 1200 through 4000, in intervals of 100.

Modes

ERP configuration mode

Usage Guidelines

Use the no form of this command to restore the default.

Examples

The following example configures a guard timer value of 1400 ms.

device# configure terminal
device (config)# erp 1
device (config-erp-1)# guard-time 1400
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handle-isis-neighbor-down

Syntax

Globally enables the handling of an IGP neighbor down event by MPLS. This command takes effect
immediately and you can run it as needed.

handle-isis-neighbor-down

no handle-isis-neighbor-down

Command Default

Modes

By default, RSVP does not handle IGP neighbor down events. RSVP IGP synchronization must be
enabled to handle an IGP neighbor down event.

MPLS policy mode (config-router-mpls-policy)

Usage Guidelines

The handle-isis-neighbor-down command is independent of MPLS traffic engineering
configurations. The handle-isis-neighbor-down command allows MPLS (RSVP) to handle IGP
neighbor down events and take action, such as tearing down the associated RSVP sessions. For
example, when IS-1S is configured as MPLS TE protocol, the user can still configure MPLS to handle an
OSPF neighbor down event (and vice versa).

An IGP neighbor down event is handled only by the RSVP sub-component of MPLS by tearing down the
associated sessions. This event is not handled by LDP sub-component of MPLS.

MPLS RSVP does not keep track of the current state of IGP neighbor. That is, when an IGP neighbor
goes down, RSVP tears down all the associated sessions. But RSVP does not prevent bringing up any
session while the IGP neighbor to RSVP next-hop is down (or not yet available). That is, the RSVP
session is brought up even when the IGP neighbor to the next-hop does not exist.

An IGP neighbor down is treated as upstream neighbor down or downstream neighbor down event by
RSVP, depending upon the direction of the LSP. When a downstream IGP neighbor goes down, it results
in an LSP tear down or FRR switchover, whichever is applicable.

MPLS receives and processes an IGP neighbor down event only for the cases when an IGP neighbor
goes down because of hellos not received from the peer.

When an IGP neighbor goes down because of an underlying interface down, MPLS does not react to an
IGP neighbor down event as RSVP would also receive the interface down event and tears down
associated LSP sessions. Handling an IGP neighbor down event is redundant in such situations.

When BFD is configured on IGP interfaces, an IGP neighbor down is detected quickly and may help
RSVP converge faster.
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Examples

When an IGP neighbor is Nonstop Routing or Graceful Restart capable, MPLS does not receive a
neighbor down event when NSR is performed on the peer IGP router.

Faster FRR feature is not be triggered when MPLS detects that IGP neighbor is down. Instead, each FRR
LSP is processed individually to perform local repair.

It is highly recommended to observe extreme caution when implementing this feature when BFD is
enabled for the underlying IGP. Under some circumstances, unnecessary flapping for RSVP sessions/
LSPs can occur with this combination.

The no version of the command does not handle IGP neighbor down events.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The following example shows how to enable the RSVP to handle IGP neighbor down events for IS-IS.

device# configure

device (config) # router mpls

device (config-router-mpls)# policy

device (config-router-mpls-policy)# handle-isis-neighbor-down
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hardware

Accesses hardware configuration mode, from which you can also access the connector and the profile
configuration modes.

Syntax

hardware
Modes

Global configuration mode
Examples

The following example shows the accessing of hardware configuration mode.

device# configure terminal
device (config) # hardware
device (config-hardware) #
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hardware media-database activate

Activates the media-database, which contains a list of the port media that the device supports.

Syntax

hardware media-database activate

Command Default

By default, the media-database is not activated.

Modes
Privileged EXEC mode

Usage Guidelines

The media-database contains the list of port media supported on the device. This information is saved
in an .xml file on the device.

The default version of the file is provided in the release package. You can also download your own
version or upload the file to a remote server for modification. After a new media-database is
downloaded to the device, it needs to be activated to take effect.

You can use the show hardware media-database command to see the supported media types in
the media-database file.

After the media-database is activated, the device sends RASLOG to warn against incompatible media
that is detected on the ports. You can use this information to help identify the cause of links that do not
come online.

Examples

This example activates the media-database file.

device# hardware media-database activate
device#
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hardware smt

Enables or disables simultaneous multithreading (SMT).

Syntax

hardware smt { enable | disable }

Command Default
By default, SMT is enabled.

Parameters
enable
Enables SMT.
disable
Disables SMT.
Modes

Privileged EXEC mode

Usage Guidelines
SMT is a performance optimization mechanism deployed by Intel processors. To help mitigate security
vulnerabilities related to SMT, use the hardware smt command to enable or disable SMT.

By enabling SMT, you disable the security mitigation in favor of better performance. By disabling SMT,
you enable the security mitigation.

You need to restart the device to enable changes. A warning message in the CLI reminds you to do so.

This command is supported only on devices based on the Broadcom DNX chipset family. For a list of
such devices, see the Supported Hardware topic.

Examples

This example enables SMT.

device# hardware smt enable
Warning: Please reload the switch to activate the new SMT setting.

This example disables SMT.

device# hardware smt disable
Warning: Performance will be impacted with SMT disabled.
Warning: Please reload the switch to activate the new SMT setting.
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hello (LLDP)

Syntax

Sets the interval between LLDP hello messages.

hello seconds

no hello

Command Default

30 seconds

Parameters

Modes

seconds

Valid values range from 4 through 180 seconds.

LLDP protocol and profile configuration modes

Usage Guidelines

Examples

The LLDP hello messages can also be configured for a specific LLDP profile. When you apply an LLDP
profile on an interface using the 11dp profile command, it overrides the global configuration. If a
profile is not present, then the default global profile is used until you create a valid profile.

Enter no hello to return to the default setting.

To set the time interval to 10 seconds between the transmissions:

device# configure terminal
device (config)# protocol 1lldp
device (conf-11dp)# hello ?
Possible completions:

<4-180> Seconds [30 seconds]
device (conf-11dp)# hello 10

To set the time interval to 8 seconds between the transmissions for a specific LLDP profile:

device (conf-11dp) # profile testl
device (config-profile-testl) # hello 8
device (config-profile-testl) #
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hello (MPLS RSVP)

Enables RSVP Hello on all RSVP interfaces and configure the interval and tolerance.

Syntax
hello [ interval seconds ] [tolerance number]

no hello [ interval ] [tolerance ]

Command Default
RSVP Hello is disabled on the device.

The default interval is 9 seconds.

The default tolerance is 3 unacknowledged RSVP Hello requests before timeout.

Parameters
interval seconds
Specifies the interval in seconds between two RSVP Hello requests. Enter an integer from 1to 60.
tolerance number

Specifies the number of unacknowledged RSVP Hello requests before timeout. Enter a number
from 1to 255.

Modes
MPLS RSVP configuration mode

MPLS interface RSVP configuration mode

Usage Guidelines

When you configure the interval and tolerance for the RSVP-TE Hello protocol globally, they are pushed
to all MPLS interfaces when MPLS interface configurations are not present. In addition to these two
parameters, you can configure the acknowledgments globally.

You can configure RSVP-TE Hello interval and tolerance on an MPLS interface. The interface
configurations take precedence over global configurations.

By default, acknowledgments are not sent on the MPLS interface supporting RSVP Hello when no
sessions are taken on the interface.

Caution

When disabling RSVP hello, disable it on both sides of the link at the same time to avoid
bringing down all the RSVP sessions going over that link.

Use the no command to disable RSVP Hello, or to reset the default interval or tolerance settings.
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The no hello command on the MPLS interface sets the RSVP-TE Hello parameters to the globally
configured RSVP Hello parameter values. If RSVP Hello is not configured globally, it disables the RSVP
Hello on the MPLS interface. Executing this removes the configuration from the interface.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example enables RSVP hello globally and configures the interval at 15 seconds and a
tolerance of 8.

device# configure terminal

device (config) # router mpls

device (config-router-mpls) # rsvp

device (config-router-mpls-rsvp) # hello interval 15 tolerance 8

The following example enables RSVP hello on an MPLS interface and configures the interval at 20
seconds and a tolerance of 10.

device (config) # router mpls

device (config-router-mpls) # mpls-interface ethernet 0/12

device (config-router-mpls-interface-0/12)# rsvp

device (config-router-mpls-interface-0/12-rsvp)# hello interval 20 tolerance 10
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hello (UDLD)

hello (UDLD)

Sets the hello transmit interval.

Syntax
hello hundred milliseconds

no hello

Command Default

5 is the default value (500 milliseconds).

Parameters

hundred milliseconds

Valid values range from 1 through 60 (in counts of 100 milliseconds).

Modes

Unidirectional link detection (UDLD) protocol configuration mode

Usage Guidelines

Use this command to set the time interval between the transmission of hello UDLD PDUs from UDLD-

enabled ports.

Enter no hello to return to the default setting.

Examples

To set the time interval to 2,000 milliseconds between hello UDLD PDU transmissions:

device# configure terminal
device (config)# protocol udld
device (config-udld) # hello 20
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hello padding

Re-enables the padding of Intermediate System-to-Intermediate System (IS-1S) hello Protocol Data
Units (PDUs) globally.

Syntax
hello padding [ disable ] [ point-to-point ]

no hello padding [ disable ] [ point-to-point ]

Command Default
Enabled.

Parameters
disable
Disables the padding of IS-IS hello PDUs.

point-to-point

Specifies point-to-point interfaces.

Modes

IS-IS router configuration mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Generally, you do not need to disable padding unless a link is experiencing slow performance. If you
enable or disable padding on an interface using the isis hello padding command, the interface
setting overrides the global setting.

The no form of the command disables the padding of IS-IS hello PDUSs.

Examples
The following example globally disables padding of IS-1S hello PDUs.

device# configure terminal
device (config) # router isis
device (config-isis-router)# hello padding disable

The following example globally disables padding of IS-IS hello PDUs for point-to-point interfaces.

device# configure terminal
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device (config)# router isis
device (config-isis-router)# hello padding disable point-to-point

The following example globally re-enables padding of IS-IS hello PDUs.

device# configure terminal
device (config)# router isis
device (config-isis-router) # hello padding

The following example globally re-enables padding of IS-IS hello PDUs for Point-to-Point interfaces.

device# configure terminal
device (config)# router isis
device (config-isis-router)# hello padding point-to-point
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hello-acknowledgements

Configures the MPLS RSVP-TE Hello to respond back with Hello ACKs to neighbors not carrying any
RSVP sessions.

Syntax
hello-acknowledgements

no hello-acknowledgements

Command Default
By default, RSVP Hello acknowledgements are disabled.

Modes
MPLS RSVP configuration mode

Usage Guidelines
Use the no form of this command to reset the default behavior.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example enables RSVP Hello acknowledgements.

device# configure terminal

device (config)# router mpls

device (config-router-mpls) # rsvp

device (config-router-mpls-rsvp)# hello-acknowledgements
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hello-interval (LD)

Configures a global hello interval for the loop-detection (LD) protocol.

Syntax
hello-interval milliseconds

no hello-interval

Command Default

The default interval is 1000 milliseconds.

Parameters

milliseconds

Range is from 100 through 5000 milliseconds. The default is 1000 milliseconds.

Modes

Protocol Loop Detection configuration mode

Usage Guidelines

Use the no form of this command to revert to the default hello interval.

Examples

To configure a hello interval of 2000 milliseconds:

device# configure terminal
device (config) # protocol loop-detection
device (config-loop-detect)# hello-interval 2000

To revert to the default hello interval:

device# configure terminal
device (config) # protocol loop-detection
device (config-loop-detect)# no hello-interval
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hello-interval (LDP)

Sets the interval between LDP Hello messages for LDP sessions for LDP interfaces. These messages
maintain LDP sessions between the device and its LDP peers.

Syntax
hello-interval interval

no hello-interval interval

Command Default

For an LDP interface configuration, the default value is the interval for the configured global LDP Hello
messages.

Parameters
Iinterval

Specifies the interval in seconds. Enter an integer from 1 through 32767.

Modes

MPLS interface LDP configuration mode

Usage Guidelines

Use this command to set the interval for LDP Link Hello messages that are multicast to all routers on the
subnet.

When you configure the LDP link interval for an interface, it overrides the global interval.

When a Hello Adjacency already exists, the adjacency remains up and any new configured interval takes
effect upon the expiration of the current Hello Interval timer. Consequently, the next and subsequent
Hello messages are sent at the new interval.

Use the no for this command to reset the default interval.

Examples

The following example sets the link Hello message interval for the interface to 30 seconds.

device# configure terminal

device (config) # router mpls

device (config-router-mpls) # mpls-interface ethernet 1/2

device (config-router-mpls-interface-1/2)# ldp-params

device (config-router-mpls-interface-1/2-1dp-params)# hello-interval 30
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hello-interval (PIM)

Configures the frequency with which the device sends PIM hello messages to its neighbors.

Syntax
hello-interval seconds

no hello-interval

Command Default

By default, the hello-interval is 30 seconds.

Parameters
seconds

Specifies the hello interval in seconds. The range is 10 through 3600 seconds.

Modes

PIM Router configuration mode

Usage Guidelines
Use the no hello-interval form of this command to reset the default interval.
Devices use PIM hello messages to advertise themselves as PIM routing devices to their neighbors. At

the beginning of an interval, a device sends a hello message, and the timer is reset. The device drops
any neighbor that doesn't respond to the message in a period that is 3.5 times the hello interval.

Examples
The following example configures the IPv4 PIM hello interval.
device (config) # router pim
device (config-pim-router)# hello-interval 50
The following example configures the IPv6 PIM hello interval.

device (config) # ipv6 router pim
device (config-ipv6-router-pim-vrf-default-vrf)# hello-interval 50
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hello-interval-link

Sets the interval between LDP link Hello messages globally which applies to all LDP interfaces. These
messages are used to maintain LDP sessions between the device and its LDP peers.

Syntax
hello-interval-link interval

no hello-interval-link

Command Default

The default is 5 seconds.

Parameters
interval

Specifies the interval in seconds. Enter an integer from 1 through 32767.

Modes
MPLS LDP configuration mode

Usage Guidelines

Use this command to globally set the interval for LDP Link Hello messages that multicast to all routers
on the subnet.

When you configure the LDP link interval for an interface, it overrides the global interval for the
interface.

When a Hello Adjacency already exists, the adjacency remains up and any new configured interval takes
effect upon the expiration of the current Hello Interval timer. Consequently, the next and subsequent
hello messages are sent at the new interval.

Use the no for this command to reset the default interval.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples
The following example sets the global interval to 10 seconds.

device# configure terminal

device (config) # router mpls

device (config-router-mpls) # 1ldp

device (config-router-mpls-1dp) # hello-interval-link 10
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hello-interval-target

Sets the interval between LDP Targeted Hello messages globally for all LDP interfaces. These messages
are used to maintain LDP sessions between the device and its LDP peers.

Syntax
hello-interval-target interval

no hello-interval-target

Command Default

The default is 15 seconds.

Parameters
interval

Specifies the interval in seconds. Enter an integer from 1 through 32767.

Modes
MPLS LDP configuration mode

Usage Guidelines
Use this command to set the interval for LDP Targeted Hello messages that are unicast to a specific
address, such as a VLL peer.
For targeted LDP sessions, the LDP Hello Interval can only be set globally.

Use the no for this command to reset the default interval.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example sets the interval for LDP Targeted Hello messages to 10 seconds.

device# configure terminal

device (config) # router mpls

device (config-router-mpls)# 1ldp

device (config-router-mpls-1dp)# hello-interval-target 10
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hello-time

Sets the interval between the hello Bridge Protocol Data Units (BPDUs) sent on an interface.

Syntax
hello-time seconds

no hello-time

Command Default

2 seconds

Parameters
seconds

Specifies the time interval between the hello BPDUs sent on an interface. Valid values range from
1 through 10 seconds.

Modes

Spanning tree configuration mode

Usage Guidelines

This command configures the spanning-tree bridge hello time, which determines how often the device
broadcasts hello messages to other devices.

If the VLAN parameter is not provided, the hello-time value is applied globally for all per-VLAN
instances. But for the VLANs which have been configured explicitly, the per-VLAN configuration takes
precedence over the global configuration. When configuring the hello-time, the max-age
command setting must be greater than the hello-time setting. The following relationship should be
kept:

(2 x (forward-delay - 1)) >= max-age >= (2 x (hello-time + 1))
Enter no hello-time to return to the default settings.

The command is the same regardless of which type of STP is enabled.

Examples
To configure spanning tree bridge hello time to 5 seconds:
device# configure terminal

device (config) # protocol spanning-tree stp
device (conf-stp) # hello-time 5
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device# configure terminal
device (config) # protocol spanning-tree rstp
device (conf-rstp)# hello-time 5

device# configure terminal
device (config) # protocol spanning-tree mstp
device (conf-mstp) # hello-time 5

device# configure terminal
device (config) # protocol spanning-tree pvst
device (conf-pvst)# hello-time 5

device# configure terminal
device (config) # protocol spanning-tree rpvst
device (conf-rpvst) # hello-time 5
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hello-timeout (LDP)

Sets how long the device waits for its LDP peers for LDP sessions to send a Hello message for LDP
interfaces.

Syntax
hello-timeout seconds

no hello-timeout seconds

Command Default

For an LDP interface configuration, the default value is the hold time for the configured global LDP Hello
messages.

Parameters
seconds

Specifies the hold time in seconds. Enter an integer from 2 through 65335. The minimum value
that can be configured for the hold time is two times the value set for the Hello interval.

Modes

MPLS interface LDP configuration mode

Usage Guidelines

When the device does not receive a Hello message within this time, the LDP session with the peer can
be terminated. The device includes the hold time in the Hello messages it sends out to its LDP peers.

The new time takes effect immediately and goes in the next Hello message sent. This hold time applies
to only the hold time that the device sends to its peers. It does not affect the hold time the device uses
to time out those peers. The latter is determined from the hold time that peers send to the device.

Use the no for this command to reset the default interval.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example sets the link Hello hold time for the interface to 30 seconds.

device# configure terminal

device (config) # router mpls

device (config-router-mpls) # mpls-interface ethernet 0/2

device (config-router-mpls-interface-0/2)# ldp-params

device (config-router-mpls-interface-0/2-1dp-params)# hello-timeout 30
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hello-timeout-link

Sets how long the device waits for its LDP peers for link LDP sessions to send a Hello message.

Syntax
hello-timeout-link seconds

no hello-timeout-1link

Command Default

The default is 15 seconds.

Parameters
seconds

Specifies the hold time in seconds. Enter an integer from 2 through 65335.

Modes
MPLS LDP configuration mode

Usage Guidelines

When the device does not receive a Hello message within this time, the LDP session with the peer can
be terminated. The device includes the hold time in the Hello messages it sends out to its LDP peers.

The new time takes effect immediately and goes in the next Hello message sent. This hold time applies
to only the hold time that the device sends to its peers. It does not affect the hold time the device uses
to time out those peers. The latter is determined from the hold time that peers send to the device.

Use the no for this command to reset the default hold time.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example sets the global hold time to 10 seconds.

device# configure terminal

device (config) # router mpls

device (config-router-mpls)# ldp

device (config-router-mpls-1dp) # hello-timeout-1link 10
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hello-timeout-target

Sets how long the device waits for its LDP peers for targeted LDP sessions to send a Hello message.

Syntax
hello-timeout-target seconds

no hello-timeout-target

Command Default
The default is 45 seconds.

Parameters
seconds

Specifies the hold time in seconds. Enter an integer from 2 through 65335.

Modes
MPLS LDP configuration mode

Usage Guidelines

When the device does not receive a Hello message within this time, the LDP session with the peer can
be terminated. The device includes the hold time in the Hello messages it sends out to its LDP peers.

The new time takes effect immediately and goes in the next Hello message sent. This hold time applies
to only the hold time that the device sends to its peers. It does not affect the hold time the device uses
to time out those peers. The latter is determined from the hold time that peers send to the device.

Use the no for this command to reset the default timeout.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example sets the global hold time to 10 seconds.

device# configure terminal

device (config) # router mpls

device (config-router-mpls) # ldp

device (config-router-mpls-1dp) # hello-timeout-target 10
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helper-only

Specifies that the LSR acts as a helper only for LDP graceful restart (GR).

Syntax
helper-only

no helper-only

Command Default

Full LDP GR mode with the router acting either as a restarting router or a GR helper.

Modes
MPLS LDP GR configuration mode

Usage Guidelines

A GR helper is an LSR whose neighbor is restarting its LDP component.

In helper mode, a router does not preserve its forwarding entries on a LDP GR restart. It indicates to its
peers that forwarding state is not preserved by sending an initialization message with the Reconnect
Time and the Recovery Time set to zero (0) in FT session TLV. The configuration commands for
reconnect-time and recovery-time are rejected with informational messages. However, it can help a
neighboring router recover its forwarding entries when the neighbor is going through restart.

The no form of the command removes the LDP GR helper mode and revert back to full LDP GR mode
with the router acting either as a restarting router or a GR helper.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The following example configures the LSR for LDP GR helper mode only.

device# configure terminal

device (config) # router mpls

device (config-router-mpls)# 1ldp

device (config-router-mpls-1dp)# graceful-restart
device (config-router-mpls-1ldp-gr)# helper-only
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hold-time

Sets the time that a previously down backup VRRP router, which also must have a higher priority than
the current master VRRP router, will wait before assuming mastership of the virtual router.

Syntax

hold-time range

Command Default

0 seconds

Parameters
range

A value between 1and 3600 seconds that specifies the time a formerly down backup router
waits before assuming mastership of the virtual router.

Modes

Virtual-router-group configuration mode

Usage Guidelines

The hold-time must be set to a number greater than the default of O seconds for this command to take
effect.

This command can be used for both VRRP and VRRP-E.

Examples

To set the hold time to 60 seconds for backup routers in a specific virtual router:

device# configure terminal

device (config) # interface ve 25

device (config-ve-25) # vrrp-extended-group 1

device (config-vrrp-extended-group-1)# hold-time 60
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holdoff-time

Specifies a value for the Ethernet Ring Protection (ERP) holdoff timer.

Syntax
holdoff-time time

no holdoff-time

Command Default

The default holdoff-time value is O milliseconds (ms).

Parameters
time

Time in ms. Range is from O through 10000, in intervals of 100.

Modes

ERP configuration mode

Usage Guidelines

To prevent unnecessary Signal Fail events resulting from port flapping, when a link error occurs the
event is not reported immediately. When the hold-off timer expires, ERP checks to see whether the
error still exists.

Use the no form of this command to restore the default value.

Examples

The following example configures a holdoff-time of 100 ms.

device# configure terminal
device (config)# erp 1
device (config-erp-1)# holdoff-time 100
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hop-limit

Gives the ability to change the hop limit to a lower number.

Syntax
hop-limit number

hop-limit number

Command Default

By default, there is no hop-limit configuration .

Parameters
number

Specifies the selected number of hops in the path. The range for the number of hops is O - 255
with a default number of 255.

Modes

MPLS LSP configuration mode (config-router-mpls-Isp-1sp name).
MPLS router bypass LSP configuration mode (config-router-mpls-bypass-Isp-bypass_name).

MPLS router MPLS interface dynamic bypass configuration mode (config-router-mpls-if-ethernet-
slot/port-dynamic-bypass)

Usage Guidelines

The no form of the command removes the specified number of hops and returns to the default hop
number of 255 hops.

The user can configure an interface level hop-limit for dynamic Bypass LSPs to be created
corresponding to a protected link.

Compute the dynamic bypass path, so the hop-limit is the minimum number of the backup requested
hop limit and the interface mode configured hop limit. This computed hop limit sets as the dynamic
bypass LSP hop limit during the initial creation of dynamic bypass.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".
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Examples

The following example limits the CSPF to choosing a path consisting of no more than 20 hops for LSP
tunnell

device# configure

device (config) # router mpls

device (config-router-mpls) # lsp tunnell

device (config-router-mpls-1lsp-tunnell)# hop-limit 20

The following example configures the bypass LSP hop limit to 6.

device# configure

device (config)# router mpls

device (config-router-mpls)# bypass-lsp my-bypass-1lsp

device (config-router-mpls-bypass-lsp-my-bypass-1sp)# hop-limit 6

The following example configures dynamic bypass MPLS Ethernet interface 0/8 s hop-limitto 5 .

device# configure

device (config)# router mpls

device (config-router-mpls) # mpls-interface ethernet 0/8

device (config-router-mpls-if-ethernet-0/8)# dynamic bypass

device (config-router-mpls-if-ethernet-0/8-dynamic-bypass) # hop-limit 5
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host-table aging-mode conversational

Enables conversational address-resolution protocol (ARP) and conversational neighbor discovery (ND).
Such enablement improves hardware utilization by programming only active flows into the forwarding
plane.

Syntax
host-table aging-mode conversational

no host-table aging-mode conversational

Command Default
Conversational ARP/ND is disabled.

Modes

Global configuration mode

Usage Guidelines

You can change the aging-time value from the 300 second default—either before or during enablement
—by entering the host-table aging-time conversational command.

Conversational ARP/ND can be CPU-intensive.

If conversational ARP/ND is not enabled, make sure that the software ARP/ND cache size is less than
the hardware profile limit.

To disable conversational ARP/ND, enter the no form of this command.

Upon disablement, the conversational ARP/ND timers no longer apply: All current entries become
permanent as do all new entries.

Examples

The following example enables conversational ARP/ND.

device# configure terminal
device (config) # host-table aging-mode conversational
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host-table aging-time conversational

Specifies a non-default aging-time value for conversational ARP/ND.

Syntax
host-table aging-time conversational seconds

no host-table aging-time conversational

Command Default

If conversational ARP/ND is enabled (by entering the host-table aging-mode
conversational command), the default aging-time value is 300 seconds.

Parameters
seconds
Specifes the aging-time value for conversational ARP/ND. Values range from 60 through 100000
seconds. The default is 300.
Modes

Global configuration mode

Usage Guidelines

You can modify the aging-time value either before or after enabling conversational ARP/ND.

Pre-existing entries age out using the old configured value. A changed age-time configuration applies
only entries added following the change.

To restore the default aging-time value of 300 seconds, enter the no form of this command.

Examples

The following example sets the aging-time value to 600 seconds and then enables conversational
ARP/ND.

device# configure terminal
device (config) # host-table aging-time conversational 600
device (config) # host-table aging-mode conversational
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hostname disable

Disables Intermediate System-to-Intermediate System (IS-1S) name mapping on a device.

Syntax
hostname disable

no hostname disable

Command Default
Disabled.

Modes

IS-IS router configuration mode

Usage Guidelines

IS-IS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

The implementation of IS-IS supports RFC 2763, which describes a mechanism for mapping IS-1S
system IDs to the host names of the devices with those IDs. For example, if you set the host name on
the device to "IS-IS Router 1", the mapping capability uses this name instead of the IS-IS system ID of
the device in the output of the following commands:

* show isis database
* show isis interface
* show isis neighbor

The no form of the command re-enables IS-IS name mapping on a device.

Examples

The following example disables IS-IS name mapping.

device# configure terminal
device (config) # router isis
device (config-isis-router)# hostname disable

The following example re-enables IS-IS name mapping.

device# configure terminal
device (config) # router isis
device (config-isis-router)# no hostname disable
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http server

Configures HTTP or HTTPS service on a device.

Syntax
http server use-vrf vrf-name shutdown
no http server use-vrf vrf-name shutdown
Parameters
use-vrf vrf-name
Specifies a user-defined VRF.
shutdown
Disables HTTP or HTTPS service.
Modes

Global configuration mode

Usage Guidelines

Examples

Use the http server command with the use-vr£ parameter to enable HTTP or HTTPS service and
associate it with the specified VRF. The use-vr £ parameter configures HTTP or HTTPS service for the
specified VRF only. Service for that VRF is enabled or disabled with no effect on service for other VRFs.

Use the http server command with the use-vrf and shutdown parameters to disable HTTP or
HTTPS service for the specified VRF.

Usetheno http server command with the use-vr£ parameter to disable HTTP or HTTPS service
and remove its association with the specified VRF. You can disable service for any VRF, including the
management VRF. Disabling service for the management VRF is allowed, but removing the server's
association with the management VRF is not allowed.

HTTPS crypto certificates are required to enable HTTPS mode. HTTPS crypto certificates determine
whether the service is HTTP or HTTPS.

The following example creates and enables HTTP or HTTPS service on a device and specifies using a
user-defined VRF (myvrf).

device# configure terminal
device (config) # http server use-vrf myvrf
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The following example disables HTTP or HTTPS service (or both HTTP and HTTPS services when both
are enabled) on a device for a user-defined VRF.

device# configure terminal
device (config) # http server use-vrf myvrf shutdown

The following example enables HTTP or HTTPS service on an device for a user-defined VRF when
service is disabled.

device# configure terminal
device (config) # no http server use-vrf myvrf shutdown

The following example disables HTTP or HTTPS service on a device for a user-defined VRF and removes
its association with that VRF.

device# configure terminal
device (config)# no http server use-vrf myvrf
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implicit-commit

Syntax

MPLS allows the user to modify the configurable parameters for RSVP LSPs while the LSP is
operational.

implicit-commit { all | lsp-reoptimize-timer }

no implicit-commit

Command Default

The is no implicit commit, by default.

Parameters

Modes

all
Enables an implicit commit for all triggers.
lsp-reoptimize-timer

Enables an implicit commit for reoptimizations.

MPLS policy configuration mode (config-router-mpls-policy)

Usage Guidelines

The no form of the command removes the implicit commit.

After modifying the parameters for an operational LSP, the user must execute the commit command to
apply the changes. Applying these configuration changes requires a new instance of the LSP to be
signaled with a modified or new set of parameters, also known as make-before-break. Once the new
instance of the LSP is up, the old instance is removed.

By default, if the adaptive parameters of an LSP have changed, but the changes are not yet committed,
any system-initiated make-before-break, such as an LSP re-optimization event, is ignored. To allow
changes to be automatically applied, the user can use the implicit-commit 1sp-reoptimize-
timer command under the router MPLS policy command to enable certain types of events to trigger
implicit commit.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".
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Examples

The following example enable the LSP re-optimize timer to trigger an implicit commit.

device# configure

device (config) # router mpls

device (config-router-mpls)# policy

device (config-router-mpls-policy)# implicit-commit lsp-reoptimize-timer
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import I2vpn evpn reoriginate

This CLI when configured on DC BL enables import of EVPN Type-5 prefix routes from EVPN VXLAN
peers into BGP VPNv4/VPNv6 . The imported prefixes are re-originated as L3VPN NLRI to L3VPN
peers.

Syntax
import 12vpn evpn reoriginate

no import 1l2vpn evpn reoriginate

Modes

Router BGP mode
* Address Family VPNv4 Unicast
* Address Family VPNv6 Unicast

Usage Guidelines

The no form of the command disables import of EVPN type-5 prefixes into VPNv4/VPNV6 and
withdraw the prefixes from the L3VPN peers.

Examples

The following example shows how to enable import of BGP type-5 prefixes(IPv6) from EVPN VXLAN
peers into BGP VPNV6.

device# configure terminal
device (config) # router BGP
device (config-bgp-router) # address-family vpnvé6 unicast
device (config-bgp-vpnvéu) # import 12vpn evpn reoriginate
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import vpnv4 unicast reoriginate

This CLI when configured on DC BL enables import of VPNv4 prefixes from L3VPN peers into BGP
EVPN . The imported prefixes are re-originated as EVPN Type-5 prefixes to EVPN VXLAN peers.

Syntax
import vpnv4 unicast reoriginate

no import vpnv4 unicast re-originate

Modes
BGP address-family L2VPN EVPN configuration mode

Usage Guidelines

The no form of the command disables import of L3VPN VPNv4 prefixes into EVPN and withdraw the
prefixes from EVPN VXLAN peers.

Examples

The following example shows how to enable import of VPNv4 prefixes from L3VPN peers into BGP
EVPN.

device# configure terminal

device (config) # router BGP

device (config-bgp-router) # address-family 1l2vpn evpn
device (config-bgp-evpn) # import vpnv4 unicast reoriginate
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import vpnv6 unicast reoriginate

This CLI when configured on DC BL enables import of VPNv6 prefixes from L3VPN peers into BGP
EVPN . The imported prefixes are re-originated as EVPN Type-5 prefixes to EVPN VXLAN peers.

Syntax
import vpnvé unicast reoriginate

no import vpnvé unicast re-originate

Modes
BGP address-family L2VPN EVPN configuration mode

Usage Guidelines

The no form of the command disables import of L3VPN VPNv6 prefixes into EVPN and withdraw the
prefixes from EVPN VXLAN peers.

Examples

The following example shows how to enable import of VPNv6 prefixes from L3VPN peers into BGP
EVPN.

device# configure terminal

device (config) # router BGP

device (config-bgp-router) # address-family 1l2vpn evpn
device (config-bgp-evpn) # import vpnv6 unicast reoriginate
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import-map

Imports the target-VPN community.

Syntax
import-map route-map
no import-map route-map
Parameters
route-map
Specifies the route-map name.
Modes

VRF configuration mode

Usage Guidelines

The no form of the command removes a route-map filter.

Examples

The following example shows how to import target-VPN community.

device# configure terminal

device (config)# vrf vpnl

device (config-vrf-vpnl)# rd 1:2

device (config-vrf-vpnl) # vpn-statistics

device (config-vrf-vpnl) # address-family ipv4 unicast

device (config-vrf-vpnl-ipv4-unicast)# route-target-import 100:1
device (config-vrf-vpnl-ipv4-unicast)# import-map immport-route-mapl

device# configure terminal

device (config)# vrf vpnl

device# (config-vrf-vpnl)# rd 1:2

device# (config-vrf-vpnl)# vpn-statistics

device# (config-vrf-vpnl) # address-familin ipv6 unicast

device# (config-vrf-vpnl-ipv6-unicast)# route-target-import 100:1
device# (config-vrf-vpnl-ipv6-unicast)# import-map immport-route-mapl
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inactivity-timer

Configures the amount of time a forwarding entry can remain unused before the device deletes it.

Syntax
inactivity-timer seconds

no inactivity-timer seconds

Command Default

The default inactive time is 180 seconds.

Parameters
seconds

Specifies the inactivity period in seconds. Valid values range from 60 through 3600 seconds.

Modes

PIM router configuration mode

Usage Guidelines

A device deletes a forwarding entry if the entry is not used to send multicast packets. The PIM inactivity
timer defines how long a forwarding entry can remain unused before the device deletes it.

The no inactivity-timer form of this command restores the default inactive time of 180 seconds.

Examples
This example configures an inactive timer of 90 seconds for IPv4 PIM.
device# configure terminal

device (config) # router pim
device (config-pim-router)# inactivity-timer 90
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include-all

When a device uses CSPF to calculate the path for an LSP, it takes into account the administrative group
to which an interface belongs. The user can specify which administrative groups the device can include
or exclude for this calculation.

Syntax

include-all admin group name | admin group number [ admin group name | ]
admin group number

no include-all admin group name | admin group number [ admin group name
| 1 admin group number

Command Default

No interfaces are assigned to the administrative groups in the default mode.

Parameters
admin _group name

Specifies the group, by name, the interface must be a member of. The name can be the name of
the administrative group to which an administrative group number is associated by configuration
in router MPLS mode. More than one parameter can be provided.

admin group number

Specifies the group, by number, the interface must be a member of. Number can be from O to 31
representing 32 admin groups. More than one parameter can be provided.

Modes

MPLS LSP configuration mode (config-router-mpls-Isp-1sp name).
MPLS router bypass LSP configuration mode (config-router-mpls-bypass-Isp-/sp_name)

MPLS router MPLS interface dynamic bypass configuration mode (config-router-mpls-if-ethernet-
slot/port-dynamic-bypass)

Usage Guidelines

Several administrative groups may be assigned to the LSP at the same time. The interface then must be
a member of both groups.

Use the interface level inelude-all command to configure administrative groups for dynamic
bypass LSPs to be created corresponding to a protected link.

The no form of the command removes the assigned interface.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".
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Examples

The following example specifies that the interface must be a member of both the "gold"and "silver
"administrative groups to included in the path calculations for LSP tunnell.

device# configure

device (config) # router mpls

device (config-router-mpls) # lsp tunnell

device (config-router-mpls-1lsp-tunnell)# include-all gold silver

The following example includes administrative groups 4, 5, and 6.

device# configure

device (config) # router mpls

device (config-router-mpls) # bypass-lsp by-bypass-1lsp

device (config-router-mpls-bypass-lsp-by-bypass-1sp)# include-all 4 5 6

The following example includes administrative groups 4 and 5 on MPLS Ethernet interface 0/8.

device# configure

device (config) # router mpls

device (config-router-mpls) # mpls-interface ethernet 0/8

device (config-router-mpls-if-ethernet-0/8)# dynamic-bypass

device (config-router-mpls-if-ethernet-0/8-dynamic-bypass) # include-all 4 5
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include-any

When a device uses CSPF to calculate the path for an LSP, it takes into account the administrative group
to which an interface belongs. The user can specify which administrative groups the device can include
or exclude for this calculation.

Syntax

include-any admin group name | admin group name[ admin group number |
admin group numbe]

no include-any admin group name | admin group name[ admin group number |
admin group numbe]

Command Default

No interfaces are assigned to the administrative groups in the default mode.

Parameters
admin _group name

Specifies the group, by name, the interface must be a member of. The name can be the name of
the administrative group to which an administrative group number is associated by configuration
in router MPLS mode. More than one parameter can be provided.

admin group number

Specifies the group, by number, the interface must be a member of. Number can be from O to 31
representing 32 admin groups. More than one parameter can be provided.

Modes

MPLS LSP configuration mode (config-router-mpls-Isp-Isp name )
MPLS router Bypass LSP configuration mode (config-router-mpls-bypass-Isp-/sp_name)

MPLS router MPLS interface dynamic bypass configuration mode (config-router-mpls-if-ethernet--
dynamic-bypass)

Usage Guidelines

The no form of the command removes the assigned interface.

Use the interface level inelude-any command to configure administrative groups for dynamic
bypass LSPs to be created corresponding to a protected link.

Several administrative groups may be assigned to the LSP at the same time.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".
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Examples

The following example configures LSP tunnell path calculations in either of the administrative groups

" "

gold "or'"silver
device# configure
device (config)# router mpls

device (config-router-mpls) # lsp tunnell

device (config-router-mpls-1lsp-tunnell)# include-any gold silver

The following example includes any group designated as group 8 and 9.

device# configure

device (config) # router mpls

device (config-router-mpls) # bypass-lsp my-bypass-1lsp

device (config-router-mpls-bypass-lsp-my-bypass-1sp)# include-any 8 9

The following example includes any group designated as group 6 and 7 on dynamic bypass MPLS
Ethernet interface 0/8.

device# configure

device (config) # router mpls

device (config-router-mpls) # mpls-interface ethernet 0/8

device (config-router-mpls-if-ethernet-0/8)# dynamic-bypass

device (config-router-mpls-if-ethernet-0/8-dynamic-bypass)# include-any 6 7
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ingress-tunnel-accounting

Excludes the Ethernet header (14 bytes) and Ethernet overhead (20 bytes) and CRC overhead (four
bytes) when collecting byte statistics. In other words, it counts only the size of the MPLS packet.

Syntax
ingress-tunnel-accounting

no ingress-tunnel-accounting

Command Default

The command is disabled, by default.

Modes

MPLS policy configuration mode.

Usage Guidelines

To collect accurate statistics of the bypass LSP, it is necessary to configure ingress tunnel accounting at
Label Switch Routers (LSR).

The no form of the command disables the configuration.

MPLS is supported only on devices based on the DNX chipset family. For a list of such devices, see
"Supported Hardware".

Examples

The example below is a sample configuration for the command.

device# configure

device (config) # router mpls

device (config-router-mpls)# policy

device (config-router-mpls-policy) ingress-tunnel-accounting
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init-route-calc-delay

Enables BGP delayed route calculation in specific scenarios: router reload, BGP process restart, and
admin reset of all the BGP peers in a VRF/SAF| using the clear ip | ipvé bgp neighbor all
command. BGP BEST-path selection is delayed until BGP has the route update information from all of its
RIB-IN peers.

Syntax
init-route-calc-delay [ min-delay min secs| max-delay max secs | msg-
idle-time idle secs]
no init-route-calc-delay [ min-delay | max-delay | msg-idle-time ]
Command Default
By default, BGP delayed route calculation is disabled.
Parameters
min-delay min secs
Specifies the minimum delay time in seconds by which the BGP BEST-path selection is delayed.
Enter an integer from 60 to 900. When the delay route calculation is enabled, the default is 180
seconds.
max-delay max secs
Specifies the maximum delay time in seconds by which the BGP BEST-path selection is delayed.
Enter an integer from 180 to 900. When the delay route calculation is enabled, the default is 300
seconds.
msg-idle-time idle secs
Specifies the message idle time in seconds to detect the end of the learning phase for a peer. A
peer is moved out of the learning phase if the time difference between subsequent update
messages from the peer exceeds the message idle time. Enter an integer from 1to 60. When the
delay route calculation is enabled, the default is 2 seconds.
Modes

BGP configuration mode

Usage Guidelines

Use the no init-route-calc-delay command to disable the delay route calculation. When an
optional keyword is include with the no form of this command, it resets the default setting for the
keyword.

If you enter the init-route-calc-delay command without any options, the default settings for
the minimum and maximum delay and message idle time are used.
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TCP is the underlying transport mechanism used by BGP for propagating BGP update messages.
Optimal usage of TCP directly helps in improving BGP performance and convergence. Configuring
higher IP MTU values (4500 bytes) for the interfaces through which BGP peer IP connectivity is
established helps to select optimal MSS size for BGP TCP sessions.

Examples

The following example enables the BGP delay route calculation.

device# configure terminal
device (config) # router bgp
device (config-bgp-router)# init-route-calc-delay

The following example configures the minimum delay time to 200 seconds.

device# configure terminal
device (config) # router bgp
device (config-bgp-router)# init-route-calc-delay min-delay 200
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insight enable

Configures a port-channel as an insight interface.

Syntax
insight enable

no insight enable

Command Default

Insight is not enabled on the port-channel.

Modes

Interface subtype configuration mode

Usage Guidelines

Use the no form of this command to disable an insight interface on the port-channel.

The connector must be enabled to support the insight interface, by means of the insight mode
command.

Examples

This example enables an insight interface on a connector.

device# configure terminal

device (config) # hardware

device (config-hardware) #

device (config-hardware) # connector 0/48
device (config-connector-0/48)# insight mode

This example uses the insight enable command to enable an insight interface on a port-channel.

device# configure terminal

device (config)# interface port-channel 33
device (config-Port-channel-33)# insight enable
no shutdown

This example uses the show interface port-channel and show port-channel commands
to confirm the configuration.

device# show interface port-channel 33

Port-channel 22 is up, line protocol is up

Hardware is AGGREGATE, address is 609c.9f5a.4558
Current address is 609c.9f5a.4558

Interface index (ifindex) is 671088673

Minimum number of links to bring Port-channel up is 1

MTU 1548 bytes

LineSpeed Actual : 10000 Mbit
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Allowed Member Speed : 10000 Mbit
Priority Tag disable
Forward LACP PDU: Disable
Route Only: Disabled
Last clearing of show interface counters: 1d23h53m
Queueing strategy: fifo
Receive Statistics:
0 packets, 0 bytes
Unicasts: 0, Multicasts: 0, Broadcasts: O

64-byte pkts: 0, Over 64-byte pkts: 0, Over 127-byte pkts:
Over 255-byte pkts: 0, Over 511-byte pkts: 0, Over 1023-byte pkts:

Over 1518-byte pkts (Jumbo): 0
Runts: 0, Jabbers: 0, CRC: 0, Overruns: O
Errors: 0, Discards: 0
Transmit Statistics:
5 packets, 380 bytes
Unicasts: 0, Multicasts: 5, Broadcasts: 0
Underruns: 0
Errors: 0, Discards: 0
Rate info:
Input 0.000000 Mbits/sec, 0 packets/sec, 0.00%
Output 0.000000 Mbits/sec, 0 packets/sec, 0.00%
Route-Only Packets Dropped: 0O
Time since last interface status change: 00:00:21

device# show port-channel 22
Static Aggregator: Po 22
Aggregator type: Standard
Number of Ports: 1
Member ports:

Eth 0/125 @

of line-rate
of line-rate

0
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insight mode

Enables an insight interface on connector.

Syntax
insight mode

no insight mode

Command Default

By default, the connector is initialized as a regular user port. Insight mode is not enabled by default.

Modes

Hardware configuration mode for a connector

Usage Guidelines

This command enable an insight interface for a port-channel.

The insight functionality supports TPVM. To enable it, a pre-designated connector needs to be
configured as insight mode before enabling the insight interface (0/125) for a port-channel. The insight
mode conversion is dynamic, therefore no switch reboot is required.

When the connector is configured as insight mode, the original Ethernet user interface is deconfigured
and deleted, and the insight interface 0/125 is created automatically.

Use the no form of this command to disable the insight interface and convert the connector to a regular
port.

Examples
This example enables insight mode on connector 0/48 of SLX9540.

device (config) # hardware

device (config-hardware) #

device (config-hardware) # connector 0/48
device (config-connector-0/48)# insight mode

This example uses the insight enable command to enable an insight interface on a port-channel.
The insight interface 0/125 is then added to this port-channel.

device# configure terminal

device (config) # interface port-channel 33
device (config-Port-channel-33)# insight enable
device (config-Port-channel-33)# no shutdown
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install-igp-cost

Configures the device to use the IGP cost instead of the default BGP Multi-Exit Discriminator (MED)
value as the route cost when the route is added to the Routing Table Manager (RTM).

Syntax
install-igp-cost

no install-igp-cost

Modes

BGP configuration mode

Usage Guidelines

By default, BGP uses the BGP MED value as the route cost when the route is added to the RTM. Use this
command to change the default to the IGP cost.

The no form of the command restores the defaults.

Examples
The following example configures the device to compare MEDs.
device# configure terminal

device (config) # router bgp
device (config-bgp-router)# install-igp-cost
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instance

Maps a VLAN to a Multiple Spanning Tree Protocol (MSTP) instance. You can group a set of VLANSs to an
instance.

Syntax
instance instance id [ vlan vlan id | priority priority id ]

no instance

Command Default
The priority value is 32768.

Parameters
instance id

Specifies the MSTP instance. Valid values range from 1through 31.
vlan vlan id

Specifies the VLAN to map an MSTP instance. Refer to the Usage Guidelines.
priority priority id

Specifies the priority for the specified instance. Valid values range from O through 61440. The
priority values can be set only in increments of 4096.

Modes

Spanning tree MSTP configuration mode

Usage Guidelines
The following rules apply:
* VLANs must be created before mapping to instances.
* The VLAN instance mapping is removed from the configuration if the underlying VLANSs are deleted.

Enter no instance to remove the VLAN mapping from the MSTP instance.

Caution
. This command can be used only after the VLAN is defined.

Examples
To map a VLAN to an MTSP instance:
device# configure terminal

device (config)# protocol spanning-tree mstp
device (conf-mstp)# instance 1 vlan 2,3
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device (conf-mstp) # instance 2 vlan 4-6
device (conf-mstp) # instance 1 priority 4096
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interface ethernet

Configures an Ethernet interface.

Syntax
interface ethernet slot/port

no interface ethernet

Command Default

No Ethernet interface is configured.

Parameters
slot/port
Specifies an interface name in slot/port format. Separate multiple ports with a comma. Use a
hyphen (-) to indicate a range of ports. For example, 0/1-3,5,7-9 or 0/49:1-2,4. The maximum
number of characters is 253.
Modes

Global configuration mode

Usage Guidelines

All interfaces in a range must use the same speed.

If the breakout mode command has been configured on the port, the breakout ports of the Ethernet
interface appear after the slot and port as breakout ports 1 through 4. For example, the breakout
interfaces of connector 0/25 have the following naming convention:

interface ethernet 0/25:1
interface ethernet 0/25:2
interface ethernet 0/25:3
interface ethernet 0/25:4

To configure Redundant Management, configure a physical port on the device (for example, 0/15) as a
standby management port.

Examples

The following example configures breakout ports of Ethernet interface 0/1:

device# configure terminal

device (config) # interface ethernet 0/1:
device (confiqg) # interface ethernet 0/1:
device (config) # interface ethernet 0/1:
device (config) # interface ethernet 0/1:

Sw N
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The following example configures port 0/15 as the redundant management port:

device# configure terminal
device (config) # interface ethernet 0/15
device (conf-if-eth-0/15) # redundant-management enable

The following example configures a range of ports:

device# configure terminal
device (config) # interface ethernet 0/1-2,4,6-7
device (config-if-eth-0/1-2,4,6-7)#
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interface loopback

Configures a loopback interface.

Syntax
interface loopback port number

no interface loopback port number

Command Default

A loopback interface is not configured.

Parameters
port number

Specifies the port number for the loopback interface. Range is 1 through 255.

Modes

Global configuration mode

Usage Guidelines
A loopback is a logical interface traditionally used to ensure stable routing operations.
Use the no form of this command to remove the specified loopback interface.
The following restrictions apply when the loopback interface is part of an active VXLAN overlay

gateway. These restrictions are enforced to maintain consistency across the gateway.

* The loopback interface cannot be deleted.
* The IPv4 address cannot be changed.
* The VRF instance cannot be changed.

You must first use the no activate command in VXLAN overlay gateway configuration mode to
modify the loopback interfaces. .

Use the no form of this command with a port parameter to remove the specified loopback interface.

Examples

The following example creates a loopback interface with a port number of 25.

device# configure terminal
device (config)# interface loopback 25
device (config-Loopback-25) #
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interface management

Accesses management configuration mode.

Syntax
interface management mgmt-id
Parameters
mgmt-id
Specifies the management ID. The only supported value is 0.
Modes

Global configuration mode

Usage Guidelines

The mode allows you to configure the management interface.

Examples

The following example accesses management mode.

device# configure terminal
device (config)# interface management 0
device (config-Management-0) #
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interface port-channel

interface port-channel

Syntax

Creates and configures a port-channel interface.

interface port-channel number

no interface port-channel number

Command Default

No port-channel interface is configured.

Parameters

Modes

number

Specifies a port-channel.

Global configuration mode

Usage Guidelines

Use the no form of this command to disable the interface.

Port channel scale and support for SLX 9740

Table 10: Port-channel scale for SLX 9740 device.

Device LAG Profile Supported port-channel | Maximum links per port-
IDs channel
SLX 9740-40 default 1-256; Only 77 port- 04
channels may be
created at one time.
SLX 9740-80 default 1-256; Only 153 port- 64
channels may be
created at one time.

uid Note

E * Forthe 1U SLX 9740-40, the number of LAGs will be 77, where:
o 76 are the front end ports (all breakouts)
o T(insight port)

* For the 2U SLX 9740-80, the number of LAGs will be 153. where:

o 152 are the front end ports (all breakouts)
o T(insight port)
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(SLX 9540 and SLX 9640) Maximum numbers of port-channel IDs and links per port-channel vary with
device and LAG profile, as follows:

Table 11: Port-channel scale for SLX 9540 and SLX 9640 devices

SLX 9540 default 1-256; Only 64 port- 64
SLX 9640 channels may be
created at any one time.

SLX 9540 lag-profile-1 1-256; Only 64 port- 32
SLX 9640 channels may be
created at any one time.

(SLX 9150 and SLX 9250) Maximum numbers of port-channel IDs and links per port-channel vary only
with device, as follows:

Table 12: Port-channel support for SLX 9150 and SLX 9250 devices

SLX 9150, SLX 9250 1-256; Only 128 port-channels 64
may be created at any one time.

Note
Non-default LAG profiles are not supported for the SLX 9150 and SLX 9250 devices.

Examples

To configure a port-channel interface:

device# configure terminal
device (config)# interface port-channel 10
device (config-Port-channel-10) #
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interface (telemetry)

Specifies monitored interfaces for the inter£face telemetry profile-type.

Syntax

interface interface

no interface interface

Command Default

No interfaces are defined and the profile is inactive.

Parameters
interfaces
Specifies the profile interfaces, up to 1000 characters. The format options are:
* slot/port,forexample, 0/1
* slot/portl-port2, forexample, 0/1-5
* slot/portl:breakoutl-breakout2, forexample, 0/4:3-4

Modes

Telemetry profile configuration mode

Usage Guidelines

If you do not specify at least one interface, the profile has no effect.

For other telemetry profiles that require you to configure interfaces, the syntax of this command is
interface-range.

To remove interfaces from the interface profile, use the no form of this command.

Examples

The following example configures the interfaces to be used in the interface streaming profile.

device# configure terminal
device (config) # telemetry profile interface default interface statistics
device (config-interface-default interface statistics)# interface 1/2-3,2/1-3,3/6-9
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interface ve

Configures a virtual Ethernet (VE) interface.

Syntax
interface ve vian id
no interface ve vian id
Parameters
vlian id
Specifies the corresponding VLAN that must already be created before the VE interface can be
created. Refer to the Usage Guidelines. Separate multiple IDs with a comma. Use a hyphen (-) to
indicate a range of IDs. For example, 1-3,5,7-9.
Modes

Global configuration mode

Usage Guidelines

Before you can configure a VE interface, you must create a corresponding VLAN. The VE interface must
use the corresponding VLAN ID.

All interfaces in a range must use the same speed.

Use the no form of this command to remove a specified VE interface.

Examples

This example creates a VE interface with the VLAN ID of 56. This example assumes that VLAN 56 has
already been created.
device# configure terminal

device (config)# interface ve 56
device (config-Ve-56) #

This example creates multiple VE interfaces.

device# configure terminal
device (config)# interface ve 1-3,5,7-9
device (config-vVe-1-3,5,7-9)#

This example removes a VE interface.

device# configure terminal
device (config) # no interface ve 5
device#
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interval

For an implementation of an event-handler profile, specifies the number of seconds between iterations
of an event-handler action, if triggered.

Syntax
interval seconds

no interval

Command Default

Iterations occur with no interval between them.

Parameters
seconds

Specifies the number of seconds between iterations of an event-handler action, if triggered.
Valid values are O or a positive integer.

Modes

Event-handler activation mode

Usage Guidelines

The interval command is effective only if the iterations value is non-zero.

The no form of this command resets the interval setting to the default O seconds.

Examples

The following example sets the number of iterations to 3 and specifies an interval of 10 seconds
between each iteration.

device# configure terminal

device (config) # event-handler activate eventHandlerl
device (config-activate-eventHandlerl) # iterations 3
device (config-activate-eventHandlerl) # interval 10

The following example resets interwval to the default value of O seconds.

device# configure terminal
device (config) # event-handler activate eventHandlerl
device (config-activate-eventHandlerl) # no interval
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interval (telemetry)

Configures the interval delay for telemetry data streaming.

Syntax
interval seconds

no interval

Command Default

For the interface profile-type, the default value is 30 seconds.
For the system-utilization profile-type, the default value is 60 seconds.

For the MPLS profile-types, the default value is 240 seconds. (These profile types are supported only on
SLX 9540 and SLX 9640 devices.)

For the queue profile-types, the default value is 300 seconds. (These profile types are supported only
on SLX 9540 and SLX 9640 devices.)

Parameters
seconds

(SLX 9150 and SLX 9250 devices) Specifies the streaming interval. For the interface profile-
type, values range from 10 through 3600 seconds, in five-second increments. For the system-
utilization profile-type, values range from 60 through 14400 seconds, in five-second
increments.

(SLX 9540 and SLX 9640 devices) Specifies the streaming interval. The range of values, in five-
second increments:

* Forthe interface profile-type, from 10 through 3600 seconds.

* Forthe system-utilization profile-type, from 60 through 14400 seconds.
* For the MPLS profile-types, from 240 through 3600 seconds.

* For the queue profile-types, from 240 through 2400 seconds.

Modes

Telemetry profile configuration mode

Usage Guidelines

To reset the interval to the default value, use the no interwval command.
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Examples

Example of setting the interval in an interface configuration for an interface profile.

device# configure terminal
device (config) # telemetry profile interface default interface statistics
device (interface-default interface statistics)# interval 2000

Example of setting the interval for a MPLS Traffic statistics data streaming configuration using the mpls-
traffic-Isp profile.
device# configure

device (config) # telemetry profile mpls-traffic-lsp default mpls traffic lsp statistics
device (config-telemetry-profile)# interval 340
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ip access-group

Applies rules specified in an IPv4 access control list (ACL) to traffic entering or exiting an interface.

Syntax
ip access-group ACLname { in | out }
no ip access-group ACLname { in | out }
Parameters
ACLname
Specifies the name of the standard or extended IPv4 access list.
in
Applies the ACL to incoming switched and routed traffic.
out
Applies the ACL to outgoing routed and (for SLX 9150 and SLX 9250 devices) also to switched
traffic.
Modes

Interface subtype configuration mode

Usage Guidelines

Use this command to apply an IPv4 ACL to one of the following interface types:
* User interfaces

o Physical Ethernet interfaces

o Port-channels (LAGS).

o Virtual Ethernet (VE) (attached to a VLAN or to a bridge domain)
* The management interface

You can apply a maximum of five ACLs to a user interface, as follows:
* Oneingress MAC ACL—if the interface is in switchport mode

* One egress MAC ACL—if the interface is in switchport mode

* Oneingress IPv4 ACL

* Oneegress IPv4 ACL

* Oneingress IPvb6 ACL

You can apply a maximum of two ACLs to the management interface, as follows:
* Oneingress IPv4 ACL
* Oneingress IPvb6 ACL

You can apply an ACL to multiple interfaces. And you can apply an ACL twice—ingress and egress—to a
given user interface.
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To remove an ACL from an interface, enter the no form of this command.

Examples

The following example applies an ingress IP ACL on an Ethernet interface:

device (config) # interface ethernet 0/2
device (conf-if-eth-0/9)# ip access-group ipacl2 in

The following example removes an ingress IP ACL from an Ethernet interface:

device (config)# interface ethernet 0/2
device (conf-if-eth-0/9)# no ip access-group ipacl2 in
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ip access-list

Creates a standard or extended IPv4 access control list (ACL). In ACLs, you can define rules that permit
or deny network traffic based on criteria that you specify.

Syntax
ip access-list { standard | extended } ACLname
no ip access-list { standard | extended } ACLname
Parameters
standard | extended
Specifies one of the following types of access lists:
standard
Contains rules that permit or deny traffic based on source addresses that you specify. The rules
are applicable to all ports of the specified addresses.
extended
Contains rules that permit or deny traffic according to source and destination addresses, as well
as other parameters. For example, you can also filter by port, protocol (TCP or UDP), and TCP
flags.
ACLname
Specifies an ACL name unigue among all ACLs (Layer 2 and Layer 3). The name can be up to 63
characters in length, and must begin with an alphanumeric character. No special characters are
allowed, except for the underscore and hyphen.
Modes

Global configuration mode

Usage Guidelines

An ACL name can be up to 63 characters long, and must begin with a-z, A-Z or 0-9. You can also use
underscore (_) or hyphen (-) in an ACL name, but not as the first character.

After you create an ACL, use the seq command to create filtering rules for that ACL.

An ACL starts functioning only after:
* Applied to an interface, usingthe { ip | ipvé | mac } access-group command.

* Applied at device-level, usingthe { ip | ipvé } receive access-group command

To delete an ACL, use the no access-1ist command. You can delete an ACL only after you first
remove it from all interfaces to which it is applied, using the no access-group command.
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ip access-list

Examples

The following example creates an IPv4 standard ACL.

device# configure

device (config) # ip access-list standard stdACL3

The following example creates an IPv4 extended ACL.

device# configure terminal

device (config)# ip access-list extended extdACL5

The following example creates rules on an IPv4 standard ACL.

device# configure terminal

device (config)# ip access-1list standard stdACL3
device (config-ipacl-std)# seq 5 permit host 10.20.33.4
device (config-ipacl-std) # seq 15 deny any

The following example deletes an IPv4 ACL.

device# configure

device (config)# no ip access-list standard stdACL3

The following example creates an IPv4 extended ACL and adds rules to the ACL that filter TCP packets

to the management IP on port 22.

device# configure

device (config) # ip access-list extended management

device (config-ipacl-ext) # permit
device (config-ipacl-ext)# permit
device (config-ipacl-ext)# permit
device (config-ipacl-ext) # permit
device (config-ipacl-ext)# permit
deny tcp any mgt-ip eq 22

tcp
tcp
tcp
tcp
tcp

X.X.X.x/24 mgt-ip eq 22
X.xX.X.x/24 mgt-ip eq 22
host x.x.x.x mgt-ip eq 22

host x.x.x.x mgt-ip eqg 22
host x.x.x.x mgt-ip eq 22

The following example displays an ACL definition that supports flow based ingress miroring.

device# show access-list int eth 0/2 in
ip access-list ipl on Ethernet 0/2 at Ingress (From User)

seq 10 permit ip host 10.10.10.1 any count mirror

seq 20 permit tcp any host 15.15.15.1 count (Active)

(Active)

The following example displays an ACL definition that supports flow based ingress miroring.

device# show access-list int eth 0/2 in
ip access-list ipl on Ethernet 0/2 at Ingress (From User)

seq 10 permit ip host 10.10.10.1 any count mirror

seq 20 permit tcp any host 15.15.15.1 count (0 frames)

(150 frames)
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ip address

Configures a primary or secondary IP address on an interface.

Syntax
ip address ip-address/mask [secondary] [ospf-ignore ] [ospf-passive]

no ip address [ ip-address/mask ]

Parameters
ip-address
Specifies the IP address.
mask

Specifies the mask for the associated IP subnet. Dotted-decimal notation is not supported. For
non-loopback interfaces, valid values are from 1 through 31. For loopback interfaces, the only
valid value is 32.

secondary
Specifies that the address is a secondary IP address.
ospf-ignore

Disables adjacency formation with OSPF neighbors and disables advertisement of the interface
to OSPF.

ospf-passive

Disables adjacency formation with OSPF neighbors but does not disable advertisement of the
interface to OSPF.

Modes

Interface configuration mode
Management interface configuration mode

Port-channel configuration mode

Usage Guidelines

* Use this command to configure a primary or secondary IP address for an interface. You can also use
this command to prevent OSPF from running on specified subnets. Multiple primary IP addresses are
supported on an interface.

*  You can use this command to configure a primary or secondary IP address for the management
interface.

* For the management interface, only one primary IP address is supported.
* Aprimary IP address cannot overlap a configured IP subnet.

*  Aprimary IP address must be configured before you configure a secondary IP address in the same
subnet.
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Examples

* Toremove the configured static or DHCP address, enter no ip address. This resets the address
to 0.0.0.0/0.
* The no form of the command removes a specific IP address from the interface.

Gateway IPs from multiple subnets (maximum of 32) can be configured for each FVG session. Multiple
gateway IPs from the same subnet can be configured, but the number of FVG sessions for each
interface remains one. One RBridge becomes the ARP responder for all the gateway IPs configured for
the session.

Multiple gateway IPs are supported only for IPv4.

All restrictions for configuring an FVG gateway also apply to multiple gateway IP addresses. If IP
conflicts are detected for any gateway IP configured on the session, the configuration is accepted with a
RASLOG, but the session is invalidated until the conflict is resolved.

Periodic gratuitous address resolution protocol (GARP), if configured, would be sent out only for the
first gateway address. When a session moves to Master, GARP is sent out for all gateway IP addresses
configured on the session.

After a downgrade to an earlier version of the OS, all gateway IP configurations are removed if multiple
gateway IPs are present. If only one gateway IP present, then the configuration is retained.

The following example configures a primary IP address on a specified Ethernet interface.

device (config) # interface ethernet 3/2
device (conf-if-eth-3/2)# ip address 10.1.1.1/24

device (config) # interface ethernet 3/2
device (conf-if-eth-3/2)# ip address 10.1.1.2/24 secondary

The following example configures a primary IP address on a management interface.

device (config)# interface Management 0
device (config-Management-0)# no ip address
device (config-Management-0)# ip address 10.1.1.2/24
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ip address (site)

Specifies the destination IPv4 address of a tunnel for a site in a VXLAN overlay gateway configuration.

Syntax
ip address IPv4 address
no ip address [ IPv4 address ]
Parameters
IPv4 address
Specifies the IPv4 address of the destination tunnel.
Modes

Site configuration mode

Usage Guidelines

The tunnel mode and the source IP address are derived from the parent overlay gateway.

To change an IP addresses, you must first remove the existing address, by means of the no ip
address IPv4 addressortheno ip address commands. This also deletes all tunnels to the
site.

Only one IPv4 address is allowed. The following IPv4 addresses are not allowed:
* Broadcast addresses (0.0.0.0 through 0.255.255.255)

* Localhost loopback addresses (127.0.0.0 through 127.255.255.255)

* Multicast addresses (224.0.0.0 through 239.255.255.255)

* Reserved addresses (240.0.0.0 through 255.255.,255.255)

Examples

The following example configures an IPv4 address of a destination tunnel for the site.

device# configure terminal

device (config) # overlay-gateway gatewayl

device (config-overlay-gw-gatewayl) # site mysite
device (config-site-mysite) # ip address 10.11.12.13
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ip anycast-address

Configures an anycast-gateway IPv4 address on an interface, which uses the gateway IPv4 address for
the host.

Syntax

ip anycast-address IPv4-address/mask

no ip anycast-address

Command Default

No address is configured.

Parameters

IPv4-address/mask

IPv4 address and mask.

Modes
Interface configuration mode on a virtual Ethernet (VE) interface.
Usage Guidelines

Use the no form of this command to delete the configured IPv4 anycast address from the interface.

Examples

To configure an IPv4 address and mask on a virtual Ethernet (VE) interface:
device# configure terminal
device (config) # interface ve 10

device (config-Ve-10)# ip anycast-address 2.2.2.2/24

To confirm the configuration in the running configuration:
device# show running-config interface ve 10

ip snycast-address 2.2.2.2/24
|
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ip arp gratuitous none

Disables the gratuitous ARP (Address Resolution Protocol) control.

Syntax
ip arp gratuitous none

no ip arp gratuitous none

Command Default
By default, the gratuitous ARP control is enabled.

Modes

Global configuration mode

Usage Guidelines

Use the no form of the command to re-enable the gratuitous ARP control.

Examples

The following example disables the gratuitous ARP control.

device# configure terminal
device (config) # ip arp gratuitous none
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ip arp inspection

Enables Dynamic ARP Inspection (DAI) on a VLAN.

Syntax
ip arp inspection

no ip arp inspection

Command Default
DAl is disabled.

Modes

VLAN configuration mode

Usage Guidelines
On untrusted interfaces of DAl-enabled VLANS, incoming ARP packets from permitted IP/MAC
addresses are accepted only if all of the following steps were performed:
* Create the ACL, using the arp access-1list command.

* Inthe ACL, create one or more rules, using the permit ip host command. Each rule specifies an
IP/MAC address-pair.

* Apply the ACL to one or more VLANS, using the ip arp inspection filter command.

* Enable DAl on such VLANS, using the ip arp inspection command.

The no form of the command disables Dynamic ARP Inspection.

Examples
The following example creates an ARP access-list, applies it to VLAN 200, and enables DAI.

device# configure terminal

device (config) # arp access-list ARP_ACL 01

device (config-arp-acl) # permit ip host 1.1.1.1 mac host 0020.2222.2222
device (config-arp-acl) # permit ip host 1.1.1.2 mac host 0020.2222.2223
device (config-arp-acl) # exit

device (config)# vlan 200

device (conf-vlan-200)# ip arp inspection filter ARP ACL 01

device (conf-vlan-200)# ip arp inspection
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ip arp inspection filter

Applies an Address Resolution Protocol (ARP) ACL to a VLAN, which is one of the steps implementing
Dynamic ARP Inspection (DAI) on a VLAN.

Syntax
ip arp inspection filter ACL-name

no ip arp inspection filter

Command Default
No ARP ACL is applied.

Parameters
ACL-name
Specifies which ACL is applied to the VLAN or interface.

Modes

VLAN configuration mode

Interface subtype configuration mode

Usage Guidelines

On untrusted interfaces of DAI-enabled VLANS, incoming ARP packets from permitted IP/MAC
addresses are accepted only if all of the following steps were performed:

* Create the ACL, using the arp access-1list command.

* Inthe ACL, create one or more rules, using the permit ip host command. Each rule specifies an
IP/MAC address-pair.

* Apply the ACL to one or more VLANS, using the ip arp inspection filter command.
* Enable DAl on such VLANS, using the ip arp inspection command.

For ARP Guard, this command applies an ARP ACL to a physical or port-channel interface.

The no form of the command removes the current ARP ACL from the VLAN or interface.

Examples
The following example applies an ARP ACL named ARP_ACL_01to VLAN 200.

device# configure terminal
device (conf) # vlan 200
device (conf-vlan-200)# ip arp inspection filter ARP ACL 01
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ip arp inspection trust

Configures an interface as trusted for all VLANs configured on it.

Syntax
ip arp inspection trust

no ip arp inspection trust

Command Default

The interface is untrusted.

Modes

Interface subtype configuration mode

Usage Guidelines

This command is supported only on Layer 2 physical or port-channel interfaces.
On trusted interfaces, all incoming ARP packets are accepted.

On untrusted interfaces of DAI-enabled VLANS, incoming ARP packets from permitted IP/MAC
addresses are accepted only if all of the following steps were performed:

* Create the ACL, using the arp access-1list command.

* Inthe ACL, create one or more rules, using the permit ip host command. Each rule specifies an
IP/MAC address-pair.

* Apply the ACL to one or more VLANS, using the ip arp inspection filter command.
* Enable DAl on such VLANSs, using the ip arp inspection command.

The no form of this command configures the interface as untrusted.

Examples

The following example configures an Ethernet interface as trusted.

device# configure terminal
device (conf)# interface ethernet 2/1
device (conf-if-eth-2/1)# ip arp inspection trust

The following example configures a port-channel interface as untrusted.

device# configure terminal
device (conf) # interface port-channel 171
device (config-Port-channel-171)# no ip arp inspection trust
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ip arp learn-any

Enables address-resolution protocol (ARP) learning from any ARP request.

Syntax
ip arp learn-any

no ip arp learn-any

Command Default
Default ARP learning

Modes

VE configuration mode

Port-channel configuration mode

Usage Guidelines

This command enables learning from any ARP request (not necessarily targeted tomy ip address).

To reset default ARP learning, use the no form of this command.

Examples

The following example enables learn-any on VE 100.

device# configure terminal
device (config)# interface ve 100
device (config-if-ve-100) # ip arp learn-any
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ip arp-aging-timeout

Sets how long a dynamic Address Resolution Protocol (ARP) entry stays in the ARP cache. The aging
timer is reset each time an ARP reply is received.

Syntax
ip arp-aging-timeout value

no ip arp-aging-timeout

Command Default

ARP aging timeout is globally enabled and set to 25 minutes.

Parameters
value

Specifies how long an ARP entry stays in the ARP cache. Values range from O through 240
minutes.

Modes

Interface subtype configuration mode

Usage Guidelines

When the device places an entry in the ARP cache, the device also starts an aging timer for the entry.
The aging timer ensures that the ARP cache does not retain learned entries that are no longer valid. An
entry can become invalid when the device with the MAC address of the entry is no longer on the
network.

The aging timer is reset each time an ARP reply is received.

Aging out affects dynamic (learned) entries only. Static entries do not age out.

You can modify the ARP aging timeout only at the interface level, but not at the global level.
To prevent entries from aging out, enter ip arp-aging-timeout O.

The no form of the command restores the default aging timeout of 25 minutes.

Examples

The following command sets the ARP aging timeout to 100 minutes on an interface.

device (config) # interface ethernet 3/4
device (conf-if-eth-3/4)# ip arp-aging-timeout 100
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The following command restores the ARP aging timeout to the default value on an interface.

device (config)# interface ethernet 3/4
device (conf-if-eth-3/4)# no ip arp-aging-timeout
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ip dhcp relay address

Configures the IP DHCP Relay on a Layer 3 interface.

Syntax

ip dhcp relay address ip-addr [ use-vrf vrf-name ]

Parameters
ip-addr
IPv4 address of the DHCP server where the DHCP client requests are to be forwarded.

use-vrf

Use this option if the VRF where the DHCP server is located is different from the VRF of the
interface where the client is connected.

vrf-name

VRF name.

Modes

Interface configuration mode

Usage Guidelines

This command uses the IPv4 address of the DHCP server where the DHCP client requests are to be
forwarded.

Enter the command while in interface configuration mode for a VE or Ethernet interface where you
want to configure the IP DHCP Relay. Configure up to sixteen DHCP server IP addresses per interface.

Use the no version of this command to remove the IP DHCP relay from the interface. If the use-vrf
option is not used, it is assumed that the DHCP server and interface where the client is connected are
on the same VRF.

Examples

To configure an IP DHCP Relay address on a Ve interface:

device# config
device (config) # interface ve 100
device (config-Ve-100)# ip dhcp relay address 3.1.2.255 use-vrf blue
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ip dhcp relay gateway

Configures the IP DHCP Relay on a Layer 3 gateway interface.

Syntax
ip dhcp relay gateway ip-addr
no ip dhcp relay gateway ip-addr
Parameters
ip-addr
IPv4 gateway address of the DHCP server where the DHCP client requests are to be forwarded.
Modes

Interface configuration mode

Usage Guidelines

Use this command to configure the IP DHCP Relay on the switch Layer 3 gateway interface using the
IPv4 address of the DHCP server where the DHCP client requests are to be forwarded.

Use the no version of this command to remove the IP DHCP Relay from the interface.

Examples

To configure an IP DHCP Relay address on an interface:

device (config) # interface ethernet 0/4

device (config-if-eth-0/4)# ip dhcp relay gateway 10.50.22.26
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ip dhcp snooping

Enables DHCP snooping globally at the device level.

Syntax

ip dhcp snooping [ binding [ mac-addr| ip-addr ] |vlan vlan-id |
interface [switchport | physical interface] ]

no ip dhcp snooping [ binding [ mac-addr| ip-addr ] |vlan vlan-id |
interface [switchport | physical interface] ]

Command Default
By default, DHCP snooping is not enabled.

Parameters
binding [ mac-addr| ip-addr ]
Specifies the MAC or IP address of the host for the entry in the binding database.
vlan vlan-id
Specifies the VLAN ID of the host for the entry in the binding database.
interface [ switchport physical interface ]

Specifies the ID of the switchport interface.

Modes

Interface configuration mode

Usage Guidelines

DHCPv4 snooping uses trusted ports that have been identified as having legitimate DHCP servers
attached. As clients communicate on the network, the device builds a binding database, which contains
the MAC address of the host, the leased IP address, the lease time, the binding type, and the VLAN
number and interface information associated with the host. The device then filters DHCP server
messages from untrusted ports to prot