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Preface

Read the following topics to learn about:

+ The meanings of text formats used in this document.

+  Where you can find additional information and help.

+ How to reach us with questions and comments.

Text Conventions

Unless otherwise noted, information in this document applies to all supported
environments for the products in question. Exceptions, like command keywords
associated with a specific software version, are identified in the text.

When a feature, function, or operation pertains to a specific hardware product, the
product name is used. When features, functions, and operations are the same across an
entire product family, such as ExtremeSwitching switches or SLX routers, the product is
referred to as the switch or the router.

Table 1: Notes and warnings

Icon Notice type |Alerts you to...
\O, Tip Helpful tips and notices for using the product
000 Note Useful information or instructions
I Important |Important features or instructions
Caution Risk of personal injury, system damage, or loss of
| data
Warning Risk of severe personal injury

ExtremeCloud Orchestrator Coommand Reference for version 3.2.1. 9




Documentation and Training

Preface

Table 2: Text

Convention

Description

screen displays

This typeface indicates command syntax, or represents
information as it is displayed on the screen.

The words enterand
ype

When you see the word enterin this guide, you must type
something, and then press the Return or Enter key. Do not
press the Return or Enter key when an instruction simply

says type.

Key names

Key names are written in boldface, for example Ctrl or Esc.
If you must press two or more keys simultaneously, the
key names are linked with a plus sign (+). Example: Press
Ctrl+Alt+Del

Words in italicized type

Italics emphasize a point or denote new terms at the place
where they are defined in the text. Italics are also used
when referring to publication titles.

NEW!

New information. In a PDF, this is searchable text.

Table 3: Command syntax

Convention Description

bold text Bold text indicates command names, keywords, and
command options.

italic text Italic text indicates variable content.

Syntax components displayed within square brackets are
optional.

Default responses to system prompts are enclosed in
square brackets.

A choice of required parameters is enclosed in curly
brackets separated by vertical bars. You must select one of
the options.

x |y A vertical bar separates mutually exclusive elements.
> Nonprinting characters, such as passwords, are enclosed in
angle brackets.
Repeat the previous element, for example,
member [member...].
\ In command examples, the backslash indicates a “soft” line

break. When a backslash separates two lines of a command
input, enter the entire commmand at the prompt without the
backslash.

Documentation and Training

Find Extreme Networks product information at the following locations:

Current Product Documentation

Release Notes

10
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Preface Help and Support

Hardware and software compatibility for Extreme Networks products
Extreme Optics Compatibility
Other resources such as white papers, data sheets, and case studies

Extreme Networks offers product training courses, both online and in person, as well as
specialized certifications. For details, visit www.extremenetworks.com/education/.

Help and Support

If you require assistance, contact Extreme Networks using one of the following
methods:

Extreme Portal

Search the GTAC (Global Technical Assistance Center) knowledge base; manage
support cases and service contracts; download software; and obtain product
licensing, training, and certifications.

The Hub

A forum for Extreme Networks customers to connect with one another, answer
guestions, and share ideas and feedback. This community is monitored by Extreme
Networks employees, but is not intended to replace specific guidance from GTAC.

Call GTAC

For immediate support: (800) 998 2408 (toll-free in U.S. and Canada) or
1(408) 579 2826. For the support phone number in your country, visit:
www.extremenetworks.com/support/contact

Before contacting Extreme Networks for technical support, have the following
information ready:

Your Extreme Networks service contract number, or serial numbers for all involved
Extreme Networks products

A description of the failure

A description of any actions already taken to resolve the problem

A description of your network environment (such as layout, cable type, other
relevant environmental information)

Network load at the time of trouble (if known)

The device history (for example, if you have returned the device before, or if thisis a
recurring problem)

Any related RMA (Return Material Authorization) numbers

Subscribe to Product Announcements

You can subscribe to email notifications for product and software release
announcements, Field Notices, and Vulnerability Notices.

1. Goto The Hub.

2. In the list of categories, expand the Product Announcements list.

3. Select a product for which you would like to receive notifications.

ExtremeCloud Orchestrator Coommand Reference for version 3.2.1. n
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Send Feedback

Preface

4. Select Subscribe.

5. To select additional products, return to the Product Announcements list and repeat
steps 3 and 4.

You can modify your product selections or unsubscribe at any time.

Send Feedback

The Information Development team at Extreme Networks has made every effort to
ensure that this document is accurate, complete, and easy to use. We strive to improve
our documentation to help you in your work, so we want to hear from you. We welcome
all feedback, but we especially want to know about:

Content errors, or confusing or conflicting information.
Improvements that would help you find relevant information.
Broken links or usability issues.

To send feedback, do either of the following:

Access the feedback form at https:/mwww.extremenetworks.com/documentation-
feedback/.

Email us at documentation@extremenetworks.com.

Provide the publication title, part number, and as much detail as possible, including

the topic heading and page number if applicable, as well as your suggestions for
improvement.

12
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What's New in this Document

New commands

No new commands were introduced in this release.

Modified commmands

efa tenant vrf create on page 409
efa tenant vrf show on page 418

efa tenant vrf update on page 421

ExtremeCloud Orchestrator Coommand Reference for version 3.2.1.
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Using the XCO Application CLI

User Accounts on page 14

Default Account Credentials on page 15
Log in to XCO on page 15

Completing CLI Commands on page 15
CLI Keyboard Shortcuts on page 16
Unsupported Input Characters on page 16

uiu Note

a From release 3.2.0 onwards, Extreme Fabric Automation (EFA) is referred to as
ExtremeCloud Orchestrator (XCO). The terms EFA and XCO refer to the same
product and are used interchangeably.

The command line provides a powerful means for configuring, managing, and
monitoring packet traffic through the XCO device.

The following topics describe accessing and using the XCO commmand-line interface
(CLI), including syntax, command completion, shortcuts, and other helpful subjects.

User Accounts

A user account specifies a user's level of access to the device CLI.

XCO uses role-based access control (RBAC) as the authorization mechanism. A role

is a container for rules that specify which commands can be run and with which
permissions. When you create a user account, you specify a role for that account. In
general, user (as opposed to user-level) refers to any account to which an admin or user
role can be assigned.

For more information about user accounts and roles, see the ExtremeCloud
Orchestrator Security Guide, 3.2.0.

14
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Using the XCO Application CLI Default Account Credentials

Default Account Credentials

As a best practice, log on as the administrator and change the default passwords
immediately after the XCO is installed.

>0 Note
E The third-party virtual machine (TPVM) on SLX devices has one user, with the
following case-sensitive credentials:

user account: extreme

password: password

Log in to XCO

Use of the XCO command line requires a valid, logged-in user.

Procedure

1. Verify the status of the XCO deployment using one of the following methods.
Run the SLX show efa status command.
Run the XCO efactl status script (or the efa status command, as an

alternative).
2. Loginto XCO.

$ efa login --username <username>
Password: <password>

The <username> variable is optional. If you do not provide a user name, log-in
defaults to the current (Unix) user.

With a successful log-in, the command prompt shows the logged-in user in green
text. If the log-in is not successful, the command prompt is displayed in red text.

3. To log out of XCO, run the efa logout command.

Completing CLI Commands

To complete the spelling of commmands or keywords automatically, begin typing the
command or keyword and then press Tab. For example, at the CLI command prompt,
type efa a and press Tab:

efa a

The CLI displays the following command.

efa auth

If there is more than one command or keyword associated with the characters typed,
the CLI displays all choices. For example, at the CLI command prompt, type efa auth

and press Tab.

apikey
client
execution
ldapconfig

ExtremeCloud Orchestrator Coommand Reference for version 3.2.1.
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CLI Keyboard Shortcuts

Using the XCO Application CLI

rolemapping
settings

CLI Keyboard Shortcuts

The following table lists CLI keyboard shortcuts.

Keystroke

Description

Ctri+A

Moves the cursor to the beginning of the
command line.

Ctrl+B (or the left arrow key)

Moves the cursor back one character.

Ctrl+C Escapes and terminates command
prompts and ongoing tasks (such as
lengthy displays), and displays a fresh
command prompt.

Ctrl+E Moves the cursor to the end of the

command line.

Ctrl+F (or the right arrow key)

Moves the cursor forward one character.

Ctrl+N (or the down arrow key)

Displays commmands in the history buffer
with the most recent command displayed
last.

Ctrl+P (or the up arrow key)

Displays commmands in the history buffer
with the most recent command displayed
first.

Ctrl+U Deletes all characters from the cursor to
the beginning of the command line.

Ctrl+W Deletes the last word you typed.

Ctrl+z Returns to privileged EXEC mode. Using
Ctrl+Z in privileged EXEC mode runs
partial coommands.

Esc B Moves the cursor back one word.

Esc F Moves the cursor forward one word.

Unsupported Input Characters

If unsupported input characters are used for user-defined objects, an error message is

displayed.

Characters dependent on combinations of the AltGr key and another key are not

supported.

Note
E The AItGr key is the Alt key to the right of the space bar.

16
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efa auth apikey on page 24

efa auth athentication preference on page 25
efa auth client on page 28

efa auth execution on page 29

efa auth ldapconfig on page 30

efa auth Idapconfig reset on page 34
efa auth rolemapping on page 36

efa auth settings token on page 39

efa auth tacacsconfig on page 40

efa auth user on page 41

efa certificate device install on page 44
efa certificate expiry show on page 46
efa certificate server on page 47

efa certificate server renew on page 48
efa fabric clone on page 49

efa fabric configure on page 50

efa fabric create on page 52

efa fabric debug clear-config on page 53
efa fabric debug config-gen-reason on page 54
efa fabric debug device drift on page 55
efa fabric debug service lock on page 56
efa fabric debug service smartdrc on page 57
efa fabric delete on page 58

efa fabric device add on page 59

efa fabric device add-bulk on page 61
efa fabric device remove on page 63

efa fabric error show on page 64

efa fabric execution on page 65

efa fabric health show on page 66

efa fabric migrate on page 71

efa fabric setting on page 72

efa fabric show on page 77

efa fabric show-config on page 78

efa fabric show summary on page 79
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efa fabric topology show overlay on page 80

efa fabric topology show underlay on page 81

efa fabric topology show physical on page 82

efa health detail show on page 83

efa health inventory show on page 84

efa health show on page 85

efa inventory admin-state on page 86

efa inventory config-backup on page 88

efa inventory config-replay on page 90

efa inventory debug devices-lock on page 92

efa inventory debug devices-unlock on page 93

efa inventory debug unblock-from-fwdl on page 94

efa inventory device clear route-all on page 95

efa inventory device compare on page 96

efa inventory device delete on page 97

efa inventory device discovery-time list on page 98

efa inventory device discovery-time update on page 99

efa inventory device execute-cli on page 100

efa inventory device firmware-download activate on page 101
efa inventory device firmware-download commit on page 102
efa inventory device firmware-download execute on page 103
efa inventory device firmware-download prepare add on page 107
efa inventory device firmware-download prepare list on page 113
efa inventory device firmware-download prepare remove on page 115
efa inventory device firmware-download restore on page 118

efa inventory device firmware-download show on page 119

efa inventory device health status on page 121

efa inventory device interface list on page 122

efa inventory device interface list-breakout on page 123

efa inventory device interface redundant-management on page 124
efa inventory device interface set-admin-state on page 125

efa inventory device interface set-breakout on page 128

efa inventory device interface set-fec on page 131

efa inventory device interface set-link-error-disable on page 132
efa inventory device interface set-mtu on page 133

efa inventory device interface unset-mtu on page 136

efa inventory device interface set-speed on page 138

efa inventory device interface unset-breakout on page 141

efa inventory device interface unset-fec on page 144

efa inventory device interface unset-link-error-disable on page 145
efa inventory device list on page 146

efa inventory device Ildp list on page 147
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efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa
efa

inventory device ntp disable-server on page 148
inventory device ntp server create on page 149
inventory device ntp server delete on page 150
inventory device ntp server list on page 151

inventory device running-config persist on page 152
inventory device register on page 153

inventory device reload on page 154

inventory device secure settings on page 155
inventory device secure settings apply on page 156
inventory device secure settings reset on page 158
inventory device secure settings show on page 159
inventory device secure settings update on page 160
inventory device setting show on page 162

inventory device setting update on page 163
inventory device snmp community create on page 166
inventory device snmp community delete on page 167
inventory device snmp community list on page 168
inventory device snmp host create on page 169
inventory device snmp host delete on page 171
inventory device snmp host list on page 172
inventory device snmp user create on page 174
inventory device snmp user delete on page 176
inventory device snmp user list on page 177
inventory device snmp view on page 178

inventory device timezone debug-show on page 180
inventory device timezone list on page 181

inventory device timezone set on page 182

inventory device timezone unset on page 183
inventory device threshold-monitor list on page 184
inventory device threshold-monitor set on page 185
inventory device threshold-monitor unset on page 187
inventory device tpvm list on page 188

inventory device tpvm-upgrade execute on page 189
inventory device tpvm-upgrade show on page 191
inventory device update on page 193

inventory drift-reconcile on page 194

inventory execution on page 196

inventory firmware-host delete on page 197
inventory firmware-host list on page 198

inventory firmware-host register on page 199
inventory firmware-host update on page 200
inventory kvstore on page 201
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efa inventory rma on page 202

efa login on page 203

efa logout on page 204

efa mgmt route create on page 205

efa mgmt route delete on page 206

efa mgmt route show on page 207

efa mgmt subinterface create on page 208

efa mgmt subinterface delete on page 209

efa mgmt subinterface show on page 210

efa mgmt subinterface staticip add on page 211

efa mgmt subinterface staticip remove on page 212
efa mgmt subinterface staticip show on page 213
efa notification subscribers add-https on page 214
efa notification subscribers add-syslog-relp on page 217
efa notification subscribers delete on page 222

efa notification subscribers get on page 223

efa notification subscribers list on page 224

efa openstack debug on page 225

efa openstack execution on page 227

efa openstack network show on page 228

efa openstack network-interface show on page 229
efa openstack router show on page 230

efa openstack router-interface show on page 231
efa openstack router-route show on page 232

efa openstack subnet show on page 233

efa openstack sync start on page 234

efa policy community-list create on page 235

efa policy community-list update on page 236

efa policy community-list delete on page 239

efa policy community-list list on page 240

efa policy extcommunity-list on page 241

efa policy extcommunity-list create on page 246
efa policy extcommunity-list update on page 248
efa policy extcommunity-list delete on page 251

efa policy extcommunity-list list on page 252

efa policy large-community-list create on page 254
efa policy large-community-list update on page 256
efa policy large-community-list delete on page 258
efa policy large-community-list list on page 259
efa policy prefix-list create on page 261

efa policy prefix-list update on page 263

efa policy prefix-list delete on page 266
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efa policy prefix-list list on page 267

efa policy route-map create on page 269

efa policy route-map update on page 270
efa policy route-map delete on page 272

efa policy route-map list on page 273

efa policy route-map-match create on page 274
efa policy route-map-match delete on page 276
efa policy route-map-set create on page 278
efa policy route-map-set delete on page 280
efa rbac execution on page 282

efa rbac role show on page 283

efa scvmm delete on page 285

efa scvmm links physical on page 286

efa scvmm links virtual on page 287

efa scvmm list on page 288

efa scvmm register on page 289

efa scvmm settings show on page 290

efa scvmm settings update on page 291

efa scvmm update on page 292

efa snmp subscriber on page 293

efa show-running-config on page 295

efa status on page 296

efa system alarm acknowledge on page 297
efa system alarm close on page 298

efa system alarm inventory show on page 299
efa system alarm purge on page 301

efa system alarm show on page 302

efa system alarm summary on page 305

efa system alert on page 306

efa system backup on page 307

efa system backup-list on page 309

efa system cleanup on page 310

efa system feature show on page 311

efa system feature update on page 312

efa system logging set on page 314

efa system logging unset on page 316

efa system logging show on page 317

efa system restore on page 319

efa system service enable on page 320

efa system service disable on page 321

efa system settings reset on page 322

efa system settings show on page 323
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efa system settings update on page 324

efa system supportsave on page 326

efa system supportsave-list on page 327

efa tenant create on page 328

efa tenant debug on page 330

efa tenant delete on page 332

efa tenant epg configure on page 333

efa tenant epg create on page 334

efa tenant epg delete on page 341

efa tenant epg detach on page 342

efa tenant epg error show on page 345

efa tenant epg show on page 346

efa tenant epg update on page 348

efa tenant execution on page 354

efa tenant po configure on page 355

efa tenant po create on page 356

efa tenant po delete on page 358

efa tenant po show on page 359

efa tenant po update on page 362

efa tenant service bgp peer configure on page 364
efa tenant service bgp peer create on page 365

efa tenant service bgp peer delete on page 371

efa tenant service bgp peer operational show on page 372
efa tenant service bgp peer show on page 378

efa tenant service bgp peer update on page 382

efa tenant service bgp peer-group configure on page 388
efa tenant service bgp peer-group create on page 389
efa tenant service bgp peer-group delete on page 393
efa tenant service bgp peer-group show on page 394
efa tenant service bgp peer-group update on page 397
efa tenant service mirror session create on page 401
efa tenant service mirror session delete on page 403
efa tenant service mirror session configure on page 404
efa tenant service mirror session show on page 405
efa tenant show on page 406

efa tenant update on page 407

efa tenant vrf create on page 409

efa tenant vrf delete on page 416

efa tenant vrf error show on page 417

efa tenant vrf show on page 418

efa tenant vrf update on page 421

efa vcenter debug on page 427
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efa vcenter delete on page 431

efa vcenter links on page 432

efa vcenter list on page 434

efa vcenter register on page 436
efa vcenter update on page 437

efa version on page 438
efa-change-hostname on page 439
efa-change-ip on page 440
efa-change-vip on page 441

efactl on page 442

This document describes commands available in the ExtremeCloud Orchestrator CLI.
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efa auth apikey

Creates or displays the API Key for the OpenStack instance.

Syntax
efa auth apikey generate [--client-id | --force ]
efa auth apikey show [--client-id ]

Parameters

--client-id
Generates the API Key for the indicated client ID.
--force

Forces key regenerate.

Usage Guidelines

Use this command to generate the API Key after you used the efa auth client
register command to register the client.

Save the generated key to use for configuring the ML2 plug in.

Examples

This example generates an API Key for the indicated client ID.

# efa auth apikey generate --client-id d6d7430e-7cd0-1lea-b7a6-aaa8d3cb654e
API Key is created successfully.
eyJhbGciOiJSUzIINiIsImtZCI6IJEUMCIssInR5cCI6IkpX. . .

—-- Time Elapsed: 506.458623ms —---
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efa auth athentication preference

Configure authentication preference.

Syntax
efa auth authentication preference add [--authType {TACACS | LDAP | LOCAL
| HOST} --identifier string --preference {1 | 2 | 3 | 4 | 5} ]
efa auth authentication preference update [--authType {TACACS | LDAP |
LOCAL | HOST} --identifier string --preference {1 | 2 | 3 | 4 | 5} ]
efa auth authentication preference delete [--authType {TACACS | LDAP |
LOCAL | HOST} --identifier string --preference {1 | 2 | 3 | 4 | 5} ]
efa auth authentication preference show
Parameters
--authType {TACACS | LDAP | LOCAL | HOST)
Specifies the authentication type.
--identifier string
Specifies the authentication configuration. For TACACS+ it is the host name, and
for LDAP it is the name of the configuration. For authType of LOCAL or HOST it is
the same as authType.
--preference {1 | 2 | 3 | 4 | 5}
Specifies the authentication order. Values 1- 5 must be unique, and specify the
order used to authenticate the user.
Examples

This example adds the specified authentication preference.

efa auth authentication preference add --authType=LOCAL --identifier=LOCAL --preference=3
Successfully updated the auth preference.

e fom - fom - +

| Auth Type | Identifier | Preference |

e e ———— e ———— +

| LOCAL | LOCAL | 3

Fom - Fom - Fom - +
This example lists the authentication preferences.

efa auth authentication preference show

Fom - Fom - Fom - +

| Auth Type | Identifier | Preference |
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fommm fommm fommm +
| HOST | HOST [ 1
fommm fomm e fomm e +
| LOCAL | LOCAL |3
fommm o R R +

This example updates an authentication preference.

efa auth authentication preference update --authType=LOCAL --identifier=LOCAL --

preference=2
Successfully updated the auth preference.
Fomm - Fo—m - Fo—m - +

| Auth Type | Identifier | Preference |

This example deletes an authentication preference.

efa auth authentication preference delete --authType=LOCAL --identifier=LOCAL

This example adds the specified authentication preference.

efa auth authentication preference add --authType=TACACS --identifier=10.37.135.12 --

preference=2
Successfully added the auth preference.

Fom— - Fom - Fom +
Auth Type | Identifier | Preference

Fomm - Fom Fom +
TACACS | 10.37.135.12 | 2

Fo—— Fom Fom +

This example adds the specified authentication preference.

efa auth authentication preference add --authType=LDAP --identifier=kvml2.com --

preference=3
Successfully added the auth preference.

e F———————————— F———————————— +
Auth Type | Identifier | Preference |
fom fom fom +
| LDAP | kvml2.com | 3
o o o +

This example shows an authentication preference.

efa auth authentication preference show

fommm fomm - e et +
| Auth Type | Identifier | Preference |
fom fom e fom e +
| HOST | HOST | 1 \
o o o +
| TACACS | 10.37.135.12 | 2

fommm - fommm - e et +
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efa auth client

Deletes or registers OpenStack tenant clients and displays client details.

Syntax
efa auth client delete [ --name tenant-name ]
efa auth client register [ --name tenant-name | --type {cli |
openstack} ]
efa auth client show [ --name tenant-name ]
Parameters

-—-name tenant-name
Specifies the name of the tenant to register.
--type client-type

Specifies the type of client you are registering.

Usage Guidelines
Use the generated key when you configure the ML2 plugin.

Examples
This example registers a tenant called RegionOne.
# efa auth client register --name RegionOne -- type OpenStack
Successfully registered client.
Attribute Value
name RegionOne
type OPENSTACK
ID d6d7340e-7cd0-1lea-b7a6-aaa8d3cb654e
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efa auth execution

Deletes or displays the authorization execution logs.

Syntax
efa auth execution delete --days int32
Deletes execution entries that are older than the specified number of days (default
30).
efa auth execution show [ --id string | --1limit int32 | --status string ]
Shows a list of executions.
Parameters
--id string
Filters the executions based on execution id. The 1imit and status flags are
ignored when the id flag is specified.
--limit int32
Limits the number of executions to be listed. The value 0 lists all the executions.
Default is 10.
--status string
Filters the executions based on the status (failed/succeeded/all). Default is all.
Examples

This example deletes entries older than 15 days.

efa auth execution delete 15
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efa auth ldapconfig

Adds, updates, or deletes an external LDAP server, or shows the current LDAP

configuration.

Syntax

efa auth ldapconfig add [ --name Idap-name | --primary value |--host
hostname | --port port-num | --tls | --insecure-tls --cacert cert-
loc | --timeout value | --bind-user-name dn | --bind-user-password

pword |--user-search-base dn | --user-object-class obj-class

user-login-attribute att-value | --user-role-attribute att-value |--
user-role-attribute-key att-value | --user-member-attribute att-value
| --group-search-base dn | --group-object-class obj-class | —--group-

attribute att-value | --group-member-user-attribute att-value
group-member-mapping-attribute att-value ]

efa auth ldapconfig update [ --name Idap-name | --primary value

| --host

hostname | --port port-num | --tls | --insecure-tls --cacert cert-
loc | --timeout value | --bind-user-name dn | --bind-user-password

pword |--user-search-base dn | --user-object-class obj-class

user-login-attribute att-value | --user-role-attribute att-value |--
user-role-attribute-key att-value | --user-member-attribute att-value
| --group-search-base dn | --group-object-class obj-class | --group-

attribute att-value | --group-member-user-attribute att-value
group-member-mapping-attribute att-value]

efa auth ldapconfig delete [--name Idap-name ]

efa auth ldapconfig show [--name Idap-name ]

Parameters

--name Idap-name

Specifies the name of the LDAP connection.

--primary value

Specifies 1 when multiple LDAP connections are available.
--host hostname

Specifies the host name, IPv4, or IPv6 address of the LDAP server.
--port port-num tls | insecure-tls

Specifies the port at which the LDAP server listens for connections.

Specify --tls to use LDAP over SSL and TLS. Specify --insecure-tls to use

LDAP without certification verification.
--cacert cert-Ioc
Specifies the location of the Certificate Authority certificate.

--timeout value

30
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Specifies the number of seconds that must elapse before the LDAP server is
considered unreachable. The default is 5 seconds.

--bind-user-name dn

Specifies the Distinguished Name (DN) of the user that you want to use to bind,
search, and retrieve LDAP entries.

--bind-user-password pword
Specifies the password of the bind user.
--user-search-base dn

Specifies the DN of the node in the directory tree from which searches for user
objects will start.

--user-object-class obj-class

Specifies the name of the object class to use for user objects. The default is
inetOrgPerson

--user-login-attribute att-value

Specifies the attribute that matches the user name part of credentials that users
enter while logging in. The default is uid.

--user-role-attribute att-value

Specifies the attribute from which the user role is read.
--user-role-attribute-key att-value

Specifies the attribute that reads the role value from the role attribute.
--user-member-attribute att-value

Specifies the attribute that reads the member of the group that the user is part
of.

--group-search-base dn

Specifies the DN of the node in the directory tree from which searches for group
objects begins.

--group-object-class obj-class

Specifies the name of the object class to use for group searches. The default is
groupOfNames.

--group-attribute att-value
Specifies the attribute that defines the search filter on a group. The default is cn.
--group-member-user-attribute att-value

Specifies the name of the user attribute whose format matches the group
members. The default is entrydn.

--group-member-mapping-attribute att-value

Specifies the name of the group attribute that contains the members of a group.
The default is member.
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Usage Guidelines

Examples

You configure an LDAP server for user validation and to fetch user groups.

When a user is assigned XCO roles in LDAP, ensure that you define the user-role-
attribute parameter.

You can use key-value pairs to define one attribute value that assigns multiple roles to a
user. Use the user-role-attribute-key parameter for such a scenario.

When you use LDAP groups to assign roles to users, ensure that you define the user-
member-attribute parameter.

When LDAP groups are not in the same search base as the users in the groups, ensure
that you define the following parameters.

* group-search-base

* group-object-class

* group-attribute

* group-member-user-attribute

* group-member-mapping-attribute

To configure LDAP for a deployment of XCO on a TPVM, see the "TPVM Management"
section of the Extrermme SLX-OS Management Configuration Guide.

This example configures the bind user name, the bind password, and the DN of the
node from which searches start.
# efa auth ldapconfig add --name ldapconfig -- host 10.x.xX.x

--bind-user-name cn=admin,dc=extrnet,dc=com --bind-user-password password
--user-search-base ou=people,dc=extrnet,dc=com

This example configures the --user-role-attribute parameter for a user that is
assigned XCO roles in LDAP.
# efa auth ldapconfig add --name ldapl --host 10.x.x.x

--bind-user-name cn=x,dc=y,dc=com --bind-user-password xxx
--user-search-base ou=people,dc=y,dc=com --user-role-attribute role

This example assigns multiple roles to a user with one key-value pair.
The role attribute for the user entry in LDAP has the value of
datacenterowner:SystemAdmin,datacenterowner:FabricAdmin.
# efa auth ldapconfig add --name ldapl --host 10.x.x.x
--bind-user-name cn=x,dc=y,dc=com --bind-user-password xxx

--user-search-base ou=people,dc=y,dc=com --user-role-attribute role
--user-role-attribute-key datacenterowner
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This example configures the --user-member-attribute for a user entry in LDAP that
has an attribute of memberoOf.

# efa auth ldapconfig add --name ldapl --host 10.x.x.x
--bind-user-name cn=x,dc=y,dc=com --bind-user-password xxx
--user-search-base ou=people,dc=y,dc=com --user-member-attribute memberOf

This example configures the attributes required when LDAP groups are not in the same
search base as the users in the groups.

# ldapconfig add --name ldapl --host 10.x.x.x —--bind-user-name cn=x,dc=y,dc=com
--bind-user-password xxx --user-search-base ou=people,dc=x,dc=com
--group-search-base ou=groups,dc=x,dc=in --group-member-user-attribute dn
-—-group-member-mapping-attribute memberUid --group-object-class posixGroup

This example maps an LDAP group to an XCO role.

# efa auth rolemapping add --name groupl --type GROUP --role SystemAdmin

This example configures LDAP Active Directory.

# efa auth ldapconfig add --name ldapl --host 10.x.x.x
--bind-user-name cn=x,dc=y,dc=com

--bind-user-password xxx —--user-search-base ou=people,dc=y,dc=com
--user-object-class user

--user-login-attribute sAMAccountName --user-member-attribute memberOf
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efa auth ldapconfig reset

Reset LDAP configuration.

Syntax
% Note
--name and at least one other LDAP attribute to reset are required.
efa auth ldapconfig reset [ --name Idap-name | --cacert string | --bind-
user-name string | —--bind-user-password string |--user-search-base
string | --user-object-class string | --user-login-attribute string
| --user-role-attribute string |--user-role-attribute-key string | --
user-member-attribute string | --group-search-base string | --group-
object-class string | --group-attribute string | --group-member-user-
attribute string | --group-member-mapping-attribute string ]
Parameters

--name string

Specifies the name of the LDAP configuration to reset.
--cacert string

Specifies the cacert to reset.
--bind-user-name string

Specifies the bind-user-name to reset.
--bind-user-password string

Specifies the bind-user-password to reset.
--user-search-base string

Specifies the user-search-base to reset.
--user-object-class string

Specifies the user-object-class to reset.
--user-login-attribute string

Specifies the user-login-attribute to reset.
--user-role-attribute string

Specifies the user-role-attribute to reset.
--user-role-attribute-key string

Specifies the user-role-attribute-key to reset.
--user-member-attribute string

Specifies the user-member-attribute to reset.
--group-search-base string

Specifies the group-search-base to reste.

--group-object-class string
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Specifies the group-object-name to reset.
--group-attribute string

Specifies the group-attribute to reset.
--group-member-user-attribute string

Specifies the group-member-user-attribute to reset.
--group-member-mapping-attribute string

Specifies the group-member-mapping-attribute to reset.

Examples

efa auth ldapconfig reset --name kvml2.com --group-attribute --group-member-mapping-
attribute

Reset LDAP configuration is successful

efa auth ldapconfig reset --name kvml2.com --user-member-attribute

Reset LDAP configuration is successful
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efa auth rolemapping

Assigns XCO roles to a user or an LDAP group.

Syntax
efa auth rolemapping add [--name user-name | --role efa-role | --type
user-type | —--auth-type string | --auth-identifier string ]
efa auth rolemapping show [ -—auth-type string | --auth-identifier
string ]
efa auth rolemapping remove --id id
Parameters
—-—name user—name
Specifies the user name for HOST and LOCAL configuration. For LDAP it can be a
group or user name. For TACACS it represents the group name.
--role efa-role
Specifies the name of the role that you want to assign. It can
be one of the following: FabricAdmin, SecurityAdmin, NetworkOperator,
SystemDebugger, SystemAdmin, <Tenant>Admin. The Tenant Administrator is
assigned dynamically when the tenant is created. The role name has the
following format: <Tenant-name>Admin.
--type user-type
Specifies the type of rolemapping. Enter either user or group. For LDAP it has
value "group" by default. For local and host role mapping it has value "user"if not
input. For TACACS the type value is "group".
--id id
ID of the role mapping.
--auth-type string
Possible values are HOST, LOCAL, LDAP or TACACS. Default cli value is
HOST.
--auth-identifier string
Mandatory for LDAP and TACACS role mapping. It represents the target
configuration to which the roles are being added to. For LOCAL and HOST auth
types it is empty.
Examples

These examples assign the role of SystemAdmin.

# efa auth rolemapping add --name=user2 --role SystemAdmin --auth-type HOST

# efa auth rolemapping add --name=admin --role SystemAdmin
--auth-type TACACS --auth-identifier 10.x.x.x
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# efa auth rolemapping add --name=viewer --role SystemAdmin --type group
-—auth-type LDAP --auth-identifier ldapconfig

This example assigns a role to a TACACS group.

# efa auth rolemapping add --name=admin --role SystemAdmin
-—auth-type TACACS --auth-identifier 10.x.x.x

Successfully added the role mapping.
oo fommmmmmmmm=== +

| attribute | value

Fo—m - Fomm - +
| id | 44

Fomm - Fomm +
| name | admin
to—————————— to—— e ————— +
| role | SystemAdmin |
Fo—m - Fomm - +
| type | GROUP [
Fomm - Fomm +

| auth type | TACACS
to—————————— to—— e ————— +
| auth identifier | 10.x.x.x
Fo—m - Fomm - +

# efa auth rolemapping add --name "cn=viewer,dc=extr,dc=com" --role NetworkOperator
--type group --auth-type LDAP --auth-identifier ldapconfig

Successfully added the role mapping.
Fomm - Fomm +

| attribute | value |

to—————————— to—— e ————— +

| id | 45

Fo—m - Fomm - +

| name | cn=viewer,dc=extr,dc=com
Fomm - Fomm +

| role | NetworkOperator |
to—————————— to—— e ————— +

| type | GROUP
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Fom - o +
| auth type | LDAP |
Fom - Fom e +
| auth identifier | ldapconfig

e fom - +
# efa auth rolemapping show --auth-type LDAP --auth-identifier ldapconfig

# efa auth rolemapping show --auth-type TACACS --auth-identifier 10.x.x.x

This example displays all role assignments.

# efa auth rolemapping show

to— et ————— to—m e ————— +—————— to—————————— to—— e ————— +

| ID | Name | Role | Type | Auth Type | Auth Identifier
ot ——— o +o—— Fo—m - o +

| 1 | user | SystemAdmin | USER | HOST |

Fo—m b D e E Fo—— Fomm - Fomm - +

| 43 | user2 | SystemAdmin | USER | HOST |

to— et ————— to—m e ————— +—————— to—————————— to—— e ————— +

| 44 | admin | SystemAdmin | GROUP | TACACS | 10.x.x.x
ot ——— o +o—— Fo—— - o +

| 45 | cn=viewer,dc=extr,dc=com | NetworkOperator | GROUP | LDAP
ldapconfig |

to— et ————— to—m e ————— +—————— to—————————— to—— e ————— +

# efa auth rolemapping show --auth-type LDAP --auth-identifier ldapconfig

# efa auth rolemapping show --auth-type TACACS --auth-identifier 10.x.x.x

This example deletes the role for the user with ID 43.

# efa auth rolemapping remove --id 43
Deleted role mapping successfully
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efa auth settings token

Configures and displays the expiration settings for authentication tokens.

Syntax

efa auth settings token update [ --type { cli | access | refresh } |
--hours num | --minutes num ]

efa auth settings token show

Parameters
--type { cli | access | refresh }
Specifies the type of token you want to update.
--hours num
Specifies the number of hours that should elapse before a token expires.
--minutes num

Specifies the number of minutes that should elapse before a token expires.

Examples
This example sets the CLI token to expire after two hours.

$ efa auth settings token update --type CLI --hours 2

Successfully updated the token expiry time.

Fomm—— Fomm fomm e +
| Type | Hours | Minutes |
o Fo—m = fomm +
| CLI | 2 | 0

Fo———— B fomm—————— +

-—- Time Elapsed: 193.455466ms ---—

This example displays the current expiration settings.

S efa auth settings token show

o Fo—— o +
| Type | Hours | Minutes |
fpommmmmm== fommm=== fpommmmmm== +
| ACCESS | 1 | 0
Fo—m Fo—— Fo—m +
| REFRESH | 8 | 0
o Fo—— o +
| CLI | 2 | 0
fpommmmmm== fommm=== fpommmmmm== +
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efa auth tacacsconfig

Configure authtication on TACACS server.

Syntax
efa auth tacacsconfig add [ --host hostname | --port port-num | --secret
sharedsecret | --protocol { CHAP | PAP } ]
Parameters
--host hostname
Specifies the host name, IPv4, or IPv6 IP address of the TACACS server.
--port port -num
Specifies the port that the TACACS server is running on.
--secret sharedsecret
Specifies the secret key used to connect to the TACACS server.
--protocol { CHAP | PAP }
Specifies the protocol used by the TACACS server.
Examples

This example configures TACACS connection details.

efa auth tacacsconfig add --host 10.24.15.200 --port 49 --secret sharedsecret —--protocol
CHAP
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efa auth user

Configure users with CLI.

Syntax
efa auth user add [ --userName string --emaillD string --roles string
--isBlock { true | false} --password string --organization string --
mobileNumber string]
% Note
--userName, —-—emaillD, -—roles and --password are mandatory parameters.
efa auth user show [ --userName string ]
efa auth user show-active [ --authType {TACACS | LDAP | LOCAL | HOST } ]
efa auth user delete [ --userName string ]
efa auth user update [ --userName string | --roles string | --
mobileNumber string | organization string ]
efa auth user block-unblock [ --userName string --isBlock { true |
false}l ]
efa auth user reset-password [ --userName string --emaillD string --
password string |
efa auth user change-password [ --userName string --oldPassword string--
newPassword string ]
Parameters

--userName string

Specifies the user name to configure.

--emailID string

Specifies the email address of the user to configure.
--roles string

Specifies the comma separated list of roles to assign to the user.
--isBlock { true | false}

Specifies the isBlock status of the user.

--password string

Specifies the password for the user.

--oldPassword string

Specifies the old password for the user.
--newPassword string

Specifies the new password for the user.
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--authType { TACACS | LDAP | LOCAL | HOST }
Specifies the authentication type of the active users to list.
--mobileNumber string

Specifies the mobile number of the user.

--organization string

Specifies the organization the user belong to.

Examples

This example adds a new user, specifying user name, user email address, password,
roles, organization and mobile number..

$ efa auth user add --userName testabc --emaillD testabc@gmail.com --password password
--roles SystemAdmin --organization Org --mobileNumber 9122424356

This example blocks a specified user.

$ efa auth user block-unblock --userName=testUser --isBlock=true

This example unblocks a specified user.

$ efa auth user block-unblock --userName=testUser --isBlock=false

This example resets a password for a specified user.

$ efa auth user reset-password --userName testabc
--emaillD testabc@gmail.com --password passwordl23

Successfully updated the user configuration.

--- Time Elapsed: 2.69181206s ---
This example changes a password.

$ efa auth user change-password --oldPassword=testl234 --newPassword test456
The password was changed successfully.

-—- Time Elapsed: 2.469497707s ---
This example deletes a specified user.

$ efa auth user delete --userName testabc

Deleted User configuration successfully.

--- Time Elapsed: 405.54142ms ---
This example lists active users with authentication type of HOST.
$ efa auth user show-active --authType=HOST

Fo—m - Fomm - B et +
| Username | Auth Type | Active Since

to————————— to—————————— o ———— +

| anoop | HOST | 2022-03-07 10:01:52.094972524 +0530 IST |
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efa certificate device install

Installs HTTPS and OAuth2 certificates on SLX devices.

Syntax
efa certificate device install [ --ip ip-addr | --fabric fabric-name |
--certType { https | token }| --https-certificate | --https-key | --
force |

Command Default

By default, certificates are not installed.

Parameters
--ip ip-addr
Specifies a comma-separated list of the IP addresses of the SLX devices on which
you want to install the certificate.
--fabric fabric-name
Specifies the name of the fabric.
--certType { https | token }

Specifies the type of certificate you are installing. If you do not specify a type, this
command creates both types.

--https-certificate

Specifies the file name of the certificate.
--https-key

Specifies the file name of the certificate key.
--force

Update the certificate even if it is already present.

Usage Guidelines

During the registration of an SLX device in XCO, the following configuration changes
are made on the device.

The public certificate for verifying an XCO token is copied to the device as an OAuth2
certificate.

XCO generates the HTTPS certificate for the SLX device. The certificate is copied to
the device, HTTP mode is turned off on the device, and HTTPS is enabled on the
device.

OAuth2 is enabled as the primary mode of authentication. Fallback is set to "local
login."

You can use the efa inventory device list command to verify the status of the
certificates on the device. If the Cert/Key Saved column contains "N," then certificates
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are not installed. You can then use the efa certificates device install command

to install the certificates.

Examples
This example installs the HTTPS certificate on two devices.

efa certificates device install --ip 10.139.44.147-148 --certType https

Fom fo— +
| IP Address | Status |
o Fom +
10.139.44.148 | Success
o o +
10.139.44.147 | Success |
Fo— +

This example installs the HTTPS certificate the devices in fabric fabricl. It will update the
certificates even if already present.

efa certificates device install --fabric fabricl --certType https --force

o +

IP Address | Status
o o +
| 10.139.44.148 | Success |
Fom Fo— +
| 10.139.44.147 | Success
o Fom +
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efa certificate expiry show

Syntax
efa certificate expiry show
Examples
(efa:root) root@ubuntu:~# efa certificate expiry show
o R ittt e LT e e +
| Name | Expiry
o o +
| App Server Certificate | 2026-03-08T08:29:14Z2
e R ettt e +
| Default Intermediate CA | 2033-03-06T08:29:13%
o R ittt e LT e e +
| Default Root CA | 2043-03-04T08:29:137
o o +
| JWT Certificate | 2033-03-06T08:37:147
e R ettt e +
| K3s Server Certificate | 2024-03-08T08:30:217%
o R ittt e LT e e +
| K3s CA | 2033-03-06T08:30:2172
o o +

Display certificate expiry list.

Certificate Expiry List detail show
--— Time Elapsed: 270.257539%ms ---
(efa:root) root@ubuntu: ~#

46

ExtremeCloud Orchestrator Command Reference for version 3.2.1.



ExtremeCloud Orchestrator Commands efa certificate server

efa certificate server

Installs a third-party certificate that was acquired through a trusted certificate
authority.

Syntax

efa certificate server [ --certificate cert-filename --key key-filename
--cacert cert-filename ]

Parameters
--certificate cert-filename
Specifies the file name of the certificate.
--key key-filename
Specifies the file name of the certificate key.
--cacert cert-filename

Specifies the file name of the third-party certificate.

Examples

This example installs a certificate titled my server 162.pem with key-filename of
my server 162.key and cert-filename of ca-chain.pem

$ efa certificate server --certificate=my server 162.pem
--key=my server 162.key --cacert=ca-chain.pem

Please wait as the certificates are being installed...
Certificates were installed!

--— Time Elapsed: 30.946303683s —---
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efa certificate server renew

Renew self-signed certificate on XCO.

Syntax

efa certificate server renew [ --certType string ] This is not applicable
if third-party certificates are installed on the system.

Parameters
--certType string

Specifies the type of certificate you are renewing. Valid values are (server | token |
rootca | intermediateca | k3sca | k3sserver) (default "server").

Examples

This example renews a certificate of type token.

(efa:extreme) extreme@tpvm: /apps$ efa certificate server renew --cert-type=token
Certificate renewal is successful.

-—- Time Elapsed: 27.233017418s ---
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efa fabric clone

Clones source fabric.

Syntax

efa fabric clone [ --source source-fabric-name | --destination
destination-fabric-name ]

Parameters
——source
Name of the fabric to be cloned.
--destination

New name of the cloned fabric.

Usage Guidelines

Cloning can expedite the deployment of fabrics across different sites or data centers.
For fabrics in two different data centers to look exactly the same for disaster recovery
purposes, create a clone for the source fabric.

This commmand clones all the fabric properties - type, stage, description, fabric settings -
but not the devices on the fabric.

Examples
The following example clones BLR_FABRIC into PUN_FABRIC.

efa fabric clone --source BLR FABRIC --destination PUN_FABRIC
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efa fabric configure

Configures the underlay and overlay on all fabric devices.

Syntax

efa fabric configure [ -—-name fabric-name ] [ --force ]

Parameters
--name fabric-name
Specifies the name of the fabric.
--force

Forces the configuration on the devices.

Usage Guidelines

If the --force option is used, all the devices are removed and added back to the fabric.
This action can result in config remove and add on all the devices.

If the addition of devices to a fabric is successful, the underlay and overlay is configured
on all the devices of the fabric using the efa fabric configure command.

Examples

(efa:extreme) extreme@tpvm:~$ efa fabric configure —--name fabric-2 --force

Configure fabric force

WARNING: Fabric configure with 'force' option 'removes' all the devices from fabric after
clearing

existing configuration and 'adds' back all the devices to fabric. Do you want to proceed
ly/n]?

y

Fetching devices from fabric fabric-2

Removing device from fabric fabric-2

Remove Device (s) [Success]

Removal of device with ip-address = 10.24.80.159 [Succeeded]

Removal of device with ip-address = 10.24.80.158 [Succeeded]

Updating the devices in inventory for fabric fabric-2

Update of device with ip-address 10.24.80.158 [Succeeded]

Update of device with ip-address = 10.24.80.159 [Succeeded]

Clearing the devices in the fabric fabric-2

Updating the devices in inventory for fabric fabric-2

Update of device with ip-address = 10.24.80.158 [Succeeded]

Update of device with ip-address = 10.24.80.159 [Succeeded]

Add the devices to fabric fabric-2

Add Device(s) [Success]

Addition of Leaf device with ip-address = 10.24.80.158 [Succeeded]

Addition of Leaf device with ip-address = 10.24.80.159 [Succeeded]

Validate Fabric [Success]

Configure Fabric [Success]

Please verify the fabric physical/underlay topology using 'efa fabric topology show
{physical | underlay}
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' before attempting tenant configuration on the fabric.
— Time Elapsed: 1m52.840570796s —
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efa fabric create

Creates a fabric.

Syntax

efa fabric create [ -—name fabric-name | --type { clos | non-clos } |--

stage { 3 | 5 } |--description description ]

Parameters

--name fabric-name

Specifies the name of the fabric.

--type { clos | non-clos }

Specifies the type of the fabric. The default is Clos.

--stage { 3 | 5}

Specifies the type of fabric to create. The default is a 3-stage fabric. Stage O is

considered the default stage for Clos and is ignored for non-Clos.

--description description

Describes the product.

Examples

This example creates a three-stage fabric.
efa fabric create --name clos-fabric --type clos --stage 3
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efa fabric debug clear-config

Clears the underlay or overlay configuration from the device and recovers the device
from erroneous conditions.

Syntax
efa fabric debug clear-config [ --device device ip | --reference-fabric
fabric name ]
Parameters
--device
Device IP address.
--reference-fabric
Name of the fabric and the device it will eventually belong to.
Examples

$ efa fabric debug clear-config —--device 10.24.4810.24.48.131,10.24.51.135,10.24.51.
131,10.25.225.58,10.24.80.139.131,10.24.51.135,10.24.51.131,10.25.225.58,10.24.80.139
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efa fabric debug config-gen-reason

Obtains the configuration generation reason for a particular fabric device.

Syntax
efa fabric debug config-gen-reason [ --device device ip | --name fabric
name ]
Parameters
--device
The device IP address.
--name
Name of the fabric to which the device belongs.
Examples

efa fabric debug config-gen-reason --device 10.24.80.139 --name BLR FABRIC
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efa fabric debug device drift

Reconciles or displays the device configuration drift between the device and intended
fabric configuration.

Syntax

efa fabric debug device drift [ --name string ip | --ip string | --
reconcile | --force ]

Parameters

--name string

Specifies the name of the fabric.
--ip string

Specifies the device IP.
--reconcile

Reconciles the device configuration.
--force

Force DRC on fabric device. Optional.
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efa fabric debug service lock

Lists all lock statuses for fabric services.

Syntax

efa fabric debug service lock
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efa fabric debug service smartdrc

Enables debug of smartdrc.

Syntax

efa fabric debug service smartdrc [ --enable | --help ]

Parameters
--enable { true | false }
Enables or disables debug for smartdrc. Use the following format:
-—enable=true
--enable=false
--help
Help for smartdrc debug.
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efa fabric delete

Deletes the fabric from inventory.

Syntax

efa fabric delete [ --name fabric-name ] [--force ]

Parameters
--name fabric-name
Name of the fabric to be deleted.
--force

Forces the deletion of fabric even if the fabric has devices.

Usage Guidelines
Deletion of a fabric is not allowed if the fabric has one or more devices. You must delete
all the devices from the fabric prior to deleting the fabric.

Forced deletion of a fabric removes the devices from the fabric but not from the
inventory.

Examples
The following example deletes the fabric BLR_FABRIC.

efa fabric delete --name BLR_FABRIC

58 ExtremeCloud Orchestrator Command Reference for version 3.2.1.



ExtremeCloud Orchestrator Commands efa fabric device add

efa fabric device add

Adds a device to an existing fabric.

Syntax
efa fabric device add [ -—name fabric-name | --ip device-ip | —--role
{ leaf | spine | super-spine | border-leaf } | --leaf-type { single-
homed | multi-homed }| --hostname hostname | --asn local-asn |--vtep-
loopback id |--loopback port-num | --pod name | --username username |
--password password | --rack name ]
Parameters

--name fabric-name
Specifies the name of the fabric.
--ip device-ip

Specifies the pair of device IP addresses for rack, or a single IP address for non-
rack.

--role { leaf | spine | super-spine | border-leaf }
Specifies the device role.
--leaf-type { single-homed | multi-homed }
Specifies whether the leaf is single-homed or multi-homed.
--hostname hostname
Specifies the host name.
--asn local-asn
Specifies the local ASN.
--vtep-loopback id
Specifies the VTEP loopback ID.
--loopback port-num
Specifies the loopback port number.
--pod name
Specifies the name of the pod.
——username username
Specifies the user name for the device.
--password password
Specifies the password for the device.
--rack name

Specifies the name of the rack.
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Usage Guidelines

A device must be registered with Inventory Service before being added to a fabric. The
Fabric Service supports IP numbered configuration. Each interface on a link between
leaf and spine is assigned an IP address. EBGP peering uses these |P addresses.

Device credentials must be provided as part of this coommand if the devices are not
already registered with the inventory.

If you provide the user name and password, then the device is automatically registered
with the inventory service.

If you do not provide the user name and password, then you must explicitly register the
device with the inventory service.

Examples

This example adds a pair of devices to the specified fabric and the specified rack.

efa fabric device add --name extr-fabric --ip 10.24.80.134,10.24.80.135
--rack rooml-rackl --username admin --password password
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efa fabric device add-bulk

Adds multiple devices to a fabric.

Syntax
efa fabric device add-bulk [ --name fabric-name | --ip device-ip | --leaf
list | --border-leaf list | --three-stage-pod name | --five-stage-pod
name | --spine list | --super-spine list | —--username username | -
password password | --rack name | --border-leaf-rack Iist | --border-
leaf-ip device-ip ]
Parameters

--name fabric-name

Specifies the name of the fabric.
--ip device-ip

Specifies the pair of device IP addresses for rack.
--leaf Ilist

Specifies the comma-separated list of leaf IP addresses or host names.
--border-leaf list

Specifies the comma-separated list of border leaf IP addresses or host names.
--three-stage-pod name

Specifies the name of the leaf or spine pod.
--five-stage-pod name

Specifies the name of the super-spine pod.
--spine list

Specifies the comma-separated list of spine IP addresses or host names.
--super-spine Iist

Specifies the commma-separated list of super spine IP addresses or host names.
——username username

Specifies the user name for the list of devices.
--password password

Specifies the password for the list of devices.
--rack name

Specifies the rack name.
--border-leaf-rack Iist

Specifies the border leaf rack name.
--border-leaf-ip device-ip

Specifies the pair of border leaf device IPs for the rack.
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Usage Guidelines
Ensure you perform the following operations before running this command:
Run the efa inventory device register --ip <list-of-device-ips>
command.
+ Runtheefa inventory device interface list --ip <device-ip>command.
In the output of the command, verify that the states of the port links are as you

expected (in the Admin Status and Oper Status fields). If not, manually check the
physical cabling and fix any issues. Then continue with the efa fabric device

add-bulk operation.

If you provide a user name and password, devices are automatically registered with the
inventory service.

If you do not provide a user name and password, you must explicitly register the
devices with the inventory service.

A single “three-stage-pod” and “five-stage-pod” can be provided each time you run the
command.

If, during device registration, the device is found to be in maintenance mode, then an
error is returned and registration fails. To take the device out of maintenance mode
before reattempting device registration, you must perform a manual procedure.

Examples

This example adds two leaf IP addresses and two border leaf IP addresses to the

specified fabric.

efa fabric device add-bulk --name BLR FABRIC --leaf 10.24.48.131,10.24.51.135
--border-leaf 10.24.51.131,10.25.225.58 —--spine 10.24.80.139 --username admin --password
password
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efa fabric device remove

Removes an existing device from a fabric.

Syntax

efa fabric device remove [ -—name fabric-name | --ip device-ips ] [ —--no-
device-cleanup]

Parameters
--name fabric-name
Specifies the name of the fabric.
--ip device-ips
Specifies a comma-separated list of device IP addresses to remove.
--no-device-cleanup

Specifies that you do not want to clean up the configuration on the devices.

Usage Guidelines

If the no-device-cleanup option is used, the configuration pushed by the automation

engine is not cleaned up from the fabric devices. Removal of a device from the fabric
does not delete the device from inventory. You must explicitly delete the device from

inventory.

Examples

This example removes five devices and does not clean up the configuration.

efa fabric device remove --ip 10.24.48.131,10.24.51.135,10.25.225.58,
10.24.51.131,10.24.80.139 --name BLR FABRIC --no-device-cleanup
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efa fabric error show

Displays the name of the fabric, the error types, and the reasons for the errors.

Syntax

efa fabric error show [ —-—name fabric-name | --export string ]

Parameters
--name fabric-name
Specifies the name of the fabric.
--export string

Exports error details to a CSV file.

Usage Guidelines

Topology validation occurs during the addition of a device and during fabric

configuration. Use this command to display any errors that occur during validation and,
optionally, to export them to a CSV file.

Errors that occur during the add, validate, and configure phases are persisted in the

database.

Examples

efa fabric device error show --name BLR FABRIC
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efa fabric execution

Displays or deletes the execution history for the fabric service.

Syntax
efa fabric execution delete [ --days number-of-days |
efa fabric execution show [ --id execution-id | =--1limit number-of-
executions | --status { failed | succeeded | all }]
efa fabric execution show-event [ --device ip-address | --execution-id
UUID ]
Parameters
--days number-of-days
Deletes execution entries older than the specified number of days (default 30).
--device ip-address
Filters on the IP address.
--execution-id UUID
Filters on the execution UUID.
--id execution-id
Filters the executions based on the execution id. The --1imit and --status
options are ignored when the --id option is used.
--1limit number-of-executions
Limits the number of executions to be listed. A value of 0 lists all the executions.
The default is 10.
--status { failed | succeeded | all }
Filters the executions based on the status. The defaultis all.
Examples

efa fabric execution show
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efa fabric health show

Display the health status of a fabric.

Syntax
efa fabric health show [ --name string | --detail ]
Parameters
--name string
Specifies the name of the fabric.
--detail
Optional. When specified, displays the health status detail of the fabric.
Examples

The following example displays the health status of the specified fabric.
$ efa fabric health show --name fab3

Fabric Name : fab3

Fabric Type : clos

Fabric Health : black

Fabric Status : configure-success

Fabric Level Physical Topology Health : green

Fabric Device Health

I e e rommmm=o= e e e e e et ommmmmmmemmemmmmmm= I e e +
| IP ADDRESS | ROLE | CONFIG STATE HEALTH | OPER STATE HEALTH | DEVICE HEALTH

B e T to—— et et o o 4
| 10.20.246.6 | Leaf | black | black | black

| 10.20.246.5 | Leaf | black | black | black

| 10.20.246.1 | Spine | green | green | green

| 10.20.246.2 | Spine | green | green | green

| 10.20.246.4 | Leaf | black | black | black

| 10.20.246.3 | Leaf | black | black | black

I e e rommmm=o= e e e e e et ommmmmmmemmemmmmmm= I e e +

--— Time Elapsed: 50.608113ms ---

The following example displays the health status detail of the specified fabric.
$ efa fabric health show --name fab3 --detail

Fabric Name . fab3

Fabric Type : clos

Fabric Health : black
Fabric Status : configure-success
Fabric Level Physical Topology Health :  green

Fabric Device Health

Device IP [Role] : 10.20.246.6 [Leaf]
Device Health : Dblack
Configuration State Health : black

Dev State : provisioned
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App State : cfg refresh error
Operational State Health : Dblack
Cluster Health : black
Operational State : true
Peer Operational State : false
Peer Keepalive Operational State : true
Physical Topology Device Health : red
Device physical topology errors
Fomm Fomm Fom o
B e L L T B e L L C Lt B e e e e T
B et e T o +

| SOURCE NODE IP | SOURCE NODE ROLE | SOURCE NODE POD | SOURCE NODE INTERFACE |
DESTINATION NODE IP | DESTINATION NODE ROLE | DESTINATION NODE POD | DESTINATION NODE

INTERFACE | ERROR
Fomm Fomm Fomm o
o B e L L E Lt B e e L e T
B et e T o +
| 10.20.246.6 | Leaf
10.20.246.5 | Leaf
| | missing-links |
Fomm Fomm Fom o
B e L Lt B e L L C Lt B e L L e L
B e et T e o +
Underlay Topology Device Health : black
Device underlay topology errors
o o o o ———
Fomm o Fo—m - Fom e
R e L L Lt B e 4
| SOURCE DEVICE IP | DESTINATION DEVICE IP | SOURCE DEVICE ROUTER ID | NEIGHBOR IP |
SOURCE DEVICE ASN | DESTINATION DEVICE ASN | VRF | NEIGHBOR AFI STATE | NEIGHBOR
SAFI | UNDERLAY STATE | ERROR
o o o Fom -
Fom o Fo—m - Fom e
R e L L Lt B o 4
| 10.20.246.6 | 10.20.246.5 | 172.31.254.55 | 10.20.20.15 |
65001 | 65001 | default-vrf | ipv4
unicast | CONN | session not established |
o o o Fom -
Fom o Fo—m - Fom e
R e L L Lt B o 4
Device IP [Role] : 10.20.246.5 [Leaf]
Device Health : black
Configuration State Health : black
Dev State : provisioned
App State : cfg refresh error
Operational State Health : Dblack
Cluster Health : black
Operational State : true
Peer Operational State : false
Peer Keepalive Operational State : true
Physical Topology Device Health : red
Device physical topology errors
Fomm Fomm Fomm o
B e L L T B e L L C Lt B e L L e L
B e et L e T o +

| SOURCE NODE IP | SOURCE NODE ROLE | SOURCE NODE POD | SOURCE NODE INTERFACE |
DESTINATION NODE IP | DESTINATION NODE ROLE | DESTINATION NODE POD | DESTINATION NODE

INTERFACE | ERROR

fomm e o o o
o o e et e
e fomm +

| 10.20.246.5 | Leaf

10.20.246.6 | Leaf
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| | missing-links |
o o o o
Fom Fo Fom
B e e e s Fom e 4
Underlay Topology Device Health black
Device underlay topology errors
o B e L L E Lt e Fomm e
o B e i T e Fomm - o
Fomm - Fomm o +
| SOURCE DEVICE IP | DESTINATION DEVICE IP | SOURCE DEVICE ROUTER ID | NEIGHBOR IP
SOURCE DEVICE ASN | DESTINATION DEVICE ASN | VRF | NEIGHBOR AFI STATE | NEIGHBOR
SAFI | UNDERLAY STATE | ERROR
o B e L L C L et o Fomm e
o B e i T e Fomm - o
Fomm - Fomm o +
| 10.20.246.5 | 10.20.246.6 | 172.31.254.156 | 10.20.20.14
65001 | 65001 | default-vrf | ipv4
unicast | CONN | session not established |
o B e L L E Lt e Fomm e
o B e i T e Fomm - o
Fomm - Fomm o +
Device IP [Role] 10.20.246.1 [Spine]
Device Health green
Configuration State Health green
Dev State provisioned
App State cfg in-sync
Operational State Health green
Physical Topology Device Health green
Underlay Topology Device Health green
Device IP [Role] 10.20.246.2 [Spine]
Device Health green
Configuration State Health green
Dev State provisioned
App State cfg in-sync
Operational State Health green
Physical Topology Device Health green
Underlay Topology Device Health green
Device IP [Role] 10.20.246.4 [Leaf]
Device Health black
Configuration State Health black
Dev State provisioned
App State cfg refresh error

Operational State Health

black

Cluster Health black
Operational State true
Peer Operational State false
Peer Keepalive Operational State true
Physical Topology Device Health : red
Device physical topology errors
o o o o
o o B e e e e e
B e e T o 4

| SOURCE NODE IP | SOURCE NODE ROLE | SOURCE NODE POD | SOURCE NODE INTERFACE |
DESTINATION NODE IP | DESTINATION NODE ROLE | DESTINATION NODE POD | DESTINATION NODE

INTERFACE | ERROR

fomm fom fomm e
o o o
e o +

| 10.20.246.4 | Leaf

10.20.246.3 | Leaf

| | missing-links |
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B et o B e C L e B e L L C Lt
o o o
B e e e P T e e Fomm - +
Underlay Topology Device Health : Dblack
Device underlay topology errors
Fomm o o Fo—m -
B et T B e L L P L P L Tt R B e L
o o o +
| SOURCE DEVICE IP | DESTINATION DEVICE IP | SOURCE DEVICE ROUTER ID | NEIGHBOR IP |
SOURCE DEVICE ASN | DESTINATION DEVICE ASN | VRF | NEIGHBOR AFI STATE | NEIGHBOR
SAFI | UNDERLAY STATE | ERROR
Fomm o o Fo—m -
B et T B e L L P L P L Tt R B e L
o o o +
| 10.20.246.4 | 10.20.246.3 | 172.31.254.2 | 10.20.20.16
65002 | 65002 | default-vrf | ipvi4
unicast | CONN | session not established |
Fomm o o Fo—m -
B et T B e L L P L P L Tt R B e L
o o o +
Device IP [Role] 8 10.20.246.3 [Leaf]
Device Health : black
Configuration State Health : black
Dev State : provisioned
App State : cfg refresh error
Operational State Health : black
Cluster Health : black
Operational State :  true
Peer Operational State : false
Peer Keepalive Operational State : true
Physical Topology Device Health : red
Device physical topology errors
B e B e C L e B e L e L C Lt
o o o
B e L e P e e e Fomm - +

| SOURCE NODE IP | SOURCE NODE ROLE | SOURCE NODE POD | SOURCE NODE INTERFACE |
DESTINATION NODE IP | DESTINATION NODE ROLE | DESTINATION NODE POD | DESTINATION NODE

INTERFACE | ERROR
B e et Fom e Fom - o
o o o
B e o +
| 10.20.246.3 | Leaf
10.20.246.4 | Leaf
| | missing-links |
Fom Fom - Fom - o
o o o
B et it o +

Underlay Topology Device Health : black

Device underlay topology errors
o B et B e o
o B et tom - Fom e
B o o +
| SOURCE DEVICE IP | DESTINATION DEVICE IP | SOURCE DEVICE ROUTER ID | NEIGHBOR IP |
SOURCE DEVICE ASN | DESTINATION DEVICE ASN | VRF | NEIGHBOR AFI STATE | NEIGHBOR
SAFI | UNDERLAY STATE | ERROR
o o B e Fom
o B tom - Fom e
o o Bt +
| 10.20.246.3 | 10.20.246.4 | 172.31.254.246 | 10.20.20.17
65002 | 65002 | default-vrf | ipvi4
unicast | CONN | session not established |
o o B e o
o B tom - Fom e
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--- Time Elapsed: 52.950728ms ---

70 ExtremeCloud Orchestrator Command Reference for version 3.2.1.



ExtremeCloud Orchestrator Commands efa fabric migrate

efa fabric migrate
Migrate 3-stage CLOS fabric to 5-stage CLOS fabric.

Syntax
efa fabric migrate [ --type string | --source-fabric string | --
destination-3-stage--leaf-spine-pod string | --destination-3-stage-
border-leaf-pod string | --super-spine-asn-block string | --super-
spine-peer-group string |
Parameters

--type string
Specifies the type of migration. Default "3-to-5-stage".
--source-fabric string
Specifies the name of the 3-stage CLOS fabric to migrate.
--destination-3-stage--leaf-spine-pod string
Specifies the name of the 3-stage POD into which the leaf and spine devices (of
the 3-stage CLOS fabric) need to be moved during migration.
--destination-3-stage-border-leaf-pod string

Specifies the name of the 3-stage POD into which the border-leaf devices (of the
3-stage CLOS fabric) need to be moved during migration.

--super-spine-asn-block string

Specifies the ASN block to be used by the super-spine devices of the migrated
5-stage CLOS fabric.

--super-spine-peer-group string

Specifies the Peer Group to be used by the spine devices of the migrated 5-stage
CLOS fabric.
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efa fabric setting

Displays or updates the IP fabric settings.

Syntax

efa fabric setting show [ --name fabric-name | --advanced options ]

efa fabric setting update [--name fabric-name | --p2p-link-range fabric-

Parameters

name | --loopback-ip-range ip-pool | --rack-1l3-backup-ip-range ip-
pool | --loopback-port-number id | --vtep-loopback-port-number id |
--spine-asn-block asn-pool | --super-spine-asn-block asn | --leaf-
asn-block asn-pool | --border-leaf-asn-block asn-pool | --rack-asn-
block asn-pool | --rack-border-leaf-asn-block asn-pool | --anycast-
mac-address mac | --ipv6-anycast-mac-address mac | --mac-aging-
timeout timeout | --mac-aging-conversation-timeout timeout | --mac-
move-limit Iimit | --duplicate-mac-timer time | --duplicate-mac-
timer-max-count max| --configure-overlay-gateway { yes | no }| --
bfd-enable { yes | no }| --bfd-tx interval | --bfd-rx interval |
--bfd-multiplier multiplier| --bgp-multihop ttl | --max-paths paths|
--allow-as-in path | --mtu size | --ip-mtu size | --leaf-peer-group
group-name | --optimized-replication-enable { yes | no }| --spine-
peer-group group-name | --super-spine-peer-group group-name | --rack-
underlay-ebgp-peer-group group-name | --rack-overlay-ebgp-peer-group
group-name | --mctlink-ip-range pool | --lacp-timeout { long |

short }| --mct-port-channel id | --single-rack-deployment { yes | no }
| --control-vlan id | --control-ve id | --vni-auto-map { yes | no}

| —--backup-routing-enable { yes | no }| --backup-routing-ipv4-range
range | —--backup-routing-ipvé-range range | --optimized-replication-
enable { yes | no }| --mdtgroup-range range | --default-mdtgroup
ipv4-address | --md5-password password | --md5-password-enable { yes
| no }| --bgp-dynamic-peer-listen-limit peers | --overlay-gateway-
broadcast-local-bias-enable { yes | no }]

--name fabric-name

Specifies the name of the fabric.

--p2p-link-range ip-pool

Specifies the IP address pool used for P2P link configuration.

--loopback-ip-range ip-pool

Specifies the IP address pool used for P2P link configuration.

--rack-13-backup-ip-range ip-pool

Specifies the IP address pool for Layer 3 backup.

--loopback-port-number id
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Specifies the loopback ID on the device to be used as the donor IP interface for
the link between leaf and spine. Valid values range from 1 through 255.

--vtep-loopback-port-number id

Specifies the loopback ID on the device to be used as a VTEP |P interface. Valid
values range from 1through 255.

--spine-asn-block asn-pool

Specifies the ASN pool for spine nodes or one ASN.
--super-spine-asn-block asn

Specifies one ASN.

--leaf-asn-block asn-pool

Specifies the ASN pool for leaf nodes.
--border-leaf-asn-block asn-pool

Specifies the ASN pool for border leaf nodes.
--rack-asn-block asn pool

Specifies the ASN pool for rack nodes. Valid values are numbers from
4200000000 through 4200065534,

--rack-border-leaf-asn-block asn pool

Specifies the ASN pool for rack border leaf nodes. Valid values are numbers from
4200065535 through 4200065635.

--anycast-mac-address asn pool
Specifies the IPv4 anycast MAC address.
--ipvé6-anycast-mac-address mac
Specifies the IPv6 anycast MAC address.
--mac-aging-timeout timeout

Specifies the MAC aging timeout. Valid values are O (for no timeout) or 60
through 86400.

--mac-aging-conversation-timeout timeout

Specifies the MAC conversational aging timeout in seconds. Valid values are O (for
no timeout) or 60 through 100000.

--mac-move-limit Iimit

Specifies the MAC move detect limit. Valid values range from 5 through 500.
--duplicate-mac-timer time

Specifies the number of seconds for detecting a duplicate MAC address.
--duplicate-mac-timer-max-count max

Specifies the maximum number of duplicate MAC addresses that can be
detected.

--configure-overlay-gateway { yes | no }
Configures an overlay gateway.
--bfd-enable { yes | no }

Turns bidirectional forwarding detection (BFD) on or off.
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--bfd-tx interval

Specifies the BFD minimum transmit interval in milliseconds. Valid values range
from 50 through 30000.

--bfd-rx interval

Specifies the BFD minimum receive interval in milliseconds. Valid values range
from 50 through 30000.

--bfd-multiplier multiplier

Specifies the number of times that a packet is missed before BFD declares the
neighbor is down. Valid values range from 3 through 50.

--bgp-multihop ttlI

Determines the TTL value for EBGP neighbors that are not on directly connected
networks. Valid values range from 1 through 255.

--max-paths paths

Specifies the maximum number of paths over which packets can be forwarded.
Valid values range from 1 through 64.

--allow-as-in path

Turns off the AS_PATH check of the routes learned from the AS. Valid values
range from 1 through 10.

--mtu size

For SLX-OS 21.1 and later versions: The MTU size in bytes. Valid values range
from 1500 through 9216.

+ For other SLX-OS versions: The MTU size in bytes. Valid values range from 1548
through 9216.

--ip-mtu size
Specifies the IPv4 or IPv6 MTU size. Valid values range from 1300 through 9194.
--leaf-peer-group group-name

Specifies the name of the leaf peer group. Valid name length is from 1 through 63
characters.

--spine-peer-group group-name

Specifies the name of the spine peer group. Valid name length is from 1 through
63 characters.

--super-spine-peer-group group-name

Specifies the name of the super spine peer group. Valid name length is from 1
through 63 characters.

--rack-underlay-ebgp-peer-group group-name

Specifies the name of the EBGP peer group of the rack underlay. Valid name
length is from 1 through 63 characters.

--rack-overlay-ebgp-peer-group group-name

Specifies the name of the EBGP peer group of the rack overlay. Valid name length
is from 1through 63 characters.

--mctlink-ip-range pool
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Specifies the IP address pool to be used for MCT peering.
--lacp-timeout { long | short }

Specifies LACP timeout for MCT member ports. Accepted values are long and
short.

--mct-port-channel id

Specifies the port-channel interface ID to be used as an MCT peer-interface. Valid
values range from 1through 64.

--single-rack-deployment { yes | no }
Specifies whether single-rack deployment is used. The default is no.
--control-vlan id

Specifies the ID of the VLAN to be used as the MCT cluster control VLAN. Valid
values range from 1 through 4090.

-—-control-ve id

Specifies the ID of the VE to be used as the MCT cluster control VE. Valid values
range from 1 through 4090.

--vni-auto-map { yes | no }

Specifies whether to automatically map the VTEP VLAN (or bridge domain) to
VNI mode.

--backup-routing-enable { yes | no }

Turns backup routing on or off.
--backup-routing-ipv4-range range

Specifies the IPv4 backup routing range.
--backup-routing-ipvé-range range

Specifies the IPv6 backup routing range.
--optimized-replication-enable { Yes | No }
Enables optimized replication.
--mdtgroup-range range

Specifies the IPv4 multicast address range in IP prefix format. For example:
239.0.0.0/8

--default-mdtgroup ipv4-address

Specifies the default IPv4 multicast address. The address must be from the MDT
group range.

---md5-password password

Specifies the BGP MD5 password to be used on fabric links. If the password is a
word, the following rules apply: 1-80 for plain text and 1-164 for encrypted string.
The default is "<prompt>".

---md5-password-enable { yes | no }
Enables or disables the BGP MD5 password on fabric links.

---bgp-dynamic-peer-listen-limit peers
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Specifies the maximum number of dynamic BGP peers that can be operational
across the VRFs in the SLX. Valid values range from 1 through 2400. The default is
100.

--overlay-gateway-broadcast-local-bias-enable { yes | no }

Enable/Disable Local Bias for LVTEP BUM Traffic Handling.

Examples
These examples update optimized replication, the MDT group, and the default MDT
group.
# efa fabric setting --update --mdtgroup-range 239.0.0.0/8 --name clos fabric

# efa fabric setting --update —-default-mdtgroup 239.1.1.1 --name clos fabric

In this example, MD5 authentication is created or updated:

efa fabric setting update --name fabricl --md5-password-enable yes
Please supply a password for BGP MD5 authentication on fabric links:
efa fabric configure --name fabricl
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efa fabric show

Displays the details of the fabric.

Syntax

efa fabric show [--name fabric-name ]

Parameters
--name fabric-name

Specifies the name of the fabric.

Usage Guidelines

Displays the details of all fabrics when the name option is not provided.

Displays the details of the specified fabric when the name option is provided.

Examples
This example displays details for the BLR_FABRIC.

efa fabric show --name BLR FABRIC
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efa fabric show-config

Displays the configuration of the specified fabric.

Syntax
efa fabric show-config [ -—-name fabric-name | --device-role { leaf |
spine | super-spine | border-leaf }| --ip ip-address ]
Parameters
--name fabric-name
Specifies the name of the fabric.
--device-role { leaf | spine | super-spine | border-leaf }
Specifies the role of devices for which configuration is displayed.
--ip ip-address
Specifies the IP address of the devices for which configuration is displayed. Used
with the --device-role option.
Examples

efa fabric show-config --name BLR FABRIC --device-role border-leaf
--ip 10.25.225.58
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efa fabric show summary

Displays a summary of the specified fabric.

Syntax

efa fabric show summary [--name fabric-name ]

Parameters
--name fabric-name

Specifies the name of the fabric.

Usage Guidelines

Displays the details of all fabrics when the name option is not provided.

Displays the details of the specified fabric when the name option is provided.

Examples

This example displays a summary for the BLR_FABRIC fabric.

efa fabric show summary --name BLR FABRIC
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efa fabric topology show overlay

Displays the overlay connectivity (VXLAN tunnels) of the devices in a fabric.

Syntax

efa fabric topology show overlay [--name name ]

Parameters
-=—name name

Specifies the name of the fabric.

Examples

This example displays the overlay topology information for the fabric.

# efa fabric topology show overlay --name clos fabric

| OVERLAY ECAP TYPE | TUNNEL TYPE | SOURCE LEAF IP | DESTINATION LEAF IP | SOURCE VTEP IP
| DESTINATION VTEP IP | OVERLAY ADMIN STATE | OVERLAY OPER STATE |

o o ——— o o o
o o o +

| vxlan unicast 10.24.80.158 10.24.80.159 172.31.254.7

| 172.31.254.9 | up | up

| vxlan | unicast | 10.24.80.159 | 10.24.80.158 | 172.31.254.9

| 172.31.254.7 | up | up

| vxlan | multicast | 10.24.80.158 | | 172.31.254.7

| 239.1.1.1 | up | up |

| vxlan | multicast | 10.24.80.159 | | 172.31.254.9

| 239.1.1.1 | up | up

o Fom e o o Fom e
B i B i B ettt e +
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efa fabric topology show underlay

Displays the underlay connectivity (BGP peers) of the devices in a fabric for the default
VRF.

Syntax

efa fabric topology show underlay [--name name ]

Parameters
—-—name name

Specifies the name of the fabric.

Examples

This example displays the underlay topology information for the fabric.

efa fabric topology show underlay --name nc

SOURCE DEVICE IP | DESTINATION DEVICE IP | SOURCE DEVICE ROUTER ID | NEIGHBOR IP

10.20.61.90 | 10.20.61.91 | 172.31.254.1 | 10.20.20.3
10.20.61.91 | 10.20.61.90 | 172.31.254.3 | 10.20.20.2

SOURCE DEVICE ASN | DESTINATION DEVICE ASN | NEIGHBOR AFI STATE | NEIGHBOR SAFI | UNDERLAY STATE |

4200000000 | 4200000000 | ipvé | unicast |
4200000000 | 4200000000 | ipv4d | unicast |
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efa fabric topology show physical

Displays the physical connectivity (LLDP neighbors) of the devices in a fabric.

Syntax
efa fabric topology show physical [ --name name ]
Parameters
——name name
Specifies the name of the fabric.
Examples
This example displays a portion of the physical topology information for the fabric.
efa fabric topology show physical --name clos_ fabric
Fom - Fom - e o
| SOURCE | SOURCE | DESTINATION | DESTINATION | SOURCE
NODE TP NODE ROLE NODE TP NODE ROLE NODE INTERFACE
Fom - Fom - Fom e Fom e fom e
| 10.24.80.135 | LEAF [10.25.225.163 | LEAF | 0/39
| 10.24.80.135 | LEAF [10.25.225.163 | LEAF | 0/40
| 10.24.80.135 | LEAF [10.24.80.134 | LEAF | 0/46
| 10.24.80.134 | LEAF [10.24.80.135 | LEAF | 0/46
fom e ——— Fom B
| DESTINATION | SOURCE DEVICE| DESTINATION DEVICE
NODE INTERFACE MULTI HOMED MULTI HOMED
fom e ——— Fom B
| 0/39 | TRUE | FALSE
| 0/40 | TRUE | FALSE
| 0/46 | TRUE | TRUE
| 0/46 | TRUE | TRUE
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efa health detail show

Display the list of health detail.

Syntax

efa health detail show [ --resource string ]

Parameters
--resource string

Specifies the health resource path associated to the alert being sent. Example:
--resource /App/System/Security/Certificate.
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efa health inventory show

Display the list of health inventory.

Syntax
efa health inventory show [ --resource string ]
Parameters
--resource string
Specifies the health resource path associated to the alert being sent. Example:
--resource /App/System/Security/Certificate.
Examples
(efa:root) root@ubuntu:~/certs891l# efa health inventory show
o +
[ Resource \
o +
| /App/System/HA/Nodes/Services
B e +
| /App/System/HA/Nodes/Node
o +
| /RApp/System/Storage?mount point=&node ip=
o +
| /App/System/Storage?mount point=/&node ip=10.21.89.1
B e +
| /App/System/Security/Certificate?type=unknown certificate
e R — +
| /App/System/Security/Certificate?device ip=&type=unknown certificate |
o +
| /App/System/Security/Certificate?type=app server certificate |
B e +
| /App/System/Security/Certificate?type=third party ca
+ ____________________________________________________ j _____ j ___________ +
\ /App/System/Security/Authentication?server=
o +
| /App/Component/Asset/Device?device ip=
B e +

--— Time Elapsed: 62.125206ms ---
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efa health show

Display the list of health resources.

Syntax

efa health show [ --resource string ]

Parameters
--resource string

Specifies the health resource path associated to the alert being sent. Example:
--resource /App/System/Security/Certificate.

ExtremeCloud Orchestrator Commmand Reference for version 3.21. 85



efa inventory admin-state ExtremeCloud Orchestrator Commands

efa inventory admin-state

Changes, displays, and deletes device state, state change history, or state change

record.
Syntax
efa inventory admin-state up [ --ip ip-addr ]
efa inventory admin-state down [--ip ip-addr ]
efa inventory admin-state detail [--uuid uuid ]
efa inventory admin-state delete [ --key ip-addr ]
efa inventory admin-state history [--ip ip-addr ]
efa inventory admin-state show [--ip ip-addr ]
Parameters
--ip ip-addr

Specifies the IP address of the device.
--key ip-addr

Specifies the |IP address of the device or config-backup UUID to be deleted.
--uuid uuid

Specifies the ID of the configuration backup.

Usage Guidelines

When a device changes to admin down state, the device goes into maintenance mode.

When a device changes to admin up state, the device is taken out of maintenance
mode.

For more information, see "Administered Partial Success" in the .

Examples

This example changes the device state to admin up and generates a UUID to use in the

efa inventory admin-state detail version of the command.

$ efa inventory admin-state up --ip 10.24.80.158
AdminStateUp [success]
Admin State Up execution UUID: 8d9falcf-dc76-42cc-ac7a-57902a47clb2

This example changes the device state to admin down and generates a UUID to use in

the efa inventory admin-state detail version of the command.

$ efa inventory admin-state down --ip 10.24.80.158
AdminStateDown [success]
Admin State Down execution UUID: 28eb0845-7a7a-4851-b453-b3020c6900£f2
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This example displays the history of the admin status for the specified device.
# efa inventory admin-state history --ip 10.24.80.158

UUID Device IP Admin State Status
8d9falcf-dc76-42cc-ac7a-57902a47clb2 10.24.80.158 wup success
28eb0845-7a7a-4851-b453-03020c6900f2 10.24.80.158 down success

Device State Change Records

This example shows details of admin state changes for the specified UUID.
$ efa inventory admin-state detail --uuid
28eb0845-7a7a-4851-b453-53020c6900£2

____________________________________________________________________ +
NAME VALUE
____________________________________________________________________ +
UuID 28eb0845-7a7a-4851-b453-b3020c6900£2
____________________________________________________________________ +
Device IP 10.24.80.158
____________________________________________________________________ +
Admin State Action down
____________________________________________________________________ +
Status success
____________________________________________________________________ +
Maintenance Mode Enable Status success
____________________________________________________________________ +
Start Time 2020-07-30 10:04:33.982447 +0000 UTC
____________________________________________________________________ +
Last Modified 2020-07-30 10:04:38.437425 +0000 UTC
____________________________________________________________________ +
Duration 4.454976211s
____________________________________________________________________ +

This example shows details of the state of the specified device.
$ efa inventory admin-state show --ip 10.24.80.158

__________________________________ +
NAME VALUE
__________________________________ +
Device IP 10.24.80.158
__________________________________ +
Admin State up
__________________________________ +
Health Check Status Disable
__________________________________ +

This example deletes the state change instance for the specified IP address.
$ efa inventory admin-state delete --key 10.24.80.159
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efa inventory config-backup

Configures the backup for device configuration.

Syntax
efa inventory config-backup history|[ --ip ip-address ]
efa inventory config-backup execute|[ --ip ip-address ]
efa inventory config-backup delete|[ --key ip-address ]
efa inventory config-backup detail|[ --uuid cb-uuid | --show-config | --
file-dump filename ]
Parameters

--ip ip-address
Specifies the IP address of the device.
--key ip-address
Specifies the |IP address of the device or config-backup UUID to be deleted.
--uuid cb-uuid
Specifies the ID of the configuration backup.
--show-config
Displays configuration text.
--file-dump filename

Saves configuration text to the specified file.

Usage Guidelines
Use the efa inventory config-backup history command to display the history of
configuration backups.

Use the efa inventory config-backup execute command to run the configuration
backup for the specified device.

Use the efa inventory config-backup delete command to delete the configuration
backup record.

Use the efa inventory config-backup detail command to display the details of the
configuration backup and to, optionally, show the text of the configuration and save the
text to afile.

Examples
The following examples show efa inventory config-backup commands.

# efa inventory config-backup execute --ip 10.24.14.133
# efa inventory config-backup history --ip 10.24.14.133

88 ExtremeCloud Orchestrator Command Reference for version 3.2.1.



ExtremeCloud Orchestrator Commands efa inventory config-backup

# efa inventory config-backup detail --uuid 1111-1111-1111 --show-config
# efa inventory config-backup detail --uuid 1111-1111-1111 --show-config
-—file-dump fileABC

# efa inventory config-backup delete --key 10.24.14.133

# efa inventory config-backup delete --key 1111-1111-111
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efa inventory config-replay

Displays, runs, and deletes the configuration replay for the specified device.

Syntax
efa inventory config-replay history [--ip ip-addr ]
efa inventory config-replay execute [--ip ip-addr | --uuid cr-uuid | --
ssid ssid | --startup-config | --no-reboot ]
efa inventory config-replay delete [--key ip-addr ]
efa inventory config-replay detail [--uuid cr-uuid ]
Parameters
--ip ip-addr

Specifies the IP address of the device.
--uuid cr-uuid

Specifies the config replay ID or the UUID of config backup job.
--ssid ssid

Specifies the SSID of the config-backup job.
--startup-config

Copies the backup file to the startup-config file.
--no-reboot

Configures replay without rebooting the device.
--key ip-addr

Specifies the |IP address of the device or config-replay UUID to be deleted.

Usage Guidelines

The device configuration backup and replay feature enables backup of the device
configuration based on inventory device settings, commands, and REST APls.

Use the efa inventory config-replay history command to display the
configuration replay history for the specified device.

Use the efa inventory config-replay execute command to run the configuration
backup for the specified device.

Use the efa inventory config-replay delete command to delete the configuration
replay record for the specified device.

Use the efa inventory config-replay detail command to display detailed replay
history for the specified device.
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efa inventory config-replay

Examples

The following examples show efa inventory config-replay commands.

# efa inventory config-replay execute --ip 10.24.14.133
--uuid 1111-1111-111

efa
efa
efa
efa
efa

S o o W W

--startup-config

inventory
inventory
inventory
inventory
inventory

config-replay history --ip 10.24.14.133

config-replay detail --uuid 1111-1111-1111

config-replay delete --key 10.24.14.133

config-replay delete --key 1111-1111-111

config-replay execute --ip 10.24.14.133 --uuid 1111-1111-111

# efa inventory config-replay execute --ip 10.24.14.133 --uuid 1111-1111-111
--no-reboot
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efa inventory debug devices-lock

Displays lock status of the devices.

Syntax

efa inventory debug devices-lock

Usage Guidelines

Diagnostic commands are developed and intended for specialized troubleshooting.
Work closely with Extreme Networks technical support when running debug or show
system internal commands and interpreting their results.

Examples

efa inventory debug devices-lock

o B +
| IP Address | Locked |
o Fom— +
| 10.139.44.156 | false

o Fom— +
| 10.139.44.155 | false |
o B +
| Global DeviceWalkListLock | false

o Fom— +
| Global DeviceLockCollectionMapLock | false |
o Fom— +
| Global FabricEventLock | false |
o B +
| Global MapLock of Events | false |
o Fom— +
| GoSwitch Repository | false |
o Fom— +
| Service Lock | false |
o B +

92 ExtremeCloud Orchestrator Command Reference for version 3.2.1.



ExtremeCloud Orchestrator Commands efa inventory debug devices-unlock

efa inventory debug devices-unlock

Unlocks devices forcefully if they were locked during the configuration backup process.

Syntax

efa inventory debug devices-unlock [ --ip ip-list | --fabric fabric-name
| --servicelock ]

Parameters
--ip ip-list
List of IPs to unlock.
-—-fabric fabric-name
Fabric with which devices are associated.
--servicelock

Specify to unlock all service locks.

Examples

efa-client inventory debug devices-unlock --ip 10.20.246.5,10.20.246.6
o o +
| IP Address | Status |

Force Unlock Devices
--— Time Elapsed: 100.5453ms ---

efa-client inventory debug devices-unlock --servicelock
oo fommmmmm== +

| IP Address | Status |

fommmmmmmmmee=e e +

Service Lock Success
o o +

Force Unlock Devices

--- Time Elapsed: 39.3574572s ---

efa-client inventory debug devices-unlock --fabric fabricl

tomm - B +
| IP Address | Status |

Force Unlock Devices
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efa inventory debug unblock-from-fwdl

Unlocks devices forcefully if they were locked during a firmware download.

Syntax
efa inventory debug unblock-from-fwdl [--ip ip-list | --fabric fabric-
name ]
Parameters
--ip ip-list

List of IPs to unlock.
-—-fabric fabric-name

Fabric with which devices are associated.

Usage Guidelines

During firmware download, a lock is activated to prevent other services from doing
any operations. This debug command allows you to unlock the lock in case, for some
reason, the system does not unlock on its own.

Examples

efa-client inventory debug unblock-from-fwdl --ip 10.20.246.1,10.20.246.2
Fomm - Fomm +
| IP Address | Status |

Force Removal of FWDL
Status
-—- Time Elapsed: 42.0891034s ---

efa-client inventory debug unblock-from-fwdl --fabric non-clos

Fom e —— o +
| IP Address | Status |

Force Removal of FWDL
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efa inventory device clear route-all

Clears all routes on devices.

Syntax

efa inventory device clear route-all [ --ip device-ips | --fabric fabric-

name | --ipvé4-only | --ipvé6-only | -h, --help ]

efa inventory device clear route-all

Parameters
--ip device-ips

Specifies comma-separated range of device |IP addresses. Example:
10.1.1.13,10.11.50,10.1.1.101.

--fabric fabric-name

Specifies the name of the fabric.
--ipv4-only

Optional flag to only clear IPv4 routes.
--ipvé6-only

Optional flag to only clear IPv6 routes.
-h, --help

Help for device clear all routes.

Examples

The following example clears all routes on device with IP address 10.20.30.40.

efa inventory device clear route-all --ip 10.20.30.40

The following example clears only IPv4 routes on device with IP address 10.20.30.40.

efa inventory device clear route-all —--ip 10.20.30.40 —--ipvé4-only
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efa inventory device compare

Compares the device configuration with the configuration details that are saved in the

application.
Syntax

efa inventory device compare [ --ip ]
Parameters

__ip

Specifies the IP address of the device to be compared.
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efa inventory device delete

Deletes the device.

Syntax

efa inventory device delete [ --ip ip-addr | --fabric fabric-name ]

Parameters
--ip ip-addr
Specifies commma-separated range of device |IP addresses. Example:
10.1.1.13,10.1.1.50,10.1.1.101.
-—-fabric fabric-name

Fabric name for which devices needs to deleted.

Usage Guidelines

If an inventory device is deleted while Drift and Reconcile is in process for the same
device and the device is currently in maintenance mode, then the device remains in
maintenance mode after deletion. To take the device out of maintenance mode before
device registration, you must perform a manual procedure.

ExtremeCloud Orchestrator Commmand Reference for version 3.21. 97



efa inventory device discovery-time list ExtremeCloud Orchestrator Commands

efa inventory device discovery-time list

Displays the configured device discovery interval for devices or for a fabric.

Syntax

efa inventory device discovery-time list [ --ips ip-addr | --fabric
fabric-name]

Command Default

The default discovery interval is one hour. You can modify this interval by using the efa
inventory device discovery-time update command.

Parameters
--ips ip-addr

Specifies a comma-separated list of the IP addresses for which you want to see
the configured interval. For example, 10.1.1.13,10.1.1.50,10.1.1.101.

--fabric fabric-name

Specifies the name of the fabric.

Examples
This example displays the device discovery interval for each device in the fabric named
myFabric.
efa inventory device discovery-time list --fabric myFabric

This example displays the device discovery interval for two device IP addresses.

efa inventory device discovery interval --ips 1.1.1.1,2.2.2.2
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efa inventory device discovery-time update

Configures the interval for periodic discovery of devices.

Syntax

efa inventory device discovery-time update [ --ip ip-addr | --fabric
fabric-name ] [ --min minutes | --hour hours]

Command Default

The default discovery interval is one hour.

Parameters
--ip ip-addr
Specifies the IP address of the device for which you are configuring the interval.
--fabric fabric-name

Specifies the name of the fabric for which you are configuring the interval. All
devices in this fabric will have the same interval.

--min minutes
Specifies the interval in minutes.
--hour hours

Specifies the interval in hours.

Usage Guidelines

Tenant and Fabric Services use periodic discovery to detect out-of-sync configurations
on the devices.

These services act on the published events and update the database to reflect the
status of the devices as in-sync and out-of-sync.

Examples

This example configures an interval of 20 minutes for a specific IP address.

efa inventory device discovery-time update --ip 1.1.1.1 --min 20

This example configures an interval of two hours for a fabric named myFabric.

efa inventory device discovery-time update --fabric myFabric --hour 2
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efa inventory device execute-cli

Runs a specified command on one or more devices.

Syntax
efa inventory device execute-cli [ --ip ip-addr | --fabric fabric-devices
| --role role-devices | --command command | --config { config-term |
exec-mode }]
Parameters
--ip ip-addr
Specifies a comma-separated range of device |IP addresses. For example:
10.1.1.13,10.1.1.50,10.1.1.101.
--fabric fabric-devices
Specifies all devices in the specified fabric.
--role role-devices
Specifies devices in the fabric, based on their role.
--command command
Specifies a comma-separated or semicolon-separated list of commands to run on
the devices.
--config { config-term | exec-mode }
Indicates whether commands are for config-term or exec-mode. The default
value is exec-mode.
Examples

# efa inventory device execute-cli --ip 10.18.120.187
--command "Interface ethernet 0/1, no reload-delay enable" --config
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efa inventory device firmware-download activate

This commmand will trigger the reloading of devices for a given fabric, devices or a
prepared list group.

Syntax

efa inventory device firmware-download activate [ --fabric fabric-name |
--prepared-list-name prepared-list-name | --ip ip=addr ]

Parameters
--fabric fabric-name
Specifies the name of the fabric.
--ip ip=addr
Specifies a comma-separated list of device IP addresses.
--prepared-list-name prepared-list-name

Prepared list name.
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efa inventory device firmware-download commit

Commits new firmware where the firmware download was started with the
NoAutoCommit flag.

Syntax

efa inventory device firmware-download commit [ --fabric fabric-name |
--ip ip-addr| --prepared-list-name prepared-list-name ]

Parameters
--fabric fabric-name
Specifies the name of the fabric.
--ip ip-addr
Specifies a comma-separated list of device IP addresses.
--prepared-list-name prepared-list-name.

Prepared list name.

efa inventory device firmware-download commit --fabric fabricl

Firmware Download Commit for fabric fabricl - [success]

Fom e e tom— +
| DevicelIP | Device FWDL Status | Error |
fomm - B R +
| 10.20.246.6 | Firmware Committed Successfully |

fom o o +

--- Time Elapsed: 1m25.765540754s ---
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efa inventory device firmware-download execute

Clears out the prepared list for successfully completed devices. Any failed devices
remain in the prepared list to allow for the run to be retried.

Syntax
efa inventory device firmware-download execute [ --fabric fabric-name
| --prepared-list-name prepared-list-name | [ --noMaintMode ] |
[ -——-noAutoCommit | [ --noActivate ] | --drc | --group-execution
{ continue-on-error | stop-on-error } | --help
Parameters

--fabric fabric-name
Specifies the name of the fabric.
--prepared-list-name prepared-list-name
Prepared list name.
--noMaintMode

Ignores Maintenance Mode operations during firmware download. The option
defaults to FALSE, which means Maintenance Mode is turned off during firmware
download. If you add the noMaintMode option, Maintenance Mode operations are

not performed during the firmware download process.
--noAutoCommit

Configures auto commit in the firmware download. By default, the firmware
download process automatically commits the firmware following successful
completion. If you add the noAutoCommit option, you must manually run a new

efa inventory device firmware-download commit command to committhe
downloaded firmware on the device.

--noActivate

Configure Activation in Firmware Download. Device will not reload after the
downloading the firmware. To activate the firmware, you must run the efa
inventory device firmware-download activate command on the device.

--drc

During firmware download workflow DRC is controlled by user input flag "drc". If
the flag is set to "true" and maintenance mode is enabled, then DRC is triggered.
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By default "drc" flag is "false". The following table describes the different scenarios
for DRC during firmware download:

noMaint

drc

enable_o
n_reboot

FWDL Reboot
Behavior

Comments

False

False

True
/
Fals
e

Maintenan
ce mode
will be
enabled
before
reboot

NO DRC
Maintenan
ce mode
will be
disabled
after
reboot

Default Case
FWDL is
driving
maint-mode
o)
enable_on_r
eboot has no
effect

False

True

True

Fals

Maintenan
ce mode
will be
enabled
before
reboot

DRC will
be
triggered
Maintenan
ce mode
will be
disabled
on
successful
DRC

FWDL is
driving
maint-mode
o)
enable_on_r
eboot has no
effect

True

False

True

enable_on
_reboot
mode will
bring
switch in
maintenan
ce mode

NO DRC

Maintenan
ce mode
will be
disabled
after
reboot

True

False

Fals

No
maintenan
ce mode

NO DRC
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noMaint

drc

enable_o
n_reboot

FWDL Reboot
Behavior

Comments

True

True

True

enable_on

_reboot
mode will
bring
switch in
maintenan
ce mode
DRC will
be
triggered
Maintenan
ce mode
will be
disabled
on
successful
DRC

True True Fals Invalid use
e case;
appropriate
error will be
raised

--group-execution|[ continue-on-error | stop-on-error]

Specifies the group run policy when a firmware download process fails on one or
more devices defined in a group. When all devices defined in the group have
completed the firmware download process and there is one or more device

that has failed, the group run policy rules if the firmware download work flow
continues to process the remaining groups or not.

There are two options:

+ Under the continue-on-error group run policy (the default), in case of a
device upgrade failure, the work flow continues to the next group, until all
groups have been processed.

+ Under the stop-on-error group run policy, in case of a device upgrade failure,
the work flow does not continue to the next group.

Usage Guidelines

You may receive a general warning for traffic loss for single-homed servers if any leaf
devices or non-Clos devices are prepared for firmware download.

Run only one instance of this command per fabric.

efa inventory device firmware-download execute --noAutoCommit
--fabric fabric

Firmware Download Execute [success]

Monitor firmware download execution progress using:
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efa inventory device firmware-download show --fabric fabric

Please don't execute other commands on these devices until firmware download
is in progress

Firmware download execution initiated with '--noAutoCommit' flag, please
commit/restore after completion using:

efa inventory device firmware-download commit --fabric fabric

efa inventory device firmware-download restore --fabric fabric

This example shows only a portion of all possible output.

efa inventory device firmware-download show --fabric fabric

Fom Fo———— Fo———— Fo— +-———- +-————

o +

| IP Address | Host Name

| Model | Chassis Name | ASN | Role | Current Firmware
o —— Fomm - o Fom - +-———= Fo————=
o +

| 10.20.246.5 | NHF-Leafl |

3009 | SLX9150-48Y | O | Leaf | 20.2.2s1x0s520.2.2b 201208 0600 |
Fom e Fom - to————— o +-———- +o————
o +

| 10.20.246.6 | NHF-Leaf2 |

3009 | SLX9150-48Y | O | Leaf | 20.2.2s1x0s520.2.2b 201211 1800 |
Fom Fo———— Fo———— Fo— +-———- +-————

o +

Firmware Download Show Details
Firmware Download Show Overall 